UNCLASSIFIED

Exhibit R-2, RDT&E Budget Item Justification: PB 2023 Air Force Date: April 2022
Appropriation/Budget Activity R-1 Program Element (Number/Name)
3600: Research, Development, Test & Evaluation, Air Force | BA 7: PE 0301113F / Cyber Security Intelligence Support
Operational Systems Development

COST ($ in Millions) Prior FY 2023 | FY 2023 | FY 2023 Cost To Total

Years FY 2021 | FY 2022 Base (0]ef0) Total FY 2024 | FY 2025 | FY 2026 | FY 2027 |Complete| Cost

Total Program Element - 0.000 5.224 8.972 0.000 8.972 9.711 11.042 10.946 11.190| Continuing| Continuing
671931: TECH SURVEIL - 0.000 5.224 8.972 0.000 8.972 9.711 11.042 10.946 11.190| Continuing| Continuing
COUNTER MEAS EQPT
Quantity of RDT&E Articles - - - - - - - - - -

A. Mission Description and Budget Item Justification

Mission Description: Provides funding to the Air Force owned DoD Cyber Crime Center to fund continued development and modifications of cybersecurity tools and
activities to support DoD-wide military intelligence efforts to include CADO-IS (formerly CI-PED) and STORMSYSTEM. Activities include but are not limited to
development of software/hardware systems, integration and transition of lab-developed cyber capabilities, developmental testing, operational evaluation, manpower,
studies, analysis, pilots, demonstrations, and risk reduction efforts to improve protection of critical technologies.

In FY 2022, PE 0305103F, Cyber Security Initiative, Project 671931, Tech Surveillance Counter Measures, efforts were transferred to PE 03031113F, Cyber Security
Intelligence Support, Project 671931, Tech Surveillance Counter Measurement Equipment, in order to more appropriately categorize the funding according to purpose.

The total cost of the AHFRM Middle Tier of Acquisition effort is $156.9 million, including RDT&E and procurement of prototype units. AHFRM is not fully funded across
the Future Years Defense Program. The Department of the Air Force is assessing all options to address the funding shortfalls for MTA programs including additional
funding in a future budget request, performance trades based on technical maturity, or transition to alternative pathways

This program element may include necessary civilian pay expenses required to manage, execute, and deliver weapon system capability. The use of such programs
funds would be in addition to the civilian pay expenses budgeted in program element 0605827F, 0605828F, 0605829F, 0605832F, 0605833F, 0605898F, 0606398F. In
FY21 0.0M was expended for civilian pay expenses in this program element, and in FY22 0.0M is forecasted for civilian pay expenses in this program element.

This program is in Budget Activity 7, Operational System Development because this budget activity includes development efforts to upgrade systems that have been
fielded or have received approval for full rate production and anticipate production funding in the current or subsequent fiscal year.
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UNCLASSIFIED

Exhibit R-2, RDT&E Budget Item Justification: PB 2023 Air Force

Date: April 2022

Change Summary Explanation

positions for FY 2023 cannot be made in a relevant manner.

C. Accomplishments/Planned Programs ($ in Millions)

Appropriation/Budget Activity R-1 Program Element (Number/Name)
3600: Research, Development, Test & Evaluation, Air Force | BA 7: PE 0301113F / Cyber Security Intelligence Support
Operational Systems Development
B. Program Change Summary ($ in Millions) FY 2021 FY 2022 FY 2023 Base FY 2023 OCO
Previous President's Budget 0.000 5.224 0.000 0.000
Current President's Budget 0.000 5.224 8.972 0.000
Total Adjustments 0.000 0.000 8.972 0.000
» Congressional General Reductions 0.000 0.000
» Congressional Directed Reductions 0.000 0.000
» Congressional Rescissions 0.000 0.000
» Congressional Adds 0.000 0.000
» Congressional Directed Transfers 0.000 0.000
* Reprogrammings 0.000 0.000
* SBIR/STTR Transfer 0.000 0.000
+ Other Adjustments 0.000 0.000 8.972 0.000

FY 2023 Total

0.000

8.972
8.972

8.972

The FY 2022 President's Budget submittal did not reflect FY 2023 through FY 2026 funding. Therefore an explanation of the change between the two budget

FY 2021

FY 2022

FY 2023

Title: Cyber Security Intelligence Support

Description: Provides funding to the Air Force DoD Cyber Crime Center to fund continued development and modifications
of cybersecurity tools and activities to support DoD-wide military intelligence efforts to include CADO-IS (formerly CI-PED)
and STORMSYSTEM. Activities include but are not limited to development of software/hardware systems, integration and

demonstrations, and risk reduction efforts to improve protection of critical technologies.

FY 2022 Plans:

- Provide professional and technical subject matter expertise to the development and modification of cybersecurity tools and
activities to support DoD-wide military intelligence efforts.

- Design and maintain enhanced ability to support research, prototyping, development, and testing of cybersecurity tools to
synchronize collection, focus operational activity, and rapidly share intelligence to support DoD-wide military intelligence efforts.

FY 2023 Plans:
- Continue to provide professional and technical subject matter expertise to the development and modification of cybersecurity
tools and activities to support DoD-wide military intelligence efforts.

transition of lab-developed cyber capabilities, developmental testing, operational evaluation, manpower, studies, analysis, pilots,

0.000

5.224

8.972
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UNCLASSIFIED

Exhibit R-2, RDT&E Budget Item Justification: PB 2023 Air Force Date: April 2022
Appropriation/Budget Activity R-1 Program Element (Number/Name)

3600: Research, Development, Test & Evaluation, Air Force | BA 7: PE 0301113F / Cyber Security Intelligence Support

Operational Systems Development

C. Accomplishments/Planned Programs ($ in Millions) FY 2021 FY 2022 FY 2023

- Continue to design and maintain enhanced ability to support research, prototyping, development, and testing of cybersecurity

tools to synchronize collection, focus operational activity, and rapidly share intelligence to support DoD-wide military intelligence
efforts.

FY 2022 to FY 2023 Increase/Decrease Statement:
Increased requirements

Accomplishments/Planned Programs Subtotals 0.000 5.224 8.972

D. Other Program Funding Summary ($ in Millions)
N/A

Remarks

E. Acquisition Strategy

Utilize a tailorable acquisition strategy that facilitates the rapid update and delivery of material and nonmaterial solutions to operational military intelligence efforts. This
approach allows flexibility for solutions to enter the acquisitions process at any phase of the acquisition life cycle. Cyber Security Intelligence Support provides the rapid
development environment and DevOps capacity to meet urgent operational needs/requirements in the protection of critical technologies.

PE 0301113F: Cyber Security Intelligence Support UNCLASSIFIED
Air Force Page 3 of 6 R-1 Line #211




UNCLASSIFIED

Exhibit R-3, RDT&E Project Cost Analysis: PB 2023 Air Force

| Date: April 2022

Appropriation/Budget Activity

R-1 Program Element (Number/Name)

Project (Number/Name)

3600/7 PE 0301113F / Cyber Security Intelligence |671931/ TECH SURVEIL COUNTER
Support MEAS EQPT
. _— FY 2023 FY 2023 FY 2023
Product Development ($ in Millions) FY 2021 FY 2022 Base 0CO Total
Contract Target
Method Performing Prior Award Award Award Award Cost To Total Value of
Cost Category Item & Type | Activity & Location | Years Cost Date Cost Date Cost Date Cost Date Cost |Complete| Cost Contract
gzgggiecu”ty Inteligence | rgp | 18D : TBD - - 5.224| Oct 2021 8.972| Oct 2022 - 8.972 | Continuing| Continuing -
Subtotal - - 5.224 8.972 - 8.972| Continuing| Continuing N/A
Target
Prior FY 2023 FY 2023 FY 2023 | Cost To Total Value of
Years FY 2021 FY 2022 Base oco Total |Complete| Cost Contract
Project Cost Totals - - 5.224 8.972 - 8.972| Continuing| Continuing N/A
Remarks
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Exhibit R-4, RDT&E Schedule Profile: PB 2023 Air Force

| Date: April 2022

Appropriation/Budget Activity

R-1 Program Element (Number/Name)

Project (Number/Name)

3600/7 PE 0301113F / Cyber Security Intelligence |671931/ TECH SURVEIL COUNTER
Support MEAS EQPT
FY 2021 FY 2022 FY 2023 FY 2024 FY 2025 FY 2026 FY 2027
1]2[3]4|1]2|3]a|1]2]3|a][1]|2]3|4]1]2]3]4|1][2|3]4][1]2]3]4
Cyber Security Intelligence Support
Design and Maintain Enhanced Research,
Prototyping, Development and Testing of ]
Cybersecurity Tools
Research, Prototype, Develop, and Test
Cybersecurity Tools to Synchronize s

Collection, Focus Operational Activity, and
Rapidly Share Intelligence

PE 0301113F: Cyber Security Intelligence Support
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UNCLASSIFIED

Exhibit R-4A, RDT&E Schedule Details: PB 2023 Air Force

| Date: April 2022

Appropriation/Budget Activity R-1 Program Element (Number/Name) Project (Number/Name)
3600/7 PE 0301113F / Cyber Security Intelligence 671931/ TECH SURVEIL COUNTER
Support MEAS EQPT

Schedule Details

Start End
Events by Sub Project Quarter Year Quarter Year
Cyber Security Intelligence Support
Design and_Mamtam Enhanced Research, Prototyping, Development and Testing of 1 2022 4 2023
Cybersecurity Tools
Research, Prototype, Develop, and Test Cybersecurity Tools to Synchronize 1 2022 4 2023
Collection, Focus Operational Activity, and Rapidly Share Intelligence

PE 0301113F: Cyber Security Intelligence Support
Air Force

UNCLASSIFIED
Page 6 of 6 R-1 Line #211







U_0301113F_7_PB_2023.xml

 
     
         0301113F
         Cyber Security Intelligence Support
         211
         2023
         PB
         2022-04
         Air Force
         3600
         Research, Development, Test & Evaluation, Air Force
         7
         Operational Systems Development
         
             0.000
             5.224
             8.972
             8.972
             0.000
             9.711
             11.042
             10.946
             11.190
             Continuing
             Continuing
        
         
             
                 0.000
                 5.224
                 0.000
                 0.000
                 0.000
            
             
                 0.000
                 5.224
                 8.972
                 8.972
                 0.000
            
             
                 0.000
                 0.000
                 8.972
                 8.972
                 0.000
            
             
                 
                     0.000
                     0.000
                
                 
                     0.000
                     0.000
                
                 
                     0.000
                     0.000
                
                 
                     0.000
                     0.000
                
                 
                     0.000
                     0.000
                
                 
                     0.000
                     0.000
                
                 
                     0.000
                     0.000
                
                 
                     
                         Other Adjustments
                         
                             0.000
                             0.000
                             8.972
                             8.972
                             0.000
                        
                    
                
            
             The FY 2022 President's Budget submittal did not reflect FY 2023 through FY 2026 funding.  Therefore an explanation of the change between the two budget positions for FY 2023 cannot be made in a relevant manner.
        
         
             
                 671931
                 TECH SURVEIL COUNTER MEAS EQPT
                 
                     0.000
                     5.224
                     8.972
                     8.972
                     0.000
                     9.711
                     11.042
                     10.946
                     11.190
                     Continuing
                     Continuing
                
                 
                     
                         0
                         0
                         0
                         0
                         0
                         0
                         0
                         0
                         0
                    
                     Mission Description: Provides funding to the Air Force owned DoD Cyber Crime Center to fund continued development and modifications of cybersecurity tools and activities to support DoD-wide military intelligence efforts to include CADO-IS (formerly CI-PED) and STORMSYSTEM.    Activities include but are not limited to development of software/hardware systems, integration and transition of lab-developed cyber capabilities, developmental testing, operational evaluation, manpower, studies, analysis, pilots, demonstrations, and risk reduction efforts to improve protection of critical technologies.

In FY 2022, PE 0305103F, Cyber Security Initiative, Project 671931, Tech Surveillance Counter Measures, efforts were transferred to PE 03031113F, Cyber Security Intelligence Support, Project 671931, Tech Surveillance Counter Measurement Equipment, in order to more appropriately categorize the funding according to purpose.  

The total cost of the AHFRM Middle Tier of Acquisition effort is $156.9 million, including RDT&E and procurement of prototype units. AHFRM is not fully funded across the Future Years Defense Program. The Department of the Air Force is assessing all options to address the funding shortfalls for MTA programs including additional funding in a future budget request, performance trades based on technical maturity, or transition to alternative pathways

This program element may include necessary civilian pay expenses required to manage, execute, and deliver weapon system capability.  The use of such programs funds would be in addition to the civilian pay expenses budgeted in program element 0605827F, 0605828F, 0605829F, 0605832F, 0605833F, 0605898F, 0606398F. In FY21 0.0M was expended for civilian pay expenses in this program element, and in FY22 0.0M is forecasted for civilian pay expenses in this program element.

This program is in Budget Activity 7, Operational System Development because this budget activity includes development efforts to upgrade systems that have been fielded or have received approval for full rate production and anticipate production funding in the current or subsequent fiscal year.
                     
                         
                             Cyber Security Intelligence Support
                             Provides funding to the Air Force DoD Cyber Crime Center to fund continued development and modifications of cybersecurity tools and activities to support DoD-wide military intelligence efforts to include CADO-IS (formerly CI-PED) and STORMSYSTEM.    Activities include but are not limited to development of software/hardware systems, integration and transition of lab-developed cyber capabilities, developmental testing, operational evaluation, manpower, studies, analysis, pilots, demonstrations, and risk reduction efforts to improve protection of critical technologies.
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                                     - Provide professional and technical subject matter expertise to the development and modification of cybersecurity tools and activities to support DoD-wide military intelligence efforts.
- Design and maintain enhanced ability to support research, prototyping, development, and testing of cybersecurity tools to synchronize collection, focus operational activity, and rapidly share intelligence to support DoD-wide military intelligence efforts.
                                
                                 
                                     8.972
                                
                                 
                                     8.972
                                     - Continue to provide professional and technical subject matter expertise to the development and modification of cybersecurity tools and activities to support DoD-wide military intelligence efforts.
- Continue to design and maintain enhanced ability to support research, prototyping, development, and testing of cybersecurity tools to synchronize collection, focus operational activity, and rapidly share intelligence to support DoD-wide military intelligence efforts.
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                     Utilize a tailorable acquisition strategy that facilitates the rapid update and delivery of material and nonmaterial solutions to operational military intelligence efforts.  This approach allows flexibility for solutions to enter the acquisitions process at any phase of the acquisition life cycle.   Cyber Security Intelligence Support provides the rapid development environment and DevOps capacity to meet urgent operational needs/requirements in the protection of critical technologies.
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