
UNCLASSIFIED

PE 0306250JCY: Cyber Operations Technology Support UNCLASSIFIED
United States Cyber Command Page 1 of 22 R-1 Line #257

Exhibit R-2, RDT&E Budget Item Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400: Research, Development, Test & Evaluation, Defense-Wide / BA 7:
Operational Systems Development

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Technology Support

COST ($ in Millions) Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total FY 2025 FY 2026 FY 2027 FY 2028

Cost To
Complete

Total
Cost

Total Program Element 0.000 0.000 0.000 469.385 -   469.385 500.074 522.865 544.101 590.285 Continuing Continuing

CY06: Cyber Weapons/Tools 0.000 0.000 0.000 308.620 -   308.620 331.707 337.655 316.068 327.629 Continuing Continuing

CY07: Joint Cyber Warfighting
Architecture (JCWA)

0.000 0.000 0.000 91.214 -   91.214 102.379 126.645 169.107 203.574 Continuing Continuing

CY08: MDDE 0.000 0.000 0.000 37.760 -   37.760 37.793 37.831 37.897 37.928 Continuing Continuing

CY09: Sensors 0.000 0.000 0.000 31.791 -   31.791 28.195 20.734 21.029 21.154 Continuing Continuing

A. Mission Description and Budget Item Justification
US Cyber Command's (USCYBERCOM) mission is to deter or defeat strategic threats to US interests and infrastructure, provide mission assurance for the operations
and defense of the Department of Defense information environment, and support the achievement of the Joint Force Commander's objectives.

USCYBERCOM in conjunction with the Services and Cyber Stakeholders will develop and expand infrastructure architectures and capabilities/tools to support Cyber
Mission Forces (CMF).

This program is in Budget Activity 7, Operational System Development because this budget activity includes development efforts to upgrade systems that have been
fielded or have received approval for full rate production and anticipate production funding in the current or subsequent fiscal year.

B. Program Change Summary ($ in Millions) FY 2022 FY 2023 FY 2024 Base FY 2024 OCO FY 2024 Total
Previous President's Budget 0.000 0.000 0.000 -   0.000
Current President's Budget 0.000 0.000 469.385 -   469.385
Total Adjustments 0.000 0.000 469.385 -   469.385

• Congressional General Reductions -   -  
• Congressional Directed Reductions -   -  
• Congressional Rescissions -   -  
• Congressional Adds -   -  
• Congressional Directed Transfers -   -  
• Reprogrammings -   -  
• SBIR/STTR Transfer -   -  
• Transfer-In / PDM and PBD Growth 0.000 0.000 469.385 -   469.385
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PE 0306250JCY: Cyber Operations Technology Support UNCLASSIFIED
United States Cyber Command Page 2 of 22 R-1 Line #257

Exhibit R-2, RDT&E Budget Item Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400: Research, Development, Test & Evaluation, Defense-Wide / BA 7:
Operational Systems Development

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Technology Support

Change Summary Explanation
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the
responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in
the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

COST ($ in Millions) Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total FY 2025 FY 2026 FY 2027 FY 2028

Cost To
Complete

Total
Cost

CY06: Cyber Weapons/Tools 0.000 0.000 0.000 308.620 -   308.620 331.707 337.655 316.068 327.629 Continuing Continuing

Quantity of RDT&E Articles -   -   -   -   -   -   -   -   -   -  

A. Mission Description and Budget Item Justification
US Cyber Command's (USCYBERCOM) mission is to deter or defeat strategic threats to US interests and infrastructure, provide mission assurance for the operations
and defense of the Department of Defense information environment, and support the achievement of the Joint Force Commander's objectives.

B. Accomplishments/Planned Programs ($ in Millions) FY 2022 FY 2023 FY 2024
Title: CYBERCOM Weapons/Tools
Description: Cyber Weapons and Tools support dual/mutli-use tools (i.e. software/hardware) use by the Cyber Mission Force
on Joint Assess Platforms to conduct cyberspace operations. Invest in delivery platforms and access points that enable full-
spectrum operations and integrate offensive cyber into combat operations.  Building Lethality requires multiyear investment
in cyber capabilities by supporting, platforms, access points and cyber tools to enable full-spectrum offensive and defensive
cyberspace operations.

FY 2024 Plans:
CYBERCOM Weapons and Tools will enhance and sustain common service exploitation frameworks supporting CMF operations
based on evolving operational requirements; research, develop, integrate, and procure mission-focused exploit capabilities as
a common service to support CMF operations; update Personal Security Protection Testing Services to ensure they support
current test needs and facilitate delivered cyber weapons through operational acceptance; perform Functional Acceptance
Testing and deliver fully tested foundational cyber weapons into the Government's Development Evaluation (DE) and Operational
Evaluation (OE) processes; develop and deliver independently-tested foundational tools suites to incrementally achieve a full
complement of required capabilities. The foundational tool suites will provide operational agility for CMF cyberspace operations;
measure signatures on each spiral of delivered tools to verify uniqueness of tools and diversity of source code; develop and
deliver specialized tools, exploits, and research to CMF that will enable access to "hard targets.”
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).

-   -   182.487

Title: Air Force Payloads -   -   37.936
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

B. Accomplishments/Planned Programs ($ in Millions) FY 2022 FY 2023 FY 2024
Description: Air Force Payloads provide advanced offensive cyber warfare capabilities to the 16th Air Force / Joint Force
Headquarters Cyber – Air Force (JFHQ-C (AF)) in direct support of US Cyber Command (USCYBERCOM), other Combatant
Commands (COCOMs), unified commands, and national agency cyber warfighting requirements.  Air Force Payloads directly
support the Joint Network Attack Initial Capabilities Document (ICD), the National Military Strategy for Cyberspace Operations
(NMS-CO), Department of Defense Cyber Strategy, USCYBERCOM operational directives, and other formal requirements
documents in the delivery of offensive cyber effects.

FY 2024 Plans:
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information
Technology Cyberspace Congressional Justification Book.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
Title: Marine Corps Cyber Weapons/Tools
Description: MARFORCYBER provides advanced cyber warfare capabilities in direct support of USCYBERCOM, Marine Corps
Commanders and national agencies to enable and accomplish global operations.  Cyber weapons disrupt rising advanced
peer and near-peer threats, as well as violent extremist organizations seeking to do harm to the United States.  The software
constructed cyber weapons are target specific and require high quality, rapid adjustments to achieve desired effects at an
acceptable level of risk. The specific details and aspects of these cyber activities are held at a higher classification level.

FY 2024 Plans:
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information
Technology Cyberspace Congressional Justification Book.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).

-   -   23.471

Title: Army Cyber Weapons/Tools
Description: Army Payloads provide advanced offensive cyber warfare capabilities to the 780th MIB / Joint Force

-   -   20.565
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

B. Accomplishments/Planned Programs ($ in Millions) FY 2022 FY 2023 FY 2024
Headquarters Cyber – Army (JFHQ-C (A)) in direct support of US Cyber Command (USCYBERCOM), other Combatant
Commands (COCOMs), unified commands, and national agency cyber warfighting requirements.  Cyber weapons disrupt rising
advanced peer and near-peer threats, as well as violent extremist organizations seeking to do harm to the United States. The
software constructed cyber weapons require high quality, rapid adjustments to achieve desired effects at an acceptable level of
risk. The specific details and aspects of these cyber activities are held at a higher classification level.

FY 2024 Plans:
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information
Technology Cyberspace Congressional Justification Book.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
Title: Navy Cyber Weapons/Tools
Description: Navy Cyber Weapons and Tools develop Navy foundational and specialized cyber tools in support of the Cyber
Mission Forces in accordance with requirements, guidance, and previous work completed, focusing on the following activities:
Cyberspace additional support facilities and infrastructure; Program office, program management, engineering, administrative, and
security support; Specialized Cyberspace technical, engineering, and management capabilities; Expand Cyberspace Activities
development network and network support; Cyberspace hardware and software reverse engineering development; Research and
Development (R&D) activities leading to cyber tool opportunities and vulnerabilities; Cyberspace tool development of Foundational
and Reserve Tool Kits; and Cyberspace activity logistics support (Additional details held at a higher classification)

FY 2024 Plans:
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information
Technology Cyberspace Congressional Justification Book.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).

-   -   44.161

Accomplishments/Planned Programs Subtotals -   -   308.620



UNCLASSIFIED
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

C. Other Program Funding Summary ($ in Millions)
N/A

Remarks

D. Acquisition Strategy
Facilitate the delivery of innovative solutions for existing and emerging technologies to the Cyber Mission Forces.  Contracts are awarded under full and open
competition whenever possible. Variations of both Fixed Price (FP) and Cost Plus (CP) contracting vehicles and the use of Other Transactional Authority (OTA) will
be implemented leveraging USCYBERCOM Acquisition authorities. USCYBERCOM will also rely on various Service Component, Combatant Command and National
Security Agency contracting offices for procurement of cyber capabilities and contractor support.  Solutions may include the expedited development of innovative
capabilities using existing and emerging technologies, thus enabling continued superiority within the cyber domain.
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Exhibit R-3, RDT&E Project Cost Analysis: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

Product Development ($ in Millions) FY 2022 FY 2023
FY 2024

Base
FY 2024

OCO
FY 2024

Total

Cost Category Item

Contract
Method
& Type

Performing
Activity & Location

Prior
Years Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Cost To
Complete

Total
Cost

Target
Value of
Contract

CYBER Tech Support C/Various Various : Various -   -   -   308.620 Oct 2024 -   308.620 Continuing Continuing   -   
Subtotal -   -   -   308.620 -   308.620 Continuing Continuing N/A

Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total

Cost To
Complete

Total
Cost

Target
Value of
Contract

Project Cost Totals -   -   -   308.620 -   308.620 Continuing Continuing N/A

Remarks



UNCLASSIFIED
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Exhibit R-4, RDT&E Schedule Profile: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

FY 2022 FY 2023 FY 2024 FY 2025 FY 2026 FY 2027 FY 2028
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4

Cyber Weapons
Exploitation framework spiral development

Cyber Tools
AF Payloads - Neptune Rumble
AF Payloads - Wicked Wizard
Foundational tool suites
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Exhibit R-4A, RDT&E Schedule Details: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY06 / Cyber Weapons/Tools

Schedule Details

Start End
Events by Sub Project Quarter Year Quarter Year

Cyber Weapons
Exploitation framework spiral development 1 2024 4 2028

Cyber Tools
AF Payloads - Neptune Rumble 1 2024 4 2028
AF Payloads - Wicked Wizard 1 2024 4 2028
Foundational tool suites 1 2024 4 2028
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY07 / Joint Cyber Warfighting Architecture
(JCWA)

COST ($ in Millions) Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total FY 2025 FY 2026 FY 2027 FY 2028

Cost To
Complete

Total
Cost

CY07: Joint Cyber Warfighting
Architecture (JCWA)

0.000 0.000 0.000 91.214 -   91.214 102.379 126.645 169.107 203.574 Continuing Continuing

Quantity of RDT&E Articles -   -   -   -   -   -   -   -   -   -  

A. Mission Description and Budget Item Justification
U.S. Cyber Command created the Joint Cyber Warfighting Architecture (JCWA) as a concept to integrate cyber warfighting systems. JCWA serves as a guiding concept
for cyber warfighting acquisitions and investment decisions which address functions, relationships, and dependencies of constituent systems.

B. Accomplishments/Planned Programs ($ in Millions) FY 2022 FY 2023 FY 2024
Title: Joint Cyber Warfighting Architecture (JCWA)
Description: U.S. Cyber Command created the Joint Cyber Warfighting Architecture (JCWA) as a concept to integrate cyber
warfighting systems. JCWA serves as a guiding concept for cyber warfighting acquisitions and investment decisions which
address functions, relationships, and dependencies of constituent systems.

FY 2024 Plans:
JCWA funds synchronize cyber warfighting programs across the DOD. The JCWA includes a range of software-enabled systems,
sensors, and tools integrate systems that enable the warfighter.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).

0.000 -   91.214

Accomplishments/Planned Programs Subtotals 0.000 -   91.214

C. Other Program Funding Summary ($ in Millions)
N/A

Remarks

D. Acquisition Strategy
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace
Congressional Justification Book.
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Exhibit R-3, RDT&E Project Cost Analysis: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY07 / Joint Cyber Warfighting Architecture
(JCWA)

Product Development ($ in Millions) FY 2022 FY 2023
FY 2024

Base
FY 2024

OCO
FY 2024

Total

Cost Category Item

Contract
Method
& Type

Performing
Activity & Location

Prior
Years Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Cost To
Complete

Total
Cost

Target
Value of
Contract

JCWA C/Various Various : Various -   -   -   91.214 Oct 2024 -   91.214 Continuing Continuing   -   
Subtotal -   -   -   91.214 -   91.214 Continuing Continuing N/A

Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total

Cost To
Complete

Total
Cost

Target
Value of
Contract

Project Cost Totals -   -   -   91.214 -   91.214 Continuing Continuing N/A

Remarks
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Exhibit R-4, RDT&E Schedule Profile: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY07 / Joint Cyber Warfighting Architecture
(JCWA)

FY 2022 FY 2023 FY 2024 FY 2025 FY 2026 FY 2027 FY 2028
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4

JCWA
JCWA
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Exhibit R-4A, RDT&E Schedule Details: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY07 / Joint Cyber Warfighting Architecture
(JCWA)

Schedule Details

Start End
Events by Sub Project Quarter Year Quarter Year

JCWA
JCWA 4 2023 3 2025
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY08 / MDDE

COST ($ in Millions) Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total FY 2025 FY 2026 FY 2027 FY 2028

Cost To
Complete

Total
Cost

CY08: MDDE 0.000 0.000 0.000 37.760 -   37.760 37.793 37.831 37.897 37.928 Continuing Continuing

Quantity of RDT&E Articles -   -   -   -   -   -   -   -   -   -  

A. Mission Description and Budget Item Justification
This program element includes non-USCYBERCOM civilian pay expenses required to manage, execute, and deliver existing or emergent support weapon system
capability in accordance with USCC MOA.

The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace
Congressional Justification Book.

B. Accomplishments/Planned Programs ($ in Millions) FY 2022 FY 2023 FY 2024
Title: MDDE
Description: The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in
the Information Technology Cyberspace Congressional Justification Book.

FY 2024 Plans:
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information
Technology Cyberspace Congressional Justification Book.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).

-   -   37.760

Accomplishments/Planned Programs Subtotals -   -   37.760

C. Other Program Funding Summary ($ in Millions)
N/A

Remarks

D. Acquisition Strategy
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace
Congressional Justification Book.
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Exhibit R-3, RDT&E Project Cost Analysis: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY08 / MDDE

Product Development ($ in Millions) FY 2022 FY 2023
FY 2024

Base
FY 2024

OCO
FY 2024

Total

Cost Category Item

Contract
Method
& Type

Performing
Activity & Location

Prior
Years Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Cost To
Complete

Total
Cost

Target
Value of
Contract

MDDE C/Various Various : Various -   -   -   37.760 Oct 2024 -   37.760 Continuing Continuing   -   
Subtotal -   -   -   37.760 -   37.760 Continuing Continuing N/A

Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total

Cost To
Complete

Total
Cost

Target
Value of
Contract

Project Cost Totals -   -   -   37.760 -   37.760 Continuing Continuing N/A

Remarks
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Exhibit R-4, RDT&E Schedule Profile: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY08 / MDDE

FY 2022 FY 2023 FY 2024 FY 2025 FY 2026 FY 2027 FY 2028
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4

MDDE
Event
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Exhibit R-4A, RDT&E Schedule Details: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY08 / MDDE

Schedule Details

Start End
Events by Sub Project Quarter Year Quarter Year

MDDE
Event 1 2024 4 2028
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY09 / Sensors

COST ($ in Millions) Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total FY 2025 FY 2026 FY 2027 FY 2028

Cost To
Complete

Total
Cost

CY09: Sensors 0.000 0.000 0.000 31.791 -   31.791 28.195 20.734 21.029 21.154 Continuing Continuing

Quantity of RDT&E Articles -   -   -   -   -   -   -   -   -   -  

A. Mission Description and Budget Item Justification
The Sensors portfolio includes Hunt Forward, Enhanced Sensing and Mitigation, Deployable Mission Support Systems (DMSS) kits plus investment in other sensors
used to support the Cyber mission Force (CMF).  DMSS kits are a self-contained, flyaway equipment.  The software and hardware are operated by Cyber Protection
Teams (CPTs) to survey, secure and protect military networks, data centers and to conduct Vulnerability Analysis (VA), Incident Response (IR) with little or no notice
concurrently on classified and unclassified networks. The CPTs maintain the ability to locate, contain, and defeat malicious activity in response to an adversary
breaching or attempting to breach DoD information systems.

B. Accomplishments/Planned Programs ($ in Millions) FY 2022 FY 2023 FY 2024
Title: Sensors
Description: The Sensors portfolio includes Hunt Forward, Enhanced Sensing and Mitigation, Deployable Mission Support
Systems (DMSS) kits plus investment in other sensors used to support the Cyber mission Force (CMF).  DMSS kits are a self-
contained, flyaway equipment.  The software and hardware are operated by Cyber Protection Teams (CPTs) to survey, secure
and protect military networks, data centers and to conduct Vulnerability Analysis (VA), Incident Response (IR) with little or no
notice concurrently on classified and unclassified networks. The CPTs maintain the ability to locate, contain, and defeat malicious
activity in response to an adversary breaching or attempting to breach DoD information systems.

FY 2024 Plans:
Supports research and development.  Provides cyberspace defense capability that protects the DoD network enclaves, to
include their associated computer systems, software applications and sensitive operational information against unauthorized
intrusion, corruption, and/or destruction. In accordance with Section 1815 of the FY 2008 National Defense Authorization Act (P.L.
110-181), this item is necessary for use by the Armed Forces for homeland defense missions, domestic emergency responses,
and providing military support to civil authorities.
FY 2023 to FY 2024 Increase/Decrease Statement:
In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.
The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM
satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).

-   -   31.791

Accomplishments/Planned Programs Subtotals -   -   31.791
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Exhibit R-2A, RDT&E Project Justification: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY09 / Sensors

C. Other Program Funding Summary ($ in Millions)
N/A

Remarks

D. Acquisition Strategy
The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace
Congressional Justification Book.
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PE 0306250JCY: Cyber Operations Technology Support UNCLASSIFIED
United States Cyber Command Page 20 of 22 R-1 Line #257

Exhibit R-3, RDT&E Project Cost Analysis: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY09 / Sensors

Product Development ($ in Millions) FY 2022 FY 2023
FY 2024

Base
FY 2024

OCO
FY 2024

Total

Cost Category Item

Contract
Method
& Type

Performing
Activity & Location

Prior
Years Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Award
Date Cost

Cost To
Complete

Total
Cost

Target
Value of
Contract

Sensors C/Various Various : Various -   -   -   31.791 Oct 2024 -   31.791 Continuing Continuing   -   
Subtotal -   -   -   31.791 -   31.791 Continuing Continuing N/A

Prior
Years FY 2022 FY 2023

FY 2024
Base

FY 2024
OCO

FY 2024
Total

Cost To
Complete

Total
Cost

Target
Value of
Contract

Project Cost Totals -   -   -   31.791 -   31.791 Continuing Continuing N/A

Remarks
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PE 0306250JCY: Cyber Operations Technology Support UNCLASSIFIED
United States Cyber Command Page 21 of 22 R-1 Line #257

Exhibit R-4, RDT&E Schedule Profile: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY09 / Sensors

FY 2022 FY 2023 FY 2024 FY 2025 FY 2026 FY 2027 FY 2028
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4

Sensors
Sensor event
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PE 0306250JCY: Cyber Operations Technology Support UNCLASSIFIED
United States Cyber Command Page 22 of 22 R-1 Line #257

Exhibit R-4A, RDT&E Schedule Details: PB 2024 United States Cyber Command Date: March 2023
Appropriation/Budget Activity
0400 / 7

R-1 Program Element (Number/Name)
PE 0306250JCY / Cyber Operations Techn
ology Support

Project (Number/Name)
CY09 / Sensors

Schedule Details

Start End
Events by Sub Project Quarter Year Quarter Year

Sensors
Sensor event 1 2024 4 2028
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         PB
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         United States Cyber Command
         0400
         Research, Development, Test & Evaluation, Defense-Wide
         7
         Operational Systems Development
         
             0.000
             0.000
             0.000
             469.385
             469.385
             500.074
             522.865
             544.101
             590.285
             Continuing
             Continuing
        
         US Cyber Command's (USCYBERCOM) mission is to deter or defeat strategic threats to US interests and infrastructure, provide mission assurance for the operations and defense of the Department of Defense information environment, and support the achievement of the Joint Force Commander's objectives.

USCYBERCOM in conjunction with the Services and Cyber Stakeholders will develop and expand infrastructure architectures and capabilities/tools to support Cyber Mission Forces (CMF).

This program is in Budget Activity 7, Operational System Development because this budget activity includes development efforts to upgrade systems that have been fielded or have received approval for full rate production and anticipate production funding in the current or subsequent fiscal year.
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                 0.000
                 0.000
                 0.000
            
             
                 0.000
                 0.000
                 469.385
                 469.385
            
             
                 0.000
                 0.000
                 469.385
                 469.385
            
             
                 
                     
                         Transfer-In / PDM and PBD Growth
                         
                             0.000
                             0.000
                             469.385
                             469.385
                        
                    
                
            
             In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
        
         
             
                 CY06
                 Cyber Weapons/Tools
                 0
                 
                     0.000
                     0.000
                     0.000
                     308.620
                     308.620
                     331.707
                     337.655
                     316.068
                     327.629
                     Continuing
                     Continuing
                
                 
                     US Cyber Command's (USCYBERCOM) mission is to deter or defeat strategic threats to US interests and infrastructure, provide mission assurance for the operations and defense of the Department of Defense information environment, and support the achievement of the Joint Force Commander's objectives.
                     
                         
                             CYBERCOM Weapons/Tools
                             Cyber Weapons and Tools support dual/mutli-use tools (i.e. software/hardware) use by the Cyber Mission Force on Joint Assess Platforms to conduct cyberspace operations. Invest in delivery platforms and access points that enable full-spectrum operations and integrate offensive cyber into combat operations.  Building Lethality requires multiyear investment in cyber capabilities by supporting, platforms, access points and cyber tools to enable full-spectrum offensive and defensive cyberspace operations.
                             
                                 
                                     182.487
                                
                                 
                                     182.487
                                     CYBERCOM Weapons and Tools will enhance and sustain common service exploitation frameworks supporting CMF operations based on evolving operational requirements; research, develop, integrate, and procure mission-focused exploit capabilities as a common service to support CMF operations; update Personal Security Protection Testing Services to ensure they support current test needs and facilitate delivered cyber weapons through operational acceptance; perform Functional Acceptance Testing and deliver fully tested foundational cyber weapons into the Government's Development Evaluation (DE) and Operational Evaluation (OE) processes; develop and deliver independently-tested foundational tools suites to incrementally achieve a full complement of required capabilities. The foundational tool suites will provide operational agility for CMF cyberspace operations; measure signatures on each spiral of delivered tools to verify uniqueness of tools and diversity of source code; develop and deliver specialized tools, exploits, and research to CMF that will enable access to "hard targets.”
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                         
                             Air Force Payloads
                             Air Force Payloads provide advanced offensive cyber warfare capabilities to the 16th Air Force / Joint Force Headquarters Cyber – Air Force (JFHQ-C (AF)) in direct support of US Cyber Command (USCYBERCOM), other Combatant Commands (COCOMs), unified commands, and national agency cyber warfighting requirements.  Air Force Payloads directly support the Joint Network Attack Initial Capabilities Document (ICD), the National Military Strategy for Cyberspace Operations (NMS-CO), Department of Defense Cyber Strategy, USCYBERCOM operational directives, and other formal requirements documents in the delivery of offensive cyber effects.
                             
                                 
                                     37.936
                                
                                 
                                     37.936
                                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                         
                             Marine Corps Cyber Weapons/Tools
                             MARFORCYBER provides advanced cyber warfare capabilities in direct support of USCYBERCOM, Marine Corps Commanders and national agencies to enable and accomplish global operations.  Cyber weapons disrupt rising advanced peer and near-peer threats, as well as violent extremist organizations seeking to do harm to the United States.  The software constructed cyber weapons are target specific and require high quality, rapid adjustments to achieve desired effects at an acceptable level of risk. The specific details and aspects of these cyber activities are held at a higher classification level.
                             
                                 
                                     23.471
                                
                                 
                                     23.471
                                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                         
                             Army Cyber Weapons/Tools
                             Army Payloads provide advanced offensive cyber warfare capabilities to the 780th MIB / Joint Force
Headquarters Cyber – Army (JFHQ-C (A)) in direct support of US Cyber Command (USCYBERCOM), other Combatant Commands (COCOMs), unified commands, and national agency cyber warfighting requirements.  Cyber weapons disrupt rising advanced peer and near-peer threats, as well as violent extremist organizations seeking to do harm to the United States. The software constructed cyber weapons require high quality, rapid adjustments to achieve desired effects at an acceptable level of risk. The specific details and aspects of these cyber activities are held at a higher classification level.
                             
                                 
                                     20.565
                                
                                 
                                     20.565
                                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                         
                             Navy Cyber Weapons/Tools
                             Navy Cyber Weapons and Tools develop Navy foundational and specialized cyber tools in support of the Cyber Mission Forces in accordance with requirements, guidance, and previous work completed, focusing on the following activities:
Cyberspace additional support facilities and infrastructure; Program office, program management, engineering, administrative, and security support; Specialized Cyberspace technical, engineering, and management capabilities; Expand Cyberspace Activities development network and network support; Cyberspace hardware and software reverse engineering development; Research and Development (R&D) activities leading to cyber tool opportunities and vulnerabilities; Cyberspace tool development of Foundational and Reserve Tool Kits; and Cyberspace activity logistics support (Additional details held at a higher classification)
                             
                                 
                                     44.161
                                
                                 
                                     44.161
                                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                    
                     Facilitate the delivery of innovative solutions for existing and emerging technologies to the Cyber Mission Forces.  Contracts are awarded under full and open competition whenever possible. Variations of both Fixed Price (FP) and Cost Plus (CP) contracting vehicles and the use of Other Transactional Authority (OTA) will be implemented leveraging USCYBERCOM Acquisition authorities. USCYBERCOM will also rely on various Service Component, Combatant Command and National Security Agency contracting offices for procurement of cyber capabilities and contractor support.  Solutions may include the expedited development of innovative capabilities using existing and emerging technologies, thus enabling continued superiority within the cyber domain.
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                 Joint Cyber Warfighting Architecture (JCWA)
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                     91.214
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                     102.379
                     126.645
                     169.107
                     203.574
                     Continuing
                     Continuing
                
                 
                     U.S. Cyber Command created the Joint Cyber Warfighting Architecture (JCWA) as a concept to integrate cyber warfighting systems. JCWA serves as a guiding concept for cyber warfighting acquisitions and investment decisions which address functions, relationships, and dependencies of constituent systems.
                     
                         
                             Joint Cyber Warfighting Architecture (JCWA)
                             U.S. Cyber Command created the Joint Cyber Warfighting Architecture (JCWA) as a concept to integrate cyber warfighting systems. JCWA serves as a guiding concept for cyber warfighting acquisitions and investment decisions which address functions, relationships, and dependencies of constituent systems.
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                                     91.214
                                     JCWA funds synchronize cyber warfighting programs across the DOD. The JCWA includes a range of software-enabled systems, sensors, and tools integrate systems that enable the warfighter.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                    
                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
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                     This program element includes non-USCYBERCOM civilian pay expenses required to manage, execute, and deliver existing or emergent support weapon system capability in accordance with USCC MOA.

The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                     
                         
                             MDDE
                             The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                             
                                 
                                     37.760
                                
                                 
                                     37.760
                                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                    
                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
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                 0
                 
                     0.000
                     0.000
                     0.000
                     31.791
                     31.791
                     28.195
                     20.734
                     21.029
                     21.154
                     Continuing
                     Continuing
                
                 
                     The Sensors portfolio includes Hunt Forward, Enhanced Sensing and Mitigation, Deployable Mission Support Systems (DMSS) kits plus investment in other sensors used to support the Cyber mission Force (CMF).  DMSS kits are a self-contained, flyaway equipment.  The software and hardware are operated by Cyber Protection Teams (CPTs) to survey, secure and protect military networks, data centers and to conduct Vulnerability Analysis (VA), Incident Response (IR) with little or no notice concurrently on classified and unclassified networks. The CPTs maintain the ability to locate, contain, and defeat malicious activity in response to an adversary breaching or attempting to breach DoD information systems.
                     
                         
                             Sensors
                             The Sensors portfolio includes Hunt Forward, Enhanced Sensing and Mitigation, Deployable Mission Support Systems (DMSS) kits plus investment in other sensors used to support the Cyber mission Force (CMF).  DMSS kits are a self-contained, flyaway equipment.  The software and hardware are operated by Cyber Protection Teams (CPTs) to survey, secure and protect military networks, data centers and to conduct Vulnerability Analysis (VA), Incident Response (IR) with little or no notice concurrently on classified and unclassified networks. The CPTs maintain the ability to locate, contain, and defeat malicious activity in response to an adversary breaching or attempting to breach DoD information systems.
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                                     Supports research and development.  Provides cyberspace defense capability that protects the DoD network enclaves, to include their associated computer systems, software applications and sensitive operational information against unauthorized intrusion, corruption, and/or destruction. In accordance with Section 1815 of the FY 2008 National Defense Authorization Act (P.L. 110-181), this item is necessary for use by the Armed Forces for homeland defense missions, domestic emergency responses, and providing military support to civil authorities.
                                
                                 In FY 2024, the Military Services and the Defense Information Services Agency (DISA) transferred resources to USCYBERCOM.  The transfer of the responsibilities for the planning, programming, budgeting, and execution of these resources to USCYBERCOM satisfy Congressional requirements contained in the FY22 NDAA, Section 1507 (Public Law 117-81, December 27, 2021).
                            
                        
                    
                     The origin, details and specific aspects of these efforts are held at a higher classification level and can be found in the Information Technology Cyberspace Congressional Justification Book.
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