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1.0 Tecijcs) Piscyssjon
1.1 Introdyction

The effort for July 1963 wvas in the ereas of:
1. FReliadbility Design for Computer Organizations, and

2. Reliability Frogramming.

1.2 Rellability Design for Computer Organizations

Work on the sequsnces required for self-reorganization has been come
pleted and documented as Attachment A to this report. Covered tnerein, are
program sequences after xinor failures and master machine sequences after major
failures. Also, the physical cheracteristics of the master and its intercon-
nection vith the general-purpose machine arc discussed,

A method for increasing the reliability of self-reorganizing electronic
digital computers by employing techniques for tolerating common component faile
ures in the basic flip-flop haz been developed. This resulted from a study ¢’
component re'iability and the effect of component failures on circuit operation
in light of the logical functions to “e performed. It was shown that approxi-
mately 80% of all component malfunctions in flip-flop circuits occur in one of
the output amplifiers, leaving the other output and the bvisteble portion in
operable condition., Using this fact, gating arrangements and programming tech~
niques vere developed for tolerating such faults,

As shown on the milestone chart, work on this task has been completed,

1.3 Reliability Programming

It has been discovered that the Set State Register instruction in the
gelf.reorganizing machine has the effect of creating aduitional paths for infor-
miticn flow when used properly. That is, when reorganization occurs, the infor.
maiion in the register which is moved in the organization moves with the regis-
ter. Thus, information has moved thru & new path and allows logic which was
classified as ecsential to proper operation to be classified as nonessential.

Tiis only logic or informetion pathe which can be utilized are those
vhich are under program control and, thus, the concept of microprogramming mey
be viewed in a new light.

It has been Getermined that the MIBCF to MIBF ratio of the sample na-
chine is raised to 2.7 from 2.3 vhen viewed in thig nes menner., In uddition,
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it 1s estimated that microprogram techniques applici to this machine will raise
the ratio to 3.3, With optimum application of thesa iésas, s ratioc nf & {g hoped
to be possidble.

The sacrifice for this advantage is s small amouat of memory and speed.
The latter is only sacrificed after a logic failure.

A detailea development of a unified erroi-detecting correcting process
is still undervay. The general approach previously described has cvolved intc a
wore specifically described proceas as a result of a study of certain fundamental
techniques. A combination of these techniques, vhich will provide an effective
error=detecting process, is presently being describved.

It was necessary to generate a complete classification of errors upon
vhich t0 Luse the detailed techniques. The study has included many and varied
items, such as the dependency of the detection method on time and on the funce
tional Jocation of the fault in the machine, The ressonableness check has teen
studied in some detail along with schemes for testing the memory. Other {teme
include using alternate {(or repetitive) computational methods; "offset cheching;"
short test problems; program check points; checking all possible commands with
all possible options; multiplication as a checking tool; tests based on symbolic
logic statements; testing the accumulator, adder; hardware checking devices;
"address coding;" testing the addressable devices; prevention of excess locving;
fo.rced pericdic branching; and error counters,

Emphasis has been placed on enslyzing the effectiveness of the detect-~
ing, correcting process, both during fault-free operation and operation after
error detection.

1.4 Follow=On Effort

Work in the above area of reliability programming will continue. Work
in the areas of recomm:nded follow-on e¢ffort and on the final report will com-
mence,

1.5 Action Itenms

None,

2,0 Trips and Visits

Un 22 July 1963, Mr 1 Terris of HAC visited Mr J Y Miyamoto of Aeroapace
Corporation to discuss the technical progress of this study contract.
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3.0 Financial, Manpower and Milestone Status

See next page.

3.3 Assigned Personnel

J L Dregyer, Member of Technical Staff
C A Finnila, Member of Technical Staff
I Terris, Project Engineer

3.4 Additional Information

The dollar and manpower data used in the "Actuals" columms of this
report were taken from Hughes Aircraft Compeny Financial Report
Number 980-68 dated 28 July 1963.

3.5 Milestone Chart

The Milestone Chart can be found on the last pege of this report.
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ATTACHEENT A

SELF-REORGANIZING MACHINES - METHODS OF REORGANIZATION

1), Introduction

In a previous report®, the concept of self-reorganizing machines which elim-
inste unreliable components from the paths of informetion flow was introduced,
The previous report was concerned with the mean time between catastrophic failures
{MTBCF) and, by considering the hardware in the main path of the reliability dia-
gram (essential cquipment)., it was demonstrated for a sample computer that self.
reorganization increases the MIBCF by & factor of 2.3,

Previously, only the reorganization logic and equipment were explored and no
mention of the sequences or methods of accomplishing self-reorganization, exc:pt
to say it would be discussed later, was made.

In this report, the methods or sequences required for machine selfereorgani-
zation are discuss>d and applied to the model machine of the previous report.

2, Genersl Philosophy

Malfunctions may be classified sn many manners; i.e., duration, effect. For
the purposes of this report, classification by effect on operability of the ma-
chine is most appropriate. That is, malfuncticns shall be divided into two
classes:

a, Minor - those which leave the machine almost operating properly, and
b, Major - those which do not.

Minor malfunctions leave the machine in a state vhere self-reorganization is
possible, while major malfunctions leave the machine in a state from which no
self-reorganizaticn or diagnosis routines could be run. For recovery from the
latter type malfunction, it 1s necessary to have a master unit which assumes
command of the machine, diagnoses the feilure, compensates for the malfunction,
and returns the mechine to the self-operative state, Monitoring of the machire
by a master is on a continual or periodic basis, depending on the allowable down-
tine,

8ince most of the master machine is not required for successful cperation of
the general~-purpose machine, the reliability of a mejority of the master dnes not
enter into the first order computation of the MIBCF. Orly certain failure modes
in the circuits of the manter enter into the first order approximation of the
MIBCF, Failures in a majority of the master may be catastrophic only if a major
malfunction also occurs in the general-purpose computer, However, this requirass
twy failures and only appears in the higher order terms of the MTBCF computation.

¥ittachment A of Monthly Frogress Report #6, or IDC 292L,01/10, Techniques for
Improving Computer Reliatility by Logical Design (Self-Reorganizing Machines)




The over-a)l program flow chart for a seli-reorganizing ccmputer is shown in
Figure 1. The programs are girouped as:

a. Tactical,

bs Test,

c. Diagnosis, and

d, Self-reorganizing.

A control program governs entry to the various tactical programs and generates
an output to the master. This output is used by the master to detect major mal-
functions. The control program determines entry to the various tactical rout:nes
and the test routine which must be entered periodically., Each tactical routine
may have a reasonableness check to ald in error dstection. This check may be
used to determine actlons of the control ani test programs.

The test routine has an output to the master for aid in major malfunction de-
tection and tests by typical self-test routines the integrity of the computer,

Vhen minor malfunctions are detected, the diagnosis routine is used to pin-
point the malfunction, if possidble, and determine whether self=rscrganization is
desired., If self=-reorganization is desired, the self-reorganization routine is
rn,

In the case of a major malfunction, the computer may not provide the proper
outputs to the master. In this event, tho master performs the reorganization via
the state register and starts the computer at the beginning of the test routine
as showvn in Figure 1,

3. Reorganisation Sequences

As indicated above, therse are two reorganization sequences, one for minor
failures in vhich the machine still can perform its program, and a second for
nmajor follures in which the machine no longer can function properly. OGCenerally
speaking, malfunctions in the arithmetic unit, inputecutput unit, and parts of
the control unit, ere minor malfunctions and leave the machine in an operationsl
state, Malfunstions in the memory, most of the control unit, and power supply
are gensrally of the major category and render the machins inoperative, 1In this
latter case, the master unit sssumes command ané reorganites :he machine so that
it cen operate again, The master machins detects & mejor malfunction by watching
outputs of the machine which must be varied in e predotermined mesnner by a posi-
tive action of the machina to prevant take=cver by the master machine. In the
event of a major machine mslfunction, there is a high probadility that the outputs
are not propezly presented to the master,

3.1 Regrgepigstion Spquences after s Minor Msifurstion:




A minor malfunction may be detected by built-in hardware checis such as
8 parity check or instruction tagbits to insure program gequence, or by a pro-
grammed check such as a reasonableness check or an alternate computation., After
a ninor maifunction is detected, a diagnosis routine determines whether self-
reorganization is required and whers., Examining the sumple machine in the reler-
enced report, it is determined that malfunctions in the arithmetic unit, input-
output unit, and the index register, shift counter, and spare counter of the
control unit would be considered ninor malfunctions.

In this report, malfunction detection and classification shall not be
discusged. The self-reorganization program causes self-reorganization by setting
the proper state flip«flops as discussed in the previous report.

The selZf-reorganization routine is anteresd from the diagnosis routine
vhich has localized the malfunction and determined that self-reorganization is
required, To understand the conrtruction of the self-reorganization routine, it
should be reszlized that this routine must be run, at least in part, on a malfunc-
tioning machine, Thus, the routine is constructed so that it is sst up prior to
nalfunction occurrence and can perform any anticipated reorganization without use
of those portions of the machine in which a minor malfunction cen occur, as shown
in Figure 2, After reorgsnization, the routine would be set up for reorganiza-
tion after a second failure,

The above is accomplished by thc use c¢f a reorganjzation routine which
for the first portion has only SSR (Set-State Register) and UCJ (Unconditional
Jump) instructions, These do got use any equigment in which a permanent minor
malfunction may occur. The diagnostic enters at the proper SSR instruction and
execution of one or severzl of these instructions performs the needed self-reore
ganization. Each 85R set is followed by a UCJ to the second half of the routine
which modifies the SSR instructions of the first part for a later possible reor-
ganization. The modification of the SSR instructions, whicn require use of the
arithmetic unit, are required for choice of an alternate register in the sample
computer,

As an exampls, let us consider the loss of the index register (XR),.
The first alternate would be the least significant half of the Q register and
the second alternate the least significant half of the A register. At the start,
the selfereorganization routine for index register repleacement would be:

1. 88R 22 1 - Set State Register 22 to 1

2, 8BR 2 0 - Set State Registar 2 to 0
3. 88R 1 0 - Bet Btate Reglaster 1 to O
h ’ Uc‘r samisa o

The first action causes the splitting of the arithmetic unit and sets wp
most algnificunt half arithmetic, The next two 88R instructicns piok Q LSH fo.

3




the XR replacement. Now, we mo2ify instruction 2 in the second half of the rou-
tine to be

SSR 2 1

g0 that if Q ISH fafle, repetiticn c2 this same portion of the routine (replsce~
meat of XR) will result in A LSH being used for the YR, Note that the diagnostic
enters the self-reorganization routine at the same place on a second failure of
the XR function, and thus, itself, does nol{ require any modification.

3.2 Sequence= for Reorganization after Major Malfuncticn:

As defined above, a majJor malfunction would be such that the computer
would fail to operate in & nearly normal menner, That 1s, the computer would be
incapable of running a self~diagnosis and causing reorganization to permit cor-
rect computational operation. In this case, the positive action required to pre-
vent the master unit from taking over cperation would no longer be performed and
the master unit would come in to perform the nscessary detection, disgaosis, and
reorganization.

Y. Master Unit

To gain a feeling for the size and complexity of the master unit, a look at
the functions which it performs, the manner in which they are performed, and the
required implementation is taken,

Referring to the simple computer in the reference, it is seen that the com-
ponents which cen cause major malfunction are the bit and word counter, the pro-
gram counter, the instruction register, the memory address register, the memory,
the memory register, the logic, and the clock pulse genersator. It is obvious
that some malfunctions would cause the computer to lose sll computation cepa-
bility, others result in a partiel but major loss, and others result in a com-
plete stoppage of the machine,

As previously mentionsd, the master monitors the computer by watching the
astting of certain outputs as shown in Figurs 1. If these cutputs are not manipe
ulated in a prescribed manner, the master assunes a major malfunction has occurred.

k.1 Losp of Clock Pulges

Although no mention was made of the clock pulse supply for the sample
computer, it is rsasonable to assume that if an alternate supply vers available,
one would monitor the elock pulses. (Thess closk pulses are fed to the various
registers, each of vwhich have s gated clock pulse suzplifier ond loss of the clook
pulses conpletely stops the machine,)

Detsctlon of olock pulae generator failuve may be by monostadle multie
vibratcrs, one for ewch generator, vhich vould be alloved to reset when olock
pulses have been missing for some predetermined time, Ths remetting of & muli.-
vidrator would cause the other ganerator to be used as the clook pulse source.

]




L.2 loss of Program Sequence

loss of program sequence may be caused by either a permanent or non-
permanent malfunction, and may or may not result ‘n a major malfunction. One
could envision a nonpermanent malfunction causing data to be interpreted as an
order and the computer to enter a locp of meaninglecs calculation, thus gener-
ating a major malfunction. On the other hand, a permanent malfunction mey effect
only certain instructions and result in a loss of program sequence which is minor.

Program sequence may be monitored externally by the us» of outputs which
must be varied in a prescribved manner by the program. How many outputs and the
complexity of their variation depends on the machine and required probability of
malfunction detection required, The latter requirement is mission and time-
dependent.

A simple scheme would use one cutput vith a monostable multivibrator
vhich is hit every time the test routine is run and a second output which is hit
with a prescribed minimum frequency by the other programs, This scheme may be
enlarged by use of more outputs, The two ocutput scheme guarantees at least
periodic entry to the test routine and periodic entry to a tactical routine,

The test routine should be complete enough to guarantee correct operation if
entry is achieved and nagate the need for more outputs.

If progranm sequence is lost, the master machine starts the computer at
the beginning of its test routine, If the malfunction was nonpermanent, opera-
tion will continue in the normal manner. If the malfunction vas pirmanent and
the machine is capadble of operation (minor malfunction), the test routine will
reorgenize the machine. If the malfunction is permanent and major, progranm
sequence vill be lost again snd the master vill perform the necessary reorgani.
sation, The manner in which thia reorgenization is performed devends upon the
complaxity of the master. If the master has no diagnoetic capability, reorgani-
sation can be by trisl and error, Sinca thers sre only eight registers which
osn cause & major malfunction, repair cculd be achieved very quiokly on a trial
and arror basis if only one register faila at a time, After esch reorganization
trial the PC is set to the address of the first order in the test routine and the
zechine 1s set frea.

After reczganisation is achievad, the self=rqorganisstion routine checks
the state of the state register and upiates {teslf,

From the above desoristion, it is seen thet the mast.r may consist of
& oounter which is used to segquence itself thru a short vired program and sonme
ons=shots, a¢ shown in Figure 3,
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