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ABSTRACT

Military communication systems are designed to convey information
from its point of origin as human thought through its dissemination to
the points of action., Current equipment development programs should
aim at an optimum relationship between humans and automatic equipment,
Consequently, determination of the factors associated with the inter-
relationship of people, communication methods, and organizational con-
cepts myst constitute a fundamental element of system analysis and
design

is paper deals with the development of a methodology for assess-
ing the effectiveness of the human and organizational elements in mili-
tary communication networks in terms of a trade off between the control
of error and the delay involved in error control, Since all information
to be transmitted by the system does not inherently require equal free-
dom from error and delay, an information characterization scheme is
introduced. Information is characterized in terms of its (a) urgency,
(b) importance, and (c) policy status. Delay and error control are
then measured and examined as functions of these information character-
istics, Conceptually, messages are considered to flow from source
commander to destination commander, with the action officers, releasing
officers, staff message agencies, and the like considered as system
elements., Total error and delay, and their interactions, are then
measured from commander to commander., Individual error camponents
are postulated to permit evaluation of the effectiveness of specific
message processing phases, such as preparation, coordination, review,
and release,

Problems involved in the ccilection of data in an operating army
headquarters and the development of specific instruments for route
tracing and communications error and deiay measurement are discussed
in some detail,

Preliminary field trials of the model are discussed,



PEOPLE CRGANIZATIONS AND COMMUNICATIONS™

Command control has become a by-word in expressing the need for
responsive military communications, The execution of command control
has been construed by many people as the need for a direct line between
commanders where the terminating instruments are to be located in physi-
cal proximity to the commander. As a resultv; considerable emphasis in
recent months has been given to the engineering and insvallation of a
relatively small number of channels, but placed directly between comm-
anders, This type of service facilitates personal zontact between
commanders, and thereby improves command control; however, military
operations cannot be conducted by commanders alone, but require a
rather extensive supporting staff function, This staff function
requires communications of considerable voiume between Command
Headquarters. Not only does this staff operation require volume
between headquarters, but it requires an efficient message collection
and distribution system within headquarters, This particular area,
that is, provision of an efficient iocal collection and distribution
system, has not received the same amourt of attention as long line
circuit improvement. The problem of providing such an efficient

system is rather complex, since it deal:s with human relationships,

*Thc,research described in this paper was conducted under Department of
W Contract DA~36+039-SC78332 administcred by the Army Commnications
Systems Division, Office of the Chief Signal Officer.



and an interface between humans and machines., Technically speaking,
automation capabilities have made it possible to design a local commni-
cation system which would provide direct access by every staff officer.
From an operational viewpoint, there are aspects of this technical
possibility which are desirable;, and there are other aspects which are
quite undesirable, There are questions of degree of automation, of
choice of subscriber equipments; and of number and location of sub-
scriber units which depend on a rather precise understanding of the
internal Headquarters communication system, To meet this need, the

U, S. Army and the Frankiin Institute have undertaken an Operations
Research Study of Army Headquarters Communication. The basic objective
of this program is, then, the determinaticn of the fundamental principles
of the inter-relationship of peop.e, organizations, and commnications,
This paper will present a necessariliy brief report on the development

of our approach to this probliem.

We may begin by briefly reviewing a *ypicai, Locai, collection and
distribution system in a ron -tactical commuinications network, as is
indicated in Figure 1.

The communication originates as a thought in the mind of an action
officer who desires to communicate with his opposite number at another
headquarters, The first system element 1s semantic processing; in this
case, encoding - the conversion of thought to ianguage. The next element
is coordination - the proacessing of the communication in an essentially
lateral fashion for concurrence and information of other interested staff

2
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elements, Next, we have review and release - the approval of the
communication by the action officer’s superiors; in some cases, up to
the commander himself, The next eiement we term staff communication
control ~ the processing of the commmication by organizational segments,
specifically charged with communization control, such as the Adjutant
General, Finally, we reach the inter-headquarters transmission element -
traditionally the bailiwick of the communicatcr, but interestingly
enough, only a small fraction of the total communication process. When
the communication arrives at the destination headquarters, it must
traverse the entire sequence of elements, in reverse, until it termi-
nates as thought in the mind of the destination action officer. From
this description of the process, 1t can be seen that headquarters
internal elements constitute a significant pertion of the total net-
work, and are, indeed, often the principal factor in total transmission
time., I% 1s clear that we can no longer ignore them in our quest for
umproved communications systems. As a matter of fact, for truly
effective systems synthesis. we must furrish our engineers with the
operating characteristics cf t‘hes2 human and organizational elements in
much the same fashion as engine=ring handbooks provide vacuum tube oper=
ating characteristics. The deveicpment of cperating characteristics of
elements which represent a complex intera: tion of humans, organizationms,
and commnications media, 1s a difficuit and challenging task, but one

whose payoff 1is potentially great,



In determining such characteristics, two general criteria seem
appropriate for overall system or individual elements, shown in Figure
2, If we consider the objective of the system to be the transmission
of information (we use the word quite icosely in 1ts general sense)
from source to destinativa, our firs® criterion is delay., We compute
delay as:

Tdestinat-on = Tsource = D -De-ay)

Our second criterion 1s errcr. We compute error in like manner as-

lgestination * lscurce = E \Error)
A perfect system would thea be one in which the iderntical information
is simultaneously availab.e a* both pount of crigin and destination,

In the case of military :ommunication systams, it is necessary
that we expand this criterion system somewhat, We may recall that
neither the source nor destination action officers are operating as
individuals, but rather as portions of complex entities we term mili-
tary staffs, and that 1n exchanging a communication, they are actually
acting for their respective ccmmanders. This suggests the extension
of our criterion as indicated in Figare 3.

Consider first the middie bio.k on the ieft, the action officer's
thought. Under presently avaiiable techniques, he may convert this to
either spoken or written language - the A:tion Officer’s output block.

This cutput is transmitted to the destination headquarters where it

finally arrives as the input to the destination Action Officer, from
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which it is converted to thought, The first aspect of the total Frror
we term EA (Error of accuracy)., This is merely a measure of the con=-
gruence between the criginating Action Officer’s output, and the desti-
nation Action Officer's input. Errors of this type tend to be infre-
quent, and are relatively easy to contro.: for example, in the Army
Command and Administrative Net, we transmit numbers and difficult words
twice. Indeed, for certain systems, say the U, S. maii, where the out-
put and the input are the identical piece of paper, EA 1§ vartually
zero, We are all familiar. however, wi.tn the case of zero EA (Error

of accuracy), yet of almost compiete lack of congruence between source
and destination thought. The semarntic decosding and encoding elements
were not operating properly. To put it quite simply, either the writer

couldn't write, or the reader couldn't read. We term this E, (Errors

U
of understanding) and suggest that they are of vital importance in this
global commnications business, The third and last segment of error is
indicated by the dashed blocks on either ena <f ‘he figure, Recalling
that the Action Officer writer 1s, 1in effext, representing his commander,
it is essential that there be cugruence dbetwesn the Action Officer's
thought and the commander s thought, were th2 commander to be aware of
the specific communication, [ndeed, most of the adaministrative pro-
cessing of military communicaticn is designed to dc precisely this,

Having stated our criteria, it is now possible to suggest a

general means for evaluating the sfficacy of individual elements by



examining the trade-off between delay and error. Thus, administrative
processing elements, be they coordinationg review, or communication
control, are justified if the delay they impose is accompanied by a
reduction in errcr, whether of accuracy, understanding, or correctness,
In effect, then, we must determine an optimum poirt on the delay - error
tradeoff curve indicated in Figure 4. Here we hypothesize that as
administrative processing increases, deiay, of course, goes up, Error
tends to decrease up to a point at which an excess of administrative
elements might well tend to increase errcr, as indicated by the dotted
line. Our general method of attack is, then, the development of indi-
vidual element and overall system characteristics by measurement of
delay and error in operating headquarters situations,

Before proceeding to the measurement techniques themselves, it is
necessary that we introduce the nction of information categorization -
clearly the information being transmitted by the system is not homogen-
eous, nor are the system operating :haracteristics independent of the
character and content of the information being transmitted, For
example, the existing system employs a preiederce assignment to
characterize the intrinsic urgency of a communi:ation. This precedence
assignment in turn determines. in part, the system operating character-
istics for the particular cammunication, The information characteristics
W#e have chosen tc empleoy in ocur investigation are urgency, importance,
and policy status. All communications subjected to our analysis are

first characterized as to content, and then are assigned a three factor

7
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rating in terms of their relative importance, urgency, and policy status,
Operating characteristics are then developed for sets of homogeneous
communications having like values of alil three.

Having discussed the conceptual background of our work, it is now
possible to turn to the measurement program itself, Measurement of any
kind in an operating headquarters is quite difficult. The program
must be conducted with a minimum of interference with the organization's
mission, and the investigator must be certain that neither his presence,
nor the instruments he emp.oys, disturb the system sufficiently to cause
false results, For example, an occasional message marked "test" is not
an acceptable instrument, because there is very good reason to believe
that such a message will be handied in a unique fashior, and there is
no way to test for this disturbance, On *he other hand, sampiing a
continuous sequence of say twenly messages, randomiy seliected from the
regular traffic flow during normal headquarters operations, is consider-
ably better, because the system can be expected to return to its steady
state after the first few, and the use of reasonably large sequences
permits statistical tests for the presence of disturbance.

In general, the measurement of deiay 1s rather straightforward,
and involves techniques for securing irn and out times of a series of
messages at the element 1in question. Error measurement 1s somewhat
more complex, involving as 1t does the deveiopment of a true error
scale, For example, 1t is entirely possibie that a system element
which apparently reduces error by correcting grammar in outgoing

. b



messages may actually be increasing true error. This is particulariy
true of EU (Errors jin understanding), since a grammatically incorrect
colloquial form, or a common cliiche® may, in fact; be quite understand-
able, Another complicating factor is the measurement of error for ele-
ments whose function it is to detect rare, but serious, errors. Here,
the probability may be sufficiently small to escape detection unless
extremely large samples are seiected for analysis, In this case, the
cost of sampling forces the use of critical incident and historical
analysis techniques to supplement the actual; or de facto, measurement
of error control.

Rather than attempt tc cover in brief the many measurement techniques
we have developed for specifi: aspects of the probiem, I would like to
review in some detail one of the more widely used tools we have found
to be quite successful, orange :=opy. I%s emplcyment is quite simple.
Pads of pre-numbered, distir:*:ve -range onion skin sheets, in suitable
kits, Figure 5. are distributed t: properiy triefed, selected secretaries
throughout the headquarters, Tre se.rstar.es are asked %o type a carbor
on the orange paper of every ouatgoing :ommunicataion they prepare during
the study period, and tu mark “he <range copy number on the official
file copy. They are cautioned to prepare copies of each draft and
revision, and not to destroy any orange copies. The pre-numbering of
the orange sheets helps to controi this, At one-hour intervals, our
representative visits each gir. and colliects all orange copies for the
preceding hour., In this way.  we have the time the message was typed,

i?
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to the nearest hour, without requiring peopie in the headquarters to
mark for themselves times which are possibly biased. At various key
points in the system, as, fcr example, division chief's office or a
message center, we statior. observers with numbering stamps who stamp
coded numbers on the official file topy of eacn cutgoing communication,
The coded number, which is changed at regular intervals, is actually a
time stamp, but waithou®t the ser.cus.y upsetting presence of strangers
time-stamping decuments in a headguarters, After the message has left
the headquarters; we intercept the offiz:al fiie copy of the message
before it is returned to the various file rcoms. We match the orange
copy and the official fiie copy, using *he crange copy matching number,
and make a photoprint of the fiie copy. We now can readily measure
both elapsed time and de fac*to contro..

In the example shown 1in Figure 6, we have the orange copy on the
left and a photo print of the official fiie copy on the right. Our coded
date-time number on the orange copy indicates that it was typed on
16 June at 1430, The first iw. date-time r.ambers or the file copy indi-
cate times at intermediate points while tihe .as® number indicates that
the message was ready ‘¢ be turned .ver %ty “ce comcenter on June 1Y
at 1400 hours, an elapsed time of sever and sre-haif working hours,

The partial updating in ink of the date=time entry on the file copy
which was made at some irntermediate p.int, emphasizes the necessity
for independent means to check times such as 1s provided by the crange
copy technique. From the file copy, we see that five persons, in

U,
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addition to the writer, initialied this message. Comparison of orange
copy and file copy indica*e that., in this particuliar case, the de facto
error reduction for which the Army traded eight hours delay time was zero.

At certain headquarters, we have supplemented this technique to
secure information about the Action Officer’s use of other communications
media, internal telephone, face-to-face; buck slip; etc., to secure con-
currence and approval. We do this by stampirg FIL control numbers on
incoming communications, and by asking the Action Officer through the
medium of the Action Offizer kit, shown in Figure ', to fill out for
each contact a brief contact slip., basical.y a simpie check~off question-
naire keyed to the FIL :cntiro. number >f the communication, In this case,
we ask the secretary t: mark tne FIL Zontr.i rumber on the orange copy
and on the official file zopy. Tnis gives us a compiete incoming and
outgoing sequence of :

a, elapsed time in various sysltem e.ements,

b. the content c¢f both ine irncomug and outgoing communications,

¢. the changes introduced by the var.ous e.ements,

d, +%he informal coordination and other internai communications
required.

Although the liarge scale da*ta -.l.e.ticn under this program is
Jjust beginning, it 1s possib.e to irndicate tne direction of our prelim-
inary findings.

In general, most interna: headquarters jommunication system elements
do not appear to secure ery-r reduiticns - mmersurate with the delay they

s
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impose. As a matter of fact, the rer---4. muitiple inspections a
communication undergces to detect very licw probability real errors, is
suggestive of an ordnance factory firirg ail the ammunition 1t produces
to make certain that the iots are cf satisfactory quality level., 1In

the ordnance case; it has been possibie to adopt sampling inspection
schemes which by monitoring process stabiiity, in the statistical sense,
can guarantee any desired average quality levei without firing all the
ammunition. Unfortunately. the estab.ishment of statistical control
schemes for communications is not as simple, Current gquality require-
ments on messages are designed to insure that alli communications conform
to headquarters policy, and, in fact refiect the latest thinking of the
commander. It 1s, however reasonable to suggest that once we have
developed the specific data on element operating characteristics, it
will be possible to design realistic control %ec:niques, using sampling
schemes and by-prodia~:. copies. which do not impede the actual message
flow. Such zontro. tezminiques :cup.ed with optimum automation will make
possible a significant decrease in system deiay whi_e insuring the main-
tenance of the desired qua.i*y levei. Ciear.y ther,, the analysis and
improvement of interna. headquarters Jommun.cations systems is a necess-
ary concomitant to eieztronis develcpment programs in the modernization
of the global communication system. For oniy by proper.y matching man,
machine, and organization, cin we cring remote m.iitary staffs closer
together %c improve their timeiy mutua. understanding and overall

affectiveness.
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