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! 
ABSTRACT 

i 

This paper is the first in a series devoted to the subject of 

(analysis of risk for the materiel acquisition process. The objective 

of this introductory paper is three-fold. First, risk analysis is 

structured to show that it has close affinity to systems analysis and 

adds a new dimension, in terms of a probability measure, to integrate 

the three dimensions of cost, time to complete, and performance of a 

program in the materiel acquisition process. Secondly, numerous appli¬ 

cable techniques of statistical decision theory are presented, plus 

decision tree analysis end subjective judgment collection. Thirdly, 

methods for risk analysis of the concept formulation and contract 

definition phases of the acquisition cycle are exhibited. Research 

problems are also mentioned for future investigative efforts. Signif¬ 

icant payoffs from a risk analysis include the identification of high 

risk areas, recommendations of additional studies to fill data gaps 

for better management decision making, a better basis for budget 

allocation, as well as the discovery of additional program alterna¬ 

tives. 

i 
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l- INTRODUCTION 

A:_Materiel Acquisicion Process 

A major rasponsiblUty „£ the Oepartmeet of the Army (DA) ls the 

development and production of materrel to uphold the overall military 

defense posture. The so-called materiel acquisition ptocess emphasises 

Che flow of decisions and activities, Including actions, reactions, and 

interactions of government agencies and defense contractors revolved in 

the four acquisition phases: (1) concept formulation, (2) contract 

definition, (3) research, development, test and evaluation, and (a) 

production. On the next page is shown a model with the four phases of 

tfe acquisition cycle and numerous significant activities (DA Pamphlet 

11-25, 1168). in view of a need to improve the .rail acquisition pro¬ 

cess, Deputy fecretary of Defense David Packard in Juiy 1?65 outlined five 

specific problem areas as follows: 

1. Excessive optimism in cost estimates 

2. Control of changes in on-going programs 

3. Comprehensive assessment of risk before system development 

A. Use of competitive prototypas in developments 

5. Concurrent development, test and evaluation. 

Aa an outgrowth of the improvement program to resolve the above problema, 

one. important activity is the establishment of an ad hoc review board with 

members from the Army Haterlel Command and the Combat Development Command 

co analyte the existing format., procaduras, and ptactlcea used to astabil, 

Haterlel Deveiopment Objectlvee/Requiremente. The board recommended, more 
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significantly, a proposed Materiel Need Concept (MN)(Ad Hoc Board, 1970). 

A Materiel Need is defined as "a DA approved statement of a need for new 

or improved materiel to pr-vide an initial operational capability by a 

specific time frame, without regard to a particular technical approach or 

solution". One main philosophical attitude permeating this concept is 

the joint face-to-face combac/materiel developer actions. The proposed 

changes are shown also on the last page. Different formats for the 

Qualitative Materiel Development Objective (QMDO), Qualitative Materiel 

Approach (QMA) and Qualitative Materiel Requirements (QMR) are replaced by 

Materiel Need, Advanced Development Plan (ADP), Materiel Need (Engineering 

Development)-MN(ED), and Materiel Need (Production)-MN(P). 

Deputy Secretary of Defense Packard (1970) further outlined acquisition 

policy for weapon systems. Throughout development from the conceptual stage 

to deployment, cost trade-offs between seated operating requirements and 

engineering design are key considerations. Program schedule should be 

structured to allow slack time for resolution of problems which inevitably 

arise in any program. More specifically, he provided the following guide¬ 

lines : 

1. Concept formulation - minimize technical risk by: 

a. Risk assessment - careful assessment of technical problems, 

consequence of failure, judgment as to effort needed for a practical solution. 

b. Svstem and hardware proofing - actual engineering design and 

component testing to demonstrate elimination or reduction of technical risks 

through coL-ponent or complete system prototyping, or back-up development. 
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c. Trade-oits (risk avoidance) - risk/cost crade-ofrs between 

stated operating requirements and engineering design throughout develop¬ 

mental stage. 

2. Full-scale development - authorization to proceed provided: 

a. Development Concept Paper (DCFj is prepared to reflect a 

management plan Including appropriate attention to risk assessment, system 

and hardware proofing, and trade-offs. 

b. Defense Systems Acquisition Review Council (DSARC) recom¬ 

mends that adequate risk reduction has been accomplished- 

c. Procedures are esrabiished to address continually technical 

and engineering problems in uiew of possible trade-offs with stared 

operating requirements, cost and operational readiness date. 

d. Problems encountered in concept formulation must be solved. 

Milestones are established to demonstrate achievement ot objectives including 

appropriate stages of system design and testing of critical items. 

e. Consideration is given to all matters such as maintenance, 

logistic support, training, etc., necessary in a full operating system. 

f. Request For Proposals (RFP) for development stage is care¬ 

fully reviewed for efficient accomplishment of the actual work. 

3. Production - DSARC review 

a. All milestones demonstrating achievement of a practical 

engineering design are met. 

b. All important engineering problems encountered have been 

resolved with trade-offs between operating requirements and costs. 
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c. Srart-up production is scheduled to minimize financial 
« 

commitments until all major problems are resolved. 

4. Contracts - contract type tailored to risks involved: 

a. Cost-plus-incentive contracts are preferred for advanca 

development and full-scale development; provisions for competative fixed- 

price subcontracts are included when technical risk can be assessed. 

b. Fixed-price contracts are for projects when risks are low; 

contractor's ability to absorb losses must be a factor considered. 

c. A negotiated fixed-price contract after production design 

can be realistically specified should be considered with encouragement to 

competition for subsystems. 

d. Letter contracts must be minimized; change orders should 

not be authorized until they are contractually priced, or ceilings are 

estábil shed. 

B. Systarns Analysis 

Decision analysas are involved throughout all echelons of the govern¬ 

ment agencies and defense contractors as to how the activities and relation¬ 

ships affect the three dimensions of cost, time and effectiveness of materiel 

programs. To understand decision analysis and acquisition management better, 

we define several terms as follows (Peck and Scherer, 1962). A subset of 

materiel developed and produced consists of the weapon systams which are 

composites of equipments employed as entities to accomplish a mission. An 

example of a weapon system is a helicopter, a radar unit, plus a set of guns, 



-6- 

employed to offset a threat of potential advanced of hostile troops and 

ground vehicles to our defense territories. An alternative definition of 

a weapon system is a set of potential military capabilities. The ability 

of a weapon system to perform a mission is described in terms of three 

quantities or dimensions: cost, time and effectiveness. Cost reflects 

the resource commitments required to counter a specific level of potential 

enemy capability. Time denotes the period during which the weapon system 

is available for military operations determining the system's effectiveness 

relative to the military environment within which it operares. Finally, 

effectiveness reflects a weapon system's technical performance in terms of 

system characteristics including, say, mobility, fire power, communication, 

and reliability (the probability that the system can sustain its technical 

performance potential). Furthermore, a weapon system program decision is 

defined as tne decision to undertake and commit resources to the development 

of a specific weapon system. A multiplicity of technical, military, 

financial, and scheduling decisions determine the course of a typical 

weapons program. In actual program decisions, uncertainties are very real 

and important complications. More carefully stated, we should say that a 

weapon system program decision is a "decision under uncertainties". 

In the acquisition management, we observe that management is the 

process of converting infermation into action (Forrester, 1961). The 

acquisition management constitutes an information feedback loop illustrates 

below: 

Objective 

Information 

Environment Decision 

Action 



Acquisition management is a complex, multi-loop, and interconnected field. 

Decisions are made at multiple points throughout the development program; 

each resulting action generates information that may be used at several but 

not all decision points. This structure of cascaded and interconnected 

information-feedback loops, when taken together, describes the management 

process. The interlocking network of information channels emerges at var¬ 

ious points to control physical processes. Every action point in the 

management network is backed up by a local decision point whose information 

sources reach into other parts of the organization and the surrounding 

environment. 

With the constant need to make management decisions on some quantized 

basis, systems analysis erupted with the McNamara's era in 1961. The theme 

of McNamara s system analysis is that defense is an economic problem in the 

efficient allocation and use of resources (Hitch and McKean, 1967). He 

introduced the so-called three-phase operation: planning - programming - 

budgeting, in which planning involves cost-effectiveness analysis. Reliance 

on systems analysis has been very heavy regarding such questions as how much 

is'enough, how should resources be allocated, and what trade-offs among 

doctrine, weapons, equipment, etc., are feasible for an effective defense 

posture. All in all, systems analysis has been denoted as "quantized common 

sense" and used to provide "synthetic experience". Systems analysis/systems 

engineering can be defined as an explicit logical examination of alternatives 

by estimating and comparing the impact of each alternative on the costs and/ 

or effectiveness of a given system without violating exogenous constraints 



imposed on che system under study. One school of thought juxtaposes systems 

analysis and system engineering b’ establishing system performance objectives 

versus design criteria for system‘elements (DA Technical Manual 38-760, 

1969j. The next page depicts the interface between systems analysis and 

systems engineering. 

A weapon system program decision involves four fundamental elements: 

the external threat, cost, the state of the art, and time. The existence 

of external threat is the reason for deve1oping weapons. Cost enters into 

the program decision as a constraint. The state of the art can also be 

viewed as a constraint upon a nation's ability to deal with the external 

threat. As time passes, the stock of knowledge increases to offset the 

nation's inability to aaal with external threat. Consequently, there is a 

significant interaction between time, the growth of technical knowledge, 

and the external threat. Under the circumstances it is important to exploit, 

quickly, significant advances in the state, of the art to maintain the quali¬ 

tative superiority or at least parity of its weapons inventory. This 

quickness implies the decision to begin development after technical feasi- 

biJity is predicted or at any time thereafter. Development leaa time, the 

time interval between decision to begin development and ensuing operational 

availability of that weapon, is controlled by varying the amount of resources 

allocated to the development effort. 

C. Risk Analysis Overview 

Luce and Raiffa (1957) categorize decision making into certainty- 

risk-uncertainty classifications as follows: 
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1. Certainty - Each action Is known to lead invariably to a 

specific outcome. 

2. Risk - Each action leads to one of a set of possible specific 

outcomes, each outcome occurring with a known probability. 

3. Uncertainty - Each action has as its conseauence, a set of 

possible specific outcomes, but the outcome probabilities are completely 

unknown or not even meaningful. 

Under these notions, we now examine the decision-making process for 

the acquisition management. Let us consider again those "global" defini¬ 

tions of cost, time and effectiveness discussed earlier. We can adapt them 

to the level of materiel development, production, and management. Here, 

cost is concerned with the amount of money to be allocated to complete the 

acquisition process. Time denotes the total time needed to acquire the 

materiel. We define performance, instead of effectiveness, to be the tech¬ 

nical capability to attain and sustain its technical potential. In view of 

cost growth, schedule slippage, and degradation of performance in the course 

of the materiel acquisition process, we ask ourselves whether or not there 

is a way to assess program success and to control program problems. Uncer¬ 

tainties exist and affect the three dimensions of cost, time and performance. 

The assessment of program success constitutes the basis for so-called risk 

analysis of a program. Risk analysis is defined as the disciplined process, 

essential co program decision making, involving the application of a broad 

class of qualitative and quantitative techniques for analyzing, quantifying, 

and reducing the uncertainties associated with the realization of cost, time, 
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and performance goals of large scale, military projects. Hence, a fourth 

dimension of risk has been introduced which is used as a common measure to 

integrate the three dimensions and to effect trade-offs. Risk analysis can 

also be envisaged as "systems analysis of risk". As materiel acquisition 

decision making is decision making involving all three categories, risk 

analysis calls for imagination and ingenuity, narticularly to transform 

decision making under uncertainty to decision making under risk. 

As a basic objective of risk analysis is to create a quantitative 

and experimental laboratory to study program success, the general metho¬ 

dology for a risk analysis is quite similar to the steps involved in systems 

analysis, systems engineering, or industrial dynamics. The steps include 

the following: 

1 . identify objective 

2. state alternatives 

3. collect data 

construct maodel 

5. simulate/apply model 

6. validate model 

7. obtain criteria and trends 

IM.r the above general scheme, ve design a basic modular approach 

lor risk analysis as sh™, on the next page. The System Candidate Module 

includes all system candidates under consideration. The Uncertainties 

Module represent, the interface between the environment and the program. 

Uncertainties affecting the three dimensions are noted. The Data Bank 





1 

Module has two functions: provides a repository of information and data 

for the model, and serves as a mechanism for updating and maintaining cur¬ 

rent information. The data are normally in two forms: objective, avail¬ 

able data from testing, data bank, or previous studies; and subjective, 

judgmental values obtained from "experts". The Cost Module represents the 

three dimensions; moreover, probability distributions of the three dimen¬ 

sions are included in these modules. These distributions are combined to 

calculate system risk in the Risk Module. Trade-offs among the three dim¬ 

ensions can be conducted to obtain criteria and trends as recommendations 

for decision analysis. Furthermore, sensitive elements or parameters and 

high risk areas are identified so that those critical areas are carefully 

monitored. Unfortunately, the validation phase may not be possible, until 

such time when actual test data are generated or at normal intervals to 

up-date the risk analysis studies. It is hoped that the above modular 

approach can lead to a generalized risk analysis model. 

A full-scale, comprehensive risk analysis then involves five dis¬ 

tinct phases as shown below: 

1. form a risk analysis team 

2. collect data 

3. develop decision tree 

4. simulate by computer 

5. construct module for management information system 

A team is chosen to include the following disciplines: 

1. operations research/aystems analysis 

2. program-cost analysis 

l 
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3. physical sciences/engineering 

A. reliability-maintainability 

5- military doctrine/combat experience 

The Aerospace Industries Association (1Í69, launched a „assive effort 

to uncover the proMe» of relating uncertainties ln „eapon syste* developeent. 

In identifying the essential technical steps, AIA found that there is „„ch 

similarity in the evolution of programs through uncertainties. A fundamental 

curve, as shown on page 15, portray, the conversion of unhnowns to Known, 

against time. Uncertainties fell into two main categoriest "the things you 

-w you don't hnow at the start of the program" and "things you don't W 

you don't know". we have known-unknowns for which allowances can he 

..de and u„kno™-unk„owns (unk-unks) for which we are unable to plan. A 

list of uncertainties is attached in Appendix A for reference. An example 

OI some uncertainties which contribute to the three-dimensions of a program, 

in a qualitative fashion -i 
* is shown on page 16. Ideally, of course, we should 

quantify each uncertainty. 

It is important to ask ourselves whether or not risk analysis 

tributes to acquisition management. A risk analysis should identify 

following areas to the acquisition personnel: 

con- 

the 

1* potential probJem areas 

2. consequences of failure 

3. low risk program areas 

«• requirements versus state-of-the-art trade-offs 

5. adequacy of acquisition time 
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6. sufficiency of appropriations 

7. optimum allocation of funds 

8. data gaps/recommend studies and concepts 

9. sensitive/critical parameters. 

One important aspect of risk analysis is to train all acquisition management 

personnel to become more conscious of system risk. The realization of risk 

by all levels of acquisition personnel would increase the probability of 

project success and control cost growth, schedule slippages, and degradation 

of performance. Finally, it is clear that risk analysts could place more 

confidence on the results of the analysis when people come to better grips 

with subjective risk assessment. 

I 
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II. Statistical Decision Theory 

A. Some Decision Criteria 

The materiel acquisition process is a complex management problem 

consisting of a multitude of tasks with interactions and hierarchy of 

objectives to achieve goals. Acquisition managers live in a world of 

continuous change with uncertainties, make decisions, and act on them, 

often based on very limited information. In this chapter, we present 

some aspects of statistical decision theory which are relevant to the 

development of risk analysis methodologies. 

We begin with some definitions found in Pyckman et al, (1969). 

If a process of change leads to more than one possible outcome, these 

outcomes are called uncertain, and the process is called a stochastic 

process or a random process. States of nature are considered as any 

possible state resulting from intransigence of outside force other than 

the actions by rational opponents and not controllable by the decision 

maker. A decision criterion for selecting among action is a strategy. 

A payoff is a real value of a random variable whese domain is the set of 

outcomes in a decision problem. Suppose A = {a^} is a set of actions, 

id, where I is some index set. Then a decision is defined as the selec¬ 

tion by the decision maker of an element a from the set A. A diagram on 

the next page shows a simplified decision tree tracing all possible out¬ 

comes . 
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Outcomes 

(Sample Space) 

(*i'V ’ °ij 

- <ai-9.) 

Payof f 

X(0U) 

Outcome 
Probability 

f(e,) 

- (=,.8,) 

(=,.83) 

(=3.83) x(e 33> f(83) 

To resolve the decision problem under uncertainty, we offer some 

criteria below. A criterion is well defined provided a precise algorithm 

is prescribed which unambiguously selects the acts which are tautologically 

termed "optimal according to the criterion". 

The first criterion involves the Bayesian measure for an action 

ai which is the expected payoff X for that action: 

E[X(a,,9)] - E X(0 ) f (6 ) , 
0 1 j 0 J 

for discrete states, where 0 presents the set of states 0^, and 

fQ(0j) is the state probability, with j in some index set J. A 

Bayesian decision criterion is the criterion for which the action se¬ 

lected would yield the maximum Bayesian measure. 

I 

t 
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Risk prescribes some measure of program success in view of all 

uncertainties. Later, we shall exhibit alternative definitions which are 

directly applicable to the particular phases of the acquisition cycle. In 

the following, we present a general definition of risk as found in most 

statistics texts. Dyckman et al, (1969) begins with a sample which is an 

observable event. A statistic is a random variable whose values can be 

computed from a sample. A decision function is a function whose domain 

is a sample space of observable outcomes and range a set of actions. By 

an opportunity loss, for outcome » we a function I such that 

U°ij) = •X(0ij) - X(ükj)l* 

where x(0kj) ts the most desirable payoff for state j under some defined 

optimality condition. The risk for a decision function d and a given 

state of nature b is the conditional expected loss for the decision func¬ 

tion, given the state of nature, i.e., 

R(d,9) = E[Z(d,6)], 

Z Z 

where Z is a statistic, and Î, Is the loss function. 

We present in the following, which can be skipped if a reader is 

not familiar with basic measure theory (Royden, 1963), a mathematical defi¬ 

nition of risk: 

Consider a state space ft indexing a family (P = (P : weft} 
0) 

over a o-field ß of a sample space x* a measurable action 

space (A^l); and a real-valued loss function L > 0 defined on 

ftxAxx which is (^-measurable for each weft and a 



-21- 

(randomlzed) decision function tp with domain Xx<X is such 

that iHx)(*) is a probability measure on Q, for each fixed 

X. If the state is io, the conditional risk of ip given x is 

L(a),ii»(x) ,x) L(u),a,x)^(x) (da). 

A 

If L(üj,^(x),x) is ß-measurable, the unconditional risk is 

L(uj^(x) ,x)dP (x). 
U) 

Secondly, a maximum criterion is the choice of the act which 

maximizes the minimum payoff. Thus, each act is appraised by con¬ 

sidering the worst state for that act, and the "optimal" choice is 

the one with the best worst state. This criterion is analogous to 

the minimax principle: If the payoff is in the context of losses, 

then the decision maker attempts to minimize the maximum loss for 

each act. 

Thirdly, Savage (1951) suggested an improvement over the maximum 

criterion with the minimax "risk" criterion. The procedure is as 

follows. First, to each payoff entry u^, associate a new table 

with "risk" payoffs r^ , where r^ is the amount to be added to 

t0 equal the maximum payoff in the jth column. An example is 

shown below: 

Payoffs 

100 

1 
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Next, we choose the act that minimizes the maximum risk payoff for 

each act. This criterior. is also called minimax regret criterion. 

The fourth criterion of Hurwicz (1951) is the pessimism-optimism 

index criterion. As the maximum and minimax risk criteria, concen¬ 

trate on the state with the worst consequences. Hurwicz proposed to 

look at the best state or at a weighted combination of the best and 

the worst. For each act a^ let and be the respective 

minimum and maximum payoffs over the possible states. Suppose a 

fixed number a, 0 ^ a 1 1* called the pessimism-optimism index, 

be given. Then we associate with a^, 

amt +(1- a)Mi , 

and find the act with the highest corresponding value. 

We note that for a = 1, the criterion is simply the maximum 

criterion; for a - 0, the maximax criterion. To find a, we resort 

to resolve a simple decision problem by searching for an indifference 

level among the acts. 

Finally, if one.is "completely ignorant" as to which state among 

all states prevails, then he should treat all states equally likely, 

take an average of all payoffs for that state as the expected payoff, 

and choose the act with the largest payoff. 

Luce and Raiffa (1951), as well as other texts such as Savage (1954), 

digress on the advantages and disadvantages of each criterio!. The 

interested reader is encouraged to pursue further in these references. 

I 
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B. Decision-Tree Network Analysis 

Classical graph theory and topology in mathematics date as far 

back as the beginning of mathematics. Engineers, particularly in elec¬ 

trical circuit design analysis and synthesis, have applied the concepts 

for decades (Kim and Chien,-1962). The subject of activity networks has 

attracted great attention since the I950’s to decision analysis primarily 

0,1 account of the following attributes (Pricker and Happ, 1966): 

1. Ability to model complex systems by compounding single 

systems. 

2. Mechanistic procedure for obtaining system figure-of-merits 

from networks. 

3. Need for a conmunication vehicle: to discuss the system in 

terms of its significant features. 

A. Means for specifying data requirements for analysis of the 

system. 

5. Starting point-for analysis and scheduling of the operational 

system. 

Literature on activity networks and flow graphs can be found in 

hundreds of references.(Lorens, 1964; Busacker and Saaty, 1965). In the 

area of decision processes, work extends from generalized activity networks 

(Elmaghraby, 1966), to techniques such as Program Evaluation and Review 

Techniques (PERT), Critical Path Method (CPM) (Kaufmann and Desbazeille, 1969), 

Industrial Dynamics (Forrester, 1961), Decision Mapping via Optimum Networks 

(DEMON) (Chames, Cooper et al, 1966) to Graphical Evaluation and Review 

Technique (GERT) (Prisker and Happ, 1966), to name a few. 
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Basically, a progrü’ü is charted out by a graph called a program 

graph or sequence graph whose arcs represent the activities. Assuming 

the duration of operations or Job times are known, we can attribute a 

value to each arc. The graph nodes are called events and are interpreted 

as realizations of significant milestones. It is now possible to trace 

through all possible routes to arrive at the final milestones to obtain 

total job times. A critical path is defined as a route between two mile¬ 

stones such that the total time is minimal. It is important to note the 

realization time limit, the date beyond which the whole program becomes 

delayed, as well as the expected times. A time margin of a job can be 

defined as the difference between the realization time limit. These 

times can be calculated to.envisage the rigidity of program time. 

Thompson (1968) extended the CPM to "CPM under risk" problem to 

mean the following: 

1. A project defined by means of a project graph that indicates 

the technological precedence conditions among the jobs. 

2. In each job in the project, a distribution of job timos, 

i.e., a probability distribution function F(t) such that 

the job time is less than or equal to t. 

This extension involves the application of statistical decision theory to 

determine subjective probabilities. 

For jobs of uncertain duration, experience shows that the distribution 

of job times may be approximated by the beta laws (Husic). Estimates of 

most probable time to complete and of lower and upper bounds are needed to 
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fit to the beta distribution. By a beta density function, we mean a 

functional form as follows : 

f(x) = lilLt-ll XP-1 fl _ xNq-i 
u r(P)r(q) x (1 - x) (p)r(q) 

where 0 < x < 1, p,q > 0, and the gamma function is defined as follows: 

r00 

r(p) p-l -X , 
Xr e dx 

for p > 0. The beta probability distribution function is shown below: 

f(x) - T r(P i q) ¡.p-1 n _ Hf. n; J0 r(P)r(q) t (1 - c) dt- 

First, we observe that if p - q * 2, then the beta density function is a 

symmetric curve. For p ^ q, the beta density function is skewed. The 

density functions used to characterize cost depend upon whether or not the 

estimates made are closer to the median or to a percentile of the range of 

the bounds. In the former-case, the symmetric density function is used; 

otherwise, a skewed curve is used. These estimates are made consistant by 

assuming the lower and upper bounds fixed; the mode or the most probable 

value then becomes the median or that percentile depending whether the 

symmetric or skewed curve is used. Typical beta probability distribution 

functions are shown on the next page. 

Stochastic networks have the following characteristics (Prisker 

and Happ, 1966): 

1. Each network consists of nodes denoting logical operations 

and directed branches. 
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2. 

3. 

A branch carries a probability denoting the activity 

represented by the network will be performed. 

Other parameters which may be additive for cost or 

multiplicative for reliability describe the activities 

which the branches represent. 

4. A realization.of a network is a particular set of 

branches and nodes which describes the network for 

one experiment. 

5. If the time associated with a branch is a random 

variable, then a realization also implies that a fixed 

time has been selected for each branch. 

Suppose we consider a simple network as shown on the next page 

with time distributions only. A Monte-Carlo simulation is applied to intro¬ 

duce randomness into the network at each node, thus determining which branch 

is selected from the event-fork. The resulting end position from a Monte- 

Carlo trial yields a trial value. These trial values generate an "implied" 

distribution of outcomes and corresponding imes required. 

O'Flaherty (1970) attempted to outline a historical data base providing 

inputs to weapon system cost analysis in a form that will permit required 

outputs to be directly related to historical costs of similar systems. It 

was concluded there is no uniformity in structure of cost data available 

from contractors. In recording research, development, and investment costs, 

a uniform expandable structure compatible with DOD Cost Information Reports 

(1966) and AR 37-18 (1968) should be adopted with cost elements as follows: 
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Engiti^eríng Mateiiel overhead 

Tooling Subcontract 

Quality control General and administrative 

Manufacturing Other costs 

Purchased equipment Profit, loss, or fee 

These costs should be further divided between recurring and nonrecurring 

costs. The operating cost structure of AR 37-18 should be simplified. 

From cost studies, it is necessary to obtain a cost breakdown of 

a system by major subassemblies into research and development, nonrecurring 

investment, recurring investment, and operating costs (Feyereisen, 1970). 

Within each cost category, we need the most probable cost, lower and upper 

bounds, skewed or symmetric, and estimates of cumulative probabilities for 

the most probable values. A table to chart the breakdown is exhibited on 

the next page. 

To calculate subtotals or toval costs for each phase of the acqui¬ 

sition cycle, we mast add the costs in the respective categories. This is 

accomplished by the application of the following theorem from basic proba¬ 

bility theory (Parzen, 1960): 

Theorem: The probability density function fv 1V (•) of the sum of two 

VX2 
independent continuous random variables is the convolution of the two proba¬ 

bility density functions f^ (•) and o1^ t'ie ran<*om variables 

dx fx (x)fx (y-x). 
..00 
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In our case, for beta cost probability density functions, we 

have, in general, 

fv (x) 
1 

KjxPl"1 (l-x)qr1, o < x < 1, a < X1 < b. 

and 

c) - MV1 (l-x)V1, 0 < x < 1, c < X < d, fY (x) - A <- - 2 
X2 

where K1 and K2 are some normalizing constants, and > 0* 

Hence, rin(d,y-a) 

dx fx (x)fx (y-x) ’ 
ax(c,y-b) 1 2 

max(c,y-b) < » 

and the probability distribution function is 

ry 
FY(y) = P[X1 + X2 < y] „ fx1+x,(z)dî- 

0 1 2 

These integrals are difficult to calculate analytically, if not impossible; 

however, digital computer programs are available for evaluation numerically. 

We can use a hypothetical example to illustrate how we can quanti¬ 

tatively obtain benefits from a risk analysis. 

Suppose we consider a simple decision tree, using a validation 

prototyping decision as an example as shown on the next page. The decision 

alternatives are to conduct single-source validation prototyping or to 

conduct multi-source competitive prototyping. The cost of the various 

alternativej and the probability of occurrence of each outcome are included 

on the alternative decision oranches. In this case, competitive prototyping 
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vith ‘vo contractors is twice the cost of validation prototyping with a 

single contractor. The engineering development cost is lower if the 

technical problems are found and solved prior to initiating engineering 

development; thus $7 million is estimated to be engineering development 

cost, if the technical problems are fo ind and solved, while $10 million 

will be necessary if the problems are not found. 

A technique called "averaging out and folding back" procedure 

can be applied to reach the most beneficial decision with the most ad¬ 

vantageous expected monetary value, denoted by EMV. Calculations 

indicate the event EMV'sas posted on the tree as $8.2 million and 

$7.3 million for single versus multi-sources prototyping, respectively. 

Adding the prototyping.costs, we have $8.7 million and $8.3 million 

for the respective decision EMV's. 

This simple example is designed to show that under a risk 

analysis of a particular system, a decision maker is in a good position 

to choose the competitive prototyping route. The extra cost incurred 

for competitive prototyping actually affords a 30 percent better chance 

for program success, a possible savings of some $3 million, and avoids 

time delays. If we assume engineering development cost is around ten 

percent of the total life-cycle cost, then the possible savings represent 

a two percent reduction-in-life-cycle cost. 

C. iabjective Judgment 

In the ose when.the state probabilities are not derived through 

sampling, the Important area Involving subjective Judgment Is now examined 
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For example, to use the Bayesian criterioi’, we can rely on the following 

scheme (Dyckman et_ al, .969) : 

1. Enumerate the relevant states of nature. 

2. Assign weights incorporating the decision maker's Judgrent 

on the likelihood of occurrence of each state, i.e., so- 

called a priori probabilities. 

3. Determine the outcome values from selecting a particular 

action. 

4. Derive a new a posteriori probability law if new knowledge 

is available. 

This is actually the big step involved in transforming a decision problem 

under uncertainty to a decision problem under risk. 

Savage (1954) proposed a gamble or lottery technique to develop 

the a priori probability-law over the states. The procedure calls for a 

series of binary yes-no answers to questions structured in terms of simple 

betting odds. An example was provided as follows: 

Suppose an item is requisitioned from a stock with a daily demand 

from zero to twenty, and the stock is replenished at the end of the day. 

In order to establish a probability density function, we begin by con¬ 

sidering a demand of exactly, say, nine units, and a box containing red 

and white chips totaling 100. Now, the decision maker is offered the 

following choices: 

1. If tomorrow's demand is equal to nine, he wins $10. 

2. Draw a chip from the box, and win $10 if it is white, given 

the exact composition of numbers of red and white chips 

before the drawing. 
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It Is dear that if the hex.toatalaa only ted chlPs, he eeiecta the fftst 

option, and he would ehoose the second option if the box contains all 

white chips. Howe ter, es the ted chips ate replaced by white chips, an 

indifference level Is reached a, to the choosing of either the first 

option or the second option. This betting expetlment is carried out for 

demand from 5 to 11, and a table la constructed as follows: 

Demand 

5 

6 

7 

8 

9 

10 

11 

No. of White 

ar-lTidlff; polnf 

2 

10 

20 

25 

25 

15 

3 

100 

Probability 

assigned 

.02 

.10 

.20 

.25 

.25 

.15 

.03 

1.00 

We observe that a probability density function can be establlshe 

It is important to check for consistency with the decision maker's expec¬ 

tations; otherwise, he should modify his initial assessment or repeat the 

process until consistency is achieved. When consistency is obtained, and 

the requirements of a probability law are satisfied, a useable subjective 

probability law Is determined. This law can then be used to calculate th, 

expected payoffs required by the Bayesian decision criterion. We note 

that the above procedure Is useful provided there are small number of 

states, adequate amount of time, and the decision maker Is patient. 

Raiffa and Schleifer (1961) suggested the following questionnaire 

to obtain subjective probability distributions for time: 



1. What is the time which you think is just as likely to be 

greater than or less than the actual completion time? 

(This gives the mean time.) 

2. Assuming that the completion time will be greater than the 

mean, what new time is just as likely to be greater than 

or less than the actual completion time? (This gives the 

75« ftactile.) 

3. Assuming that the completion time is greater than the 

answer you gave in (2), what is the new time that is just 

as likely to be greater than or less chan the actual com¬ 

pletion time? (This gives 87.5% fractile.) 

4. What is the longest time you could imagine the project to 

take? (This giver 100% fractile.) 

Besides the lottery technique, Quade (1968), suggests the possi¬ 

bility of the "delpbi" technique primarily used for forecasting and 

commonly applied throughout the world (Business Week, 1970). A panel of 

experts is drawn together to make forecasts or evaluations on some partic¬ 

ular subjects at hand. Each one is asked to submit his answers anonymously. 

Next, a composite feedback of all answers is communicated to each panelist, 

and a second round begins. This process may be repeated a number of times, 

and hopefully, convergence takes place. By keeping the identities anonymous 

rather than a committee session, a panelist can more easily change his mind 

at each iteration and come up with good predictions rather than defending 

his very original idea. Two examples (Quade, 1968) are presented on the 

next page to clarify the delphi technique. 
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First, suppose we wish to arrive at how large a particular number 

N should be. The following steps are involved: 

1. Ask each expert independently to give an estimate of N ^ 

arrange responses in order, and group them in quartiles 

Qj, M, Q3 as shown: 

N1 N2 N, * • « N N 1 2 3 10 11 

—I-1—I-1—I-1—I-1-h-1-^- 

«1 « q3 

2. Communicate Qj, M, Q3 to each expert, ask him to 

reconsider his previous estimate, and if his estimate 

(old or revised) lies outside the interquartile range 

(Q >Q3)> state his reason. 

3. Communicate the results of this second round, plus the 

reasons, to the respondents in summary form, and ask for 

new estimates and arguments. 

4. Take the median to represent the group decision as to N, 

say, in the fourth round, provided the dispersion is "small 

enough". The "smallness" in dispersion, of course, depends 

on the criticality of N for the said purposes. 

A second example of delphi technique is applied to solicit policy 

advice. The inquiry itself could be broken down into four to six successive 

rounds, each based on a suitably formulated questionnaire. Only the first 

round would necessarily involve all respondents. The first questionnaire 

may contain the following: 

5 
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1. Brief background and purpose of study; anonymity, except 

for approval to ask individuals for further actions. 

2. Statement encouraging suggestions and subsidiary questions. 

3. Some relevant considerations to spark thoughts. 

As a result of sorting, collating, clarifying, eliminating, and editing 

the responses, a second questionnaire may carry the following format: 

Proposals Desirability. Feasibility Importance 

tn 
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2 

M 

The third questionnaire takes the following forms: 

1. Eliminated items: 

Item Description Reason for Elimination 

Undesirable Infeasible Unimportant 

2. Acceptable items: 

Item Description 

3. Controversial items: 

Item Description Controversial as to 

Desir Feas Impor 

Your Reasons for 

Previous/Rcivised 

Rating_ 



The principle drawback is that it is cumbersome, and the time 

elasped in processing may present some difficulty to respondents as to 

their reasons for the ratings. Little is known about its validity. 

Improvements in this technique cffer some possibilities (Helmer, 1967). 

Some requirements include the possibility of inviting the respondents, 

as part of the answers, to attribute differential weights to their 

opinions as self-appraisals of their own competence. It is also possible 

to automate the experiment with the use of on-line computer consoles for 

automatic processing and immediate feedbacks. Of course, it would be 

relatively easy to develop data banks and even banks of mathematical 

models. One modification suggested by Helmer is an open debate of pros 

and cons of each estimate without identifying which was made by whom. 

Another modification is the use of a hierarchical panel structure, 

whereby a delphi response is collected, not from individuals, but from 

sub-panels of experts. 
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A‘ Risk analysis for concept formilaMnn 

Based on the policy guidance of defense Secretary Packard, we find 

there are actually three distinct phases of risk analysis; they are the con¬ 

cept formulation phase, contract definition and development phase, and 

production phase, respectively. We will examine two different phases in 

turn and show the methodologies involved in each. 

First, for concept formulation phase, we have the following prereq¬ 

uisites for obtaining a decision to proceed into Engineering Development: 

1* Primarily engineering rather than experimental effort is required, 

and the technology needed is sufficiently in hand. 

2. The mission and performance envelopes are defined. 

3. The best technical approaches have been selected. 

4. A thorough trade-off analysis has been made. 

5. The cost effectiveness of the proposed item has been deterged 

to be favorable in relationship to the cost effectiveness of ctapeting items 

on a Department-wide basis. 

6. Cost and scheduxe estimates are credible and acceptable. 

A risk analysis conducted during this phase is primarily concerned with 

technical risk; i.e., assessment of technical problems, consequence of 

failure, judgment as to efforts needed for a practical solution, and cost/risk 

trade-offs between stated operating requirements and engineering design 

throughout development stage. 
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Suppose we consider a weapon system which is composed of N major 

subassemblies or subsystems Sn, n - 1,2.N and each subsystem has 

Mn alternative candidates S^, „n - 1,2.. by permutlng 

the candidate subsystems, we hove L candidates systems s‘, l . 1,2. L, 

L 

N 

< n 

n»’! 

H 
n 

Each candidate system S5, = (S '■ \ 
1ml ’ “¿¡a2 * ••• » ) • 

An example of candidate systems for an artillery system is shown on the 

next page. 

To determine technical performance relative to the technology, we 

begin t’ith a detailed analysis of soma reference requirements document, 

such as the QMR or MN. From this document, we group aU performance 

goals and components into categories of performance characteristics and 

major sulassenblies or subsystems, noting the dependency and independency 

among the periormance characteristics. 

A candidate system is rated on the basis of certain performance 

characterise j, e.g., reliability, mobility, fire power, communication, 

etc. Performance estimates are obtained for a candidate configuration 

as it is compared with some reference system. One approach is to weight 

each performance characteristic on a ten-point performance level scale 

bas d on the document of the proposed system. This scoring mode] could 

be highly sensitive to outcomes and decisions. Considerations, such as 

* 

»» 

i 
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the underlying distributions of data, the number of ranking intervals or 

categories, and the width of the intervals, all contribute to the implica¬ 

tions of the final outcomes, Moore and Baker (1969) analyzed the 

computational analysis of scoring models by validating some twenty projects 

against economic models and constrained optimization model. It was con¬ 

cluded that it is possible to construct a scoring model which is rank-order 

consistent with the other models. Secondly, the level of rank-order con¬ 

sistency is a function of the range over which each criterion measurement 

is defined and of the ability of the. model to distinguish between levels 

across the range. When the estimates are likely to be in error, the model 

should utilize a large number cf scoring intervals. It was under these 

basic guidance that we designed the ten-point performance level scale. 

Consider the following ten levels where i designates the 

ith performance characteristic: 

r 0 
1 
2 
3 
4 

5 
6 
7 
8 

would cause cancellation 

meets minimum acceptability 

meets "essential" criteria 

meets "desirable" criteria 

exceeds "desirable" criteria 

An example of the outcome of performance requirement categorlzatioi 

is as follows for a soft recoil artillery system (Seamands and Hwang, 1970): 

1. Reliability 

2. Mobility, transportability 

3. Stability 
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4. Range, precision 

5. Reaction time, rate of fire, traverse capability 

6. Growth potential for product improvement 

7. Human engineering 

Under each performance measurement, technical barriers and potential 

problem areas can be identified and matched with the five levels of 

state-of-the-art (Rosenzweig, 1968): 

1. Existing technology 

2. Scaled version based on existing technology 

3. Limited component tests available 

4. No laboratory or component work available 

5. No laboratory or component work and limited theoretical basis. 

The concept of variabxlity in performance can be approached by 

assigning probability values to each performance level. Thus, we assign, 

for each performance characteristic i, 

(Piü(^ ’ Pil^ » Pi2^ » * Pi9(j)) . 

where Pik(j) means P[Vi meets performance level k] for the jth sub- 

assembly. An example is shown on the next page. 

Le us define the following: 

pJ (j) - P[V 
i i meets or exceeds performance level k] 

for the jth subassembly. Then, if all the performance characteristics are 

independent, 
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pi<J) -J.k pik'(J> • 

Therefore, for instance, 

2* 9 

k =»2 X 

would denote the probability that the Jth subassembly meets or exceeds 

minimum acceptability for the 1th performance characteristic. 

A weapon system will be released for fielding provided it meets 

or exceeds the minimum acceptability level In all performance characteristics 

and for all subassemblies. Therefore, the probability P2(s*) for a candi¬ 

date system S is, for independent performance characteristics, 

2 £ 
P (S ; 

£ ^ 9* 
’ n n p; (j) 

j=0 i=0 

where I is the number of performance characteristics. 

A definition of risk, based on Williams and Banash (197G), conside: 

the following probabilities: 

P[performance ¿ minimum acceptability] -= ? 

P[completion time < T] = P 

P[total cost < C, given time < T] =* P 
c/t 

Risk R can be defined as the probability of falling in .t least one of the 

above categories: 

• « R a 1 - P P P , 
f c/t t ’ 

which we denote as the cost-time dependent case. 
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For the moment, let us ponder on the last expression. Suppose 

a performance level is fixed. We can graphically portray the relationship 

between cost and time as shown on the next page. First, it is clear that 

if we are allowed less time to achieve tue same pre-established performance 

level, we must devote more resources. This accounts for the curve segment 

AB. Next, it is also clear that if we encounter time delays in the form of 

decision delays on account of, say, unacceptable performance of the system, 

again the cost would rise with respect to time. This is portrayed by curve 

segment CD. For the time period between t » ^ and t = t2 , we find 

that there is a region 0 where the slippage in time schedule of the oider 

of, say around 10% about the mode would not affect the cost growth signifi¬ 

cantly, and, similarly, a cost change of around 10% about the mode would not 

affect the time schedule very much. This is a reasonable assumption, as a 

skillful project manager usually anticipates such small fluctuations in time 

and cost and should be able to absorb the difference. Of course, this implies 

that in region 0, the cost and time are independent, and the expression for 

risk can be simplified to the following: 

R = 1 - p p p 
f c t , 

where Pc - P[total cost < c]. We deonte this as the cost-time independent 

case. 

With this definition of risk, we can graphically present iso-risk 

contours as described below. To graph risk isograms for the cost-time 

dependent case, we begin with a probability distribution curve for time. 
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COST - TIME RELATION ft)R FIXED PERFORMANCE LEVEL 
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Along the time axis, select some intervals where the probability distri¬ 

bution curve segments in these intervals are fairly linear. Corresponding 

to these intervals, we have where each t^ i - 1,2,...,q, 

denotes the end points of the intervals as shown below: 

TIME 

For each t^, i ■ 1,2,...,q, we construct a conditional probability distri¬ 

bution curve for cost, i.e., ?c/t • The construction, of course, entails 

a cost study. With q conditional cost probability distribution curves, we 

can superimpose, these cost probability distributions on each other and obtain 

a composite picture such as one shown on next page. 



-50-

u
u

4J

u

1

o
u

i

u

COST

COMPOSITE DIAGRAM OF CONDITIONAL COST PROBABILITY DISTRIBUTIONS

: i,



-51- 

For 
'o ' 'l ' '2 ' ••• ' Vi '•••<< 

we have correspondingly 

and 

C0 > C1 ' c2 ' ’* * > ca 

Ca < Co+l < '•' < cq * 

A non-monotonlc bshavlor ls entirely possible if the cost analyses reveal 

erratic cost behavior. The construction of risk isograns is, hovever, no 

problem. 

With R “ 1 “ PfPc/tPt ’ we can derive an alternate relation 

c/t 
k± p-i 
P t ' 
f 1 

This relation is useful in the construction of risk isograms with respect 

to time and cost for fixed performance levels. A basic diagram to accompli 

this process is shown on page 52. By specifying time t. we can find P 

c / 

by the above equation. If 0 , < 1 , then the value of c corregpo] 

ing to Pc/t can be determined. For each t , there exists some ß such 

that the interval [tß,tß+1] contains t. Referring to the composite cost 

probability distribution picture, we see that for the calculated P^ , we 

wish to locate y . But this simply calls for a linear interpolation: 

tB+l ~ 1 

t - t 
Cß+1 ‘ Y 

Where Cß+1 and cß are the intersections of P /t with P 

C 0+17 ^+1 
and 
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Choose a performance level 

I 
Find the corresponding P 

Pick a risk level R 

Pick a value of t and 
find the corresponding P 

Find P l-R p-l 
c/t Pf rt 

Find ß and ß+1 such that 

^ - t - tß+l 

Find Pc/t intersecting ^ 

and P . at c ß ß 
ViVi 6 and 

cß+l re8Pectively 

Use composite cost prooability 
distributions and locate 

t - t. 

‘ Cb + <Cs+1 ■ °b) 

Plot (t,v) as a point of the 
isogram 

't 

tv 

CONSTRUCTION OF RISK ISOGRAMS 

ÍCost-Time Dependent Case) 
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P , respectively. 

c6/ce 
Solving for y » we have 

t - t. 

Y - ce + (ce+i - cs) 7 
ß+i _ tß 

With t and y , we can plot a point on the isogram; an example of the 

total resulting curves is shown on Che n.xt paga. !£ Pc/£ la not la 

the interval [0, 1], no cost will yield a value of P . ; and, performance 
c/1 

and time constraints are such that even though cost is not constrained, pro¬ 

gram risk exceeds the risk specified. 

For the cost-time independent case, the risk relation is simply 

R - 1 - P,P P 
f c t 

The construction of risk isograms is much simplier as it involves no inter¬ 

polation. The diagram on page 55 shows the scheme and is self-explanatory. 

In this austere environment, we are often faced with the situation when cost 

is the ultimate constraint. We are asked to trade between time and perform¬ 

ance with constant funding. Under the above definition, we can easily 

exhibit risk isograms relative to time and performance with a slight change 

in the computational algorithm. 
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Choose a performance level 

Find the corresponding 

Pick a risk level R 

■V“ 
Pick a value of t and find 

the corresponding Pt 

Find P - ~ p'1 
c P t 

\ 
Use distribution curve to find 

corresponding c 

Plot a point on the isogram 

CONSTRUCTION OF RISK I'iOGRAMS 

(Cost-Time Independent Case) 
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B. Risk analysis for contract definition phase 

For the contract definition phase, the following objectives are 

important: 

1. Providing a basis for a firm fixed-price or fully structured 

incentive contract for development. 

2. Identification of high risk elements. 

3. Detailed specifications for all end items. 

A. Verification of technical approaches. 

5. Establishment of firm schedules and cost estimates including 

production engineering, facilities, construction and production hardware 

to be funded during the development. 

6. Establishment of schedules and cost estimates for the total 

project including production, operation and maintenance. 

In this phase, we r.re concerned with the type of contract which 

must be tailored to the risks involved. An appropriate definition for risk 

analysis follows that of Marshall (1969). In the quantification of contractor 

risk, Marshall suggested three major factors should be Included in cost varia¬ 

tions. The variation in cost due to the real world uncertainties is one. 

Additionally, contract structure, including contract type, is involved mainly 

on risk assumption. Finally, contractors with extensive resources or special 

goals may treat money in a different way lhan other contractors, and this 

treatment presumes contractor utility for money. The quantification of con¬ 

tractor risk R is expressed in terms of the above by the following 

formulation: 

R - Var[u(F(C))], 
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where C denotes a random variable whose value represents the final cost 

to the customer for a particular project, F(-) is a mathematical expression 

of contract structure, and u(*) represents a contractors utility function 

for money. If Gc(c) is the distribution function for the random cost C 

then R , with the variance Var of a random quantity, may be expressed as 

the Stieltje's integral: 

R - L [u(F(c)) - u]2 d G„(c) , 
c C 

where 

f 
u - jc u(F(c)) d G (c) . 

The variance is a convenient measure of variability, has the requisite that 

both positive and negative variation about a central value weighs larger 

variations more heavily than smaller variations, and has a relatively simple 

mathematical formulation. 

On the next page is a table summari¿ing risk assumption for the 

various contract types: 

1. Firm Fixed Price Contract - contractor provides a product at 

a fixed price to the customer. Contractor fee is the difference between 

the price P and the cost C . 

2. Fixed Price Incentive Firm Contract - customer pays no more 

than price ceiling Pq - (nri-l)c0 + b , where cQ is the cost value at the 

point of total assumption (PTA); m is the slope of the share time; and b 

is the fee value for zero cost, (b can be derived from the following: 

b - F(CT) - mCT , 

/ 

4 
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where CT is target cost value.) Hence, the contract is specified by 

the values of target cost, target fee, slope of share line, and ceiling 

price Pq . An incentive fee is provided to motive the contractor to 

keep cost down which is commonly expressed in terms of two straight lines. 

3. Cost Plus Incentive Fee Contract - similar to Fixed Price 

Incentive Firm Contract but with no price ceiling, instead a minimum fee 

C1 is specified. 

4. Cost Plus Fixed Fee Contract - cost is paid by customer and 

an additional fee Fq , independent of cost, is paid to a contractor. 
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IV. CONCLUSION 

Risk analysis is by nature an interativa process and must be up-dated 

and validated at regular intervals. It has been proposed that risk analysis 

be carried out at least during concept formulation, during contract defini¬ 

tions, and prior to a production decision. These analyses should be coordi¬ 

nated with key decision points of the acquisition cycle. Also, a timely 

risk analysis can be used as a basis for budget appropriation purposes. It 

is suggested that the variability of system risks be calculated upon each 

update, for this variability constitutes the quantification of success of 

the analysis. 

So far, we note that there are many wide-open questions which need 

further research. Some of the questions will be addressed in later papers 

as a part of this series of technical reports. 

The very useful management information systems (MIS) being developed 

today are designed to help modern managers in their planning controls and 

to provide program visibility (Hartmann at , 1968). A risk analysis 

should be a module of the MIS. The design of a suitable module is one pro¬ 

blem at hand which must be handled carefully to insure compatibility with 

the rest of the MIS modules. 

A confidence rating of the analysis by the risk analysis team should 

be included so as to demonstrate the extent of sophistication of the method¬ 

ology and the validity of data used in the study. A table on the next page 

is provided as a sample for such a rating. This area needs refinement. 
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Validation of risk analysis methodology is one missing link. Besides 

waiting for time to pass on the present systems where risk analyses are con¬ 

ducted, we can look into some historical weapon system cases and carry out 

risk analyses to check what would nave happened if the analyses were carried 

out. This is a non-trivial problem. 

Definitions of risk analysis for the acquisition phases should be 

refined; a good definition for the production phase is lacking. 

Sensitivity analyses should be conducted to check which activity net¬ 

work program is most suitable for risk analysis. Dependency among the 

performance characteristics present some serious problems in risk calculations. 

The activity network is closely associated with game theory and pro¬ 

gramming problems. This area should be investigated to exhibit the equi¬ 

valence relationship. 

Finally, techniques to collect subjective judgment must be developed 

further. 
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APPENDIX A 

UNCERTAINTIES 

National Objectives and Strategies 

Present Defense Systems Capabilities 

Defined Threat or Proposed Change/Innovation 

Current/Future State of Tev'hr-.'logy 

Fiscal Informât ion/Available Resources 

Desired Date for Operational Capability 

Expected Operational Environment 

Mission Responsibility Assignment/Harmonization 
Mission Objectives and Priorities 

System Operational/Functional Requirements 

Performance Envelopes/Design Constraints 

Necessary Technology Advance and Risk Assessment 

Estimated Program Costs Schedules/Concurrency 
Program Approval and Budget Authorization 

Rudimentary Development Plans and Objectives 

System Performance/Design Requirements 

Initial Spec Tree Subsystem Interface Definition 

End Item Performance/Desigr Requirements 
Maintenance and Logistics Plans 

Test and Evaluation Concepts 

Training and Personnel Requirements 

Realistic Program Costs and Schedules 

Program Management/Development/High Risk Areas 
Long Lead Parts, Tooling and Facilities 

Applicable Specifications/Waivers 

Feasible Design Approach for End Items 

Preliminary Drawings for Modules/Units 

Reliability/Maintainability Budgets for End Items 

Critical Components/Design Areas Identified 
Subsystem Specifications 

End Item Interfaces Defined 

Preliminary Operational Facilities Criteria 

Test Facility/Range or Support Agency Requirements 

Identified/Approved Engineering Design Changes 

End Item Configuration and Acceptance Requirements 
DetailedDesign and Assembly Drawings 

Circuit Diagrams, Mechanical/Packaging Layouts 
Quality Assurance and Test Requirements 

Estimated Production Rates/Quantities/Deliveries 
Process Specs and Standards 
Make or Buy Decisions 

Configuration Control Plans 



Long Lead Parts/Materials/Tooling Quantities 

Parts Lists, Components Specs 

Needed On-Dock Delivery Dates 

Purchase Authorizations 

Material Sources and Market Prices 

Permissable Substitution Parts Lists 

Receiving and Inspection Instruction 

Preliminary Design and Assembly Drawings 

Shop Fabrication Instructions 

Required Materials and Parts 

Test Objectives, Environment, Expected Results 

Detailed Test Plans and Procedures 

Test Facility, Support Equipment, Instrumentation 

Known Configuration of Test Hardware 

Test Measurements, Data, Variables, Parameters 

Report Documentation Required 

Production Line/Material Handling Layouts 

Tooling Design Jigs and Fixtures 

Production Facilities and Factory Test Equipment 

Materials and Parts Inventory On-Hand 

Routing, Scheduling and Dispatch Orders 

Production Procedures, Plans and Processes 

Realistic Cost and Delivery Schedules 

Subcontractor Conformance Specs 

Inspection Tolerances 

End Item Acceptance Test Requirements 

Test Objectives, Extreme Environment Conditions 

Acceptable Quantity/Time Duration Sample Sized 

Test Measurements, Data, Variables, Parameters 

Data Re luetion and Analysis Procedures 

Report Documentation Requirements 

Test Objectives, Environment Defined 

Acceptable Demonstration Criteria Per System Spec 

Detailed Test Plans and Procedures 

Test Measurements, Data, Variables and Parameters 

Test Site, Support Equipment, Instrumentation 

Support from Range/Other Contractors/Agencies 

Production Hardware Including Necessary Spares 

Other Required System Segments/Elements 

Data Reduction and Analysis Procedures 

Report Documentation Requirements 

Training Course Materials 

Required Training Equipment and Facilities 

Qualified Instructors 

Field Requirements for Trained Personnel 

Scheduled Number of Students 
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Examination for Minimum Accaptable Skill Laval 
Parcantaga Expacted to Attain Achiavament Laval 
Shipping and Transportation Plans 
Recalval Inspaction Proceduras 
Oparation Facilities Constructed 
Support Facilities/Equipmant on Hand 
Installation, Assembly, Check Out Procedures 
Equipment Scheduled Delivery Dates 
Realistic Costs and Schedules to Completion 

c Sy«tern Performance Demonstration Plans 
Operation Plans Instructions and Manuals 
Maintenance and Logistics Plans 
’’ersonnel Subsystem Evaluation Plans 
Reliability, Maintainability, Evaluation Criteria 
User Performance Capability Evaluation Criteria 
Required Data and Reports on System Performance 
Data Reduction/Analysis Techniques/Responsibility 
System Acceptance and Turnover Agreement 
Transition of Logistic Support Responsibility 
Preliminary Follow On Plans 
Recommended Changes to System Design 
Inputs for Next Generation System Concept 
Program Completion Objectives Accomplished 
Human Engineering 
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