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ABSTRACT

Us.

at Ohio State University for thjEngineer'q Topograp}zi:, I.aberntories
at Fort Belvoir, Virginia. ﬁe objective of this research was to formu-
late models and techniques which could be used to evaluate insurgent
activity; Work has been carried out . .’ ree major areas toward the

- accomplishment of this goal, usin, South V.ietgém as the study area.
Based upon the structural characteristics oi the transport network with-
in the study area three techniques are illustrated which can be used as
first approximations of the insurgents potential strategy. No considers-
tion {8 given to the actual movement or flows through this network of
men and material, The second section utilizes a particular algorithm
to suggest a means of ocxamining actual and potential flows through the
network. The final section ﬁtiiixea the network and regions derived
previously and the algorithm for allocating men and ma.teriaI. to pertinent
routes as input for evaluat’ing enemy activities within a Bayesian frame-

work,
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1., Introduction
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The purpose of this paﬁer is to present preliminary resulte which

N AR

have arisen out of research sponsored by the Engineering Topographic

Laboratories, Fort Belvoir, Virginia. Work was carried on by a re-

TP

scarch team located at Ohio State University, The primary objective

of this research was to develop mbdels and techniques which could be

i R

used at the ficld level to evaluate insurgent activity, As a result, a
rxrnaj-.;rity of tl:xe fnodel output is presented in graphical or map form. The
models are sufficiently flexible so as to account for rapid changes in

- _ iﬁsurgent activitics. Provision is also made for Qaekly. daily or sven

 hourly changes. In addition to providing the basis for graphical -ov.tput.

the models also suggest means of facilitating the storage and retrieval

of ihtelligence information, : i
One final point must be made regazrding this study. Results are
tentative and the data used is sometimes tenuous in nature, It was not

the principal intent of this research to improve the types of intelligence

data which are collecied, but rather to illustrate techniques which will
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enable more efficient processing of the data presently in use. Thus, it
is hoped that through procedures suggested in this study the field intelli-

. gence st~f{ will be relieved of il,c arduous task of having to search through

: multitudinous supplies of ¢ata in order to provide a basis for 2 command
decision, By relying more upon machine processing with instant action-
reaction capabilities, the intelligence officer can effectiveiy evaluate
various types of strategies, With the capability of storing and instantly
retrieving necessary intelliéc nce data, cormmand decisions can be tested,

"evaluated and retested instantly in the field offices. As an example
imagine the following, Suppose a decision is made to interdict a given
highway link. With the assistance of computer facilities and a cathode

4 2 ~_ray tube which would. digplay the highway network, it would be feasible

to black out a particular road by using a light pen on the cathode ray tube,.
The computer would instantly c&npile this information avd display the
resulting network.

The paper is divided into three majc;r scctions. The first deals
with the development of the regional network. In addition, several tech-

niques, based wpon the gtructural characteristics of the network, are

g

discussed in view of evaluating insurgent activities, The second section
. . suggests methods which can be used to determine the movement of men
| and material over the network. The final section utilizes information
from both these first two parts to formulate comm.and decisions within

a Bayesian framework.
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2. Regiont] Metwork Model

2nd Ouiput

2,1 General Features of the Model

The general arca within which insurgent strategies were evalu-
ated was first geographically broken down inte regions which were treated
as nodes, To each node there was then attached a status vector repre-
senting the level of men and material supporting the activities in _the
fegion. In addition, a flow vector was also defined for each node which
represented potential movement between each region. However, before
this second vector cou-ld be established z: system of connections among
the regions had to be stated for the entire area, This ﬁetwofk enabled
interchange between all the nodes, and thus provided the basis for time

dependent changes to take place,

2.2 Derivation of Regions and Their
Nodal Representation

For purposes of areal delineation the system of regions and net-
works were restricted to an area corresponding to Allied Corps II.and
Corps Il (Figure 2. 2.1, This restricted our examination to an area
within South Vietnam that is topographiczally dominated by mountains,
plateaus and very limited amounts of beach area.

Selection of the nodal regions was based upon the type of warfare
that was waged by the insurgents during the e‘;n-ly'l960' 8 in South Vietnam.
The ;;rimary operatiohal aspect of guerrilla warfare used to determine

the location cf the regions and their corresponding nodal representation




o YRR RERRETOTT A s, T TR RO WET NSOV NN Ve, T
r, R die d A S 0 et e .

|

STUDY AREA

Hueas

> Da Nang

1 Corps

rﬂmﬁmwmmmﬁmm B T Eebiiih i e o B

3
]
¢ Kontum
3 ng 1
=
II and III Corps
- Ban Me Thuot

[

Nha Trang

e WD T T TS

Phan Thiet

IV Corps

Figure 2, 2,1

* W Wy T e e b
.




)

was the coacept of "basc areas. ' As originally conceived ciuring the
communist revoiution. this concept was used in the absence of an uxban
base for political and military opcrations. ‘"he communists, lacking

any base of operatiohs in the cities, developed "base arcas' in strate-
gically located rural arears. With their increasing use by Mao Tse-Tung,
general principles were developed in sclecting the location of these base
areas. ! The most important of these factors is that political objectives
override purcly geographic advantages. Becausc of the political warfare

of these insurgents it is imperative that these base areas be located

close to major cities and major transport lines whether or not they happen

to be located in favorable topographic locations.

2.3 ldentification of the
Transport Network

The system of transport movement within South Vietnam was
relatively flexible, Since supplies v;rere moved principally by a porterage
system, the major transport network consists of a system of paths and
trails. This necessitates our considering a nonconventional tranq;orta-
tion system when examining ‘ﬂows of men and material. We must assume
that there are several avenues of potential movement between any two
points, '.I‘_hus. interdiction on a single route does not necessarily indicate

that movement between two areas would be discontinued. Rather it could

lRobert McColl, "A Political Geography of Revolution: China,
Vietnam, and Thailand, ' Journal of Conflict Resolution, Vol. XI, No. 2,

Junc 1967, pp. 153-167.
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be the casec that movement would be eithe:r sercuted through an inter-
mediate base arc.. {node) or morc likely that the porters would simply
travz! over another xpath in the valley, on «unother ridge, or only a few
yards éway! As a result we are not dealing with a transport system
that is rigid as are conventional transport networks., Some recent work
by Army intelligence does suggest, however, that even with this type ¢f
transport system there are critical points on the nztwork. z

The network displayed in Figure 2. 3.1 was derived oa the assump-
tion that mcvement by the insurgents within 11 and III Coerps was accom-
plished primarily Ly porters. 3 The aciual location of routes war. de-
peadent upon topographic features within the study area, shortest travel-
ing time botween any two of the nodes, and location of highways and weill
defined paths. .

One final set of input data- was necessary before proceeding to the
techniques illustrated in <his paper. Travel time had to be computed for
each of the transport links, According to Viet Minh plarning factc;rs used
in this general zrea two trawlrel time figures were used depending upon
the type of terrain, It was assumed that a single porter could travel at

the rate of 15, 5 miles per one ten hour day over relatively level terrain

2Recent work vuder Major Teal suggests that terrain features to
a great extent control the movement of the insurgents, especially in

mountainoucs areas,

J. Wallace Higgens, ""Porterage Paramefers and Tables, " The
RAND Corporation, Research Memorandum. RM-5292, { August, 1967),
PP. 1-49.
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and at the rate of 9. 3 miles per day o er mountainous tcrréin. Using
this information it. was a simple task to attach a :'alue to each link in
our transport network which represented travel time between each pair
of directly ronnected basc areas.

2,4 System Accessibility

As a mcthod of evaluating potential insurgent strategics in terms
of the structural or geometrical characteristics of this transport system,
We now turn our attention to a; portion of the body of graph theory. As
illugtratnd by Shimbel, :an index car be derived using graph theorectic
techniques which explicitly rheasure‘s the accessibility of a node on a
_network relative to the entire system, 4 Applying this procedure to the
transport network used in this stuéy yields a more explicit measure of
the importance of individual base areas within the system, Using the
network of Figure 2. 4, 1 as an example a connection matrix is derived,
as indicated below the network. The firstkconnection matrix is an un-
weighted method of representing the network, the second is weighted on
the basis of travel times between each node, Wherever a direct connection
or arc exists betwecen two points on the netwgrk.there is a value of one
(1) in the corresponding cell of thcr unweighted connection matrix; other-
~ wise all the cells contain blanks. For example, a direct connection between

nodes one (1) and two (2) in the network is repre'sented by a one {1) in

4A1fonso Shimoel, "Sfructural Parameters of Communication
Networks, " Bullctin of Mathematical Biophycics, Vol, XV (1953), pp.
501-507, : .
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call (1, 2) of the unweighted matrix. Alternatively, instcad of having
only the binary operators one {1} or zero (0) in the connection matrix,
we can weight each of the arcs., For this example they have been weighted

on the basis of travel time between each node, as indicated by the numbers

~attached to each are, - o : : - : -

A second set of matrices can be derived from these connection
matrices which express the network in a slightly different manner,

Except for the main diagonal,- all cells with blanke are replaced by the

_sum of the number of arcs required to reach each individual node in the

network via the shortest path between any two nodes. The shortest path
between any two nodes is defined as that path which contains the smallest
number of arcs, In moving from node one to node six the shortest path

consists of the two arcs connecting nodes one and four and node four to

‘node six, ~Adding these sums to the unweighted and weighted connection )

matrices yields the shortest patix matrices of Figure 2,4, 2. Summing
across cach row results in the accessibility index indicated in the far
right‘-hand column. From t.his index we can note that nodes 3 and 4 are
tied as the most accessible nodes in the unweighted system., Applying
this same procedure to the. weighted connecction matrix we {ind that the
most accessible node is number four (4). Application of this procedure
with a powering of the weighted co;xnection matrix to the insurgent trans-

port system in South Vietnam results in the following accessibility indices.

for the 50 nodes ( Figure 2.4.3). In this case the transport arcs have
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2 ' 1.77 34

3 .6, 21 : 48

. 4 5.04 30
: 54 3
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=3 4,69 29
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19 2.13 50
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21 1.79 40
22 1.77 45
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24 120 27
25 1.09 ‘ 47
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29 0. 41 - 46
30 ‘ 0. 40 14

Figure 2,4, 3
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been weighted on the basis of porterage travel time. This table lists the
_ percentage of each node' s accessibility to the entire system. In this
case node 31 accounted for slightly more than 11% of the column sum of

‘accessibility derived from the powered connection matrix, These
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percéntages are ranked and p&otted on the- map of the abstractﬂd trans-

port system as indicated in Fxguze 2.4, 4 5 Iso-rank hnes are drawn at

FRS-EN L LTel L R RGN

the 10 and 20 rank levels mﬂwating several character;stzcs. Fn‘st. the
most accessible portion of the nemork iocuses upon the interior high-
lands with ﬁngex*s,extmﬂing-dgw toward the ‘caastal"are_as. Two other
probes ex-tend'i'ntc-: th;; iron }rianglﬁ a‘réa and an area just.ao:ih of Saigon,
In coni':lusiém tiﬁ# tggli‘n’iéﬁe'eﬁmes» cne to :i‘etcrni‘ine poié:éial

nodes on ti:e tra,nsport nﬂwork ( on the: hasxs of travel time) we can

‘assume tha.t it conld be a cbntral pmnt or sup;:ly point for the aetwork.
Based only upon the structural_cha_rac_teristlcs of the s_ystem this pro-
cedure enables deternﬁnatjion pf the relative importancg of nodes on the
trangpert systexn. . |

2.5 Minimal Spa.nmng Trees

For purposes of this study it is assumed that the insurgents will

desire ic minimize some sort of cost function in transporting men and

SThis figure presents the geometrical representation of the 7
original transport network, Any nodes which are directly connected on
the origina!l uctwork are also directly connected in this network; i.e.,
there is 2 1 to : correspondence,

e o L

15
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materials over the {ransport network, For illustrative purposes we

Laras Lo el

1 assume that he desires to minimize travel time when maoving over the

& _system. . Added constraints could also be-considersd such as traveling
) with the least amount of risk of engaging the eaemy, or movement cnly

E? o ’ . over those paths wzth a certam percentage of tree coverag_{etc.f The

[N

mxtput whic.h is de nved from thi& section enables detectxon of potenttal

¥

- sources of sﬁpply once target nodes ‘have bgen selected, In addxtmn,

¥

once movement is detected over a ‘given link we can also determine the

_ probable direction of movement, A 'bjrcprdduct of this éq‘;prdach is that

e R A R

once supply points are given, only certain routes are necessary in fur-

nishing supplies to the entire network, Thus we can often deal with a

highly reduced transport system.

A ttree" ap used in this context has very speciﬁcprope::tier “In -

the general sense 1t is that aet of arcs which _are required to just t barely

]
i
)
1
f

connect all nodes in a network. Thus, given N number of nodes in a
network, N-1 arcs are required to furnish a tree for the system. Using

a simple example, if there are five ( 5) nodes in a tr'anaporf ‘network

SR L R R

then only four (4) arcs are required to just barely connect this system'.

That is, .with four arcs it is possible to get from one node to any other

node on the network.

TR . B

. For the network discussed in this paper we are concerned with a’

special type of tree. Weighting each of the arce cn the basis of travel

3 time, we are concerned with those trees which connect a supply point to

A o
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all other nodes within a given range at a total minimnuwn travel time,
. Thusin Figure 2,5 1-the set of arcs which make up-the tree are such———— — ~ =
that this particular combination of the total set of arcs minimizes total

travel nme from node 31 to all the other nodes wzthm a certam ra.nge.

1 itk Whmev‘ﬁuv,tyw'-w-m-ww bl
L ]

TRVERTY

If we aammc%at-only part:cular nodes 613 the orzgmal network are supply

poists; notably nodes 1, 2, 3, 31, 50, 49, 47, and 46, and minimal

spanning trees are:cofaputed for all eight nodes, then we can combine

AT AR
t

v:tfi;r..ae minimal spamiing-trees tc form a reduced network. The_ reduced
" .network is ﬂluistfa‘ted in Pigure 2, 5.2, Instead of having to consider

278 separate arcs of thé original network we now have to consider only
f . _ Ié?- arcs when &iscussing movement from the eight sources to all other
”,'ﬁij’*"ft, _Utilizing this reduced network we can now begin to determine.

from what suppiy pomts buildup at a particular node can occur. For

mtance movement over the arc connecting nodes 34 and 32 can originate

N SRR TR AT ey ) T

at node 31, 50, 49, 47, or 46 and a probability can be attached to its
originating at each of these nodes. Thus :we have detected potential
sou:cé.é of supply for a seemingly remote activity, u<sing. a special set
of selected routes. .

2.6 Isochrone Analysis of Movement

T TN TN

This section, as in others, is concerned with taking raw intelii-
geace data which have been collected in the field and making projections
based upon these data which are indicative of future inshrgent activity.

The solution is graphical in nature and is based upon the regional

" e v
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networks, minimum travel times, and isochrone lines. The procedurc
uses these isochronous lines and their intersections to indicate zoncs
vhe¥re & coordinated potential threat can occur at the carliest possible

moment,

1 3

If-we consider an isolated, but significant, troop buildupata — - -~ —
base area or aﬁ?#t:ﬁordinarﬂy large movement of troops over a parti--

cular transport link, concern is generated as to possible future activity

" of such forces. We are therefore interested in the various paths which
" these troops might take and some sort of cost conscraint for traversing

- the various alternatives. In an optimal sense we are interested in the

minimal spanning trees that radiate from a base area or over which
troops may be traveling. Utilizing the tree concepi, one can define a

get of time boundaries such as I hour, 2 hours, etc, . indicating travel

____#ime from the source, If these temporal points sn optimum trees-are -

connected the result is an optimal set of isochronous liner radiating

from the source. Two of these temporal lines of sufficient magnitude will
eventually intersect, indicai:ing a poiut of earliest combined effort. A
series of such points results in a line of earliest combined effort, In
addition to this optimal commbination of forces we can also define zones

of suboptimal combination in ter1as of travel time ( Figure 2.6,1), In

this figure the concentric circles'ra&iating out from the two sources s,

and 8, are the isochrone lines. The intersection of equal valued isochrone

lines from both sources defines the line of earliest combined effort, A-B,
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.

The shaded area vepresents a zone within which troops may be combined
at somc time greater than the cariiesi combined effort line, We may
also ncte that at isochrone line six the troops combine forces at t};e
earlicst possiblie time against a defensive position,

In the foregoing figure we assumed that activity occurred spon-
taneously at each source, However, it may also be the case that ob-
servation of some activity above a certain threshold of significance at
various sources may not o;:cu.r at the same time. In such a case the
earliesf. observatibn can be used as time zéro and later one's retarded
appropriately.

When three or more soqf‘ce points are introduced into the prob-
lem we provide for the possibility of lines of earliest combined effort

intersecting (Figﬁi-e 2.6.2). This establishes a space-time relationship

"that becomes of increasing importance to a defensive position. In the

case of only two lsources.of sup.ply' ( Figure 2. 6.1) the probable location
of attack could be at T, In t_he case of three sources of supply the
proi able area o{ attack now shifts to the focus ;:reated by the ir;tersection
of the three lines of earliest combined effort ( Point T' of Figure 2.6, 2).
At this point the insurgent.s can bring to bear the greatest magnitude of
striking power at the earlicst possible time,

Thus far in our discussion we have ;ssumed an homogenous region

with transport facilities available in all directions and a constant velocity

of moveiment., This has resulted in a system of concentric isochrones

R Ny
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‘radiating fron: each source. In rcality we are not often concerncd with
such idealistic assumptions, apd as a result movement in all dircctions
is distorted. With the introduction of irregular topographic {eatures
such as rivers, valleys, mountai;ls. etc., and man-made features such
as bridges, roads, paths, etc., the isochrones lines arc often distorted.
Taking these factors into consideration we could get isochrone lines from
a single source which appears as folléws ( Figure 2.6.3). The isochrone
lines are greatly distorted alon.g the road where large distances can be
covered in relatively short periods of time. The hills and river create
boundary effects where steep gradients occur in the sloée of the isochro-
nous surf?ce broken only by the occurrence of anass or bridge through
wl;ich movement can occur.

Applying this same proce'd_uire to our example in South Vietnam
Svields the Figure 2. 6.4, For this we use only two sources of supply
(nodes 31 and 34) and the exis"ting system of transport routes. léach of
the isochrone lines repfesents a travel time of ten hours by a porterage
system, Superimposed over a map depicting the tr@sport network' for
this area, we would note the influence_ of the routes in forming these
- isochrone lines. Due to the fact that the isochrone lines are distorted,
we may also note that the line of earliest combined effort is also a wavy
lin‘e. If three or more nodes had been use.d we could have noted the

occurrence of several of these wavy lines of earliest combined effort.

Although only rough generalizations, such techniques give a first
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a.pproonmahon as to where msurgcnts may be found at a futore timne,

- 3~ Flow Analyazs and Its Apph..atmn to
Stategy Evaluation

Evaluation of msurgent strategies within a Bayesian framework--

as will be discussed in the next sectxon--ls dependent upon some type of
gystem which will allocate poteatial movement of forces. Thus, given

that buildup will occur at a certain node on the system discussed pre~

% . - ey

viously, we would like te be able to examine the probable flows that will
occur over the network in order to supply this node with the neceasaiy 7

men and materials. Threc major elements are contamed in such a

study' first there must be some nodes which are stagihg pbmts and

_which. will thus require certain quantities of mep mmuemx@“ S

.

are fermed dema'x_nti centers. Secondly, we assume that there are cer-

tiin gther nodes which have a surplus of me,n‘:g-nd _matg_rif.l_g_,_ a surplus

i " in theé scnse that the quantity of men and materials is greater than that
required to maintain the base area, As a consequence they will have an
excess of men and materialé available. These centers are called supply

nodes, And thirdly, there must exist some type of transport network

TR

R

capable of han&ling potential movement of these men and materials from
the sixpply nodes to the demand nodes. In addition there is a cost and a
capacity constraint associated with each of the arcs in the system, F.r

one system the cost constraint on each arc is the amount of time it takes

to traverse the are. The central problem with which we are concerned

R TR YA T e

TR T T
\ '
;
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is moving a‘s much men and materia'ls‘vover this syétem as _i’s nebeisa‘rj.r
to mcet all demands at tl;xe buildup nodc‘s and perfdx"m-thiu ina rbrlxi,nimal‘
amount of time. Although we are concerned with minimizing travel |
ti.mc. other constraints could be added to each of the arcs. Thus we
mignt think of some sort of risk figure being attached to each arc which .
.would incorporate such items as coverage on the trail, water supply,
detection by unfriendly forces, etc, The problem then becomes one of ¥
trying to fulfill all the demands at the buildup nodes with a total minimum
amount of risk, .

The resulting flows of men and materiﬂ over the transport sys-
tem can then be examined in detail and possible points of interdiction -
suggested, It is at this point where some type of action-reaction graphi-
cal display could be used to gre;at advantage., Once demand and supply
centers are established and the flows are moving througﬁout the system,
it would become extremely critical to study the resulting movements
whenone or more arcs are removed. At the field command level this
could be performed quite we.ll by a cathode ray tube hooked v:p to com-
puter facilities. -‘ In this w.ay. many different alternatives could be instantly
qiudied by blotting out an arc with a pen light and studying what occurs

to the rcsulting flows,



27

»

Programs are already available for handling the fir'st problem c;f
flows. 6 In addition, interdiction programs are also available, which
with modifications could be incorporated into this type of analysis. 7
4, An Application of Bayesian Inference

Techniques to Threat in Insurgency
Evaluation
A great deal has been written about this topic by people such as
g »
Schum, 8 pdwards, 9 and Dodson. 10 The general goal of their research

efforts was to compare the performance of human beings with and with-

out the use of Bayes' Theorem in simulated military intelligence environ-

.ments, It is the intent of this paper to demonstrate the manner in which

the techniques developed by the abovementioned researchers can be

applied to the problem of evaluating enemy strategies.

The problem is that the assessment of the significance of mili-
tary intelligence data, a task that is enormously difficu't for a human

analyst for at least the following reasons: (i) Intelligence data must

be evaluated in terms of their impact upon a very large number of
. ¢ //'
hypotheses., {ii) The number of variables or events which beaiyﬁ"&bh

e
hypothesis is very large.  (1ii) The input data are not f..2iible, and the

-
Pl
Riad
<

. ’;' - * ’ .
6p. R. Fulkerson, "An Out-of-KilZer Method for Minimal Cost
Flow Problems, " Journal of the Socistv of Industrial and Appliéd Mathe-

matics, Vol. IX, (1961), pp. 18-27,
ZE. P. Durbin, An Interdiction Model of I-hglxway Transportation,

The RAND Corporatxon, Research Memorandum, RM- - 4945 (1966),
pPp. 1-27,
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extert to which they are fallible is not known and may often ,-be only
fragmentary, |

The Bayesian paradigm provides a way of replacing the problem
of mentally aggregating the impact of a large volume of intelligence
data upon each hypothesis with the much a.implér task of evaluating the
impact of each unit of data individually and allowing & high-speed digital
computer to pei-form almost instantaneously the aggregation of fiie effects
of the judgments on each datum made individ\ially.' Src':lmm8 and Edwards?
have determined that the human can,pérfbr;xa threat estimation significantly
more effectively when he is nnburdened in 'this manner,

For sake of e:;arﬁple. we shall consider a very simple hypotheti-
cal case to demoﬂstrate the manner i.n which this approach considers
each datum individually rather than as a whole. éﬁppose that the intelli-
gence analyst is trying to e;timate thé probaﬁility. or the likelihood,
that the enen{y is building up a force to try to mount an effective attack
on the city of Song Cau. The accompanying map shows SOng Cau as well
as certain VC base areas, Although this map is old and ma{r not l?e
accuratc or even éompletc.:. it will serve adequately for this example,

It is assumed that the enemy base areas are, for the most part,
strategically located so as to serve as staging are;s. A second majc;r
assumption is that the enemy order of battle in each base area is reason-
ably well known., The th_ird. and final, assumption upon which this

approach depends is that expertise is available within the US/SVN
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military establishment which can estimate rcasonably accurately thev
amount of men, supplies, artillery, etc., which the enemy would
fequire in order to mount an c;ffective attack upon Song“Cau or any
potenfial target. | |

It would appe.a'r thé.t there are six base areas which must be
considered as influencing the 2stimate of the threat to Song Cau. For
each base area, there a;-e many variablés which must be considered
such as medical supplies, troops, artillery, food, fuel, etc. Informa-
tion concerning these variables is considered available, even if only
ir; fragmentary and tempotra.lly separated bits, The intelligence analyst
tfxen faces the ovei‘whelming task of estim'ating the ene%ny intentions

rcgarding Song Cau on the basis of prohibitively large amounts of data.

In mathematical form, the analyst is trying to determine
P(H;/D, D; Dy* ** Dp) (1)

where Hj is the }}ypoth.esis being vevaluated.
H, rl;xay be the h}'rpotixesis that Song Cau is going to be attacked.
| H; may be the‘hypothesis that the cnemy intends_to maintain
the status quo at Song Cau,
Hy may be the hypothesis that the enemy is reaucing his strength

~at Song Cau (or, more preciscly, at Phu Bon which should be the major

staging area for an attack on Song Cau) presumably to supplir another
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base area for an attack elsewhere. D, through Dp are the basic intel- .

ligence variables which influcﬁce the potential target. For example,

Hg m;ght be ﬂi\ event that 2 a‘rtﬂlery squads were sigted movmgto

Kbntum f‘rcm Quang Tin, IS; m;ght ‘be the e\rent that 3 mfantry-dimians |

ax;; éresent in the Ban Me Thot base area. The P{H;/D, D, Dy -+« By}
is tha probabxhty that hypothesxs H; is true given events D, and D; and
ﬁ;’iném--!anann. . )
The Bayesian paradigm provides a convenient technique’ fer

evaluating BEq. ( I) in terms of a prior estimates of P( I;JfH;i tbe. :
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In the simple examole stated above,

P( D, /H, )} = probability that the enemy would move 2 artillery
squads from Quang Tin to Kontum if he were

going to attack Song Cau.

-

-

he wanted to maintain the status quo at Song Cau,

As stated earlier, it is assumed that military experts could arrive at

reasonable estimates of the probability of occurrence of the events under
: e;ch hypotﬁesis. Essentjally it is an estimate on his part of what the

enemy would requi re. to take Song Cau, and where he would get it, given

reascnable estimates of the enemy o;-der of héttlé at,each'base area, As
‘the events are obsarved to be occurring, or even not occurring, a.digital

cornpﬁter aggregates rthe data and estimates the cumulative probability
o T P(E Dy Dy D) By Bayes rile o the basis of the a priori estimate
of P(D;/H;). f\uppli;ad by the military experts. Such aggregation can be
accomplished by the com;;utéi almost instantaneously. The computer,
incidentally, may be used in conjunction with a cathode-ray tube display
or line printer to generate and digplay additional information to further
facilitaté the task ;f the analyét.‘ T}.lis will be discussed in more detail
throughout this paper,

In the specific example under consideration, attention must be

given to five distinct base arecas and their potential capability to supply '

the Phu Bon base area from which the atiack weuld be staged. Other

———— —%
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" research on kthis program has yielded techniques fox" specifying the mini-
mal networks interconnc-t;tixig the six base areas, They may be minimal
in the sense of t;'avel tim;a, distance, or e\'rén risk. Flows over this

_ network will be key variables in the assessment of pctential threat to
Song Cau. For sake of é'pecificity, links on this network have been
arbitrérily added to the map and labelled £; through £,,. After the net-
: v.m‘rk has been defined, iva.riahlea which influence the various hypotheses
| are listed in a matrix format along with the éorresponding a priori

‘ conditional pr.obabilitie‘a.' The basic Y#riables’ will fall into 2 general
classés: flow var,ia'ble:s and status variables, For example, consider

: first the itypothesis that the én;amy-is planning to attack Song Cau. The
analyst is now in the pésition of having tc estimate in general terms_
what the intelligence data would be under the hypothesis, say, that the
enemy is building up for an attack, . Considering only a few variables,
he might estimate that the enemy would need the following force to over-
- run Song Cau:

4 to 6 units infantry

'3 to 5 units artillery

1 to 3 units medical ;ﬁpplies

4 to 5 units food

4 to 6 units ammunition,
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From c¢nemny OB he knows that the enemy has the following
strength at the Phu Bon staging base:

2 to 3 units infantry

Co2 units artillery - i
‘ i unit medical supplies
f . 2 to 3 units food
3 units ammunition |

He would insert these data into the matrix of a priori probalilities as
shown below. If, for example, 2nemy OB is not completely accurate,
and he expects that the eremy probably has 2 or 3 units of food stored

but that chances are slight that the encmy has 1 or 4 units, he may assign

A . . .
values of 0. 45 to the a priori probabilities of 2 & 3 units of food and values
3 of 0.05 to the probabilities of 1 & 4 under the status quo hypothesis,
Hypotheses
3 Variables No, of Units Status Quo Build Up
E -afantry 0 Probabilities
1
3 3
2 - .. 5
h
7
o Food 0 0
3 1 .05
A 2 . 45
y 3 .45 ,
5 : 4 .05
5 0
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A priori conditional probabilities for the other status or order of battle
v'ariables would be entered in a similar manner. Under acéual opcrati;m.
as recent intelligence data are introduced, the computed probability that
the enemy is maintaining the status quo will remain fixed at a certain
l;:vel if he is in fact‘maintaining the status quo. However, if he increases
or decreases the levelA of food, say, then the computer will yield a lower
value of probability that the enemy is maintaining the status quo. This
should immediately clue the analyst that something is possibly happenir:g.
It might be desirable to provide for man-maéhine communication at such a
point so that the analyst could ask the computer, "Why did the i)robability
that the enemy is maintaihing the status quo at Phu Bon decrease?' The
rréachine would then provide him with a cathode-ray tube or typed display
saying, for example, "Most recent OB estimate specified;

x units infantry

y units artillery

z units medical supplies
but mos: recent intelligehcé data show

x-2 units izfantry

Yy ¢ units irtillery

z-1 units medical supplies. "
This would indicate that the enemf is decreasing his strength at Phu Bon,

and the analyst would immediately try to determine possible destinations

for the forces which have left. He might check the system and find that
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E the computer has estimated a build-up at Long Binl;. He could instrudét
% the computer . to display o,;‘-tpzﬁiﬁt—n{xtiéze ‘minimurmn travel time Bofwork
% between Phu Bon and Long Bish and :tn compute the earliest time at
% * wﬁhmﬂi’xf}}i fgrfrsi Eo\iljllliiffcixght/ %o_,bggf on Long Binh.  If, however, ]
E 41’ . - build-up at Long Binh or anywhere gise had not been indicated, he might
ask the computez_-;some g_en,eral‘ question such as "List ;hc possible des-
é tinations in II Corps and the corre'spondi'ng travel times. " .
; ’ | Tl;e number of tasks that could be performed by the system is
N virtually unlimited, and>it is expected that many algorithms could be
: developed which could greatly enhance the efficiency of the inteliigence
| analyst,
% . Considering now the hypothesis that the enemy is building-up his
. forces at Phu Bon, it mxght l;e lf{?x.lffri_c_;.i_glﬂ to evaluate the hypothesis in

* two ways independently;. one on the basis of the status of forces and the
other on the basis of network flows in the general direction of Phu Bon,
Again, it appears 'th.a.t some form of man-computer communication
would be extren-_xely useful in this context. The analyst is in the process

of mentally staging the logistical aspect of an hypothetical encounter., He

has a fairly firm idea of what the enémy would require to capture Phu Bon
and must guess just how the enemy is going to supply or build-up the Phu
. Bon staging area. If such a feature could be incorporated, he might at

this point instruct the computer to print out or display on a cathode-ray

tube the following information:

n e ramy g Ty e
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i; (i) Minimum travel time network linking P}:u Bon to al}
1 - othier base areas within, say, Il Corps area. - - o
{1 A summary of enemy ordsr of batile at cach base - T T
' - _@res arranged in vectorfam _For example, if - N
. the Venemy had 8 urnits of infantry, 10 units artillery,
6 units food, etc., at Long Binh a vector would be
printed next to Long Bith on the network in the form N

The amount of surplus or deficit in each commodity wl;ich
the enemy l;a.s ai ;aéﬁ 'baﬁs-e Ha‘rrear relatwe t«; the amount
reguired to hold a defensive position there, again printed o
out as a vector. H such informat;on were presented in

.map form, the analyst could estimate what the encmy

would do to supply Phu Bon under the hypothesis that Phu

Bon is being builtiup.' For example, he might sce that

at Ban Me Thot base area, the enemy has a surplus of

2 units of infant:.-y. He wouid then say, perhaps, that under

the hypothesis of build-up at Phu Bon, there is a probability

of 0. 5 that onc unit of infantry would move along link 12
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from Ban Me Thot to Phu Bon and 0, 3 that two ;cxnit_s _ .
would move along link f; at some future time. If enemy
OB at Phu Bon should inchcate increased infantry strength,
the probabmtxes of flows would be reduced, perhaps
‘even automatically, but probably by the analyst. Such
information Cf)uld be displayed;for all pertinent base

areas simultaneously as indicated below elong with the

OB Surplus
Quang Tin [ [ ] Quang OB Surplus
] Ngai [ ] [ ]
fal _ | Required,
- for attack

on Song Cau

of [T o

Phu Bon’

® Song Cau
OB Surplus

ven [ [ ]

OB Surplus
. Long
. [ ] [ ] Binh

Figure 4. 2,. Computer graphical print-out of most
recent enemy order of battle and movements,
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network and the flows of mcn, materials, etc., which
had been reported during, say, the last 48 hours.
Given su‘ch a display, the analfst could estimate what flows will
occur if the encmy mounts an attack on Song Cau. He makes estimates

of probabilitics by consic'!ering a priori, prior to the hypbthetical attack,

one variable at a time, one link at a time, It is apparent that his task -

has been reduced from one of assessing the impact of a large number of

. events cbl.lec‘tiw)e:li after the build-up has begun to one of considering :

the potential impact of a large number of events individualiy prior to.the
build-up and letting the computer perform the estimation of the threat

to Song Cau as the events which he had considered before-hand are

'reported to the intelligence establishment,

Status variables probably should be considered independently

from flow variables when testing the build-up hypothesis., Again con-

sidering one variable at a time, for example infantry troops, probabilities
might be assigned in the following manner for the build-ui) hypothesis:

If the enemy is known to have 2 units of infantry at the Phu

Bon base area, and it is estirmated that 6 units would be

required. by the enemy to take Song éau, increasing values

should be assigned to the probabilities that the enemy has

2, 3, 4, 5, or 6 units of infantry at Phu Bon. If probabilities

are assigned in this manner, the computer will produce cor-

responding estimates of the probability of build-up as



intelligence reports are received which contain clues of
actual build-up., Status variables should be normalized

so that when full strength is reached at the base area,

the probz'xbility of a.build-ub is 1.0.

The mathematical details will be preseated in an appendix.
Summarizing what has been presented here, there would be at least .
2 hypotheses for each potential target, build-up and status quo and a
very loﬁg list o‘f variables d»escribing regional status and network flows.
The variables would not be the same for every potentia‘i farget. because
for instance, flow on a link near Cu Chi obviously has no impact on the

probability of threat to Khe Sanh,” The following, then, is the genecral

form of the matrix of a priori conditional probabilities:

Base Area
. Phu Bon : .
Variables Units H,; : Status Quo Build-Up
Infantry
Status
Artillery
Food
etc,
Flows link

L Infantry

4 Artillery

44 IFood

eclc,
1, Infantry
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This matrix may be concidered as a representation of supply and

‘hypothetical demand in that the status quo hypothesis constitute a repre-

‘sentation of enemy supply in all the base areas and the build-up hypotheses

r;zpresent demand upon the supply assuming a build-up is going to take

place, It is an efficient and useful representation and many items of

"information could probably be derived from it in addition to the Bayesian

estimations. ' v
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5. Conclusions
This research has been dircct;d to the question whether of not
the spced of a digital computer can be brought to bear effectively upon
the complex task of performing real-time on-line inference of enemy
strategy from intell;gence data., It is the opin'ion of the a:txthors that
.a computer can be structured in such a manner as to provide a great
deal of assistance to the intelligence analyst who is faced with this task,
The material presented here can only be considered to constitute a '

preliminary design, at best, but results ta date seem to indicate that

such a system is technically and economically feasible,
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;‘\ppe‘ndix ‘
This appendix outlines briefly the mathematical detail of Chapter
For a potentigl target, say that thelre are 3 hypotheses, and
that they are exhaustive. Perhaps they would be:
H; = heavy buildup
H, = maintain status quo
Hy = decréasing .strength.

For any individual variable, Dj,

P(H, /D;) + P(H, /D;) + P(Hy/Dj) = 1.0 (1)
also
?(H, /D;) = P(D;j/H,) P(H,)
ko (2)
where

P(H,;) = a priori probability that H, is true
and P( Hi/Dj = probability that hypothesis i is true given that datum

j has been observed, and k is simply a normalizing constant introduced

to satisfy Equation (1). -

In practice, we might start with
P(H‘) = P( }Iz) = P( I‘Is).

We would first consider one variable, say infantry status, in a given
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regicn and call this variable D). We would evaluate P(1, /D, ),
P(H,; /Dy), P(Hy/D;) for the region using Eqﬁation {2). Thus we
have established for the region under corsideration certain levels of

probability of each hypothesis being true given the variable D;. These

“values would then serve as a priori probabilities (P(H;) in Equation (2)}}

for evaluating each hypothesis when variable D, is considered. For

example,

P(H,/D;) = P( D, /"II:) P(H, /D)

" Edwards { reference 8) s-a'ys that it is of little consequence how

the P(H;)'s are chosen initially as long as they are not close to 0-ox 1.

This seems reasonable in that if there is a éreat deal of evidence
to support one hypothesis, its probability will build up and the others will
build down no matter where they started,

" As this formulation stands, Dy is 2 binary variable, either fhe
event occurred or it didn't. For example, presence or absence of
infantry units would constiﬁ;te the two values that a certain variable
could assume. However, Dodson, { reference 9) has propos.ed a workable
technique for quantizing each variable so that different le\"els of each
variable could be considered. In addition Dodson’s modified Bayes
thecrem { MET) allows for the case in which the true state of the vax'-iable
is not known. That is, if a sighting of infantry troops was reported as
consisting of 4, 5 or b squads with different levels of personal probabilit-y

of the actual state, the MBT can accommodate this situation easily. In
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rnathematical form, the MBT is
N ISP _!i e
P{H;/Dj) .-;Z ( by} PUH) :( Dj/Hi)
ST N .

3

o wherek =1, 2, 3-rn are the f{liﬁe—reﬁtﬁstates{}f‘thewariab}e'—Bj'can

assume,
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