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The Comprehensive Law § Order Assistance Rosesrch and Development (CLOARAD)
Program was concerned with hardware and tactics of potential value to mili-
tary forces assigned to help comtrol civil disturbsnces. The Program was
a small-scale attempt to evaluate specific tactical problems and require-
ments imposed on military forces in disturbances. Within the restrictions
of scarce data and time, manpower and funding limitations, this report de-
lineates the most t problems identified during the Program and pre-
sents guidelines for the solution of these problems. Two fimm recommenda-
tions ave wmade in the report: (1) there should be comprehensive systems
analyses to determine the best feasible solutions for the problems stated
in the report; and (2) there should be a larger-scale, intensive effort to
assemble and analyze pre-defined data on civil disturbances.
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This report is a revised version of an earlier report and is concerned with a
difficult and sensitive issue: military assistance in the control of civil
disorder. It is likely to bec somewhat controversial because its subject is
one about which nearly everyone has already formed fixed opinions; because the
interests of various groups officially involved in the problem differ; and be-
cause the methods for studying civil disturbance control problems are now and
probably always will be rather inexact.

The CLOARAD study attempted to minimize controversy by: (1) employing exper-
ienced personnel to gather and analyze data; (2) by reviewing both official
and unofficial doamments and obtaining the views of military personnel at sev-
eral command levels; and (3) by stating its findings only as strongly =s the
data would permit and basing them on past actions as distinct from plans and
intentions.

This CLOARAD report does not present a major breakthrough or discovery. Many
of the ideas contained in the following pages are already stated in official
publicaticns. However, there are good reasons for repetition. Some existing
plans and doctrines which may aaswer requirements in this report have not been
fully and successfully implemented, and implementation should ix encouraged.
Same advances in control methods used by one military organization should be
made standard for other organizations as well. There ave general doctrines
which need to be developed in greater detail in response to specific problens
discussed here. Finally, there is the simple meed to list all the aspects of

a problem, both solved and unsolved, so that they will be recognized and con-
sidered as a whole. -

There is an attempt here to foresee which aspects of present civil disturbance
control problems will persist in the future, and which aspect:. are likely to
change. There is alsc an attempt to distinguish the ways in which control meth-
ods deserve not only technical but also tactical improvements. Finally, there
is an emphasis here that control problems camnot be sharply separated intv mili-
tary and civilian responsibilities, but require the active cooperation of both
kinds of authorities.

Although the CLOCARAD Program represented a small-scale research effort, to our
kiowledge there has been no other comparable program in this area. The major
contribution of the CLOARAD Program may be to stimulate more thorcugh investi-
gation of the practical requirements of the military civil disturbance mission.
Certainly, the detailed and thoroughly corroborated findings needed for more
Tesponsive planning and development will demand carefully focused and system-

atic research on specific control problems. To ignore this demand is to risk
costly mistakes in the future. P &= e
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1. INTRODCTION

The Comprehensive Law § Order Assistance Research and Development (CLOARAD)
Progran was concernsd wiich military assistance to civil authorities in the
control of civil disturbances. The Program served to identify urgent prob-
lems and issues affecting military assistance. These problems and issues
have emerged from the review and analysis of large numbers of official and
unofficial doouments on civil disturbances, and froin discussions with Ma-
tional Guard persomnel at several command levels. From the many problems
facing a military commander in a civil disturbance, the few listed here
are judged to deserve attention because they appear to present continual
challenges to contml forces. Eighteen specific problems are discussed in
this report.

Analysis of assembled information has suggested criteria which could serve
as general guidelines for improving hardware and tactics for dealing with
the control problems. These criteria are intended to have three functions.
They can serve as rough measures for evaluating current responses to con-
trol problems. They can point out which features of existing or planned con-
trol methods should be implemented or improved most rapidly and universally.
Finally, they can serve as general standards for the development of new
hardware and tactics, and as a basis for the establishment of more detailed
and neaningful criteria.

This report also discusses potential solutions to each of the specific con-
trol problems. However, the report stops short of making positive recommen-
dations for using or deveioping particular equipment and tactics. The ab-
sence of these recommendations contrasts with the initial goal of the CLOARAD
Program, which was to analyze military involvement in civil disturbances in

a way that would produce detailed definitions of needed control hardware and
tactics. To understand wh&ethe original goal was not achieved, it is nec-
essary to briefly review history of CLOARAD Program.

The CLOARAD Program originated in a request frum the Office of the Director
of Defense Reseurch and Engineering (ODDRGE). Because civil authorities

have continued to request military assistance in dealing with civil disorder,
ODDREE desired to know more about the hardware and tactics required by troops
providing such assistance. The ODDRSE request went to the US Army Land War-
fare Laboratory (LWL) because of its experience at analyzing civil distur-
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. bance control concepts in an earlier program*. LWL responded with a pro- 1

posal which became the basis for the CLOARAD Program. ODDRSE set a mine-
month deadline for the Program and provided guidance for the selection of
expert assistance for the research. i

CLOARAD was not the first attesmpt to analyze military tactical and equip- L
ment requirements for controlling civil disturbances. A unique feature of .
the CLOARAD Program, however, was am effort to make the fullest possible use j i
’53‘ of statistical data on recent civil disturbances. A concerted attempt was )
m made to gather all the available doamented facts zbout spontaneous out- }
breaks of disorder which have already occurred, and which are related to the i
wore organized violence which could occur more frequently in the future. The i
information, assembled at a data collection center, was to be used as a fac- 1
= tual basis for forwm:lzting hypotheses and conclusions about civil distur- i
bances, which would lsad to the CLOARAD iewuseindstisnc. i

Much of the work of CLOARAD was carried out by contractor teams: two spec-

w ial research teams and the staff of a data collection center. A special re-
o search team at Arthur D. Little, Incorporated (ADL), headed by Mr. Arnoid
¥ Sagalyn, was assigned to analyze low-level disturbances, those which aie

characteristically spontenecus and disorganized and which are the focus of
present Army civil disturbance control methods. A special research team at
General Research Corporatian (GRC), headed by Mr. Zoltan Pazmany and Dr. John

s Sorenson, was assigned to study high-intensity disturbances, those which in-
£ volve organized campaigns of violence and which are presentily outside the
d scope of most civil disturbance doctrines. Wwhile the team at ADL looked 1‘

at US events of recent vast, the team from GRC projected trends for the
future, based in part on foreign experiences.

] The special research teams wers to recommend both civil disturbance data
L sources and ways to classify the data to a collection center at Battelle

» Memorial Institute (BMI). A statf at BMI, headed by Mr. Harold Hucek, had

il the assigmmeat of assembling and organizing documented infovmation according
to suggestions from the special teams and LWl.. The contents of the documents
were to be processed to pemit rapid retrieval and tabulation.

e

st ikt

*Previous LWL efforts relating to civil disturbance control include those re-
ported in the ''Catalog of Selected Items to Aid in Controlling Civil Distur-
hances" (issued by OCRD in August 1968) and LWL Technical Report No. 68-14,
Riot Control: Analysis and Catalog (Octcber 1969). This latter report was
based in part on supporting work the following:

a. Cultural Information Analysis Center (CINFAC), Center for Research on
Social Systems (CRESS), American University, reported in CINFAC/CRESS Sci Info
Resp No. 2014, *'Phases of Civil Disturbances: Characteristics and Problems."

b. Remote Area Conflict Information Center (RACIC), Battelle Memorial In-
stitute, reported in Tech Rpt No. LWL-CR-02-RAB, "Report on the Status of Riot
R Control (lardware." '
ok C. Boez-Allen Applied Research, Inc., reported in LWL contractor report
ég:ﬁ.l—'r) » "Investication of Promising New Concepts for Handling Civil Distur-

ces."
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Using the assembled information plus their own knowledge and experience, the
special research tesms, assisted by LWL aid BMI, were tc develop hypotheses
relating to the effects of military control measures on civil disturbances.
The hypothcses wsre to be stated in such a way that they could be tested
against the data at BMI. LWL would then determine the particular hardware
and tactics which best provided the desired characteristics.

The work plan described above could not be completed because of data short-
ages and time restrictions. The main d_fficulty was that the quantity and
quality of available published data on civil disturbances were inadequate
for the original purposes of the program*. In particular, there are very
few manuscripts giving detailed accounts of separate incidents in which
military equipment and tactics have been employed. Furthermore, the terse
narrative style of many documents made it difficult to draw detailed in-
ferences for developing the data bases.

Trying to work with the dats led to a critical time shortage. More time was

required for collecting documents and reducing them to information statements

than was anticipated in the original work schedule. It was clear that re-
ducing information statements to numerical data would cousc zdditional de-
lays. Consequently, the original work plan was altered so that the special
research teams could rely on their own knowledge and experience to indepen-
dently analyze civil disturbance contrel problemns and recommend desirable
control methods. The data collection center was to proceed on its own to
finish gathering and organizing information and to begin putting information
in mcxlz:erical for for later use in verifying the findings of the special re-
search teams.

During the remainder of the contract period, each of the special research
teams independently gathered, reviewsd, and analyzed information. This en-
gbled each team to submit, in advance of contract deadlines, a report which
was to identify major problems of civil disturbance troops and suggest tac-
tical and hardware requirements for meeting these problems. The reports of
the special teams have provided many of the ideas and conclusions of this
final report.

The research team at ADL prepared a report based principally on interviews
and discussions with small-unit leaders and state officials of the National
Guard who have had direct experience with civil disturbances. The report

*To avoid a haphazard accumulation of date, and to maximize the chances of
obtaining all the facts relevant to studied control efforts, the document
search initially concentrated on twelve recent disturbances: Berkeley, CA
(September 1964 - March 1945); Los Angeles, CA (Augus* 1965); Cambridge, MD
(quly 1967) ; Detroit, MN (July 1967); Orangeburg, SC (February 1968); Wil-
mington, DE (April 1968 - January 1969); Columbia University, Mew York City,
NY (April - July 1968); Washington, DC (April 1968); Baltimore, MD (April
1968) ; Cleveland, CH (July 1968}; Chicage, IL (August 1968); and Madison,

WY (Balkicomnone 19‘:\\ | T PN
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come the opstacle of a dearth of published information.

Howsver, even this narrow focus could not entirely over-
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contains both descriptions of control problems and recommendations for deal-
ing with the problems through use of hordware and tactics. Going beyond
specific control requirements, the AIL report analyzes some of the larger un-
derlying issues which might affect solutions to specific individual problems.
In support of the ADL conclusions, there are summarized records of the com-
ments of National Guard personnel®,

The report from GRC also provides analyses of tactical problems and same of
the larger underlying points for consideration. However, the repert is ori-
ented primarily toward identifying possible threats and problems of the
future. As a result, discussions of specific problems are for the most part
rather abstract and inconclusive, and recommendations often state needs for
more planning and research without offering definite criteria for desirable
miruware and tactics, The report also generally does not present the data
or detailed arguments which were the basis for its conclusions. However,
GRC reviews numerois hardware and tactical concepts in a way that helps to
point out the multiple possible consequences of using each device**.

The data collection center at BMI campiled information and numerical data on
control problems (fires, sniping reports, injuries to control forces, levels
of violence, illumination) and control measures (deployment of National Guard
forces, usc of chenical agents, mass arrests, use of fireliawer, and curfews)®kx,
In some cases, patterns in the data pemit tentative conclusions. Generally,
however, the responses from BMI were ;}::R:y restricted by the need to rely on
published accounts of disturbances. Tmore, there are many important
questions about civil disturbance control which could not be answered because
available reports lacked the necessary facts, Finally, the limited variety
of facts plus the restricted time and manpower of the program prevented pre-
cise analysis.

Within the constraints of available docauments and testimony on civil distur-
bances, the CLOARAD Program has attained several positive results. The evi-
dence indicates that the problems and issues identified in the following pages
will be continuing concerns of military plamners and field commanders in fu-
ture disturbances. The CLOARAD Program has also led to definitions of re-
quirements for materiel and tactical solutions of these problems. Fulfill-
ment of these requirements will demand detailed systems analyses of the poten-
tial solutions, including the careful gathering of televant facts from archives
and from systematic interviewing. Beyond these results, CLOARAD has suggested
ideas for new hardware and tactics which might satisfy the criteria. The cri-
teria and potential solutions are tentative because they lack rigorous defini-
tion and testing, but they should provide useful guidelines for any further
efforts to evaluate civil disturbance preparations or to develop new and im-
proved control methods.

*The methods of the ADL study are described in Appendix A to the Teport, Mili-
tary Control Problems and Equipment/Tactical Performance Criteria for Low-

vel Civil Disturbances, tte to LWL.
®¥The final GRC report, CLOARAD - High Intensity Phenomena Program: Final Teca-

nical Report, is on file at LWL.
®¥NEMI s ;mal Report for Project CLOARAD and details of some thirty BMI re-
sponses to LWL data querieés exist at LWL.
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The discussion of epecific control problems and criteria for their solution
makes up the second section of this report. An effort is made to present

all the aspects of a problem, and to include in the criteria not only per-
formance standards for hardware and tactics but also principles to guide the
use of such measures. The resport concludes with a sumnary of all its findings.

II. RBQUIREMENTS FOR HARDWARE AND TACTICS

The CLOARAD Program identified eighteen problems that have an impact on mili-
tary operations in civil disturbances. It is believed that these are the
preblems which deserve the most rapid improvement of hardware and tactics for
responding to tiem. The problems are described in the following pages under
three general headings: Control of Environment, Control of Citizens, and Con-
trol og Information. Each problem description is followed by a set of cri-
«eria for desirable solutions and suggestions of possible means for achieving
solutions.

Both problems and criteria are stated here in general temms, pointing in the
direction of desirable solutions without making explicit recamendations.
This cautious approach keeps the findings of this report in line with the
relatively unspecific contents of the data base. Further refinement of prob-
lem requirements must wait upon specialized and intensive research programs.

A. CONTROL OF ENVIRONMENT

1. Protection of Security Forces

Problem: Troops confronting rioters and demonstrators have often been tar-
gets for thrown objects and bodily assaults which can cause injury and the
disruption of control cperations. In the future, more intensive and organi-
zed civil violence could mean that troops would frequently be fired on. In-
adequate protection of military forces against the threat of public attack
could lead to less effective control efforts and a decline of morale and weap-
ons discipline.

Criteria for Solution: Federal and National Guard units have already beeca
1ssued or given access to quantities of protective equipment for civil dis-
turbance duty. However, in preparation for future disturbances, important
improvements could be made in keeping with criteria suggested here®, The
primary requirement is still for protection against thrown objects, clubs,

*For example, large numbers of protective vests have already been issued to
National Guard civil disturbance forces and additional large quantities of
vests have been stockpiled for Federal and National Guard use when needed.
However, this may not be & final sclution to body protection requirsments
if future disturbances involve high-velocity hostile fire or the activation
of greater mmbers of troops in widespread locations.
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and bodily assault, to reduce chances of injury to centrol forces or effec-
tive interference with them. A second reguirement, however, is for protec-
tion against less likely but more dangerouvs attack by gunfive, flaues, or
explosion fragments. A third requirement is for sufficient mumbers of de-
vices to insure that all troops are well-protected at the start of their in
volvement in tactical operations,

Additional criteria for special protective nesds are as follows:

a. Head Protection: Protective equipment should:

(1) Provide shielding of face and neck areas beycnd that provided by
conventional military helmets. National Guard lead:rs ut various levels of
command b = indicated a desire for same means of piotecting the face and
neck. Such protection might have the desirable side-cffect of reducing the
need foy evasive movement or defensive counterattscks in dealing with vio-
lent groups.

(2) Permit ugobstyucted vision,

(3) Resist amage Irom impacts.

(4) Be compatible with rapid emplacement of a gas mask, without increased
hindrasce to the user of the mask. Hesd protaction should not be achieved at

the expense of gas protection.

Potential Solutions:

(1) Shoulder-Surported Helwet: A shoulder-supported helmet, de-
coupied fram the wearer's head, may be effectively used to
counter high-energy ballistic threats which might be lethal
to anyone w2aring the nomaai-type milicary helmet.

{2) Crash Heimet: This is o plastic helmet similar to thos: em-
nloyed in aviation. The advuntages of plastic over metal in-
Clude reduced weight and increased shock resistance. Helmet
design could incorporate sliding gopgles, radio transceiver
and fittings for a quick-release gas wrsk.

(3) Comwmercial Safety Helmets: In attempts to control riots, there
1s a need for a salety heimet which wiil protect against bricks,
bottles, and other thiown objects or against boards, pipes, and
other objects wielded as clubs. 7These helmets are designed to
protect the head against such objects. Protecticn is also af-
forded the ears and the upper part of the neck. Face shields
are available to protect the face, and chin straps are used to
hold the helmet finmly in place. Most models are available with
other accestories such as rain capes, head-suspension units, flip-
W eye shields, visors, helmet covers and carrying cases. These
helmets are commercially produced by Defensor Protective Equip-
ment, Inc.; American Optical Co.; Buco Procducts; Lake Erie Chem-
ical Co.; Mine Safe:zy Appliance Co.; Gentex Corp.; and others.
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Some Army agencies have gone o record in opposition to the procurement
of face shields, but discussions with National Guard leaders repeatedly pro-
duced coements on the desirsbility of face shields, and in several states
the Guards hsave purchased them with State funds. The utility of such shields
shauld be investigated, especially with regard to Criterion (4). The inves-
tigation should aiso consider the possibility of providing adequate facial
shielding with eithetr the ML7Al, Protective Mask, or the M6Al, Hood, Field
Protective. Criterion (3) may be particularly relevant because of the pos-
sibility that thrown objects could penetrate or cause injury through the
MoAl or could render the ML7Al inoperative.

b. Body Protection: Protective equipment, especially equipment designed
to withstand high-velocity impacts, should:

(1) Leave ocne or both hands free as required to handle a weapon, gas

- mask, commnication device, or vehicle.

(2) Weigh as little as possible. The fatigue caused by carrying heavy
armor under conditions requiring frequent movement and long hours of duty
would be a serious drawback.

{3) Minimize restricticns on mobility. For example, a shield should not
get in a soldier's way if he needs it when entering a building. Avmor should
mwt impede amm and leg movement.

(4) Remain effective over extended periods of use and/or attack.
(5) Be either easily maintainable or cheaply replaceable.

Potential Soluticns: It is possibie that the present design and distri-
bution of protective-ammor vests are adequate to guard troops against the

and frequency of attack experienced to date. The major question for

rther research is whether mouifications in existing equipment stockpiles

can adaquately c with various threats of escalated future conflict, or
whether escalated conflict is likely to require deployment of new equipment
so that troops can achieve quick and efficient control. Research on this
issua should take into account not only types of hostile weaponry and pos-
sible protective devices, but also the past and predicted risks of attack
for civil disturbance troops. (For example, there should be an attempt to
make estimates from past experience of the extent to which control troops
would require maximum protection against high-velocity weapons.)

.. In the analysis of possible future requirements, it will be useful to con-
sider items of equipment such as the following:

1) Armor: The Carborunduin Co. has produced a line of ceramic
% armcr which will protect men from projectiles in the veloc-
ity range of the .30-06, .356, etc. Their "KI'' ceramic armor
vest covers the front, back and groin and reportedly will pro-
tect the wearer against rifle ball ammmition at point-blank
range. The basic components of these vests are inserts of a

itx:.rd aieramic material backed by Doron, a fiberglass-type ma-
rl L]
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(2

(3)

(4

()

{6)

(7)

®

Steel-Plate Vest Bedy Armor: DJavis Alrcraft Products Co. manu-

Tactures a line of vests reportedly effective against non-
baliistic fragments and the high-velocity semi-jacketed .357
nagnum, .4« magnam snd 9am parabellum, as well & slugs and 00
and #4 buckshot from a 12-gsuge shotgun. Tie vesis are a Hed-
field steel plate/nylon felt combination, :

Vest Body Ammor: Lightweight bullet-resistant body arwor will
decresse the threat of injury from sniping during riot control
operations. A vest developed by Federal Laboratories, Inc. is

designed to reduce the threat of handgun bullets up through
.357 magmm. The vest provides protection to torse and crotch

from the front and rear. Constructed of overlapping arwor
glates sewn into nvlon pockets, the vest is flexible and capa-

de of withstanding handgun bullets of velucity up to 1430 ft/
sec. Other lightweight vests are available to be worn under-
gﬁlaih clothing and are capable of stopping cal. .38 special
ets- - . !

Fiberglass Plate Vest Body Armor: A 3-1b-1l-0z west, manu-
actured by Defensor Protective Equipment, Inc., is made of
overlapping Doron ''fiberglass' armor plates coversd with a nylen
‘miterial with reinforced webbing. This vest is designed to
protect vital frontal body areas from thrown objects as well
as bullets of velocity up to 855 ft/sec. Other available mod-
els will pruvide protection against handgun bullets up to and
including 9mm parabellum, and the standard .357 magnum loaded
with a 158-grain lead hullet.

All-Nylon Vest Armor: A ballistic nylon vest, conceived
. R F, sten, ords protection against non-ballistic
jeats and handguns up to and inciuding .357 magnum. It is
an all-nylon vest with no wetallic protection.

Body Amor: A ceramoplastic ballistic vast, manufactured by
eflective Laminates Division, Fansteel, Iuc., offers protec-
tion against non-ballistic threais and ballistic threats uwp to
and including cal. .30 M2 AP projectiles at muzzle velocity and
zero degree obliquity. It is e nylon cloth carrier with rigid
ceramic fiberglass inserts. . '

Steel Lep Armor: Leg ammor for helicopter pilots, developed by
Aeronntronics Division, Philco-Ford, offers protection against
cal. .30 M2 AP projectiles at muzzle velocity and zero degree
obliquity. It is formed from composite DPSA steel armor for
complete protaection.

Fiberglass Resin Shield: The E. Morton Pitt Co. produces a por-
table, bullet-resistant shield which wmay be used to protect
against handguns with a muzzle velocity up to 1430 ft/sec. It
has a transparent Plexiglass bullet-resistant wirdow. By kneel-
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ing behind this shield, it is possible for a police officer
to fire a revoiver with added safesty. A similar shield with-
cut the Plexiglass window is available from Federal Labora-
tories, Inc.

 {9) Polycarbonate Shield: Federal Laboratories, Inc. makes a
transparent shield of double-thick polycarbonate that has an
impact strength many times that of safety glass, and affords
protection against non-ballistic projectiles. Convex in shape
with rounded corners, this shield is large enough to protect
most of the body's vital parts. Worn on the amm, it has an
aluninum handle and an adjustable foream strap that will
break if someone twists the shield.

.(10) Bodv Pads, Lightweight (LWL Concept): Body protection in the
Tetmof 12 pads may be worn under regular cloth-
) ing to give some degree of protection to legs, amms, and chest.
Riot control persamiel thui-equipyed will not become special

“targets of the mob.

(11) _Supplementary Modular Body Armor Concept: Lightweight, modular
* 7 Pody ammor which can bs Tesmoved Lrom and to basic armor
" 'to moet varying threats might be desirable.

. Q2) Plastic ;%_g Amor (LWL Concept): This concept involves the
. use o P c armoY, a high-impact, light, trans-
‘ oo nt, 1/4" plastic, capeble of stopping a cal. .22 round.

it will provide protective cover for the face and other par
of the body. ' '

. Vehicle Protection: Protective equipment showid:

(1) Be adaptable to a variety of vehicles for defense against a wide range
of attacks. Such flexibility of use is desirable because vehicles in civil dis-
turbances nead to be multi-purpose and because there is a possibility of rapid
changes in the level of hazard.

(2) Prevent penetraticn of the vehicle by objects or by flames. For all
vehicles thers is a risk of smashed windows or of fire from incendiary devices.
Vehicles used in responding to reported shooting may need bulletproofing.

(3) Prevent immobilization of the vehicle by small weapons. Immobilized
vehicles are vulnerable to direct and mass attack, as demonstrated from Berkeley
(1964) to Chicago (1968). Protection should extend to the engine, wheels, and
underside of the vehicle.

(4) Avoid reducing the mancuverability of the vehicle.

(5) Permit rapid and easy loading and unloading.

(6) Be sufficiently tamperproof to permit relatively safe parking of vehi-
cles in a disturbed area. Tauperproofing is desirable to allow troops to con-
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duct operations on foot, with vehicles available in a fixed position nearby.
Vehicle security should require supplementing only with guards or modifica-

tions for hardening.

(7) Allow easy reinforcement or hardening of defenses on thcose vehicles
capable of supporting the additional weight of ammor. This would reduce the
need for the contimued presence of amored vehicles, which could contribute
to local tension and dissident publicity.

(8) Permit easy assembly and removal of protective equipment. This would
enable wany general-purpose vehicles to be quickly prepared for riot duty and
later quickly restored to their origingl condition.

Potential Solutions: USOONARC has submitted an ENSURE request to evaluate
a Protective Hardening Kit, 2-1/2 Ton Truck. The characteristics called for
in the request should satisfy meny of the abave criteria. It will be neces-
sary in evaluating the kit to consider the passibility for further havdening
to withstand high-velocity fire. Also, if the evaluation is favorable, there
should be an effort to adapt the kit for use on other vehicles, in keeping
with Criterion (1).

In recent disturbances, there has been rather widesrread use of field-
expedient wire screens for vehicle protection (particularly 1/4-ton), and
0D's ‘'civil disturbance' agency, the Directorate of Military Support {(DOMS),
has distributed a standard plan for such screens. While screening camot pro-
vide as complete protection as a hardening kit, it may possibly have same in-
mediate advantages in temms of Criteria (1) and (8), as well as availability.
However, it would be useful to obtain further information on the portions of
a vehicle requiring screening (e.g., how serious is the risk of attack fram the
sides or rear?) and on the best balance between maneuverability and protection
of the undercarriage (as with a ''‘cowcatcher'').

Additioral devices and concepts which might help to meet the criteria are
as follows: _

(1) Modular Steel Vehicle Armor: The Great Lakes Steel Corp. has
actured a modular amor for patrol vehicles affording pro-
tection against non-ballistic threats, and ballistic threats up
to and including cal. .30 M2 AP projectilss.

(2) Modular Vehicle Ammor: The Aeronutronics Division, Philco-
s 0 actured a modular ammor for use on patrol
vehicles against non-ballistic and ballistic threats wp to and
including cal. .30 M2 AP projectiles.

(3) Safe% Glass: Safety glass offering protection of vehicles
ag t iragments and low-energy handgun projectiles is pro-
rrluced in a muwber of sizes and thicknesses by PPG Industries,
-mi

(4) Plexiglass Vehicle Shield: Acrylic Plastic (Plexiglass) shields
&te BamiFactured by Rohm und Hass Co.  Thece shialoypoye nael
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adspted for sscurity forcss, to police cars, to fire vehicles,
and to store windows.

(5) Plastic Vehicle Shield (LWL t): This concept is for a
pre X) plastic to provide protection

o
against thrown missiles. The shield could be quickly installed.

(6) Riot Control Wagon: The mooach and Truck Co. mamufactures
an all-aluminum van bedy ch will fit on any parcel delivery
truck chassis. The body is not ammor-plated but incorporates
safaty glass windows backed with expanded metal screens. It
-catains two separate compartments, one for prisoners and ane
-for security persannel. Two gun ports face forward and two
to sach side.

(7) Peacekeeper: This is an armored vehicle about the size of a
station wagon, which was designed by Aerojet-General Corp.
It incorporates lightweight amor and bulletproof glass and
has two sets of dual front tires with an amored disc between.
A turret atop the car contains rifle and gas guns, radar, bull-
horn, searchlight and LLL TV camera. Pneumatically-operated
braces can be extended from the sides of the vehicle to prevent
rioters from overturning it. Special insulation is built-in
to protect the vehicle fram Molotov cocktails.

(8) Rioto: This armored vehicle, manufactured by Bauer Ordnance ;
" To., uses a Chevrolet truck chassis. It weighs approximately 3
& 4,000 lbx. and utilizes a 220-hp V-8 engine, 4-speed trans- §
mission and power steering. A 360° turret can mount various
weapons., The body is protected by high-voltape electricity.
A water tank holds 250 gallons and provides fo. injection of i
chemical agents. A special flamethrower ejects balls of at- :

i - omized gasoline that quickly envelop a target and just as
. quickly pass on deing little more harm than singeing eyebrows.
L 4
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A rear compartment will accomaodate 10 officers or prisoners,
‘¢r 2 stretcher cases with attendants.

(9) R-2 Multi Police Vehicle: A rubber-tracked, armored

B brshodbe  uled ta

cle can attain up to 35 MPH is manufactured
by B8 Enterprises. It is fully armored, with bulletproof
glass, gun turrets and gas ports. Two chemical nozzles
meunted forward on the cab can dispense tear gas or firefight-
ing agents. Three 8-ft bench seats accammodate a 15-man crew.
The cabin is insulated and air-conditioned and a chemical toilet
is included. Four high-power quartz lamps, a PA system, radio
and firefighting equipment are operated from a central control
panel in the cab. The R-2Z weighs 10 tons and includes a 30,000-
1b winch, buliet-resistant track skirt, and two 500-1b tanks of
dry chemical fire extinguisher. The unit can operate in 3 feet
of water and cross a 5-ft ditch.

T
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(10) Police Patrol Vehicle: The Chrysler Corp. has manufsctured
an armored 4-man vehicle which can attain speeds of 65 MH.
It has 4 firing ports and a rotating turret.

(1) Ene% Vehiailar Traction %t: This item convists ox
soli r interior t on the ground surface

if tires are slashed.

(12) Emerggg Heagroof Vehicular Traction Concept: This concept
olves tire construction with a irtex-filled interior.
Heat dissipation occurs by means of multiple fine wires dis-
persed in the latex and temminating in cooling fins or a metal

rim. An altemate cooling concept might include air channels.

(13) Flatproof Tire: The Dow-Corning Corp. has the basic patent
o fommed inflation of tires.

(14) Internal Jacks Concept: Built-in jacks to raise a vehicle
coapietely off its #els would make rocking and turnover
more difficult.

{15) Vehicular Electrical Shield Concept: This idea envisions a
high-wvoltage, low-cxrrent electrical source to shock anyone
touching a vehicle from outside, with complete safety inside.
It should be nom-iethal and controlled fram inside the vehicle.

(16) Debris-Cle Device t: A cosmercial road-sweeping
brush could be fit to a military vehicle to clear a path
of glass and debris and thus improve ground mobility.

2. Deployment of Forces

Problem: In recent civil disturbances, control forces have frequently encoun-
tered hit-and-run violence and regrouping of dispersed crowds®. An efficient
response to these activities will require troop movements with speed, coordi-
natian, flexibility, and variation in scale the: hwve not always been possible
in the past. Troop mobility depends on successfully nroviding, positioning,
and routing transportation. For exsmple, troops may suffer delays in deploy-
ment if transport vehicles must be dispatched to theuw from some distance away.
Air-lifted troops may be deperndent an having grourd transportation with them
or awaiting them on arrival. Blocked roads, traffic diszuption, and overcon-
centrations of official vehicles are all real threats to mobility.

Criteria for Solution: A successful response to wobility requirements depends
on planning «hich specifies not only the types of troop units and transportation
equipment to be used, but also the positioning of equipment and the strategy for
moving it. The general features of this planning should:

*Cf. ({;gg;'ts on rioting in Baltimore (1968), Miami (1968), and Madison, Wiscon-
sin .
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a. Treat each troop unit 2ssigned a quick-response mission and its re-
quired transportation as an integrated system. This will avoid the risk of
separate, poorly-coordinated plans for control units and transportation units*.

b. Provide guidelines for the size of troop units to be deployed for var-
iocus tasks. For operations such as sniper control, crowd contrel, or curfew
patrolling, there shculd be decisions well in advance about whether to deploy
initiai troops and reinforceaments as companies, platoons, squads, or other-
siazd uwits. Such decisions will make clear the consequent demands for mo-
bil ty.

c. Take into account the possible use of helicopters, for example, in
situations where immediate rooftop control is desired, where streets are badly
cbstructed, or where there is danger of ambush in the streets. While there
have been preparations for helicopter transport in previous disturbances, this
method has not yet been extensively put to use, and questions of routing and
public safety in urban areas wouid have to be workzd out.

d. Utilize local resources where available. Such resources might include
fuel, vehicles, and knowledgeable drivers. Local transportation was success-
fully used in Detroit (1967) and Washington (1968), but arrangements for local
assistance are not part of general civil disturbance planning for Federal
forces. The importance of supplementing military transportation could become
crucial in a large-scale disturbance with rumerous, widely-scattered incidents,
since present equipment authorizations for Federal civil disturbance brigades
apparently allow considerably less than fuil mobility.

e. Take into account limitations of mobility, especially for ground trans-
portation equipment.

f. Provide instructions for dealing with traffic obstructions created by
rioting. Such instructions would define the occasions for using tracked ve-
hicles and procedures for improving wheeled-vehicle stability and traction or
for changing the mode of deployment.

g. Provide for two-way conmunication with each vehicle or aircraft used
for troop transport. All military vehicles and aircraft currently utilized
in civil dis ance operations have the space and electrical power for two-
way radio commmication systems. Furthemmore, authorized radio equipment for
Federal civil disturbance brigades is sufficient to allow for an installed or
passenger-carried radio for all vehicles. If authorized equipment is provid-
od, and if a similar supply of equipment is available to National Guard units,
then this criterien will simplify to a need for radio compatability and a
need to insure that distribution of radios to dismcunted troops does not leave
Same troop carriers without two-way commmications.

Potential Solutions: Most of the criteria refer to planning requirements apart
T Speciiic equinment items of control methods used, but there are places
for some important technical contributions. For instance, the following con-
cept wald apply to Criterion d:

“This principle demonstrated its value in the control of rotesters at Fort
Dix, New Jersey (1969). P 2 r
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a. Handbook on Local Resources: This handbook would describe tech-
nigues for adapting locally-available egquipmeat to Tiot control
needs. Such a hendbook could potentially suppletent civil dis-
turbance planning packets by providing information cn a wider
range of resources for a larger geographical area than a par-
ticular packet would necessarily contain.

fulfiliing Criterion £ will depend upon the equipment available for dealing
with traffic obstructions. The use of armmored personnel carriers is a pre-
sently-available response to some situations. Other possible aids would be:

b. Emergency Vehicular Traction Comcept: (See above, item (11),
page 12).

¢. Emergency Heatproof Vehicle Traction Concept: (See above,
Item (4], page 12).

d. Flatproof Tire: (See above, item (13), page 12).

e, Dlebris-Clearing Device Concept: (See above, item (16), page
12).

The use of special equipsent for improved ground mobility (Criterion d) or

for air transport (Criterion c) raises the general question of how such equip-
ment could best be positioned and employed. This depends partly on local con-
ditions, but also on resclving specific questions such as (1) what obstruction
of wrban roadways would require use of tracked vehicles, and what kinds of ob-
struction could be removed by street-clearing operatims with light vehicles?;
(2) what is the feasidbility and rate of transport for air-lifting troops into
heavily built-up areas for different types and distributions of landing/un-
loading sites?; and (3) what is the relation between required quantities of
specially-equipped vehicles (special tiies, sweepers, tracked vehicles) and the
frequency and type ~F roadway obstruction, taking into account the immediate
availability of al *e routes?

A complex analysis so be required tu resolve another simply-worded ques-

tion: what sizes tary units should be ready for deployment in response
to different contx viems (e.g., reported sniping, crowds, scattered loot-
ing)? Actually, t re several issues involved. It may be desirable to

deploy units of one (squads) to combine into another-sized unit (platcon)

at the scene of actin.. he initial operational unit may be of a different
size (platoon) than a umt ready for reinforcement (company); and the probable
pattern of small- and large-scale problems may call for a certain mixed break-
down of units to maximize needed operational flexibility. For a particular
answer to each of these issues, it might be possible to detexmine the best
feasible distribution of units and transportation equipwent in the zone of mil-
itary operations.

3. Illuminatiwn

Problem: Darkness has given rioters the advantages of limited detectability
and anonymity. It is not surprising, therefore, that riot activity has con-
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sistently veachsd a high level at night. Rioters may even try (o improve
their situation by putting out streetlights®. Darkness also interferes with
the efforts of control forces to remove bystanders and injured persons and to
locate and verify gunfive. However, bright lights are not a simple solution
to the problem, since some forms of illumination can interfere with the vision
of the control forces while making them conspicuous targets®*.

Criteria for Soiution: The keys to the problem are control of illuminztion
on ¢ disadvantages imposed by darkness. The use of existing
and future ecuipment should enable:

a. Immediate and variable control of ou door lighting. Such control
would permit control forces to gain the maxin.m benefits from either light
or derkness. Good illumination can be used with precision to enable troops
to see and be seen by rioters, bystanders, and victims. Temporary darkness
may serve to conceal troop movenernt, to reduce the vulnerability of control
forces, or to chamnel the flight of rioters.

b. Directional illumingtion of locations, activities, or individuals
from a distance. Use of searchlights or floodlights at a distance may pxo-
vide troops with a desirable advantage in the face of sniping threats or low
troop-to-crowd ratios. Spotlighting mey help to make disorderly individuals
feel wore vulnerable physically and psychologically, making them more com-
pliant with control procedures and discouraging further disorderly behavior
by anyone risking dstection and identification.

Cc. Wide-area illuminstion. Control forces may need to illuminate large
areas (cily blocks, campuses) for extended time periods from few locations
(because of limited opportumities to emplace lights or limited ability to pro-
tect them). Such area illumination can reduce the cpportunities of hostile
individuals for surprise or evasion, and can aiso reduce the risk of acciden-
tal or hasty actions by control forces. .

d. Unimpeded observation and movement in areas of low illumination.
mey nwed to move through or take control of unlit areas, either be-
cause of dissdvantages from exposure or because area illumination is tempo-
rarily unavailable. Military units must thus plan the most effective use of
both vision aids and non-visible light sources.

6. Maximm reliance on control of public lighting facilities. Limited
supplies of military lighting equigmnt and vision aids can then be channelad
3 :ilgim areas where public lighting is inoperative or creates operation-

s.

?;g;:iuwd in reports on Orangeburg, SC (February 1968), and Chicago (August

*8Cf. complaints about stieet lamps in Detroit (1967) and about camera lights
in Chicago (August 1968). w ' (1567 &




AR B i

£

X

*e

sl iﬁ' F < Mg

EYT RN T

»

B

[
[ #i,Y

f£. Highly mobile and portable illumination. In rapidly-developing in-
cidents of disorder, control forces may need to augment public lighting
quickly to help coordinate cperations, clarify the situations, inhibit dis-
orderly activity, and enable recording of eveats.

g. Protection of lighting equipment against attack and sabotage.

h. Self-prdtected illumination of specified areas for extended time per-
iods. These areas will thereby be open to continued observation and pstrol-
ling with reduced risks to control forces.

Potentiel Solutions: There are several devices which could possibly satisfy
Criteria D and £. These devices can be roughly divided into two groups: ve-
hicle-mounted lights and man-portable lights.

The standard vehicle-mounted illumination device for civil disturbance forces

is the 2,2-KW, 23-inch xenon searc.ilight, AN/MSS-3, mounted on a 1/4-ton truck.

It is reported that many of these lights have been supplied to National Guard
units, with a mmber of others prepositioned for loan; the searchlights are
also authorized ~quipment for Federal civil disturbance troops. The AN/MSS-3
will eventually = replaced by a lighter 1.6-KW model. Because of the advan-
tages of lightwe. ght and remote-control features, it is also worthwhile to
consider the vehicle-maunted adaptation of the Spectrolah Nightsun SX-16
searchlight for comparison with standard equipment.

a. Nightsun SX-16 Searchlight: This is a powerful, lightweight
searchlight, developed for helicopter use but table to
ground vehicles. It develops appruximately 3.8 million candle-
power and projects a 300-ft-diameter spot from altitudes of
2,000 ft. Iaput power for this searchlight is 28V DC at 60
amps .

while the vehicle-mounted devices may satisfy Criteria b and £ in many re-
spects, they leave same questions unanswered. Besides the problem of imme-
diate availability, which may depend merely on the mmber of lights and ve-
hicles supplied to a control force, there is also the matter of variable con-
trol of illumination (Criteriom a). The ability of the lights to use less
than full-power illimination are important considerations. Lighting should
not always have tc be so bright that troops are completely night-blinded, al-
though protective goggles may be an answer to this problem.

Questions about supply and variable use also apply to man-portabie lights, but
these devices may fulfill Criteria b and £ in some respects even better than
vehicle-mounted equipment. While the USCONARC Civil Disturbance Plan allows
use fgflunspecified spotlights, some particular devices which may be useful are
as owWs:

b. Mini-Nova MK II: This hand-held xenon flocdlight is manufactured
by Pichel Industries, Inc, for area illumination, spotlighting,
and temporary visual impaimment. It has an effective range of
300-400 meters and produces a floodlit area with an intensely-1lit
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(one-million-candlepoiier bean) central zone. It can be pow-
ersd by a 115V AC system or by porteble or vehicular batter-
ies. A snap-on filter for use in an infrared mode is also
included. ‘ .

c. Minilight: This searchiight is a portuble or airborne target
tion device manufactured by Electro-Optical Systems.

d. Riot Light: This is an &ll-purpose livot light menufactured
nter Manufacturing Co. The light projects a
50,0C. CP light beam for about 1/2 mile. It will operate
fram a vehicle electrical system or fycm a pertabie battery

The desirability of having both the light and its pmex"source portable is
cbvious. The possible advantages of using narrow lightbeams should alse be:
taken into comsideration.

The equipment described thus fer is designed to illuminate fairly restricted
zones for limited time periods. Lighting up large areas (sections of a city,
campuses) for hours at a time (Criterion ¢) may require different methods.
One possibility is the use of airborne illuminatiun such as the following:

e. 30-KW Airborne Searchlight: This system is under development
or use in Southsast Asia and is mountable in
WH-1C, WK-1B, or (H47 helicopters. A xenon or plasma arc light
source provides a 35° beam, illmminating an area of 600-yard
radius 8 times brighter than mocnlight when the aircraft is
flying at 6,000 feet.

f. Spectrolab Nightsun SX-16 Searchlight: (See a above}.

Another possible approach to area illumination is the use of reflected light:

g. Area Illumination t: This is a concept for the use of
aercso over & e area, When the cloud is illuminated
by ground searchlights, it would, by diffusion, provide illumina-
tion over large portions of a cily.

Although bright-light devices are mumerous, there is still a necessity to make
darkness work to the advantage of control forces rather than for rioters (Cri-
terion d). To this end, there are various night-vision sights which could be

utilized by Nationzl Guard or Federal civil disturbance forces. In additienm,

control forces might employ infrared illumination:

h. IR Illuminators: Infrared searchlights, ranging from standard
Incandescent Iight bulbs to multimillion-candlepower xenon arc
ggps employing infrared filters, are available for both ground

airburne use. Most such devices perform most efficiently

in the near-IR region.
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There ave many existing and proposed pieces of equipment which could fulfill
individual criteria listad agave. and there are even a few multipurpose itcms
(2.g., bright-ligh. sources that can be fitted with infieved lemses), Chovs-
ing awung possible solutions requires inforzation which siould include: (1)
estimated areas te be illuminated, (2) necessary duration of illumination,

(3) estimated mmber ¢f illumination parieds par night, (4) effects of angle
of illumination (street leve), overhead, serisl), and (5) expected output of
wblic lighting systems. With informetion such as this, it should be possible
to recmend the distributica and use of several kinds of eguipment.

4. Firefig}_z.ting

Problem: Widespread fires, often sot by howbs or other incendiavy dsvices,
have been a common feature of recsnt major civil disturbamces. It is essen-
tial 1. respond to the fires as swiftly as possible. However, civilian fire-
fighters trying to pexform their duti>s have many times come under attack,
which reduced their effectiveness®. Furthermore, even if firexan are protec-
ted by security forces, there is a real danger that the coubined civilian
firefighting resources of large cities and their surrounding comemities may
be insufficient to cope with the severe fire problems®®,

Criteria for Sclution: The meed for quick action and the scarcity of local
wanpower for fire control create a demand for militayy firefighting assistance
as part of civil disturbance control efforts. Militaiy participation should
involve: _ -

2. Orranization of combined teams of firemsn and soldiers, in which the
primary military mission of protecting the fivemsn would be supplemented by
a secondary mission to aid in firefighting. Establishing coabined teans and
the secondary mission on a regular basis, while consistent with gemeral state-
merts in US Amy Field Manuel 19-15 (FM 19-15), Civil Disturbances and Disas-
ters, could also help to discourage attacks in sdvance and would allow the
wost efficient use of manpower at the scene of a fire. '

/

b. IncCreased development and use of military firefighting capsbilities,
This criterion is based on the need 1o insure rapid response to fires., At a
time of severe civil disorder there are often mot cnough firemen to deal with
ail the fires requiring prompt attention. Furthermore, many fires, such as
those started with Molotov cocktails, can be detected and dealt with before
thay grow very large#®a, ' _

*A partial sample of disturbances during 1967-1969 revealed twenty cases in
which citizens attacked or interfered with firemen at work.

**Los Angeles (1965), Detroit (1367), and Washington (1968) showed the limi-
tations of local fire departments trying to respond to multiple fires in large
urban areas with zanes of high building-density.

*#*Concerning tiw possibilities for impediately extinguishing Molotov cocktail
fires, see the report, "A Compact Fire Extinguisher," prepared for LWL by
Franklin Institute Research Laboratories under Contract DAADO5-69-C-0283.
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¢. Elementary training in the problems and techniques of dealing with
fires. Troops in a civil disturbance are likely to encounter both fires and
control problems exacerbated by fire (e.g., evacuation, assistance to fire-
men, crowd control, restricted mobility). Incorporating basic knowledge of
how to respond to fires into civil disturbance training can help insure
against delayed or inapprorriate reactions during a disorder.

d. No conflict with primary military missions. Doctrine and plans should
ciearly define when troops will participate in firefighting, what actions cor
duties they can perform, and what authority is required to initiate these.

Potential Solutions: In commmnities with military instailations nearby, one
response to (riterion b may be the emergency employment of installation fire-
men and equipment in support of local fire departments. The occasions and

extent of this assistance must be determined by local planning and by the re-
quirements for the security of the installations. However, this specialized

‘military assistance, combined with local firefighting, still may not answer

the immediate needs of troop units encountering fires during operations.
For small-scale fires, the LWL Catalog® offers the following concept:

Compact Fire Extinguisher: This is an idea for a small hand-thrown
fire extinguisher for retaxding or extinguishing a fire in its in-
itial stages prior to the arrival of professional firefighters and
equipment. The device is to be effective over an area equivalent to
that produced by a Molotov cocktail. It could be approximately the
size and weight of grerades, in general, and would be constructed in
such a way that it could be carried without interference to an indiv-
idual's performance of his primary duties and with due attention to
safety factors.

There is also the possibility of adapting larger, high-pressure spray devices
for military vehicles, but this concept requires further exploration.

Before criteria can be applied to the development of tactics and hardware,
there needs to be a thorcugh analysis of at least two general questions.
First, what range of military assistance is a local fire department likely to
require? Among the points to consider are (1) the men and equipment needed
to deal with attacks, ranging from thrown objects to sniping; (2) the deploy-
ment of troops and equipment to handle both threatened attacke on firemen and
the deuwand for firefighting reinforcements; and (3) the situaticms, if such
exist, where troops would shift from a defensive to a firefighting role even
though attacks were continuing. The second question is, what capability do
ordinary civil disturbance troops need for coping with fires? Part of the
answer will come from information about troop encounters with fires and fire-
related problems. The rest of the answer will result from analyzing what min-
imm changes in troop preparations tor fires are required to produce a valu-
able increase in operational effectiveness.

;g‘gg Technical Report No. 69-14, Riot Control: Analysis and Catalog, October
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5. Building Control

Problem: A building can be a haven for hostile rioters to escape into or
attack from. It can serve as a storage place or source for riot weapoary.

It may also hause people and property that have nothing to do with the dis-
order ocutside. Military units require the sbility to control buildings with
a minimum of risk to themselves and a minimum of damage to property or injury
to occupants.

Criteria for Solution: An improved approach to building control requires a
thorough restatement and application of present doctrine. This approach will
depend in part on:

a. Providing troop units with the means to gain protected access to roof-
tops and upper floors. Protected scaling techniques mey avoid the need for
imnediate use of riot control agents or weapcas fire to protect the maneuver
elements against attack.

b. Ueveloping detailed guidelines for deciding when to clear buildings
and when to occupy them.

c. Realistic training in tactics of building entry and indoor operations,
including techniques for minimizing violence to persons and property.

d. Insuring the¢ presence of civil officials who can take care of any need
to detain occupants or seize property. To expand on the p-inciple expressed
in BM 19-15 and the USQONARC Civil Disturbance Plan, any practice should be
encouraged which helps limit military assistance to actions for which troops
are uniquely qualified and required.

e. Emphasizing the requirement that security forces prevent damage or mis-
use of buildings after ocaupation. If there is abuse of seized property, by
anyone for any reason, bad publicity may result as it did after Plainfield,

NJ (1967), Detroit (1967), and Greensboro, NC (1969), and the police occupation
of Columbia University (1968).

Potential Solutions: Meeting the criteria for better building control will re-
sult mainly from increased emphasis on better plaming and training. There are
some hardware coacepts, however, which may be of help, such as the following:

a. %Elling Kit: A rappelling system will permit troops to be
q y deployed to rooftops fram hovering helicopters. Systems
are available (one developed by LWL for troop deployment into
jungles) which are safe and require a minimum of training. The
LWL system consists of a lowering device with rope, & simple
bady harness, and a webbing anchor attachment to the helicopter.
The helicopter webbing anchor attachment can be adapted for the
type of helicopter used.

T [~ Tdme Malel T™h & vt 1 svea e o e Y P RO er Sl SR
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foot-fittings for climbing from an unanticipated direction.
A spscial grapnel with a short length of chain would provide
anchoring on cornices.

But the greatest contribution would come from clarifying some of the general
ideas contained in doaments such as ™M 19-15. There may be multiple routes
to the top of a buiiding, but there appears to be a lack of systematic review
of all possible methods (including inside access) resulting in advice on the
best techniques for differemt buildings and different situations, judged in
terms of speed, surprise, and safety of troops and occupants. Similarly,
there is an apparent shortage of infermstion comparing the results of iso-
lating, 'waiting-out" tactics against the method of direci entry; from such
information, Galines could be developed for the timing of each tactic, Well-
analyzed guidelines on the varied methods and timing of building control could
be incorporated as part of civil disturbance training.

6. Barriers

Problem: Control of civil disturbances depends to a great extent on control

of the movement of the public. It is mecessary to try to prevent people from
entering property to destroy or loot it. It may be necessary to restrict move-
ment of people in places where their presence could add to control problems.

It may be desirable to chamnel public movement along the least dangerous routes.
Finally, it may even be advisable to close off areas to prevent the spread of

disorderly activity. -

Control of movement depends fundamentally on voluntary compliance with regula-
tions and person-to-person relations between control forces and the public.
However, in every civil disturbance to date there has been a need to reinforce
control with physical, impersonal, self-maintaining barriers. The absence or
misuse of barriers in the past may have contributed to problems ranging from
looting* to violent confrontations*® and the shooting of individuals in re-
stricted areas**®, :

Criteris for Sulution: The proper use of barriers should follow two general
prizciples. First, barriers are a reinforcement and not a replacement for

®Cf, the initial inability of police to halt looting on Detroit's 12th Street
(1967) and Newark's Springfield Avenue (1967), as documented by the National
Advisory Commission on Civil Disorders.

®ACf. the control of public opportunities to remain in Grant Park, Chicago, or
to ieave the park, on the evening of 28 August 1968, which resulted in a crowd
moving down Michigan Avenue into a direct face-to-face collision with outnum-
bersd police. The details of crowd movement are provided in the report, Rights
in Conflict, submitted tc the National Cammission on the Causes and Prevention
of Violance.

*t#Roadblocks in particular have produced shooting incidents. Los Angeles
(1965) experienced several such incidents (see Robert Conot, Rivers of Blood,

Years of Darkness, pp 271-279, 325-330). A Guardsman died in a roadblock in-
cident in Detroit (1967).
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hunan control; while they may reduce the maber of troops needed at some lo-
caticns, their use must still be tempered at th: scene by human judgment.
Second, barriers should be able to exert & precise control which does not im-
pair legitimate movement by citizens. In addition, the use of barriers should:

a. Minimize injury tc or antagonization of citizens. The chances of an-
tagonism increase wi*h barriers that are discomforting oi accidental contact
and with expressions of hostility and insults from control forces manning the
barriers. Punitive barriers tend to encourage disorderly belavior by hostile
individuals and discourage cocperation from citizens in gerersl.

b. Resist penetration, traversing, or removal by violaters. Rioters may
try o bodily cross barriers, to drive vehicles through them, to break or dis-
assemble thom, and particularly to throw objects or fire weapons acress them.
There is less likelihood that troops will have to employ force to defend bar-
riers if the barriers themselves are difficult for rioters to overcame.

c. Not inhibit the movement or operations of control forces. This may
require control forces to maintain a monopoly of the means to neutralize the
barriers and/or guards to protect all paths through the barricrs. Crowds
should not be able to use control force barriers against the control forces.

d. Allow the option of opening nathways through barriers. Curfew enforce-
ment and protection of public buildings should allow the passage of people on
legitimate business, and control forces at any barrier should be prepared to
admit emergency persomnel. An inflexible barrier reduces a field commander's
options and is likely to impair control force efficiency and public relations.

e. Require only small troop units for immediate support and control.
Small guard detachments will leave more troops free for rapid and flexible de-
ployment in any focal area of disorder.

f. Require minimal maintenance and inspection.

g. Allow swift and relatively easy construction and removal. If barriers
are needed to ward off a moving crowd, they must go up in a hurry. If barriers
rsist or reapgear after their period of usefulness, they may be a military

rd and a public irritation.

h. Be clearly and securely bounded. This is both a mechanical and tacti-
cal requirement. Barriers should not spread into more areas than is necessary
(as CS did when used to protect stores in Baltimore, 1968) and should mot in-
vite accidental contact (for example, children wandering into a gassed zone,
or cars driving into obstacles an a dark street). Troops should confine their
barrier enforcement to areas, individuals, and actions which the barrier was
explicitly set up to halt.

i. Minimize damage to property.

Potential Solutions: There are a multitude of mechenical and chemical devices
availeble which can be used to create barriers. Camparing these devices may
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be fairly easy in terms of some criteria (effects of accidental contact,
speed of assembly/disassembly, interference with control operatioas, etc.).
However, efforts to select the best barriers and the best ways to use them
will have to face recurrent questions requiring detailed research. It may
help to state a few of these questions in advance, as examples:

- How much is it necessary to go beyond discouraging movement across a
barrier to physically prevent such movement?  (The touﬁﬁer the barrier, the
more likely it is to create difficulties for control forces as weil.)

- How wide do barriers have to be in most of their uses, and how deep do
the%o ha\';e to be? Will there be frequent need to prevent access, or movement,
or both

- When will barriers need to operate against individual or small groups,
and when wili they need to be effective against masses of people?

- How long can a given type of barrier withstand a well-equipped or con-
certed attack by rioters? And how soon can rioters establish routes around
the barrier?

Keeping these questions in mind, there are a mmber of different types of pos-
sible barriers worth considering. One commonly accepted kind of barrier uses
wire or tape. In addition to the use of multiple concertinas of barbed wire,
described in BM 19-15, there are several other possibly useful concepts:

&, Barbed Wire: One genera.-purpose barbed obstacle consists of a
helical-spring steel tape compressed to a closed coil and packaged
within a polyurethane foam container. There is sufficient tape
to form a 76-ft barbed entanglement 30 inches high. Another rap-
idly-emplaced antipersonnel obstacie consists of a barbed tape
wound in a reel approximately 6 inches in diameter. It comes
in a clam-shell type shipping container containing 12 reels.

The energy for tape ervection comes from the recoil action of a
gun, accommodating a standard 7.62mm NATO cartridge which may be
eaployed to anchor the tape in the ground.

b, Wire Coils: For hasty barricades to contrel foot and vehicilar
- traffic, coils of wire could be carried in a trailer and dispensed
fran a container by spring action similar to that of a "Slinky-

To),‘ll

€. Wire Gun: This "gun," developed at Frankford Arsenal, will rap-
Idly emplace a barrier to obstiuct a street or alley., The wire
gun is a cylinder containing a coil of barbed wire. The wire is
coiled in the container under tension. When the coil is released,
the tension supplies the energy to propel the wire from the tube
to a distance of 80 feet.
Among the points to be weighed in evaluating wire barriers are the ability of
hostile fire to be directed through or over them and the sbility of rioters to
neutralize the barriers (Criterion b).
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A

Another type of barrier operates by rendering footing and/or visibility dif-
ficult, by use of sprays or foams.

d.

£,

h.

The chief problems of using these barriers are their persistence (Criterion g),
their risk of ceausing accidental injury (Criterion a), and their possible in-
terforence with control forces (Criterion ¢} and legitimate traffic (Criterion

Anti-Friction Oil Spray: Natural lubricating oils can be
sprayed on the rioters and on street surfaces so that street
surfaces become slippery and rioters cannot remain standing.

Low-Frictio. Polymers: Various low-friction polymers (Teflon)
and slippery Hquls'i (Slippo) are commercially available. As

the coeificient of friction is reduced below 0.5, walking becoues
progressively more difficult and a slippery-floor effect can be
Created on pavements and sidewalks.

Instant Mud: A concrete mixer could be used in conjunction
with a pressurized dispenser.

Instant Banana Peel: A non-toxic white powder, manufactured by
Western Co. and known as Rio-Trol, is dusted onto a surface, then
washed down. The powder then turns into a thick paste, £ills in
the rough spots in a sidewalk or street, and forms a slick film.
The result is a patch of pavement that is almost too slippery to
stand imnobile on and almost impossible to move across.

Foam Projector: The ingredients are mixed and maintained at
high pressure by a gunp and accumulator. The product is expelled
through a nylon mesh screen to produce foam. st maximm pumping
rates, units are advertised to produce 5000 cu ft of foam per
minute.

Bubble Gemerator: This device, developed by National Foam Sys-
tems, Inc., 1s a high-volume disseminator of heavier-than-air

bubbles that serve to obstiuct crowd movement by obscuring the
street, limiting visibility, and producing a slippery surface.

Foam Generators: These machines, portable or mounted on a

truck, blow air through a nylon net kept wet with a mixture

of toam concentrate and water to quickly produce a large voiume
of foan which will last from 5 to 10 minutes. CN, marking dyes,
smoke-producing materials, water-gelling agents, and antifriction
substances could be added to the formulation. Such generators
aI:‘e: mnufactued by Walter Kidde § Co. and National Foam Systems,

d). These problems might necessitate special techniques for passing throu
and/or removing the barriers. &

A third type of barrier is designed to create an impenetrable wall between

rioters and their target.

Televant:

For barricading streets, the following concepts are
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Foam Barricade: Foam barriers would be placed by hose.

y consist of quick-setting foam so that a bar-
rier of several fest in height and perhaps the same thick-
wsss could be buill up quickly.

1. Masy Protactive Shield: A method is required to contain
crowds and to prevent crowds from pushing against or break-
ing through police lines. The proposed device (an LWL con-
cept) wili have an interlocking feature so that adjoining
shields can be locked together to form a continuous wall.

m. Iastant Jungle: This device would consist of a large pro-
jectile hﬂa with a quick-setting gel and a small amount
of explosive. Upon detonation, it should form an effective
varricads.

For blocking off smaller areas, such as storefronts, concepts such as the
following may apply:

n. Ra iz_i%: Rapidly-erected barriers are nceded to prevent
en%y- vandalism of public buildings and utilities and to
prevent looting of stores. A nylon barrier could be used as
an ensnarement device. The nylon roping would be dispensed
by means of an ''Archolithic Gum,' using a portable air cam-
pressor mounted on a 1/2- or 3/4-ton vehicle. The air com-
pressor should have a minimm capacity of 30 cubic feet per
ninute at 100 psig pressure.

o. Electrified Barrier: A method is required to afford protection
to property such as plate-glass display windows of stores. The
proposed device is a standard metal barrier placed over the win-
dows to deter breaking and entering. It is proposed that this

. barrier be charged with a low voltage similar to that used in
electric fencing., The ensrgy will not be drawn fram the property
electrical system but will be supplied by an auxiliary device and
will have the capability of being’;omnnd-initiated.

p. Plexiglass Window Shield: This idea envisions an Acrylic Plas-
tic IgIexi glass) shield placed behind conventional glass win-
dows to withstand heavy impact. Plexiglass is available in var-
ious thicknesses and sizes which may be easily cut and installed.

Although these approaches have widely differing characteristics, the street
barriers seem to have the common drawback that they obstruct everyone, includ-
ing control forces (Criteria c and d), and the small barriers appear vulner-
able to deliberate countermeasures (Criterion b).

There has been discussion about using chemical riot control agents (RCA's) to
form barriers. However, such a practice seems to have mmerous shortcomings:
there are hazards from accidental contact (Criterion a); the barrier could be
penetrated or counteracted by rioters, particularly in the open (Criterion b);
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there would be unusual maintenance demands (Criterion f), only partirlly
solved by slow release; the barrier woild have a tendency to spread and wan-
der (Criterion h); and there would be at least charges of property damage to
be answered (Criterian i). These criticisms of chemical barriers do not nec-
essarily apply to the more temporary use of riot control ag:nts. as in crowd
control; therefore, suggestions abcut possible RCA dispensing mechanisms wilil
be presented under other problem headings.

One other field-expedient barrier should be mentioned: the use of buses or
other heavy vehicles to block off streets. Such a barrier has a distinct ad-
vantage for situations where crowds are likely to comply with blockades*:

the barrier does not confront passive crowds with extraordinary or threatening
defensive measures. Also, penetration around or beneath vehicles presumably
could be easily stopped by fencing. On the other hand, if attacks on the bar-
riers are expected, vehicles with vulnerable gas tanks might be turned into
flaming symbols of discrder.

B. CONTROL OF CITIZENS

To help restore order in civil disturbances, military units frequently have

to use methods which go beyond control of the enviromment to the direct con-
trol of the populace. The task of controlling ordinary citizens in a civil
disturbance creates a dilemma for military forces. Citizens camnot be treated
simply as combatants or as suspect aliens. On the other hand, neither laws
nor military organization nor the demands of the situation will pemmit troops
to act merely as an expanded police force. Typically, the military forces are
given a variety of control responsibilities which fall somewhere between war-
fare and police duty. The trocps must respond with equipment and tactics that
pemit a compromise between military and police methods, with restrictions be-
cause soldiers are present anly temporarily and have a duty to reduce social
control problems without substituting new ones. The most important military
responsibilities for controlling citizens range from the task of countering
snipers and hit-and-run violence, to the camplex problems of dispersing or re-
sisting crowds, to the police-like duties of enforcing curfews and apprehend-
ing citizens.

1. Sniping

Problem: Both sniping and official responses to reported sniping have become
probleiis of serious concern to military and civilian security forces attempting
to control civil disorder. In some past disturbances, responses to incidents
of reported sniping have been hampered for several reasons: difficulties in
locating and verifying sniper activity, a lack of means to follow minimum-force
policies, and sometimes an absence of military sssistance to police involved
in sniping incidents. The consequences of prolonged gunfire make it important
éxe\ the future to deal with sniping quickly, accurately, and with a minimum of
stxuction.

*Cf. the use of buses in Washington, November 1969.
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Criteria for Solution: To improve military responses to sniping reports, ef-
Torts should concentrate on verification, efficient countertactics, and r:-
duction of damage and injuries. Specifically, countersniping operations
should:

a. Require direct evidence or observation of hostile fire, It is essen-
tial to reduce the chances of responding aggressively to firecrackers, flashes
of light, or ambiguous movements. Responding to false cues can only result
in hammful accidents, unfavorable publicity, and an opportunity for dissidents
to exploit such cues. :

b. Locate the source of fire with a degree of accuracy compatible with
available countermeasures. Experiences in past disturbances indicate that
troops need mechanical assistance for precisely locating gunfire in built-
up areas. It would be desirable to have equipment which offers high accuracy
plus

(1) Long-range operation.

(2) Portability.

(3) Effectiveness day or night in various weather conditions.
(4) Low risk of exposing the user to fire.

(5) Usefulness in built-up areas.

c. Make maximun effective use of small, specialized trocp units. MM 19-
15 argues for antisniper patrols because the problem requires special counter-
measures and because incidents may be scattered and sporadic. The probable
disadvantages of massing larger units against a sniper should also be empha-
sized: greater difficulties of cocrdination and weapons discipline, a re-
sultant bias toward large-scele tactics (otherwise assembling so many men is
meaningless), and a large number of targets for the sniper. The antisniper
patrol concept is reportedly being implemented.

d. Have clearly established lines of command and coordination, particu-
larly when both police and military personnel participate.

e. Pumit variation of tactics. Control forces should be prepared to re-
spond with several types of non-lethal weaponry. Snipers should be faced with
an opportunity to cease firing and surrender without injury. These sugges-
tions are consistent with the policies of ™M 19-15,

f. Use techniques to deprive snipers cf any advantages of relative height,
darkness, secrecy, and distance. Such techniques should augment and go beyond
the existing doctrines for clearing buildings.

g. Provide maximm possible protection of military personnel.

h. Prevent further entry of citizens into the area within range of sus-
pected sniper activity. This criterion is already stated in BM 19-15, but
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deserves to be repeated (there may be an influx of people during the verifi-
cation/location process), bacause it may create manpower demands which must
be compatible with Criterion c.

i. Provide maximm protection to citizens who are within range of sniper
activity or official countermmsasures. Military forces must not only avoid
harming citizens but must be prepared to take positjve steps to protect them.

j. Minimize damage to property.

Potential Solutions: The most likely technical breakthrough in sniper con-

trol will be improved verification and location of gunfire (Criteria a and b).

There is already a QIMD established for a Small Arms Fire Locator (Urban En-
vironment) which covers much of the two criteria, although the QIMD descrip-
tion does not indicate the effectiveness required of the system in varied il-
lumination and weather, or the user’s exposure to fire. Scveral other con-
cepts which might be an aid to sniper detection are as follows:

a. Bullet Detector Radar: This doppler radar device, developed by
Cornell Aeronautical Laboratory, Inc., would detect projectiles
moving in the velocity range of most small-amms fire (600-4,000
ft/sec). The system would indicate direction and distance to
the firearm. Tests indicate the feasibility of a system with a
300-meter range operating in an ordinary police pztrol car.

b. Building Loppler Radar: A OW, UHF, doppler radar was developed
by TWL to provide a means for detecting snipers in buildings.
The system has a 40° to 60° beam-width. It was designed to deter-
mine azimuth and elevation of a moving man through 12 inches of
concrete from 2 distance of 300 feet.

c. Closed-Circuit TV: A high-resclution, closed-circuit television
system (developed by various manufacturers) consists of a cameva
unit and a remote-control unit, capable of operating as far as
1,000 feet apart.

d. Low-Light-level TV: This TV is similar to ¢ above, but it em-
2loys image-intensification techniques for night surveillance.
It also has been developed by various manufacturers.

e¢. Night Window: Kollsman Instrument Company has developed & low-
ight-level-TV-type system which presents a real-world image
superimposed on a vehicle (autamotive or aircraft) window.
Images are projected cn a transparent plane mounted inside the
vehicle windshield and appear in the same scale a3 the real
scene.

f. TFiber Optics Periscope: Use of fiber optics could provide the
basis tor a flexible telescope. With & maximm angle approach-
ing 180°, one could examine the opposite side of a wall or a
bulwark without undue exposure.
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Most of the other criteria can be dealt with through plamning and training.
Cordoning off the sniping area (Criterion h), however, may call for new
kinds of barriers (Problem A.6). It might also seem that requirements for
countering snipers (Criterion e) and for increasing their vulnerability (Cri-
terion f) would invite some suggestions about such items as chemical grenades
and bright lights.

However, Criteria e and f touch on a complex problem which needs more study.
The right approach for stopping shooting will be affected by the number of
snipers and their supporters, the mmber of people vulnerable to the weapons
of either side, the ability of a sniper to move about, and the chances of
getting a sniper to react rationally. Therefore, it will take some intensive
research to establish clear guidelines concerning when to deal with sniping
at a distance or at close quarters (considering number of snipers, maneuver-
ability, and risks of injury and damage); concerning reliance on a single
type of non-lethal weapon (CS dispensers) or use of multiple systems (possi-
bly blinding lights or weapons-disabling substances); and concerning when to
isolate or spotlight a sniper (chances of forcing surrender vs. precipitating
a shoot-out). No single set of answers is likely to be helpful in all cases.

2. Hit-and-Run Violence

Problem: Civil disturbances are not characterized only by large, angry mobs
or throngs of looters., Recent disturbances have been marked by ramerous
scattered acts of viclence, committed on-the-move by individuals or small
groups of rioters*. Such hit-and-run tactics prolong disturbances and are
particularly exploitable by groups ideologically committed to creating dis-
order**, Standard military riot control formations and crowd dispersal tech-
niques may be inappropriate or inefficient for countering this threat; con-
sequently, it would appear prudent to investigate possibly more effective ways
to stop hit-and-run activity.

Criteria for Solution: Effective military action against hit-and-run violence
must be based on two principles: strengthened small-unit operations and im-
proved coordination with citizens, police, and other military units. In par-
ticular, the military response should rely on:

8. Deployment of small, combined mobile units (police + military) in riot-
affected areas where crowds are absent. Such units would be an extension of
the motor patrol concept (MM 19-15, para 7-13) to allow wider area surveillance,
active intervention in cases of small-scale violence (bomb-throwing, breaking
and entering, street fights), and effective pursuit of mobile rioters*#*t, Rapid
reinforcement could be provided according to pre-established plans, coordinated
by continuous commmications with higher headquarters.

*Cf. accounts of looting, vandalism and arson in Washington, IC (1968) and
Cleveland, Chio (1968).

*4Cf, the disruptive tactics used at the University of Wisconsin (1969) and
Sen Francisco State College (Noveuber 1968), as well as the mobility of pro-
testors in the People‘s Park episode in Berkeley, Calif. (May 1969).

***An example of specialized small-unit organization is the SWAT (Special Weap-
ons and Tactical Team) developed by the California National Guard.
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b. Weapons permitting graduated use of force. Development of hardware
for different types and degrees of nom-lethal force would enable comnanders
to match their contrel efforts to the demands of particular incidents of dis-
order.

C. A capability for immediate commmication tetween any units engaged
in operations against hit-and-run violence. Such network organization is
essential for coordinated movement and quick reinforcement.

d. Active encouragement of citizen efforts at self-policing. Such en-
couragement must be based on cooperation and coordination with local police
and civil authorities. Residents of riot areas are the people most likely
to be aware of and to suffer fram acts of hit-and-run violence. They should
not be denied opportunities to discourage viclence among themselves and to
provide information about control problems, so long as they do not take de-
fensive measures into their own hands®. Youth patrols in recent disturbances
were a form of citizen support which created local confidence in self-policing
and more cooperative attitudes toward the suppression of violence®®*, However,
self-policing should involve respensibilities not only for special organiza-
tions but also for ordinary citizens.

Potential Solutions: Aids to mobility have already been discussed in Problem
A.2 (Deployment of Forces). Cancepts relating to non-lethal weapons and grad-
uated force will be reviewed in '.oblem B.3 {Crowd Control), where considera-
tions such as precision and the desired results of force will be taken into
account. However, it is worth noting here that controlling hit-and-run vio-
lence is even more likely to demand precise, narrow-range control wiapons than
iz crowd centrol.

It has been suggested that hit-and-run activity can be significantly reduced
by cordoning off riot-affected areas. If disorder tends to be focused in a
relatively small - ~~a {such as a park), this may be a reasonable soluticn,
provided that co. 1 forces are prepared to handle assaults on the cordon and
rights of access in ways which will not become a focus for escalated violence.
However, as the high-risk area is eniarged, proeblems of penetration, inter-
ference with legitimate movement, and contvoel of the enclosed populace (whose
evacuation becomes increasingly impractical) grow morte severe. Cordoning off
large, heavily-populated aresas would seem to involve difficulties greatly ex-
ceeding those of curfew enfovcements (Problem B.4).

One speciad problem of dealing with hit-and-run rioters is patrol . amning.
Such planning will ordinarily include not only assignment of sectors but also
variation of rcutes and timing., However, it is not clear that coordination
between patrol wnits insures that area coverage is relatively constant and that
there will be compensating routing when some units are tied down by incidents.

*Possible centributions and problems of citizen patrols are described in ''Vig-
ilantism of the 1960's," the epilogue to Chapter 5 of The History of Violence
in: America, edited by Ted Gurr and Hugh Graham, Bantam Books, 1969.

*Conpare the case materials and conclnrions in 'Youth Patrols: an Experiment
in Community Participa*ion,'' by Terry Knopf, Brandeis Univessity, 1969,
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., In short, at any given time there may be "holes" in the arx - .Lurity, and
' there may be ways to decoy patrol units into creating these '.zles.'" These
: facts are not likely to be cverlooked by the more deliberate rioters. The
L - solution would sezm to be a well-integrated patrol plan which includes con-
tingency arrangements if one or more units must leave the pattern. While

s such a plen must be tailored to the riot setting, it would be worthwhile to
R establish enough general features of integrated patrol planning in advance

A so that any field commander could adapt a plan to his specific location with
B little difficulty.

- Patrolling can help both tc prevent violence and to respcad to it. However,
A prevention and quick response may each require additional specialized tech-
- niques, and choosing and balaencing these techniques may necessitate some in-
- tensive study. For example, it may be valuable to prevent hit-and-run vio-

lence in some locations oy constructing protective barriers; but how many
places can be shielded in this way, anﬁ gow long will the barriers resist
attack? Another preventive measure would be surveillance; how sensitive i
would this surveillance have to be, and how wig;spread‘! Concerning qﬁclé i ;
response, one requirement may be a capability small units to apprehend an

detain rioters; how many should a patrol unit be able to subdue, how should

they be restrained, and how should they be removed from the area? There are

also potential conflicts in trying to achieve both prevention and quick reac-

tion. Will it be more desirable to discourage vioters by making violence dif- »
ficult to carry out or by increasing their fear of being quickly caught? 3
Should patrols be ready toc respond to any and every incidemt, if each incident '
takes time away from thorough petrolling of an area? Questions like these will
call for careful scrutiny of recent experiences and systematic comparison of
different strategies.

3. Crowd Control

Problem: The traditional focus of civil disturbance control is the task of
resisting and dispersing crowds. The standard method for dealing with a :
troublesome crowd was to mass troops before the crowd in a show of force, or- !
der the crowd to disperse, and then hasten the movement of people by sending ;
troop fommations against or into the crowd. Today it is rarely practical or '

ot h,.}@ ’. :r&i et
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:‘g desirable to employ this entire procedure without variation. Decisions about
= dispersing, containing, or diverting crowds, and decisions about the means for
¥ executing these maneuvers, are open to many choices and uncertainties.
w _
o Criteriz for Solution: A military force trying to control a crowd should have '
Y equipment and organization giving the field commander a wide range of options

2 for handling crowd participants. Military resources should also enable the
e coomander to control the consequences of any tactical decision, such as the

L way in which a crowd disperses. The range of available control measures should
e provide a maximum of opportunities for crowd members to avoid violent confron-
) tations. To achieve these goals, military control forces should:

£

a. Have the capability to move large troop units quickly, simultaneously,

. and repeatedly to muitiple locetions in a riot-affected area. This capability
¥ may not require major changes in equipment or structure of military units, but
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it will give increased importance to conmitting maniower and equipment for
fast, large-scale transportation over short distances and for nking some
units continuously mobile. Companies or even battalions of troops may be
needed to rapidly provide deey defense of a wide front ageinst mob attacks
or resistance. Even if locations of crowd activity arc limited in mmber,
they may not be easily predictable for pre-positioning troops. A multiple
deployment capability should pemmit control of several concurrent crowds or
defense against a surge of relocated violence following crowd dispersion.

b. Be equipped with a variety of non-lethal devices for dispersing crowds.
The variety should permit better adaptation to differences in situations, should
prolong the opportunities for crowd members to disengage from further resis-
tance, and should deprive extremists of any chance to bring about a deadly con-
frontation. The advantages of effective non-lethal force are well-known: re-
duction of bloodshed, reduced risks of escalating violence, and avoidance of
adverse public reaction to civilian casualties. Having several different weap-
ons available at one time will permit control of rioters whg are prepared to
counteract any cne device; it will pemmit composite tactics that cvercome limi-
tations of single weapons (such as short range or weather vulnerah:.hty) and
it will reduce the nced to resort to lethal weapons.

_C. Have the capability to remove selected individuals from a crowd with
minimm necessary force. It is desirable to keep individuals who are most
likely to commit violence from inciting the entire crowd to action. The ob-
jective is to prevent or avoid any action which would stimulate violent re-
sponse from a not-yet-uncantrolieble crowd. It is important to note that
those persons most likely to cammit violence (for instance by throwing objects)
may not be spokesmen for the crowd and may be located well to the rear. There
should be an emphasis on developing methcds for dealing with inconspicuous in-
dividuals not located in the front edge of the crowd.

d. Expand the range of force levels immediately available for use against
cronds. At the lower end, there should be tactics which permit operations in
close contact with crowd members when necessary, without risking jrovocative
accidents (e.g., shoving against bayonets) or premature dispersal. Higher
levels of force which are still mx-lethal siould e avgilable %o back w con-
trol efforts without hastening a deadly confiontation. With a wide rauge of
available force, the military commaider can place the responsibility for es-
calating violence squarely on the crowd. The ability to use gradiuated force
will of course be closely linked with the availability of varied non-lethal
weaponry (Critericn b).

e. Comunicate to all members of the crowd directiocns and warnings which
clearly define the comsequences of their actions. Satisfying this criterion
requires an ability to commmicate throughout the crowd and above its noise
level. It also requires giving the crowd clear, reliable inormation to di-
rectly cwnteract the inevitable confusion, uncertainty, and disbelief.

Such information should not demand impossible responses {such as *apzd move-
ment by all members of a large, compact crowd). Success of communications may
sometimes be enhanced if crowd members have opportunities to commmnicate with
the security force commander.
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f. Not slways force dispersal where there is a likelihood of turning a
non-violent crowd into & violent one. The legal rights of citizens must be
protected, and sometimes this protection will justify dispersing a crowd.
However, there is & visk that a dispersed crowd will spread disorder over a
wider area and will engeage in worse foms of violence than before®. There
is also a risk that -control methocds will have such widespread or in-
jurious effects that they will help to recruit opposition to contrcl forces.
In such cases, the risks msy argue against a rightful but unnecessary attempt
to break up & crowd.

g Have a policy of making fullest possible use of self-policing by

crowd members. This policy increases the chances thet a commander can avoid
using his weapons and that troops can avoid direct conflict with crowd mem-
bers. It contributes to the emergence and maintenance of crowd leaders who
are willing and able to negotiate cooperation. Finally, through these leaders,
it allows for more effective commmication between the field commander and the
crowd.  Police experience with the maiority of participants in the Washingtor
Vietnam Moratorim, 13-15 Novesber 1969, is a recent confirmation of this pol-
icy.

h., Be able to observe an entire crowd continuously. Many problems and
mistakes of crowd control can result £rom confronting a large crowd ouly fron-
tally and at ground level, with little immediate knowledge of what is occur-
ring in the center, at the sides or at the rear. Although present doctrine
calls for securing rooftops and streets in the vicinity of the crowd, surveil-
lance may have to be augmented if these posts are some distance from the crowd
itself and if events proceed toc quickly, as in the case of a moving crowd.
Continuous all-around surveillence is needed to anticipate actions by crowd
members and reactions to official infomation, instructions, or dispersal tac-
tics. '

i. Be equipped and trained to control and disperse people in any area of
a crowd. This entails more than creating pressure on the front edge and panic
in the center. There should be ways to enforce directed, orderly movement
alang selected routes with coordinated control of all sections of the crowd.
It should also be possible to act on limited groups within the crowd, either
to quiet 2 localized cutburst or to carry out sequential dispersal. The abil-
ity to so maneuver crowds will depend in part on developing more precise and
well-integrated tactics for using non-lethal force.

j. Utilize multiple departure routes. A crowd that is moved along a sin-
gle exit route is likely to run into bottlenecks, to disrupt normal traffic
and activity en route, and to cause a maximum of unpreventable destruction
aleng the way. Keeping the crowd together is also likely to increase its
sense of unity and purpose.

k. Guard the desparture routes. Military supervision of crowd movement

should go beyond blocking undesirable routes to help accomplish several other

*This was demonstrated on a small scale in Plainfield, NJ (1967) and on a
larg.r scale at the 1968 Democratic Convention.
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goals: preventing a crowd from reassembling, maintaining crowd movement and
diverting cross-traffic, protecting &gainst property damape along routes of
movement, preventing crowd members from becoming involved in violent incidents,
and enabling security forces to detain any individuals who attempt to inter-
fere with peaceful dispersal and departure. Because stationary guard details
wouid require large mumbers of men and might both add to tensions and risk at-
tack, some form of mobile petrolling should be considered where feasible.

1. Prevent reassembly or activity of hostile groups in the cleared area.
There must be some protection of the scene of crowd activity after the crowd
departs. This protecticn shculd create a minimm of interference with normal
movement and activity in the area, to avoid giving a basis for feelings about
a military tskeover (the possible result, for instance, of troops completely
closing off an empty park). .

m. Be able to use dispersal tschniques which are rapidly effective.
Crowds attacking troops, other citizems, or property must be stopped quickly.

n. Emplcy methods for denying ancnymity to crowd menbers and for identi-
fying them semi-permanently. Anonymous membership in a crowd zends to increase
a perscn’s feelings of be invulnersble, powerful, and not responsible for
his actions. T iques ch individualize the participants in a crowd, be-
fore other means of dispersal are used, may increase the participants' feelings
of vulnerability, liability, and isolation to the extent that many will be
willing to leave the scane. Many individuals will feel even more at a disad-
vantage if they know their presence and identity are being recorded. However,
recording techniques must not only be evident to the crowd but should also deny
individuals the chance to hide amid others and should not expose the recorder
(such as a photographer) to attack. Even when crowd members can be openly sin-
gled ocut for identification, this may not discourage highly-committed dissi-
dents, but it should be able to furnish evidence to support any necessary ar-
rests or future charges. '

0. Publicize dispersal techmiques in edvance of use. Publicity about types
of control devices and their non-lethality will serve several purposes. It will
reduce panic and public cutcry when they are used, it will indicate that miii-
tary forces are equipped to deal with disorxder, and it will signify to potential
rioters that military forces are not preparing for violent confrontations. In
short, publicity about control devices can show that troops are able to handle
crowds in a calm and disciplined way. However, publicized control devices will
have to be difficult to counteract in advance. Furtheimore, the public should
be informed about the nature of the devices and abcut policies for their use,
but not azbout details of tactics and operational characteristics which could be
exploited by rioters.

p. Avoid providing crowd members with weapons. Specifically, the methods
of dispersal should not give participants anything they can throw back or use
in later confrontations either as weapons or as shielding.

q. Have equipment which is relatively unaffected by weather conditions.
Weather-sensitive techniques not anly limit the effectiveness of control opera-
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tions, but #lso can encourage rioters to makas use of adverse weather condi-
timsf(zw,h @s high winds), which in turn may compel troops to oscaluve their
use of force.

Potentisl Soiutions: There has been considerable effort to find ways to make
an unwi move in a desired direction. The search has emphasized de-
vices and techniques which are rapid-acting, irresistible, and non-lethal.
These priorities have led to a de-emphasis on finding methods which take ef-
fect gradually (i.e., become harder to resist as exposure time increases) and/
or which allow for slow withdvawal. Indications are that most attention has
been given to developing new ways for delivering and dispensing chemical ag-
eats (CS, in rglrtiaxlar), although ideas are also available for use of sound,
light, electrical shock, and wind. Apparently, however, there have been as
yet no methods us water or movable barriers which proaise to be both highly
effective and suitsable for disturbances of the type with which US troops are
cancerned. :

A chemical such as CS has the virwe of being quick to take effect, safe, and
difficult to resist. There are basically two ways for dispensing CS and simi-
lar agents against a crowd: by projecting (shooting, throwing, rolling) or by
spraying. Besides the two types of CS grenades already '‘pre-positioned" for
civil disturbance troops (M25A2 and M7A3), there are possible 'projectiles"
such as the following: :

a. XM47 CS Riot Control Grenade: This pyrotechnic grenade is housad
in"a cylindrical rubber container. It can be thrown or rolled by
hand and can effectively cover approximately 150 squsre meters
-with CS in & 10-15 kuot wind.

b. Chemical Grenade, Penguin G-1: This plastic grenade, developed
by Penguin Associates. 15 Baseball- like in sice and Shape and is
available loaded with ON, CS, or IM. '

c. Chemical Grenade, Mm G-2: Aliso developed by Penguin Assoc-
ates, $ plastic gr ’ ball-like in size and shape, is
available loaded with ON and green dye, CS, or IM.

d. Chemical Grenade, Penguin G-3: Penguin Associates has developed
a metal- ster gr standard military fuze), which is
available loaded with CN, CS, IM, or smoke agent.

e. Cheamical Grenade, Federal 112: This metal-canister, non-explosive
: to burning time was developed by Federal
Laboratories, Inc. and is svailable loaded with CN, €S, IM, or
swoke agent. .

f. Chewmical Grenade, Federal 115: Another metal-canister grenade dev-
€ y Federal Labergtories, Inc. breaks into 3 sactions, each of
wiich bounces for several yards and burns 20 to 25 seconds. The

grenade is available loaded with QN or CS.
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C}miul Grenade, Fedarzl 120: This metal-canister grenade,

tories, Inc., is five-safe and gives
off a special floating cloud of gas. It is availsble losded
with QN or CS.

Chemical Grenade, Federal 121: This Federal Laboratories, Inc.
metal-canister, non-explosive grensde is fire-safe and available

loaded with CN or CS.

Chemical Grensde, Lake Erie 1 CN: This grenade incorporates an

ster a é- seconds burning time. It is avail-
able fraa the Lake Erie Chemical Co. loadsd with QN, CS, IM, or
a smoke agent.

Chemical Grenade Lake Erle 2 ON: This aluminum-canister grenade

Launcher No. 33. The grenade
has aZStoSSsecmdshnningtimmdis svailable loadedwith
N, CS, or smoke agent.

Chemical Grenade, Lake Erie 3 ON: This aluminum-canister grenade
allows an instantancous BEnT;e or a 2-sacond delay. It is
available loaded with CN or CS the Lake Erie Chemical Co.
Chemical Grenade, Lake Erie Model 34: This Lake Erie Chemical Co.-

deve grenade incorporates & blast dispersion discharge and is
available loaded with CN, CS, IM, or smoke agent.

Multi- Grenade: AAI Corp. has developed a multi-purpose
can -held, thrown or launched. It is non-

explosive and provides an instantaneous discharge, or a 2- or 5-

second delay. It is available loaded with CN, CS, or a dye.

CS Muu Grensde: This device, developed by AAI _Corp., consists
ster approximately 1-1/8 inches in diameter and

1 1/4 inches high. Each unit contains an ignition system, a small

fuel block, and several ﬁules of agent CS. Total gross weight

per unit is 1.2 ounces. unit disseminates agent CS as an

aercsol for approximately 6 seconds.

Handy %’é 2 WRD Cartri%s: Al Corp. has develcped a hand-held

or pyro C pistol- rubbery projectile that disseminates
CS agent. The projectile is 7-1/2 inches long, 1-1/2 inches in di-
ameter, and 1/8 inch in wall thickness; it contains 42% CS and the
rest is pyrotechnic mix. When fired with an M?9 Grenade Launcher,

the mixture can be projected to about 70 to 100 yards.

Gas Grenade: This anti-riot grenade, devel by AAI
delivery orifices so designed and placed that high
velocity exit gases causs t.he grmade to spin wildly and thereby
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q. Anti-Riot Di Tetrahedrons: -Simple plane-sided (tetrahe-

gre S e oped by AAI Corp. These grenades

tend to remain at the point to which they are thrown and not to
roll cut of effective range.

r. Hot-Surfaced Grenade: In this grenade the thermmal reaction
ats nses an anti-riot gas also heats the ex-
terior surface of grengdes, thereby prevengglg throw-bm:ge
by unsuspecting, unprepared rioters. This the reaction be-
gins when the g:"enade is initially released.

s. XM674 CS Cartrigge: 40mm: This soft rubber projectile is filled
with a GS/pyrote C mixture. It can be hand-fired, pistol-
fired (using AN-M8 pistol), or fired from the M79 Grenade Launcher
{using the plastic adapter). The projectile is propelled by a
black powder charge in the cartridge barrel. The CS/pyrotechnic
mixture ignites and CS is emitted through four holes in the rubber
body. It provides a coverage of 35 square yards.

t. XM651El CS Cartrig_ga 40mm: This cartridge is designed for use
r and with the Ml6 rifle (with XMl48

adapter). The cartridge is equipped with an impact fuze and
can penetrate a 3/4-inch pine board at 200 weters, with release
of the agent after tration. Coverage for two rounds is ap-
proximately 5600 ic feet.

There are several possible disadvantages of chemical "projectiles." The
items themselves may be more dangsrous than the chemical inside; in this re-
spect the XM47, Handy Andy grenades, and XM574 have an advantage over the
XM551El., The rioters may also be able to throw the item back at the troops;
the spinning and hot-surfaced grenades attempt to guard against this, and de-
composing cases would also prevent such use. Other drawbacks of chemical "pro-
jectiles' are not as easy to overcams. Although the '"projectiles” can be di-
Tected into specific areas of a crowd, their chemical contents are still
weather-sensitive (in terms of range and direction of effects), and diffusion

produces a rather unselective effect which may result in uncoordinated crowd
movenent.

Chemical sprayers permit prelonged use and control of initial diffusion, but
otherwise their st ths and weasknesses are similar to those of grenades. On
the ground, spray devices can be varied in size snd precision to permit control
of g.nql.:.v:.dmls or groups; however, these devices are usually not designed or
positioned tc be able to reach all sections of a crowd immediately. CS dis-
pgnsed from aircraft can affect an entire crowd at the same time, at the sacri-
fice of precision. Examples of presently-operational devices include the M3
(man-portable) and the M4 and M5 (jeep- or aircraft-mounted). Other possible
dispensing equipment includes: .

U. XM33 Dispenser: This back-portsble or vehicle-carried dispenser
has a ZU.-foot range in still air. It uses air pressure to dis-
pense micropulverized CS-1 into the atmosphere and can fire in a

e
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single burst irom one tank for 50-60 seconds.

its
‘ized tanks can be replaced in 3-4 minutes. A version using lig-

uid-CS is presently being evaluated.

MK 17 Pepper CS-Tear Smoke Generator: This generator, pow-
orod By Y ool Tommer oo S projects & cloud oF
agent up to 40 ft; renges up to 200 ft are possible under ideal
wind conditions. It has a formulation capacity of 2 ame-quart
cartridges at one time and the operator has the option of switch-
ing from one cartridge to another. Its output is equivalent to
S burning grenades per minute and its weight fully-loaded is

35 1lbs. It was developed by Gemeral Ordrance Equipment Corp.

MC XII: The MK XII is more portable than the MK 17 above, as

it weighs less than 25 1bs. Its output is equivalent to 10 burn-
ing grenades per minute, and its fuel capacity allows 45 minutes
of continuous operation. It wss also developed by General Ord-
nance Equipment Corp.

Turb-A-Fog Tear Gas D ar: This 30-pound, two-cycle gasoline
engine generator, deve Federal Laboratories, Inc., dis-
penses an agent cloud for up to 4-1/2 minutes. An aerosol can-
ister con ing the agent is attached te the machine and acti-
vated; when the canister is exhsusted, the operatocr may cuickly
remove it and insert another.

Federal Dust Projector 271: This is a small, hand-held tear gas
projector aﬁvelﬁ by Federal Laboratories, Inc. A small control
valve pemits its operator to control emission rate, and the en-
tire item can be carried in one hand.

%ug: This is a comeercially-available insecticide fogger,
1s easily hand-carried and operated. It operates on guso-

line and uses kervsene or motor oil for smoke-production. CS can
be mixed into the smoke-producing agent.

Self-Contained CS Disggnsi_&g System: This LWL item is intended

to n 1n an inaccessible location in a building and auto-
matically actuated when a window is broken by looters. It would
dispense CS for a minimum of 8 hours. A standard burgular alam
could be used to actuate the system, which could be tied to a

special telephaone circuit to signal the location to a riot con-
trol office.

Céntrolled ?mv?mration of Qgents: Another LWL concept eavisions
conversion utilization of aircraft-mounted, crop-spraying
technology and equipment to disperse an encapsulated, noxious

compourd in areas to be denied. The capsules would be activated
at a controlled rate (by wicking).
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Helicopter Riot-Gas Disseminators: These are similar to agri-
'c'ﬂ% serial fertilizer and insecticide disseminators.

Hand-Held “ressurized Dispensers: This LWL concept would em-
ploy convent , air-pressurized, water-type extinguishers

to disseminate materials, such as food-coloring syrup, stenches,
etc., which are identifiable but not harmful.

cs %rinkler:. Another LWL t envisions a CS dissemination
system, s to a water-sp er system, that can be ini-
tiated when a window is broken, door forced open, etc.

Demountable Anti-Riot Gas Dispenser: Canisters with screw-on
adspters to Iit sockets inside a comercial establishment could
be activated remotely. These dispensers could be used in normal
electrical sockets and activated by switching on a light at night.
Fgr safety, they could be removed during periocds of normal opera-
tions.

CS Canister: This slowly-discharging, thermally-disseminating
ster is placed near a possible target and triggered by
a rioter on his way to the target. This is an LWL development.

Pick-Axe Tear Gas Dispenser: Federal Laboratories, Inc. has
developed a tear gas dispenser in the shape of a pick-axe, which
can be pounded thro:sh a wooden door to release its agent into
a building. The head of this dispenser is connected to a gas
reservoir via a reinforced tube.

XM30 Dispenser: This is the standard 1-1/2 quart Ml1l decontanina-
tion t fied to spray CS in a slurry solution with water.
Nitrogen cylinders provide pressure for a 30- to 35-foot range
and one square foot of coverage for a hand-fired burst. The jet
stream can be maneuvered by hand.

XM32 D*spenser: This hand-held dispenser (length: 6-1/2 inches)
projects a nitrogen-pressurized stream of 1% CS triocty phosphate
(TOF). 1ts effective rangs is 15 feet, and its continuous dis-

- charge time ranges from 14 to 19 seconds. A plastic safety cap

prevents unintentional discharge. .
MK II Pocket Projecter: This item, developed by General Ordnance

Equipment Ccrp., has a capacity of 8 cne-second bursts. It cperates

in the range of 8 to 10 feet.

MK IV Chemical MACE: This General Ordnance Equipment Corp. item
Tires a shotgun pattern of heavy droplets of a special liquid-CN
formula. Its range is 15 to 20 feet, and it provides an average
of 50 one-second bursts.
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MK Vil Chemical Baton: The MK VIi Chemicai Baton is availabie

Trom General Ordnance Equipment Corp. in three different lengths:
(1) a 12-inch baton, (2) a 20-inch baton, and (3) a 26-inch baton.
A refillable replacement kit is also available.

MK IX: This General Ordnance Equipment Corp. development hes a
greater capacity, higher flow-rate, and longer range than the MK
IV (itex 11 above). It has a gross weight of 700 grams; a net
weight of 520 grams; a length of 8-3/8 inches; and a diameter of
2-1/2 inches. It provides a range up to 30 feet with 37 cne-
second bursts.

Model 140, Partner Industries of America, Inc.: This chemical
Spray ce a r 40 one-second bursts, with an
effective range up to 20 feet. Its length is 6-3/8 inches and
its diameter, 1-1/2 inches. It has a gross weight of 147 grams
and a net weight of 104 grams.

Model 108, Partner Industries of America, Inc.: This chemical
spray device has a capaciiy ol 5 one-second bursts, with an
eifective range up to 6 feet. It has a length of 4-3/8 inches;
a diameter of 5/8 inches; a gross weight of 25.5 grams; and a
net weight of 9 grams.

Curb 60: Port 02 Matic Sales Corp. lists a chemical spray de-
vice with a capacity for 60 two-second bursts. It provides a
range of 15 to 20 feet, and has a net weight of 12 ounces.

Police Model AP-18: Penguin Associates developed this chemical
Spray device incorporating a stinger aerosol pressurized stream.
it has a capacity for 70 one-second bursts to a range of 20 ft.
It is recommended for selective use against an individual.

Police Model AG-12: This is another Penguin Associates device
incorporating a stinger aerosol pressurized stream. Its ca-
pacity is 70 one-second bursts to a range up to 20 feet. It
is recommended for use in quickly disabling several opponents.

10-4 Chemical Billy AG-20: This item provides a stream of ON
and was developed by Penguin Associates.

HELP: This is a tear gas tank, capacity one gallon. It comes

canplete with haress, tanks, controls, and sprayer. Replace-

’;‘3‘ refill tanks are available. HELP was developed by J. M.
es, Inc.

Tear Gas Streamer No. 280: Federal Lsboratoriss, Inc. developed
this item with a capacity of 50 to 75 bursts. It has an effec-
tive range up to 20 feet and an effective duration of 15 to 20
minutes. A holster can be obtained with the streamer.
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ww, Tear Gas Mini Streamer No. 282: Another streamer developed
“Laboratories, Inc. has a capacity of 30 to 35

bursts, an effective range up to 14 feet, and an effective
duration of 15 minutes.

xxX. Liquid Chemical Dispenser Concept: At present, the US Army
utgﬂzes_ a m-pEE Tlame-thrower device (XM33) which dis-
penses dry CS for short distances. Disadvantages of this
system lie in the fact that a dry agent is greatly subject
to wind effects and is quite limited ir range. The proposed
system would be similar to these flame-thrower type devices
except that it would dispense & liquid that contains a non-
lethal chemical agent. It would be a man-portable, pressurized,
liquid dispenser capable of dispensing liquid up to a distance
of approximately 120 feet. The distance of projecting a liq-
udd stream wculd be controliable for the application at hang
Provision should be made for remote-control operation when
mounted on a police van which is used to transport detainees,
or on other types of inclosures. This would provide a means
of controlling those within. In addition, the device might be
mounted on helicopters for overhead control of crowds. A
marking agent could be added to the basic liquid to provide
a wethod for identifying rioters.

With so much attention being given to chemical riot control agents, it is
worthwhile to underline two developments which might remove some of the de-
ficiencies of present devices. One is the attempt to develop liquid sprays
whose greater density and narrower dispersion would reduce some of the weather-
sensitivity and unselectivity of CS weapons. The other development would be
precision tactics using well-defined sprays and prevailing air currents to
maintain selected escape routes for rioters and to peradt gradual and piece-
meal departure of crowds.

Whatever improvements are made in the use of chemicals, they are only one mode
of crowd-dispersing weapons, and they are now subject to countermeasures by
rioters. Other types of non-lethal crowd-control methods may become important
as backups or alternatives to chemical agents. One control method which has
been suggested is the use of sound:

yy. !Teleshot' Sound Device: This device is a cartridge which is
used to control bird damage to farm crops and aircraft. The
cartridge projects a powerful sonic device approximately 200
yards. The device functions in the air and provides a loud
noise, a flash aid a small cloud of smoke. The cartridges are
bors-safe and non-lethal if fired from semi-automatics over
the heads of crowds. They are commercially available from the
Colt Pyrotechnic Division.

2z. Very-Low-Frequency Sound: An infrascnic energy genera
a

ysical and physiological effects is
the US Air Force.

tor to in-
development of
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aaa. Sound-Producing Device: Astrosysiems International, Inc. has
developed a high-intensity sound generator, consisting of two
intersecting hot-gas jets. It produces an overall sound pres-
sure level of approximately 126 dt at 500 feet, with most of
the energy between 2.5 and 80 CPS.

Another general crowd-control method under discussion is the use of lights to
temporarily blind or disorder rioters. Several bright-light devices discussed
as illumination sources (Problem A.3) might be applicable for this purpose.
Light and sound muy he non-lethal control methods, but they way also cause
lasting injuries w* ~ -u could have as negative an effect on control efforts as
deaths would. Fur _.srmore, although light and sound can effectively inter-
fere with crowd activity and mey create an unbearable environment, it is not
clear that crowd mevbers would flee from the scene as a way to neutralize the
weapon effects. To get crowds moving, there are some other hardware concepts
which might be direc:ily effective:

bbb, Multiple Certle Prod Boom: Envisioned here is a boom fitted
with multiple cattle prods attached to a tractor-mounted tele-
scopiny m. Its purpose would be to sweep crowds off a street.

ccc.  Extended Electrified Boom w/Vehicle: A vehicle with extensions
which reach from curb to curb is being used b zot control
forces in West Berlin. The rioters touching wie vehicle receive
an electrical shock., The carrier vehicle is a modified armored
persomiel carrier, and the boom is a fence-like fitting on the
front waich extends & foot past each side nof the vehicle. At-
tachied to each end of the boom is a section which folds back
abaut 3/4 of the length of the vehicle and may be swung forward
to present a barrier.

ddd. Electrica). Shock Device: Several police batonms of standard di-
mensions have besn developed by Shok Baton Co. and Scope, Inc.
with the capability of Jelivering a relatively hamless electric
cnarge of low auperage and high voltage. The Shok Baton devices
ary powered by thiee to seven standard, type-C flashlight cells
thut deliver a havassing shock. No current or electricity passes
ti;u the skin., 7Tre effect, felt only at point of contact, is
similar to a bee sting, but not neariy as dangerovs.

e, Aixr Blast: High-velocity air blasts have been used by the French
in anti-riot operations. The units a = essentially small air-
craft angine/propeller combinations. Possible variation could
Lilude hested air and a stream of water directed into the air
blast to furs & drizzle to be directed onto the rioters. The
effects ¢f ~ind on speechmaking ana thrown objects should also
be ronside.ed.

Eoth the electrical aud wind devices have the limitation that they have the most
effect cn the edge of & croovl (which may be immobilized by th~ pressure of un-
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affected people behind). This limitation also raises the question of what
will happen to people who cannot get out of the way quickly.

If problems of moving crowds are overcome, this is by no means a complete
answer to crowd control. For instance, there will still be a need to commun-
icate with crowd merbers. In addition to existing equipment, the following
items might help toward meeting this meed:

fff. Public-Address System: Penguin Associates has developed a
t-mounte c-address system. It is a 25-watt tran-
sistorized unit with 360° sound projection to 200 yards range.
The speaker is mounted on top of the helmet; the microphone
is also helmet-mounted and positioned in front of the user's
mouth so as to discriminate against background noise.

ggg. Hailer or Porta-Chief: A hand-held, pistol-grip, electronic
megaphone has been ceveloped by Audio Equipment Co. ,

hhh. Voice Gun: Another hand-held electronic megaphone with pistol
grip has been developed by Federal Sign and Signal Co.

iii. Public-Address System Cancept: This concept envisions a PA
system wvith a highly-directional loudspeaker for hand-held or
vehicle-mountec use.

jjj. Mobile Public-Address System: Many manufacturers produce ve-
hicle-mounted PA systems. The amplifier is nomally mounted
under the dashboard and the system operates from vehicle power.
Power outputs up to 100 watts are readily available.

kkk. AEM-1 Loudhailer: Applied Electro-Mechanics, Inc. has lev-
eloped a compact, transistorized, hel‘-opter-mounted Pa system
of 350 watts output. It operates fro.. a 28V DC aircraft elec-
;rical system and can cover 1 sq mile from an altitude of 2,000
eet.

111. Public-Address System Concept: Envisioned in this concept is
a remotely-uperated PA system, connected by radio link tc a re-
mote transmitter by use of radio relays.

Equipment drelopment will have to take into account desirable distances be-
tween cont forces and varying numbers of rioters. In addition, considera-
tion awst be given to providing crowd members with suitable access to communi-
catians, for imstance for self-policing. Sowe means for infomming the speaker
about crowd response may be desirable.

To see and rvecord crowd members in action, Federal forces presently hsve pro-
visions for moticn picture still photography, and both Federal and National
Guard umits will aploy Polarcid cameras. Other concer:s which my be helpful
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L o, l%g-mu}ge Directional Radar: This WL pulse doppler radar
- velopment 1s intended to measure the azimuth and range of
men and vehicles to within 5° and up to 1500 feet, respective-
Lo ly. It is alsc intended to detect turgets through building
“;g walls, but with reduced range.
mé nan. Closed-Circuit TV: (See above, itewm ¢, page 28).
2 = 00c. Low-Light-Level TV: (See above, item d, page 28).
,,; ppp. Video Rover Recorder: Sony Corp. has developed a lightweight,
o self-contained video recording system consisting of a hand-
B held TV camers and a shoulder-hung recorder. It includes a
) zoom lens.
™ qqq. Porta-Pack TV Recorder: A recorder similar to the Video
™ Rover Recorder above has been developed by General Electric
e Corp.

} g

rrr. Infrared Movie Camera: Various manufacturers have developed
hand-held movie cameras using infrared film and infrared
lights to provide documentation of criminal activities.

¥

. h"-. £
E:

e

st

sss. Stereometric Cameras: Some tripod-mounted stereo cameras,
eJoped Dy s Corp., provide highly detailed photo-

grephs of evidence on 3-1/2 x 4-1/2 inch negatives. These
camcras, which have electromagnetic shwtter-tripping and in-
clude built-in leveling devices, use wide-angle lenses with
shutter speeds up tolﬁwo second. The focusing range of the
SMK 120 is 16 feet to infinity; fer the SMK 40, 8 feet to 33
feet.

ttt. Miniature Concealed Camera: A wrist-worn or otherwise con-
cealed camera 1s envisioned to gather evidence and provide doc-
umentation.

-
E

=’ 3 w, Alam-Box Camera: This camera would be installed semi-perma-
¢ e nently in fire and police alarm-boxes and would require a wide-
_— angle lens to assure an adsquate picture of an individual pulling
e the alarm, Automatic film advance would be required.
g vvv. Audio Tape Recorder: Portable audio tape recorders to document
. events and arrests are manufactured by many commercial firms.
i However, methods of identifying tape segments for correlation
it with other forms of information (photographs, etc.) are necessary.
-
oo www. Communications Logger: Stancil-Hoffman Corp. produces a multi-
ﬁ channel, audio tape recorder. It is designed tc handle 24 hours
e of messages on a 1/4-inch tape and records 2-way radio telephone
ol and bugging device messages.
-
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Crowd mes .2rs will often have to be dealt with as individuals because they
cust be ~estrair. .. or because their identification will assist future control
efforts, ‘iechniques for helping to restrain individuals will be covered under
Problem B.5 rehending and Detaining Citizens. Detailed identification of
individuals i scussed in commection with Curfew Enforcement (Proub.em
B.4) and i ‘-rehe%pg and Deﬁgm Citizens (Problem B.5). However, there
are certain specialized te ques aval e for identifying participants in
crowds, even after the crowds are dispersed:

xxx. Gelatin Marking Capsules: Rifles and pistols firing gelatin
capsules contalning psint are presently available. These per-
mit the marking of people or vehicles to distances of 80 feet
with persistent dyes.

yyy. ID Marker Mmition: This concept involves a proposal for the
development of a 40mm marker projectile which can be fired from
the M79 Grenade Launcher. The projectile would incorporate a
standard ML18 or XM195 cartridge case with a reduced propelling
charge. It would consist of a pyrotechnic fuze, the projectile
body, a frangible payload canister containing bright paint or
other dye markers, an expulsion charge and a small burster
charge. The burster would be set to explode the payload approx-
imately 15 feet above the heads of rioters. The system would pro-
vide a range of 50 to 100 meters. '

22z. Personnel Marker Grenade: This LWL develcpment is for a hand-
thrown, non-lethal, non-toxic, non-irritating explosive device
which when activated would cover a small group of pecple with
uniquely colored and/or odoriferous chemicals.

aaaa. Flourescent Marking Powder: Envisioned in this concept is a
flourescent powder sprayed inte crowds from pressurized con-
tainers such as the dry fire-extinguishers. Small-sized par-
ticles will adhere to most clothing and skin and will not be
readily visible until viewed under ultraviolet light.

tbbb. Innocuous Tag Concept: This concept envisions invisible 'dyes"
added to CS or sﬁﬁegar-type sprays or streams used in mob con-
trol which would flouresce under LV radiation.

The advantages of these marking methods are that they can potentially provide
a no-lethal, non-hazardous, indelible identification which will rob a rioter
of his protective ancnymity and will incriminate him if he engages in further
riot activity (for instance, trying to slip past curfew checkpoints). There
are same sperific flaws to be corrected: the containers for marker munitions
should not be dangerous (when they explode) or useful to rioters, and the
spread of indelible dyes should not mean indelible property damage. However,
the major limitations of crowd-markers may have to do with their us: as evi-
dence. Being marked will mean an individual was present at a certain place,
but it may not clearly indicate what he was doing tiere. Furth>amore, if dis-
sidents can succeed in imitating the marking material, ey can create enough
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false markings to ruin the value of the technique for evidence. These limita-
tions can possibly be overcome by more sophisticated marking methods.

Crowd control poses mumerous problems which would benefit greatly from inten-
sive research. Three of the more basic problems are mentioned here to illus-
trate the research need. First, the policy of using minimm force deserves
further examination. Results of displaying amnd using different kinds of force
should be systematically compared, not only in terss of their immediate ef-
fects on crowd behavior, but also in terms of their longer-term g'elgums to
behavior patterns of rioters and non-rioters. For instance, it is important
to be sure that avoiding the use of firearms, even in the most violent dis-
orders, is not related to longer or morc severe problems for control forces.

A second issue is how to decide when a crowd cannot merely be contained but
must be dispersed. Although M 19-15 seems to make dispersal a standard pol-
icy, several facts must be tzken into considexation:

- The likely responsss of crowd mewbers if they are kept in one place for
varying lengths of time.

- The amount and type of foxve required to disperse the crowd. :

and effects of crowd movezmeny.

- The possible actitns of crowd mesbers once they have moved beyond the
area of intensive official countrol.

- The consequences of the dispersal procgss: behavior of crowd members

The question is net simpiy whether to disperse or to contain, but rather how
to gauge the timing of a dispersal cperation. Although the decision to dis-
perse a crowd will deuwind a commander's judgment in each separste incident,
troop leaders could profit greetly from detailed guidelines bhased on a thor-
ough review of mmierous past experiences.

A third subject needing study is the speed of control operations. How much
time should crowds have to voluntarily comply with instructions? Either too
little or too much may lead to unnecessary violence. If it is necessary to
force the departure of a crowd, how fast should they be forced to move so that
troops can cuntrol and direct their responses? Finally, if crowds show resis-
tance to control measures, how quickly should troops increase their use of
force? While noiz of these questions may have simple or authoritative answers,
an analysis of past events should be able to produce recammendations of ways
to minimize risis of adverse outcomes.

4, Curfew Enforcement

Problem: A curfew should be cne of the most effective tactics for controlling
civil disturbances. Analysis of a subsamplie of twenty disturbances involving
curfew enforcement shows that it almost never leads to any sudden increase in
the level of vivlence*. The curfew should remove innocent people from the

*The exception is the disturbance in Chicuige at the 1568 Democratic Coavention,
where curfew enforcement served as a pretext for violent confrontation.
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streets during the peak hours of rioting and it should deprive purposeful
i rioters of their audience and the safety of mumbers, making them more visible
A S and legally wulnerabie. However, the effectiveness of curfews in the past has
been limited by difficulties of enforcement: manpower and equipment have often
SV been insufficient to catch all the violaters and at the same time insure enough

: discrimination tc avoid interfering excessively with persons on legitimate er-
T ' rands.

Criteria for Soluticn: A more effective curfew depends on the improved capa-

bility of control forces to locate, identify, and intercept violaters. Improve-
ments should result from:

A

» a. Coordination of the size of the curfew area with the availability of
e manpower (military and police), to insure the capability of inspecting all
¥ traffic in the area. The initial ineffectiveness of curfews in Detroit (1967),
N Wilmington (1968), and Baitimore (1568) can be blamed in part on shortages or
A 1 scattering of control forces. As interviews after the Washington (1968) riot
B indicated, rioters will be quick to take advantage of weakness in curfew en-
e forcement. For adequate enforcement, the number of control forcos and their
o mobility must be factors limiting the curfew area.
b. Organization of communications to produce increased sensitivity to
'ﬁ persons traveling through the curfew area repeatedly, or uader false pretenses,

or to escape arrest. Individuals should not be able to pass illegally through
a checkpoint because troops there are unaware of what has happened elsewhere.

it C. Use of indelible, non-transferrable, and non-forgeable marking of per-
¢ sons who have legitimate reasons for being in the curfew area. Residents,
emergency personnel, and night-shift employees may need to move about in the
curfew area. Marking applied when the individual passes his first checkpoint
can save both citizens and troops from the nuisance of unnecessary inspections,
Y : and unlike an ID badge, canmot be lost or stolen. If the marking is known and
- detectable only by control forces, then the risk of forgery is reduced. The
- marking process should be as simple as possible and should in no way be made
- to appear derogatory to citizens. Markings should be changed periodically as
a check on people who might exploit their opportunity to remain active in the
5 curfew area.

- d. Use of uimanned detection devices to signal movement at locations with-

al out checkpoints in lie curfew area. This measure will help to prevent and dis-

U courage pecple from trying to slip past checkpoints via alleys and side streets.

o ‘ It will also enable greater reliance on mobile patrols to enforce the curfew,

N resulting in lower menpower requirements. Detection devices should not be
:ﬁcepuble to tampering and should permit accurate location of a warning sig-

? .

. e. Use of. devices to pemit surveillance under conditions of low illumina-
. tion. Past riot ¢xperience indicates that troops will have to enforce the cur-
- few sometimes in bad lighting conditions. It is also likely that purposeful

% rioters will take advantage of darkness and even cause it. The ability to

.;.
-
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carry out surveillance despite joor lighting will both increase operatiomal
effectiveness and reduce risks for coatrol persconel.

Potential Solutions: One aid to curfew enforcement may come from remotely-
operating devices to detect intrusion in the curfew aren. Among the concepts
for possible application are the following: _

a. Intrusion Detector, Types W676C and W768A: These acoustic in-
trusion detection systems wers developed by Honeywell, Inc. The
sensors may be located as far as several hundred meters from the
monitoring panel by wire (actusl distance depends upon sensor im-
pedance) . The systems can be vperated from AC power lines or
batteries.

b. Intrusicn Detector; Model T-70, R-70: Tracer Systems has devel-
oped a3 remote acoustic intxusion detector in which a sensitive
microphone is coupled to a rzdio tramsmitter (T-70) which sends
a signal to a receiver (R-70) at distances up to 1.5 miles. The
device is claimed to be sensitive enough to pick up whisperxs at
25 feet and is operated from 117V AC or 12V IC.

c. Microwave Intiusion Dstector: This detector system consists of
2 doppler trensmitter/receiver unit and a remotely-located con-
trol unit. Any motion occurving within the antenna radiation
field gives a visual and audibie alam and provides a signal to
actuate remote alapus. It has a detection range of 250 feet and
operates from 117V AC lines or batteries. It was cewveloped by
Advanced Devices Laboratory.

d. CNélHF %Eler Radar: A miniature UHF doppler radar, approxi-
matoly size ol a cigar box, has been developed by LWL. it
can be used with either an canidirectional or directional antenna
to vary coverage, and detection ranges up to abouc 300 feet (de-
pending upon anteina type) are attainable. Radio relays for re-
mote monitoring of alarms can be included. '

e. IR Intrusion Detector: Barmes Engineering Co. has developed a
passive 1ntvared detection system in which the narrow field-of-
view forms a line barrier. The system measures the change in
tamperature at ranges up to 750 feet. The system operates fram
batteries and consists of a detector unit and a remote alarm unit.
Wire or radio links between units are available.

f. Intrusion Detection Using Jmege Storage Tubes: An intrusion de-
tection systes uow under st by co-Ford uses image storage
tubes. A TV-type display would indicate only changes in the field-
2f~v1e:w of the camera, thereby indicating the presence of moving

argets.

The nature of these devices suggests that control forces may have to weigh the
advantages of sensitivity against the nexd for selectivity. A device must be

——
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p— sensitive enough to pick up any person or vehicle within the required range
o without being triggered by noise factors: animals, blown objects, weather
oo changes, etc. (and it would be advantageous if it could distinguish autho-
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rized persons from strangers). Problems of the selectivity/sensitivity trade-
off might be eased by careful selection of the positions and fields-of-obser-
vation for detectors, so that an alarm is more likely to be caused by an in-
- truder, either because of multiple detection or because the field-of-observa-
‘ tion is unlikely to be affscted by noise factors.

3

3
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The marking techniques desired for curfew identification have apparently not
received a great amount of attention as yet. There are mumerous suggestions

el for marking crowd participants (see Problem B.3), but the emphasis for cur-
e fews seems to be on ID cards, which unfortunately can be lost, stolen, trans-
s ferred, and to scme extent forged. Tls familiar marking technique of stanping
R people with ultraviolet-sensitive ink also suffers from being relatively easy
o to copy. Perhaps laser-related technology may in the future permit develop-
- ment of marking using ink which is visible only under narrow-band illumination
I i E at specific wavelengths. Another possibility, already under development, is
e the use of unique and constant anthropametric characteristics to identify

N authorized personnel.

- g. Hand-Geometry Identification: Devices developed by the Identi-
Ty mation Corp. identily individuals on the basis of finger lengths.

e O | Optical scanning of finger lengths can be used to create ID cards
e and to check identification against these cards or against remote

records. Hand geometry is relatively invariable, and equipment
can obtain 99% accuracy in accepting identification with a low
rate of initial rejection of authorized personnel.

Devices for low-light surveillance have been discussed with regard to sniper
detection (Problem B.l), and lighting equipment is considered under I1lumina-
tion (Problem A.3}. Radio equipment for communication among patrols and check-
points is discussed under the general heading of Communications Requirements
Among Control Forces (Problem C.4), since the special commmications require-
ment for lmproved curfew enforcement (Criterion b) is mainly concerned with

the kinds of information shared.

Since curfew enforcement appears to require a combination of human surveillance
and mechanical aids, the question arises, how can the best feasible combination
be determined? The goal should be a system which can pemit effective response
to any traffic in the curfew area (Criterion a). However, can this be accom-
plished best by establishing mumerous manned checkpoints, with mechanical sen-
sors anly in a few strategic locations; or should the plan be to use numerous
detector devices and to use mobile units to respond to multiple signals? These
are only two of a variety of possible plans, and evaluating the plans calls for
some investigation. The investigation would take into account such factors as
population and street densities in the curfew area; mumbers of control forces;
probable levels of commmication among checkpoints and patrols (how easily can
information be shared among 2117); selectivity of detector equipment; numbers
of persons authorized to move across curfew lines; and concentrations of tar-
gets (economic or ideological) for curfew violators. Analysis of these para-
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meters and others should enable the development of standards which can be ap- |
plied in establishing curfew enforcement in specific commmities. P

5. Apprehending and Detaining Citizens

Problem: Many military tasks during civil disturbances (guarding barriers,

clearing buildings, stopping hit-and-run violence, controlling crowds) are

likely to require troops to apprehend and detain citizens. Military personnel

often perform this duty with some reluctance, because it is more a police mis-

sion than a military one and because soldiers are often inexperienced in ar- .
rest procedures. Furthemmore, apprehending and detaining pecple can campli- »
cate military operations. Scarce manpower may have to be used for guarding
prisoners. Persons detained may provoke further viclence by attracting dis-
orderly sympathizers or by attempting to escape. Finding a place to detain
people and transporting there may be difficult. Finally, the unfamiliar
and time-consuming process may be futile if troops have not gathered and re-
tained enough substantiating evidence.

Criteria for Solution: Reducing the problems of apprehending and detaining
citizens depends above all on close cooperation between military and civil
authorities. Troops can also bensfit from improved equipment and techniques
for handling detsinees. The task in general can be made less difficult by:

a. Insuring the presence of police to take part in the apprehension and
detention of citizens. FM 19-15 makes this a policy "whenever possible™; the
objective should be to make it possible at &ll times. The police have the
training and legal authority for carrying out arrest procedures, and they are i
particularly experienced in dealing with evidence and the legal rights of ar- '
restees.

A

b. Preplanning and coordination with police to establish comsistent pro-
cedures for apprehension and detention. These procedures should pemmit more
efficient use of manpower and should help soldiers keep their actions in ac-
cordance with legal doctrine. Such procedures should be incorporated into
training programs whenever possible.

Troops should have some means to discourage escape or attack other than the
threat of killing (which is often disbelieved). Hardware and tactics should
operate with the precision and scale necessary to achieve only the desired re-
straining effects. It is worth noting that some types of non-lethal weaponry
(such as CS dispensers) may be effective in halting a violent incident but may
not serve to immobilize the participants.

c. Using non-lethal means to immobilize, subdue, and/or isolate offenlers. ' 1
]
1

d. Using techniques to keep detainees restrained and imnobilized near the
scene of a riot until resoval is possible. Such techniques should conserve
time and manpower for the military operations, and the increased efficiency of
these operations would permit a speedier removal of the detainees to proper de-

tention facilities, *

e. Removing detainees fram the riot area as quickly as possible. Quick re-
moval minimizes the problems which detainees or their supporters can create for

!
|
1
]
1
i
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troops trying to restore oxder. It also allows for faster legal processing
of detainees. The methods of removal should minimize manpower requirements,
should minimize the risk of injury to deteinees (including self-inflicted in-
jury), and should be able to resist attack from within the carrier and from
without.

f. Quickly providing each detainee with relatively indestructible and
informative identification. Besides speeding up legal processing, this will
aid military forces in organizing whatever records and evidence are needed
from them, and will help to prevent offenders from exploiting confusion about
their identification or the reasons for their arrest. While identificaticn
should be easy to remove (for instance, when a detainee is released), it should
be designed and used in ways to discourage removal, damage, or transfer by de-
tainees themselves.

g. Maintaining a time-marked record of each apprehension. Such a record
should allow clear identification of the individual involved, the reasons for
apprehending him, and the time of arrest. The record should require a minimm
of time and equipment to make, should be relatively secure against tampering,
should be relatively unaffected by the environment, and should permit long
storage with minimal maintenance. The present policy in the USQONARC Civil
Disturbance Plan, calling for a Polaroid photograph of each detainee as soon
as possible after apprehension, is a partial response to this criterion.

h. Preplanning the transfer of detainees and evidence to civil author-
ities or detention facilities to insure the most rapid and efficient processing
and care for detainees. Military forces should transfer detainees so as to
minimize any administrative crises or community grievances which might add to
problems of restoring order.

i. Streamlining procedures whereby civilian authorities can request and
obtain military assistance in establishing and operating detention facilities.
As a safeguard against any charges of excessive military intervention, present
doctrine requires that any proposal to set up military detention facilities
be cleared through the Department of the Armmy and the Department of Justice.
However, under the stresses of a civil disturbance, local agencies may lack
the personnel and equipment to maintain adequate detention centers. Because
there is the real possibility of a need for immediate military assistance in
handling prisoners, procedures for granting this assistance should be made as
simple and straightforward as national policy will allow. Present doctrine
insures that military personnel who assist with detention will be selected
fram those specifically trained in confinement operations.

Potential Solutions: There is a variety of concepts which may prove useful in
EIE' al m g with four aspects of apprehepding and detaining citizens: restraining
individuals, transporting persons to detention centers, constructing temporary
detention facilities, and preserving identification and evidence. Several con-
cepts concemed with the task of resiraining captives are as follows:

a. Thermocapture: This concept involves the use of themosetting
plastic, sprayed by hose or splattered by canister on the ar-
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restee. The plastic would begin to set, making movement
by the arrestee increasingly difficult.

Instant Cocoon: A plastic spray is available which sets
quickly to Iorm a tough, pliable membrane. Such a spray
could be used to immobilize rioters, and if necessary, to
encapsulate them from the neck down.

Interlacing Net: One method proposed at LWL for tempo-
rarily incapacitating a group of rioters would be to pro-
ject a filamentary met over their heads. This net would
be composed of many single lines which would be simulta-
neously fired from twe vehicles spaced so that the lines
interlace,

Nets: Nets have been used by police in other countries to
control disorderly individuals. Many types of nets are
available. Techniques could be quickly worked out for de-
livery by hand or from the air.

Vehicle Handcuffing: Devices could be built onto vehicles
tor detaining a large number of people. For example, rigid
handles welded to the frame over car doors could permit hand-
cuffing of up to eight persons. As an alternative, port-
holes could be cut in the side of a car, and prisoners' hands
could be inserted in these and clamped on the inside of the
vehicle.

"Flox Cuff'' Nylon Handcuffs: A nylon restraining tie has been
developed by Rent Corp. for use in binding ankles or wrists.
The tie is a 22-inch-long nylon plasti~ strap with a slotted
head at one end and a tapered tail at the other. After the
strap is looped around a prisoner, the tapered end is inserted
in the slot and pulled tight. A stecl barb in the head locks
the strap so that it can be removed only by cutting.

These devices answer Criterion c by being non-lethal and permitting immobil-
ization. They also relate to Criterion d by permitting restraint of indivi-
duals at the scene of an incident with only limited guarding required.

However, there is still the task of removing immobilized detainees from the
scene of rioting before they can act in concert against control force person-
nel and before friends can actively interfere. To prepare vehicles for trans-
porting prisaners, civil disturbance forces may want to make use of the ve-
hicle-hardening kit evaluated by USCONARC. Other possibilities are:

B

Prisoner Restrainer: This is a concept for a kit to adapt
vehicles for prisone: detention. It includes a sprinkler
system and stiff metal screening to prevent damage by kicking.
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. ]
e h. Riot Control Wagon: (See shove, item (6), page 11).
[~
{’”‘9 Although it may not be difficult to adapt vehicles for carrying prisoners,
EEE | there is a question of how to obtain enocugh vehicles to transport the large
“ numbers of persons who may be apprehended in a major disturbance. If the sup-
P ply of vehicles is limited but it is imperative to remove people from the f
S scene of rioting, a partial solution might be to run shuttles to temporary
P | detention sites close by. If it appears worthwhile to construct temporary ]
| detention facilities, the cunstruction may rely on rapidly-erected barriers, [
T_:ég,_, P for example: %
: _£ i. General-Purpose Barbed Tape Obstacle: Developed in connection
~% with a (MDO for a controlled barrier system, this coiled tape, i
- packed in a polyurethane foam container, can be extended to form
Tk a barrier 76 feet 1 and 30 inches high. Tests indicate that i
a0 it is ten times as effective as concertina wire, requires only
e 3/100 the emplacement effort, weighs approximately 1/4 as much,
ot and takes up less than 5/8 the shipping volume. A vehicular em-
b ol placement capability has been developed which will permit simul-
- taneous, multiple-strand use.
, ;—,;‘..;.,. j. Instant Jungle: (See above, item m, page 25).
o2
) :: The concept of a portable stockade might also be of value:
o o k. Portable Prisoner Stockade: The stockade comsists of portable
s stanchions and high-voltage, low-power electrical wire. The
s walls of the stockade would be about 6-7 feet high.
) f i The most efficient system for apprehending and detaiaing rioters may be of
< r little value without adequate ways to preserve evidence and identification.

Present civil disturbance planning calls for the urz of Polaroid photographs,
identifying wrist bands or clothing tags, and detainee turnover cards. Lo-
cal officials will probably supplement the collection of evidence and main-
tenance of records. However, for more complete and more tamperproof records,
the following devices may be of value.

1. Polaroid Identification Card System: The system is conposed of
a Polaroid 9.6 Land Camera, a 950 Card Leminator, a 932 Die Cutter,
& 936 Developer Timer, and a 936 Pouch Sealer. The camera simul-
taneously photographs the person and his data card. The finished
ID card can be completed in two minutes. The card is tamperproof
because the plastic lamination destroys the card if it is removed.

e i R ]

m. Stereometric Cameras: (See above, item sss, page 44).

it | AR o A cie S oo oo wireihccine i MR X bt S e

o. Video Rover Recorder: (See above, item ppp, page 44).

E n. Miuiature Concealed Camera: (See above, item ttt, page 44).
L4

p. Porta-Pack TV Recorder: (Sec above, item qqq, page 44).
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q. Audio Tape Recorder: (See above, item vvv, page 44).

r. Commmications Logg:r: (See #bovi, item www, page 44).

s. Streamlined Arrest Forms: This oincept for an improved arrest
torm would mike maxists use of pririnted informetior and coding
schemes. The format should permi: photographing the form and
the arresiee togethnsry. The o should vrovide cross-references
to other records.

Technical imrrovements may make it s&si.* to apprchend and detain people.
However, the value of apusehension and detention in civil disturbances has
ot been fully studied. In particular, there is 2 need to thoroughly exam-
ine the strategy of mass arrest. Msss arrest may occur in two ways: immed-
iate apprehending of iarge mmbers of people in a crowd incident, or the ag-
gregate result over tine of meny small-scale arrests made throughout a wide
area (as in curfew enforcement). In either case, the strategy net only halts
disorderly activity, but also reduces the mmbers of pecple requiring surveil-
lance in the riot ares, and at least interrupts the active participation of
arrestees in the disturbance. However, mass arrests are costly: they make
demands on manpower and aquipment, they slow down coutrol cperations (once an
incident has been stapped}, and they tax the limited resources of detention
facilities and the legal system. FRurthemmore, the extent to which mass ar-
rests discourage riot participatiom, reduce viclence, and affect public coop-
eration with authorities is not fully lnown. What is needed is an analysis
which takes into ¢ :ount not anly the impact of mass arrests in general, but
also the consequel.2s of particular features of apprehension and detention,
from restraint of prisoners through legal processing to the operation of de-
tention centers.

C. CONTROL OF INFORMATION

To restore order in a civil disturbance, military forces must not anly ielp to
control the physical environment and the actions of the populace, but must also
help to organizs he flow ol Ldunmstion concerning de Jdistusbaiice. There is
a need to obtain, transmit, and make use of a muiltitude of facts during a dis-
turbance. Neither the control forces nor the public should cver have to rely
heavily on rumors and hearsay. It should be eusy to share informaticn through-
cut the military orgenization and across boundaries with police, local offi-
cials, and the public. Troops and citizens should be able to gain a better un-
derstunding of each other's situation. While these goals have been known and
stated for a long time, they arxe still difficult to achieve. Important improve-
ments can be made in obtaining information, communicating it, and reaching the
right audieaces.

1. Ootaining Intelligence

Problem: Military control forces attempting to contyol or quell civil upris-
ings may well suffer from a shortage of accurate pre-operational i telligence.
Probable causes include a lack of manpower for gathering irtelligence, a fail-
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ure to fully exploit information sva.lsble from civilians and smeil-1—3  na-
trols, and a limited capability to verify wusubstantiared raports.

Criteria for Solutiom: Productic: and use of intelligence for civil di=jur-
bance operations can be improved by:

a. Establishing procedures for interagency coordination of intelligence
collection, evaluation, and dissemination state-wide. Better integraticn of
the intelligence effort among civil agencies throughout a state cculd lead to
greater economy in collection and more efficient filtering out of false infor-
mation. National Guard units have a clesr need to have access to inteiligence
about events state-wide. Rurthemmore, while the military role in inteiligence
collection is sharply restricted in keeping with naticiiai policy, military
units should be prepared to make an active contribution to the intelligence
network after they have been called in to assist in a disturbance. Although
interagency intelligence coordination must be civilian-sponsored, it should
receive active military support in the course of state civil disturbance plan-
ning.

b. Making a member of each unit separately engaged in control operations
responsible for the collection, verification, and transmission of facts about
the operations and any incidents encountered. The explicit assigmment of this
responsibility will guard against loss of information or transmission of er-
roneous reports.

c. Increasing the capability for remote surveillance of the riot area and
surrounding neighborhoods. The objective is to increase the chances of detec-
ting preparatory or early stages of violence without causing greater dangers
of attacks on military pcrsonnel and without aggravating commmity tensions
(e.g., through the suspected presence of undercover agents). Use of remote
surveillance devices can aid control operations and patrolling without en-
croaching on the investigative authority of civilian agencies.

d. Offering a publicized way for citizens to channel information to con-

2. -t w -t

Ll YOLUED LLilllue Thon Ua sl WALOISREE Lo JiweteiYes, TG wes ui sulh in-
formavion must be coordinated with local civil authorities, but the informa-
tion should be handlsd so that the informant does not have to worry about
dealing with police or other local officials later on.

e. Increasing the use of recording devices for preserving intelligence
inputs. It is desirable to have such devices in use with individual troop
units; they should therefore be portable and easily concealed. Besides offer-
ing a more complete record than writ<en notes or memcry, recordings augmented
with the collector's evaluation can enable written Teports ¢o be compiled ocut-
side the area of canirol cperations.

f. Using techniques to detect and locate citizen transmissions which aid
hostile activity and/or violate commmications regulations. Although monitozr-
ing of private transmissions may be the primary responsibility of other agen-
Ciles, military control forces in their own interest should cooperate with these
agencies and should supplement their detection effort during civil disorders.
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Potential Solutions: Many of the technical sids te surveillance and recording
identitled tor use in controliing citizens (Problems B.1-5) may be relevant to
the task of obtaining intelligence. The unique requirements of the task in US
civil disturbances are still largely unexplored. For example, what are the
most efficient methods by which citizens can volunteer information? Would the
convenience of a "hot-lire’ arrangement be offset by the opportunities for dis-
sidents to overload the linss or to provide enough false information to obscure
the valuable irputs? dould it be desirable to have a warning or commnications
system for immediate use (wnen there is no chancs to get to a telephone), or
would it be desirable to cancentrate on long-range, slow-reaction informatiun
inruts (thereby ing it easier to filter cut false reports)? Decisions on
these questions will to make use of experience in other contexts (day-to-
day police operstions, foreign urban insurgency) and possibly simulations.
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Questions about obtaining citizen reports are part of a larger issue of how to
. operate an efficient intelligemce system in the midst of a civil disturbance.
. Tiere is a necd to analyze how such intelligence is gathered, how well it is
=y verified, and how efficiently it is shared as a result of several possible in-

telligence systems involving civil-military cooperation. A study cf these
= three important features of processing intelligence would take into account who
provices information, who secsives it initially, how the information travels
from th2 initial receiver, and how tiw various recipients respond. it would
be impertant to detevmine whether different systems are desirable for different
kinds of intelligence (for instance, concermning incidents, individuai rioters,
or general pattemns of violence). 7The systems study called for might deal with
reaerous specific questions: for example, what are the effects of relying heav-
ily on police for intelligence on incidents, injuries, personal identifications,
and property damege?; in what ways cen military units provide greatest assis-
tance in verifying reports?; and how can intelligence be channeled most quickly
through existing multl-purpose communications networks? The results of the
study would hopefully relate all the criteria to Criterion &, outlining a meth-
od for integrating thz multi-agency effort to obtain intelligence.

ran
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2. identiricaiion of Riot Participants

Problem: There is 2 recognized need to identify citizens in a civil distur-
bance, as a way to deny crowd measbers the protection of anonymity and as a part
of curfew enforcement and apprehensicn and detention procedures. Good solu-
tions must remove the anonymity of most rioters (including those who avoid con-
fronting troops); prevent individuals who commit violence in one place from

' showing up unrecognized in another; and provide enough evidence to make an in-
P dividual vulnerable in ccurt, thus reducing rioters' feelings of immunity.

. “ "

- Criteria for Solution: National Guard leaders have called for an identifica-

} tion system which will record rioters in action in a way that pemmits easy dis-
semination and that provides conclusive legal evidence. The methods employed
wn such a system should:

= a. Provide legally-acceptable evidence that an individual was engaged in
‘ unlawful activity at a particular place and time.

€
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k. Permit remote-controlled or automatic recording. This capability is
essential for dealing with purposeful rioters who take care to avoid contact
with control forces.

c. Maximize portability, resistance to damage, and #bility to obtain
identification at a distance from a disorderly incilint. The meens of iden-
tification should be able to go where the action is wiutout becoming a vulner-
able target of the action. Long-range operation is also a countemneasure
againsi the ability of rioters to flee fram troops.

d. Pemmit conspicuous operation and/or publicizing of results. This may
discourage riotous acts before they occur.

e. Make disguise or evasion difficult. Enough infommati m should be re-
corded so that any spontaneous attempt to cover ip or disguise oneself will
be inadsquate. Autamatic or remote-controlled equipment should be set up to
minimize the chances for persons to pass through the surveillance zone without
being identified.

f. Allow widespread alerting ¢f control forces to watch for individuals
identified in unlawful activity. This will require identification records that
can be rapidly transmitced and shared. Police experience with these require-
ments may be of value to militayy forces.

§. Use equipment and records which are difficult to tamper with or dup-
licate. Destruction of evidence is not the only threat. Rioters may take
countermeasures by contributing forged records or evidence to misiead and con-
fuse control efforts. Control forces may also have to convince courts and
the public that the records have not been doctored.

h. Limit access to records to official agencies, following strict regula-
tions. Restricting access will not only protect against misuse of reccrds
but will also prevent extremists from using them as a source of free publicity,
such as through the news media. Participants in a disturbance should know that
their identification can only be used against them, and can only be used through
legal proceduras.

Potential Solutions: A mumber of surveillance, identification, and recording

devices have been discussed in comnection with haiting sniping, contiolling
crowds, and apprehending and detaining citizens (Problems B.1,3,§5). It should
suffice here to point out a few characteristics of these devices which are im-
portant for providing evidence of illegal activity.

A basic requirement is to have evidence of action. There is accordingly an ad-
vantage in having motion pictures or video tapes from which still photographs
can be cbtained as needed. It is appropriate that Federa) ivil disturbance
forces are authorized the use of movie cameras in additicz *¢ Polaroid cameras,
but the possible value of closed-circuit television and +icve recorders should
also be considered. The need to have cameras which can ypovite automatically

or by.rexfnte control should also be taken into accownt. Ansther impertant char-
acteristic to be emphasized is the ability of camera equipn ‘nt to obtain sharply-
defined pictures at long ranges despite poor lighting conditions (for instance,
streetlighting).
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Visual evidence of riot participation msy need to be supplemented. Additional
data gathered at the scene of disorder might include recordings suitable for
voice-print identification. Verbal infommation is normally added at the time
of apprehension. Hewever, it might be of value to be able to put evidence of
several modes {including verbal statements) into a single recording puckege
immediately foilowing an incident, if the contents of the pac.age could be made
sufficiently precise and temperproof to hold up in court. Such a cowbined rec-
ord might permit rapid transmission and use prior to apprehension, with addi-
tional information to be obtained after an individual is in the hands of civil
authorities. All these possibilities require further study.

Mechanical aids by themselves will not discloce the best tactics for their use.
Organizing an identification system calls for systems studies; this can be il-
lustrated for two specitic probiems. First, the distribution of remote-control-
led or automatic rveurders will lave W b6 wo¥c sslective than the 1-e of in-
trusion detectors, particularly if the specific objective is to cbtain evidence
of unlawful activity. A systems study could help to detemine at which loca-
tions it is most essential to have equipment present for identifying urautho-
rized perscns; what movements at which points will be indicative of illegal be-
havior to come, and so should start the recording process; and how devices
stiould be positioned so that a minimm of equipment will insure an accurate
identificat.on from each record, despite any attempt of a lawbreaker to conceal
himself. A second problewm for study is how to most effectively alert cantrol
forces to the identities of known rioters. Part of the problem is to find out
how nuch identifying information must be broadcast to produce results. Another
part involves weighing the advantages of sending information in aivance to pa-
trols or guards who are likely v encounter a rioter, vs. having units check
on individuals as they confront them. The test of different alerting proce-
dures is how quickly and consistently an initial identification of a rioter
leads to his apprehension. Both the study of alerting procedures and the study
of automatic recording can make use of data from day-to-day police and security
operations, since the civil disturbance problems are basically everyday concerns
magnified in numbers and scale. ,

3. C.vil Disturbance Indicators

Problem: hiblic officials and control furces need wuys to accurately estimate
the severity of disturbances and the success of control efforts., Measurements
of disorder and control could provide a basis for rapidly evaluating strategy,
accurately mapping disorderly activity, and deciding when troops should be
called in or sent home. Llncertainty about the severity of discrder was at
least part of the cause for delay of trcop deployment in Los Angeles (1965),
Letroit (1967), and Washington (1968), and it probably he.ped to delay the with-
drawal of National Guard patrols fram Wilmington, Delaware (1968-1969). Uncer-
tainty about the effectiveness of contrcl efforts has led to controversy and
contradictory strategies affecting the use of force (Detroit, 1967) and the de-
ployment of control forces (Cleveland, 1968).

Criteria for Solution: There is a need to develop a set of indicators which
are consistently and meaningfully related to the histories of recent distur-

bances from initial outbreak to the re-establishment of order. The indicators
selected should:
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a. Be based primarily on general features of disturbances, independent
of local variatiuns in setting or participants. Each disturbance will have
some unique characteristics which must be evaluated by the field commander
on the spot. However, his task of estimating the situation will be simpli-
fied if he can interpret more common facts quickly and authoritatively be-
cause their meaning has bsen consistent across a wide range of past disorders.

b. Refer to the full range of control problems and responsibilities.
It is possible that military action against one problem can intensify others;
for instance, keeping people off the streeis can create problems of employ-
ment and food supply. Therefore, it is important to be able to detect how
the efforts of cne type of control operation affect other events.

C. Be immediately available and permit continual updating. The impor-
tance of the indicators is that they car help men in command judge from mo-
ment-to-moment how a disturbance is progressing.

d. Pemit comparison of values for the indicators during a disturbance
with values for time periods precediing the disturbance. K.owing a number may
not be as important as knowing how much this mumber departs from a nomm and
how it is changing. For example, in a city averaging three major fires a day
before a disturbance, a drop in the daily number of fires during the distur-
bace from twenty to ten may not mean as much as it would appear to out of
context.

€. Require a minimm of effort for data collection and reporting.

f. Require a minimum of effort for combining, organizing, and interpre-
ting data.

Potential Solutions: Developing a set of civil disturbance indicators will
require research. However, the argument may arise that this research is un-
likely to produce useful results for two reusons: because civil disturbances
are too complex to be measured by a few indicators, and because any indicators
discovered will quickly become obsolete.

It would be impractical to measure every feature of a civil disturbance, but
this is not the goal of the proposed research. Indicators would be selected
because of their relevance to the particular objectives of military assistance
and the results of particular control cperations. For instance, it would be
desirable to have a ready estimate of how severe the problem of sniping is and
how well trions zve coumtsrecting it. As a more general example, it would be
important to keep track of the mumbers and severity of violent incidents in
an accurate and meaningful way. Using indicators for limited purposes like
these is what a field commander must implicitly do in any case, although in
past civil disturbances commanders have had to make judgments on an ad hoc
basis or with the help of a limited range of personal experience. AIT the re-
search would try to accamplish would be to remove a few of the uncertainties
and needs for subjective guessing which make evaluation of some control efforts
difficult in the midst of a civil disturbance.
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Because the character of civil unrest has changed so markedly in the past few
years, and because further changes seem likely, the relevance of past experi-
ence to future problems may be limited. However, there is no basis for saying
that everything which has happened in past disturbances will be irrelevant and
unimportant in future civil disorder. In fact, finding a few consistent mea-
sures of public behavior and responses to control effort for a wide variety
of civil disorders may be unusually important, beceuse these indicators are
mostT likely to remain valid in the future and are thevefore the most reliable
information on which a camender can base his strategy and tactics. For ex-
ample, if the demands on military patrols are always related closely to the
geographic distribution of reports of violent incidents, a measure of this
distribution will be important to military planning. Furthemmore, indicators
will need to be measured repeatedly during a disturbance, because the military
comnander is trying to change their values through control operations. If
the relation between a control method (e.g., mobile patrolling) and an indica-
tor of its desired effect {e.g., reducticn in mmbers of violent incidents)
should differ from past experience, the commander will be quickly aware of
this and can begin making appropriate adjustments.

The potential usefulness of indicators is clear; the research methods for
finding them must be decided. Two susgestions about the research can be of-
ferred here. First, thc indicators s..ould be based as much as possible on
detailed and quantifiable information about events in the civil disturbance
area. Both the Office of the Chief of Military History and the Researci Ansl-
ysis Corporatiocn have indicated that such information may be available in cf-
ficial archives and records. It would be particularly important to discover
indicators based on records which are maintained before and after disturbances.

A second suggestion is that any important feature of a civil disturbance is
likely to be complex, and therefore will not be measured adequately by a sin-
gle indicator. Furthesmore, reliance on a single indicator may be risky be-
cause records of that indicator may be incomplete or unavailable for a given
disturbance. Therefcre, the best policy will be to develop multiple indica-
tors for any important features of civil disturbance control. For example,
measuring the reduction in injuries and bloodshed during a disturbance might
be based on data .uch -. Nispital admissions, ambulance calls, etc. Deter-
mining the best wawimimtive. <« indicators, in terms of their interrelations
and how well they cover an important characteristic of civil disturbance con-
trol, is a task suitable for systems analysis. Therefore, a systems study
with access to Federal and local archives appears to be the proper approach
to developing a set of civil disturbance indicators.

4. Comunications Requirements Among Control Forces

Problem: A not uncommon problem encountered by National Guard personnel con-
cern the breakdown of cammmnications in civil disturbances. The problem in
past disturbances has been threefold; Guard units have gene on duty with too
few radios; they have bwen unable to make their radios perform well in built-
up areas; and evea radios that operated well have often been unable to link

W effectively with police networks. While pre-positioning of more veliable

equipment is easing the problem somewhat, many difficulties persist. Short-
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ages of radios below the company-command level hamper the use of smaller mili-
tary units in operations* and delay the transmittal of messages between head-
quarters and troops. Unfamiliarity and poor condition of prepositioned equip-
ment has at times reduced its value to National Guard units, Finally, limited
compatebility ot Guard and police ecuipment, coupled with a police tendency to
overestimate the capabilities of Cuard radios,** has adversely affected police-
military commmications. In addition to these problems already experienced,
there is the threat of future attempts by hostile groups to interfere with
commnications among contrel forces.

e MSTIINY VAN RSN

. Criteria for Soiution: The general solution to the communications problems of
“k civil disturbance troops will be to expand their equipment and techniques for
commmicating. An improved communications system should feature:

a. Radio equipment capable of reliable transmissicn and reception through-
. out urban areas and requiring a minimun of adjustment and operator experience.
Thic equipment should be able to overcome both the propagation and radio fre-
quency interference of the urban area. To the extent that newer-model radios
satisfy this criterion, more of these should be made available, even if this
is only possible in pre-positioned stockpiles.

e v

b. Issuing of advanced radio equipment to National Guard units so as to
reduce their dependence on stockpiles. Recent experience has indicated that
some portion of the radios requested from stockpiles will arrive in inopera-

- tive condition, a fact which reduces the value of pre-positioned stockpiling
. and which might possibly be avoided if the radios received the more frequent
to testing and checking which would result from their regular use in training.

o Ready access to the radios and increased familiarization with them would alsc

improve the chances that troops would operate an effective communications sys-
tem, even if they were relatively inexperienced, or if units had to be acti-

. vated very suddenly, or if there were difficulties in transporting equipment
fran the stockpiles.

¢. Issuing of more receivers and transceivers to small units; in some
cases, providing for commmication. .. **: _.!ividual level. By increasing the
Cammnications cagapility in this way, military forces can conduct more flexible
and econamical operations by greater reliance on small units, and can reduce the

- e we

4 confusicu which has often vesulted from dispersal and the failure of voice com-
! munications in the urban setting.
-  ead . b oie 14 :
: d. Personal commmications equipment which is lightweight, has a range ade-
quate for the area of operations, and requires minimal use of the soldier's
- ' _ €. Availability of two-way radic comunications for all tactical vehicles.
: I This is within the capability of authorized equipment for Federal civil distur-
= bancc; troops (as indicated in Problem A.2); the task is to insure that the au-
_ thorizations are filled and that National Guard civil disturbance units are com-
- parably equipped.
6 i % ,**Conclusions of Arnold Sagalyn, ADL, based on discussions with National Guard
) persannel and with police.
~
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f. Broader utilization of air-to-ground communications where aircraft are
available for troop support. Both doctrine and equipment support the use of
air-to-ground commnications networks, but these networks have not always been
fully exploited in US civil disturbances. Aircraft can not only provide sur-
veillance in coordination with operations on the ground, but can also serve as
commmnications centers or relay stations for troop units on the ground which
otherwise would have difficulty maintaining direct contact.

g. Specific channels for rapid exchange of messages between military
uni*s and police. Such channels would be established by special routing pro-
cedures, possibly using selected frequencies or equipment. Rapid intercommun-
ication is important for local assistance and coordination of operations. low-
ever, there mist be ways to filter and direct messages so that only essential
information and audiences are involved.

h. Protection against interference or misuse by hostile groups. It is de-
sirable to guard against three types of hazard: that rioters may prevent com-
munications from the scene of violence; that rioters may jam or overload com-
munications channels; and that riocters may monitor military commmications to
their own benefit.

i. Lffective use of assis-. from cominercial compunications organiza-
tions. This assistance shoui. 2yond the familiar requirements for connec-
tions with the outside world v include help with local problems. For instance,
there may be needs for protected auxiliary channels for local control force
comunications (e.g., telephone circuits to use if radios fail), and possible
aeeds for specialized commercial equipment and know-how to supplement military
capabilities (e.g., in obtaining and transmitting video recordings).

Potential Solutions: In the case of Federal civil disturbance trcops, the US

1vil Disturbance Plan provides for rapid commmications with higher
headquarters and authorizes supplying units with advanced-model VRC and PRC
radios. However, the adequacy of the plamned distribution of radios, of the
actual distribution, and of the comumications system below the task-force
level needs further review. In the case of the National Guard, which has a
recognized shortage of equipment, there is a need to study not only the ques-
tions of adequate planning but also the problems of how best to upgrade the
Guard commmications capability and how to arrive at the best balance between
distributeu and stockpiled equ ipment.

One example of a pa:.icular commmications problem which should be investigated
is the method for establishing commmications between different control agen-
cies at the local level. Present policy apparently emphasizes maintaining sep-
arate radio networks for each agency (such as the military command and the lo-
cal police) but locating headquarters together, so that messages can be ex-
changed between agencies at headquarters. Although collocating headquarters
may have wany desirable features for coordinating plans and policies, it is not
clear that this arrangement alone is sufficient to handle the interagency com-
munications requirements indicated in Criterion g. The USCONARC Civil Distur
bance Plan mentions the possibility of using commercial telephone lines or ex-
changing persannel and equipment between agencies; specialized use of radio net-
works should also be considered. A thorouph analysis of possible interagency
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communications systems would take into account features such as me*ssage sources,
intended message recinients, message content, mmber of messages, mrmber of
channels available for sending and for receiving messages, required authority
for responding to messages of different types, required speed of response, and
the rumber of cther partizs that need to ig:p informed about a given type of
message respons: or control effort. Evaluation of standard procedures and al-
ternative arrangements would look for ways to minimize delays and breakdowns
in message transmission, frequency and duration of cverloads, delays in re-
sponse to messages, probzbilities of receiving conflicting messages through
different channels, and uncertainty about the locations and actions of units
askiug foT assistance.

It is possible that the solution for Criterion g can be based on standard
multi-purpose equipment supplied or available to military units. Other cri-
teria, however, may call for more specialized hardware. There are a number
of concepts available which might specificzlly contribute to flexibility (Cri-
teria a, c-f) and security (Criterion h) of commmications.

More flexible radi- wwunications would permit use by more men, in a wider
range of envirar. s, with easier extension or restriction of networks.
There are several aevices which mi%ht help meet these qualifications. For
communications down to the level of the individual soldier, available items
include:

a. Wristwatch Transmitter: There are devices available commercially
which Incorporate a sensitive microphone and {ransmitter in a
wristwatch housing. Such a device broadcasts up to 200 feet and
can be used with an PM receiver.

b. Remotc Calling Devices: Lafayette Radio and Elecironics manufac-
tures a Pocket Pager, which is a remote receiving device used by
doctors, salesmen, etc. The Pocket Pager operates on any of 23
possible channels in the 27 Mhz frequency range, and has a 0.7
imicrovolt sensitivity. Hallicrafters manufactures a mumber of
similar devices, the CRD-100 Series, designed to operate in the
frequency ranges of 27-50 Mhz, 108-135 Mhz, and 144-174 Mhz.

c. Hand-Held Two-Way Ralios: Several fims manufacture hand-held
two-way radios. The GE Pocket Mate operates on police frequency
bands and has a 1 watt output. The Motorola PREP is belt-mounted
and cperates on two frequencies in the 450 Mhz range with a 0.7
watt output; it is designed fer use with '‘repeaters' to extend
its effective transmission range. The Dyna-Com 6 produced by
Lafayette Radio and Electronics transmits with 5 watts of powsr
on six channels in the Citizens' Band. The Motorvla HT Series of
environmentally-ruggedized BM radios broadcast at 25-52 Mhz with
1.4 watts; at 132-174 Mz with 2.9 watts; and at 450-470 Mhz with
0.7 watts. The HT Series have 0.5 microvolt receiver sensitivity.
The RCA Personal Fone radio has 0.5 microvolt receiver sensitivity
also and broadcasts in five chamnels in either the 30-50 Mz or
the 132-174 Mhz band, with 2.2 watts output. The Personal Fone
has plug-in modular construction for ease of maintenance.
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For small or dispersed units, these devices might possibly allow closer and
more convenient cammnications than the present employment of VRC and PRC !
radios will, but there is also the possiﬁility of supplying civil disturbance ;
troops with the PRR-9 + PRT-4 helmet radio system. Before cny miniaturized ]
system is recommended, the merits and drawbacxs cof one-way vs. (wo-way com- !
munications would reed %o be studied and weighed.
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The short ranges of some miniature radios would not necessarily be a disad-
vantage. For the mosc rart, short transmission range would help keep small-
unit commnications fi.u being entangled in larger networks, and it would
make dissident surveillance of smell-unit cperations more difficult. A mes-
sage which had to reach another unit or headquarters could either be routed
}.hmugh conventional equipment or could be relayed by techniques such as the
ollowing:

)

d. Hard-Wire Relay Termminal: An automatic two-way radio, set up
to extend the range of Land-carried, short-range transmitters,
would receive signals from these transmitters and would auto-
matically retransmit the signals to a coatrol center, using
hard-wire (telephone) lines. A number of such units would have
to be emplaced in trouble areas prior to riots.

)

®
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Radio-Relay Transceivers: These transceivers would operate sim- 1

S ilarly to the hard-wire relay terminals, but would retransmit 3
. 2 messages at higher power levels by radio rather than by wire.
‘ Military devices of this type have been Geveloped.

4 f. licliborne Headquarters: A heliborne command and control center

g would provide the anti-riot commander with cammnications to the
kel elements of his commend, plus displays of the overall situation

' and the opportunity to observe directly sectors requiring special

.;E attention.
%‘? Making radic communications easier aind more versatile depends in part on in-

’f creasing the ability to broadcast under adverse conditions. One relevant type 1
i of inprovement would be the development of better microphone equipment. Two

2

examples are citad as illustrations: '

g. High-Ambient-Noise-Levei Communications: Msith-heid, low-mass i
plastic s would carry speech to 2 micropione contained in
an accompanying plastic helmet. The tubes would act to shield
the microphone fram ambient noise. The concept is that used by
plane handlers on Navy aircraft carriers. The Navy device con-
tains a radio transmitter in the helmet, with an output of less _f

wl

3 ".'i(
p -g than 1 watt. .
% .
F h. Gas Mask Microphone: A bone-conduction microphone campatible
= with gas masks would permit voice communications by radio and
o over public-address systems. i
Besides offering greater reliability of clear transmission, Jevices like these !
have the advantage of leaving both hands free.
pr

L.




S e A o < e 1

e

30 W R IO 17 o LA 7 v T | L we ke T 4 o e 4o

65

The ability to send messages or signals without the use of the hands would be
an important asset against one of the principle threats to cammunications se-
curity: the situation in which the commmicator or his equipment is in immed-
iate danger of attack. For some missions involving small mmbers of trocps,

it might be desirable to have communications devices which require no interrup-
tion of control actions, which are difficult to physically interfere with, and
which can be used covertly if necessary. Two examples of devices developed
originally for the specialized reeds of undercover agents are:

i. Mouth-Held Transmitter: A small mouth-held transmitter would
pemmit surreptitious use. Such devices are advertised by sup-
pliers of equipment for clandestine uses.

j. Code Transmitter: Litton Industries has developed a digital
Iow-data-Tate transmitter for distress or identification codes.
The minizture size uakes it suitable for undercover use.

Levelopment of such emergency equipment would have to resolve questions about
how muich information needs to be transmitted. Some emergencies may warrant
detailed messages; on the other hand, verbal commmication may oiten be im-
practical, and even code transmission can be interrupted or garbled.

A second problem of commmication security is to prevent the more deliverate
rioters from overhearing useful information about control operations. Systems
to protect against unwanted audiences include the following:

k. Radio Scrambler: The Privacom Radic Scrambler, manufactured by
VEIXO, Inc., provides commmications security by use of voice
frequency inversion. Signals sent and received use separate in-
version frequencies which may be changed easily. The inversion
is accomplished by a small transistorized umit that can be
attached to any radio station.

1. Transmitter-Modulation Scrambling: Pseudo-noise (bi-phase and
Trequency-hoppiiig wodulation teéﬁm’qms) can scramble transmission
to prevent monitoring by rioters. A low-cost modification kit has
been developed by ITT to convert sets like the AN/VRC-9 and AN/VRC-
10 to frequencyalgpping units by incorporating spread-spectrum
modulation. The scrambling principle is generally adaptable to
existing ™ radio systems.

Rioters may noc merely listen to official broadcasts; they may also attempt to
insert their own messages to create confusion and overloads in official communi -
cations. This possibility is particularly threatening since there are simple,
low-risk ways to gain access to same commmmications chamnels (e.g., by tele-
phoning the police). One of the possible ways to protect against dissident com-
mmicatiuns is the following:

a, Interface Switchboard: This is a concept for the use of an
mcertace telephone switchboard to prevent jamming of police
cammnications networks during riots. The interface switch-
board would handle incoming calls to police headquarters and
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would rovte them mn to an internal secondary switchboard or
would poriorm in parallel with the second switcboard.

Underlying Jw discussion of interagency comrumications, personal radios, emer-
gency commumnications, ainl message security is tae question of how much informa-
tion of what kinds needs to be transmitted within the military command and be-
oween Jocal contrel agencies. Possibly it i3 desirable to have versatile com-
mmnications equinment und channels capable of transmitting move thai one {orm
of irformation. One example of such eq:ipment wuld be radio-based princers:

n. Izlegrinters. The Telescripter telepriater developed by SOM
Tiesnschmidt is designed to operate with radio or wire commm-
itations sets, to provide printed mersages fov command a.d con-
trcl use which have a higher level of security than voice com-
mamications. The Telescripter prints 75 words per mirute and
produces an original docusent and three copies on faa-folded
paper. Tie device operates an 12 volts and 25 waiis of power,
and it permits unattended operation.

o. Autamatic Printer: The Ferranti Electric Automatic Printer
uses a punched, paper-tape message created by a mobile receiver
from radio transmissians. The output is noiseless strip print-
ing at 2 speed of 300 t. 400 words per minute. The printing
tecinique apparenily sllows the transmission of alphabetic and
pictorial information. The gystem is secure and permits un-
attended operation. The Fervanti printer operates on 12 volts
and 1.2 amperes, uses 4 racio bandwith of 3 khz, and permits
selective calling of up to 800 individual addresses.

Anctheys possible example would be radic-to-camputer links for aid in identifi-
cation aid in recording and classifying spot reports.

However, conmmnications planning seems to have concentrated on how to get mes-
sages from a sender to a receiver, with little attention devoted to the infor-
mation the messages are supposed to carry. Although a military unit may have
stan. uxd procedures defining the appropriate mossages to send by specific chan-
rels, tlere appedrs to have been no systematic review of message contents, &c-
tual and required, during civil disturbances. An analysis of message contents
could provide guidaice for distributing one-way and two-way commmications
equipment; for distributing devices with only 2 code signal capability (no
voice pick-up); and for allocating access to verbal cammumications channels
(by controlling the availability of equipment and/or frequencies). Such an
anajysis might point cut desiraoble ways to reduce compeiition for transmission
frequencies and to keep informmation flows within usable levels. A study of
messages in civil disturbance control operations would possibly be a useful
starting point for efforts to improve commmications in civil distarbances.

5. Inforr'ng the Public

Problem: Civil disturbance contrul operations may become more difficult if
there is insufficient effort to inform the public about military activities
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and to correct unofficial reports. Wwhen facts are unclear or are kept secret,
a comon public solution to ignorance is mumors®*. Several past disturbances,
such as in Los Angeles (1965), Newark (1967), and Louisville (1968), offer
clear illustrations of how rumers have aroused frightened, hostile, disorderly
reactions from citizens. Another way the public satisfies its desire for in-
formation is by relying on the news media, which often supplement what they
gain from official briefings by monitoring military communications and by
seeking to interview soldiers on duty. After-action reports indicate there
have often been news stories, based on fragmentary information unconfirmed by
officiai scurces, which have crested an exaggerated and distorted view of dis-
turbances for the public. The problem of misrepresentation in the news media
is demaistrated by the way same rts of sniping have been handled*®*. Be-
cause 0. the difficulties which public rumors and inaccurate news reports can
cause, the military effort to keep the public informed must include measures
to counteract the errors in unofficial informatiom.

Criteria for Sclution: A military command participating in the control of a
civil disturbance should:

d. Have the capability to directly inform the public about the nature of
the civil disturbance and the measures being taken to bring it umder control.
This capability shou’d be based on a cambination of pre-arranged access to
news media and use of public-address fr<ilities. Any public amnouncement must
be coordinated with local asthorities. Possible contents of public announce-
ments woeld include information on continuing dangers to citizens, temporary
regulations and control measures, and relief operations. Being able to di-
rectly inform the public will enable the military commander to reduce commmi-
cations delays, to overcom: problems of selective exposure (e.g., people who
do 1ot read newspapers or who miss TV bulletins), and to have some control
over what information is emphasized.

b. Assist in supporting and publicizing a rumor clinic in accordance with
requirements of local authorities. A rumor clinic is & place where people can
report rumors and can check their validity. The clinic, in response, can give
facts to individuals and later to the public-at-large. Reducing the spread of
false rumors can both remove stimuli for some riot behavior and increase the
chances for a ratimal public respmnse to contrcl measures. Establishing a
rumor clinic is a responsibility of local authorities, but military forces
should actively provide such clinics with assistance and infonmation (includ-
ing rumors overiward by troops), for the sake of potential Lenefits to the
military mission.

. €. Minimize delays in providing newsmen with information about the civil
disturbance situation and control operations (this criterion reflects a policy
stated explicitly in the USCONARC Civil Disturbance Plan). Even partial in-

*For a discussion of tha fumctions and evolution of rumcrs, see Improvised
News by Tamotsu Shibutani, Bobbs-Merrill, 1966.

*#L"valusble critique of reports of sniping is "Sniping Incidents - a New Pat-
tem of Violence?,'" published as Riot Data Review #3 by the Lemberg Center for
the Study of Violence, Brandeis University, rebruary 1969.
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formation, if provided quickly, can squelch geculation and mumers and can es-
tablish the importance of the information office as a news source. Dsolays in
releasing information will be filled by inventions and guesswork of the news
media and the public, and the news eventually provided may mnt be taken at
face value because of suspicions aroused by the delay.

d. Provide working accommodations for newsmen. National Guard units
called to state civil disturbance duty may not be able to provide ideal ac-
comwdations, and even Federal task forces might lack adequate facilities
at first, 4hat is importint is that news representatives should have some
place where they can remain comfortably for some time to receive updated in-
formation and to file their stories. Providing at least this much will help
3(1'.’ m military information facilities a major news center during the

s .

Potential Solutions: Improvements in public information seem to require not
so much nhew hardware and tactics but rather more effective use of civilian
and military resources now available. Some isprovements will be a simple
matter of following present policy. Hcowever, one matter requiring more study
is the type of information that will be given to the g:blic at any time. For
instance, how far in advance should txoop withdrawzl announced to the pub-
lic? How beneficial is it to inform the public aliout the effects of weapons
and the policies for their use? How effectively can the military command pre-
sent facts to rebut rumors? A study of public reception and reaction to state-
ments from military sources, compared with the effects of statements by other
authorities (inciuding a comperison of completeness and accuracy of news cov-
g;age) might aid the organization of military information offices in civil
isturbances.

6. Informing the Troops

Problem: The demands placed on troops in civil disturbances are high_}_kmmu-

in comparison with most military trainiing end combat experience. refore,
troops need to be well-informed sbout the ways ordinary American citizens will
behave in civil disturbances and sbout the ways that people will react to var-
ious control tactics. At present, suwch infommation must be stated in bread
generalizatizns, supplemented by limited personnel experience and advice about
extreme circumstances. There is also the difficult task of enabling troops to
turn verbal knowledge intuv effective action in an actual riot situation. Even
the best tactical training may not be able to adequately duplicate the viclence
and confusion which may surround a soldier when he must put his kncwledge and
briefings to work. The resulting problem created by present rescurces for in-
forming troops is not that troops will behave in an undisciplined way, but that
they uay not take the most appropriate acticn for restoring order.

Criteria for Solution: There is a need to improve the quality of information
and experience which can be given to troops before and during their civil dis-
turbance duty. Improveaent should be made by:

a. Providing troops with facts to permit detailed expectations about pub-
lic behavior and clear indications of tactics to use when these expectations
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are violated. Such facts could be provided through the present arrangements
for pre-deployment briefing and daily updating of information. The problem is
not a lack of channels for passing on information, but a lack of facts to pass
on. Satisfying the criterion will thus depend in part on the results of data-
gathering and systems studies proposed elsewhere in this report.

b. Using films in training to provide realistic illustrations of control
problems and countermeasures. National Guardsmen have expressed the belief
that films can show the use of tactics in a realistic context and can aid
soldiers in interpreting disorderly events and their participants. Civil dis-
turbance training films are in fact being developed, but their production and
distribution should be increased and accelerated.

¢. Training the individual soldier for increased rvesistance to the ef-
fects of provocation and harrassment from citizens. In the most recent dic-
turbances, troops have shown great restraint when faced with actively hostile
individuals, bist these situestions have typically involved scldiers in station-
ary guard positions where each man could follow the example of others. In a
highly fluid and violent civil disturbance in thc future, individual soldiers
might have to cerry out precise control procedures in more isolated and dan-
gerous ciramstances, making their actions more sensitive te harrassment.

The better a soldier can withstand insults and irritations, and the greater
the confidence he has in this resistance, the better he will be able to per-
form control tasks independently and with versatility.

d. Using game-type training simulations of small-unit experiences with
civil disturbance control problems. It may not be possible to stage 'prac-
tice riots" for training purposes, but it should be feas:ble to create prob-
lem simulations which will give the individual soldier direct experience with
tactical decisions, with the viewpoints of both hostile and indifferent citi-
zens, and with the effects his actions can have on his unit's operations.

Potential Solutions: The basic problem discussed here is how to prepare the

1V soldier to apply his training in a civil disturbance. There may be
equipment or specific training procedures which can radically improve this pre-
paration, but it is not at all clear what these are. The difficult job of
identifying and obtaining essential information has been discussed throughout
this report. The answers to the training criteria are mot ready and waiting,
either, and will require research. Somecae will have to design and evaluate
films, stress exercises, and ganing exercises which can put across civil dis-
turbance training more effectively. The one suggestion that can be made here
is that it appears more economical to analyze troop information requirements

as a single task than to wait for new training and briefing techniques to be
tested one at a time,

7. Police-bﬁlitay_ Familiarization

Problem: Civil disturbance control efforts have been hampered in the past by
a Tacl; of full cocrdinatign between military and police forces. Police have
had difficulty understanding military terminology, the organization of the
militery command structure, the inability of military commanders to freely com-
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mit their reserves to action, and the limits on a squad leader's command ini-

: tiative. Although this evidence of misunderstanding comes from military sources,
it seems safe to assume that there has also been some unpublicized military con-
fusion about police policies and orgenizstion. Mutual confusion is most dan-
gerous in decisions gbout assigned duties and about the use of hardware and
tactics.

*
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- Criteria for Solution: The best appreach to reducing police-military misun-
= - derstanding about civil disturbance contrcl tasks is for the two forces to
N practice together at these tasks befors disorder breaks out. In a society
2 where military men should not participate in everyday law enforcement, oppor-
tunities for police-military familiarization should be created by:

a. Combined civil disturbance training programs for Federal, Natiocnal
Guard, and police officials. A prime example of such a program is the Civil
Disturbance Orientation Course recently reinstituted at the US Ammy Military
Police School. Any such prog . am should be organized to have National Guard
and police officials from the ssme state participate simultaneously.

b. State confe.ences for combined civil disturbance police planning.
Such conferences could deal with questions about the coordination of command
structures, Natinal Guand involvement in apprehending and detaining citizens,
levels of force to be employed, sharing of intelligence, and establishment of
interorganizationsl commnicstions®*. Questions like these should be largely
resclved in advance of any civil disturbance.

"
~u

C. Combined field exercises based on simulated civil cisturbance control
problems. It is noted earlier in this report that there has been & lack of
realism in past training for civil disturbances. Part of this problem is that
police and military personnel have not had chances to practice together the
coordinated effort they are supposed to display in civil disturbances. At the
i‘et:st. combined exercises would alert officials to coordination problems in
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Potential Solutions: This problem calls simply for more meetings between mili-

> civilian control forces which can result in shared experiernce and
shared decisions on civil disturbance control problems. There does not appear
to be an immediate roquirement for new tactics, hardware, or even research.
However, a closer look at the criteria will show this conclusion is misleading.
The content of civil disturbance treining programs mist have same reference to
new possibilities for hardware, tactics, and combined operations. State con-
ferences on civil disturbmnce planning must deal with issues that are the sub-
ject of systess studies proposed elsewhere in this report; thus, the results
of these studies must be made relevant at the state, as well as the national,
level. Finally, designing simulated civil disturbance problems for combined
exercises (such as the operation of a collocated command post) will require the
talents of a zystems analyst. To create prograws for police-military familiar-
ization without such a thorough approach to their contesits would be to provide
only half a solution to the general problem.

Major issues suggested by Mr. Arnold Sagaiyn, ADL.
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ill. SUMMARY AND CONCLUSIONS

The CLOARAD Program was able to identify a number of problems and issues af-
fecting the ability of military forces to assist in the control of civil dis-
turbances. The Program also defined criteria and possible methods for good
solutions; however, the resources of the Program did not pemmit specifying
the exact equipment and tactics which are best-suited for handling these Brob-
lems. Because enough was leamed in the CLOARAD Program to des1gnate probiems,
:g; m)n solutions, this report makes but two major reconmendations (A and B

Y

A, IT IS IWBRATIVE TO CARRY UJT SYSI'ELS SI'UDIES IN ORDER TO XETERMINE THE
BEST ! EAS . X R PROBLEMS ! N
mm EE Wiltiple requi Tements for HEEIi'ﬁg suC-
cessfully with a particular control problem. Each study should analyze and
coupare the effects of all possible combinations of hardware and tactics in
a variety of problem scenarios. The systems studies will differ from the
CLOARAD Program in being more focused and having more thoroughly defined re-
quirements for dsta and analytic procedures. Examples of the questions for
systems studies are given in the Potential Solutions section for each contrel

problem listed in this report.

B. TO SUPPORI"I}E SYSTEMS STUDIES AND ANYOTHER RPSEARG{ (N'IHE MILITARYROLE

ta to ga 3 ined in advance according to
the needs of specific research programs. Major primary sources of data will
include official records, supplemented by systematic interviewing. Where it
is not possible to dJ.rectly measure civil disturbance phenomena, indicators

should be developed and used. Pre-defined and precise data requireients, plus
reliance on primary sources, will be major improvements on the CLOARAD Program.

Examples of likely duta needs are given in the Poteatial Solutions section of
many of the control problems identified here.

C. Based on the informaticn obtained during the CLOARAD Program, it has been
possible to identify eighteen specific control problems and to suggest both
criteria for solving them and potential solutions. The problems can be sum-
marized as follows:

1. Protection of securig forces from thrown objects and gu_n_ﬁre. Per-
somel-protection equipment pemuit maximum meneuverability, permit un-
obstructed vision, and be lightweight and demage-resistant. Vehicle protec-

tion should prevent penetration and immobilization and should allow variable
and adaptable reinforcement.

2. Rapid deployment of ground forces to cope with scattered and recurrent
outbreaks of disorder. A soEution to this proBEem should treat each quick-
response unit and 1ts transportation as an integrated system and should take
into account the needs for commmications, aerial mobility, and use of local

resources.
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3. Danzing rioters the advm%es of darkness isuch as invisibili% and
anonymity. rol lorces € to contro umindtion according

to operational requirements, to light up individuals or large areses from a
distance, and to operate effectively under conditions of imposed darkness.

4. The need to augment civilian fire-fiptg g. The military contribu-
tion should include use of soldier-Tiremen wiic can both protect and assist
civilian fire-fighters, development of a limited small-unit fire-fighting ca-
pability, and training of rogular troops in proper responses to fire problems.

5. Controlling buildings with z minimum of risks, damage, and injuries.
Inproved formilation and application of bullding-control doctrine em-
phasize methods for protected access, timing and police participation in
building seizure. and building security after seizure.

6. Efficient use of barriers to protect
restrict or it P
€ Lopmen impe e, well-defined, self-maintaining, non-
injurious barriers which permit easy modification and which can be manned by
small wits.

7. Res%‘ § to :;ni%'mg reports in !Iazs that minimize violence. Re-
sponses oW veritication precise location of shooting, varied
tactics by specially-trained units to meke the sniper isolated and vulner-
able, and maximm protection of citizens and troops in the vicinity.

limit riot areas, and

8. Counteracting hit-and-run violence. Control measures should be based
on deployment of ﬁI, carbined (police + military), mobile units with ex-
panded commmications facilities; on the use of graduated force; and on the
encouragement of self-policing by citizens.

9. Dispersing, or diverting crowds with & minimum of disor-
derly consequences. ] mdeys should have an increased number of op-
tions for controliing the formation, behavior, and movement of crowds in ways
that maximize the chances of avoiding violence. Control options should make
use of troop mobility, graduated levels of non-lethal force, selective removal
of individuals, controlled dispersal, commmication with the crowd, observa-
:limon and identification of crowd participants, and self-policing by members of
crowd.

DRRALRS

10. Enforcement of curfews without excessive interference with legitimate
traffic.” More effective curfew enforcazent will depend on an improved capa-
bility to locate, identify, and intercept violators through greater concentra-
tion of manpower, better alerting of patrols and checkpoints, better methods
of identifying perscns on legitimate errands, and mechanically-aided detection
of violators.

11. Legal ind tactical difficulties of and detaining citizens.
These diificulties should be eased Dy insuring U@ participaction oi the police,
by improving the means for immobilizing prisoners, by develcping better methods
for recording and preserving evidence and identification, and by rapidly re-
moving detainees to pre-arranged detention centers.
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12. Shortages of complete and accurate intelligence. Military intelli-
gence sha—xﬁ%-ﬁfmﬁ by supporting interagenCy intelligence-sharing at
the state level, by assigning greater intelligence responsibility to troops
on duty, by increasing the capability for remote surveillance of riot areas,
by directly recording intelligence “nputs, and by establishing channels for
information from citizens.

13. Identification of riot icipants so as to remove an ity and pro-
vide intelligence and legal eviEnce. Identification methods s%ouIﬁ provice
Tegal eviﬁ%é of 1 IIegif activity; should be able to use portable, long-range
equipment; should be conspicuous and hard to evade; should permit rapid alert-
ing of control forces to watch for identified persons; and should produce
tamperproof evidence available only to official agencies.

14. Accaurately estimating the severity of disorder and the success of con-
trol efforcts. Uncertainty aooult control requirements and effectivenss should
be resolved with the help of a set of indicators which refer to the full range
of control problems and responsibilities, are immediately available during a

disturbance, can be compared against their pre-disturbance values, and require
a minimumm of effort for collection and analysis.

15. Insufficient and ig%uate facilities for security-force commmnica-
tions in urban areas. s 1s particularly & proolem of police-military in-
tercommmications. The soiution should involve the issue of more and better-
matched equipment and better organization of communications channels to pro-
vide for interagency communications, emergency commumnications, und security
against hostile interference.

16. Countering public J’.Exorance and unofficial responses to it gmmors
and speculative news i'_e%rts which increase the difrl c'%Ity of obtaining co-

ration with controi eiforts. Military forces should provide a steady re-
gease of Information about disorder and control efforts to the press, should

support the work of rumor clinics, and should have the capability to make di-
rect anncuncements to the public if necessary.

17. Troop inexperience with the special situations and demands encountered
in civil disturbances. Tc help troops put civil disturbance training into
practice, they should have a background of realistic training by use of films
and exercises, plus more detailed briefings on what to expect and how to re-
spond in riot situations.

18. Misunderstandinug between police and troop units about each other's mis-
sions ilities. Misunderstandings should oe removed by on-the-job con-
tact between police and troop ieaders in combined training programs and field
exercises, and in state civil disturbance planning confereaces.

The problems stated and issues raised in this report are real and persistent.
However, in the search for better solutions, this report can offer no more
than tentative guidelines. Developing the best feasible solutions to civil
disturbance control problems will require the support of detailed systems
studies and extensive, selective data collection. .




UNCLASSIFIED t

Security Classification
.

DOCUMENT CONTROL DATA.R LD
ual be

(Security claasification ol title, body aof abstract and indexing tatian m d whon the uversll report la claaslitied)
1- OMIGINATING ACTIVITY (Comporate author) 28. REFORT BICURITY CLABSIFICATION
U5 Army Land Warfare Laboratory UNCLASSIFIED
Aberdeen Proving Ground, M 21005 2. Gmous

3. REPORT T!YLE

COMPRUEIENSIVE LAW § ORDER ASSISTANCE RESZARCH AND DEVELOPMENT (CLOARAD) PROGRAM

4. OESCRIPTIVE NGTES (Type of report and Incluaive detes)

Final Report (Revised)

8. AUTHOM(S) (Firat name, middie tnitial, last name)

Richard W. Wilsnack (Formerly CPT, US Army)

Joseph W. McNiell Donald O. Egner
Lavid W. Samuels Donald Campbell
4. REPORT DATE 78. TOTAL NO. OF PAGKS 73, NO. OF RKPS
March 1971 77 0
8. CONTRACT OR CRANT NO. 08. ORIGINATOR'S REPORT NUMBE R{S}
b PuosEcT No. 2X663701D718 TR 71-04
€. 0d. OTHER REPORT NOIS) (Aay other numbev st may be sssigned
thia report)
d.

10. DISTRIBUTION STATEMENT

11, SUPPLEMENTARY NOTES 12. SPONSORING MILITARY ACTIVITY

: . 02-Y-69.1 Department of Defense
was pgr ormed under LWL Task No. 02-Y-6&9 Washington, IC 20310

The basic work reported in this document | Director of Defense Research § Ergineerirg

13. ABSTRACTY

~The Conprehensive Law § Order Assistance Research and Development (CLOARAD)
Program was concernad with hardware and tactics of potential value to mili-
tary forces assigned to help control civil disturbances. The Program was a
small-scale attempt to evaluate specific tactical problems and requirements
inposed on military forces in disturbances. Within the restyictions of
scarce data and time, manpower and funding limitations, this report delineates
the most inportant problems identified during the Program and presents guide-
lines for the solution of these problems. Two firm recommendations are made
in the report: (1) there should be comprehensive systems analyses to deter-
mine the best feasible solutions for the problems stated in the report; and
(2) there should be a larger-scale, intersive effort to assemble and analyze
pre-defined data on civil disturbances.

w Y .
DD /% 1473 Sucsicrisaronu iyt san se weuts UNCLASSIFIED

Tecurity Clasaification

L LB




.
-

[

L]

"
N ¥
£F w2
2 -
.
]
&
3
-

UNCLASSTFIED

Sacu.ii, Clasnificwiion -
1e. T LINR A LiINK B LMK €
KEY WORDS
noLE wy mGLE wY ROL K wT
Riot Contrecl Sl
I
Civil Disturbance
N
b i £ 1] i
, . - oz
; o . .
rx ) ) .
) L B .
. : o . 1
ISR i o o, ' M E
e . AN e t
a ——_—
. UNCLASIFIED

Secutity Classificatlon

gl

s

RS

Al bia sl

Ty




