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ABSTRACr-

The Comprehensive Law Order Assistance Research and Developmnt (CLOARAD)
Program was comerned with hardware and tactics of potential value to milii
tary forces assigned to help control civil disturbances. The Program was
a small-scale attempt to evaluate specific tactical problems and require-
meits imposed on military forces in disturbances. Within the restrictions
of scarce data and time, nnpaler and funding limitations, this report de-
lineates the most important problms identified during the Program and pre-
sents guidelines for the solution of these problems. Two firm recomnda-
tions are moe in the report: (1) there should be comprehensive systems
analyses to determine the best feasible solutions for the problem stated
in the report; and (2) there should be a larger-scale, intensive effort to
assemble and analyze pre-defined data on civil disturbances.

*1



This report is a revised version of an earlier report and is concerned with a
difficult and sensitive issue: military assistance in the control of civil
disorder. It is likely to be somewhat controversial because its subject is
one about which nearly everyone has already formed fixed opinions; because the
interests of various groups officially involved in the problem differ; and be-
cause the methods for studying civil disturbance control problems are now and
probably always will be rather inexact.

The CIL A study attempted to minimize controversy by: (1) employing exper-
ienced personnel to gather and analyze data; (2) by reviewing both official
and unofficial documents and obtaining the views of military personnel at sev-
eral cummand levels; and (3) by stating its findings only as strongly -s thedata would permit and basing them on past actions as distinct from plans and
intentions.

This CLOARAD report does not present a major breakthrough or discovery. Many
of the ideas contained in the following pages are already stated in official
publicatimns. Hovxver, there are good reasons for repetition. Some existing
plans and doctrines which may &uswer requirements in this report have not been
fully and successfully implemented, and implementation should ;. encouraged.
Sane advances in control methods used by one military organization should be
made standaxd for other organizations as well. There are general doctrines
which need to be developed in greater detail in response to specific problems
discussed here. Finally, there is the simple need to list all the aspects of
a problem, both solved and unsolved, so that they will be recognized and con-
sidered as a whole.

There is an attempt here to foresee which aspects of present civil disturbance
control problems will perrist in the future, and which aspect,, are likely to
change. There is also an attempt to distinguish the ways in which control meth-
ods deserve not only techmical but also tactical improvements. Finally, there
is an emphasis here that control problems cannot be sharply separated into mili-
tary and civilian responsibilities, but require the active cooperation of both
kinds of authorities.

Although the CLOARAD Program represented a small-scale research effort, to our
Irwaledge there has been no other couparable program in this area. fle majorcontribution of the QIQARAD Program may be to stimulate more thorough investi-
gation of the practical requirements of the military civil disturbance mission.

V Certainly, the detailed and thoroughly corroborated findings needed for more
responsive planning and development will demand carefully focused and system-
atic research on specific control problems. To ignore this demund is to risk
costly mistakes in the future.
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I. INTIM)MION

The Coprehensive Law • Order Assistance, Research and Development (CLOARAD)
Progran was concerned with military assistance to civil authorities in the
control of civil disturbances. The Program served to identify urgent prob-
lems and issues affecting military assistance. These problems and issues
ha•ve emerged from the review and analysis of large numbers of official and
unofficial doaments on civil disturbances, and frcmn dicusziors with N.aN•-

~ •tional Guard personnel at several cammand levels. From the many problems
facing a military commander in a civil disturbance, the few listed here
are judged to deserve attention beceuse they appear to present continual
challenges to control forces. Eighteen specific problems are discussed in
this report.

Analysis of assembled information has suggested criteria which could serve
as general guidelines for improving hardware and tactics for dealing with
the control problems. These criteria are intended to have three functions.
They can serve as rough measures for evaluating current responses to con-
trol problems. They can point out which features of existing or planned con-
trol methods should be- implemented or improved most rapidly and universally.
Finally, they can serve as general standards for the development of new
hardware and tactics, and as a basis for the establishment of more detailed
and meaningful criteria.

This report also discusses potential solutions to each of the specific con-
A t trol problems. However, the report stops short of making positive recocmn-

dations for using or developing particular equipment and tactics. The ab-
senCe of these recaunndations contrasts with the initial goal of the CLOARAD
Program, %wich was to analyze military involvement in civil disturbances in
a way that would produce detailed definitions of needed control hardware and
"tactics. To undrstand why the original oal was not achieved, it is nec-
essary to briefly review the history of the LOARAD Program.

The CLOARAW Program originated in a request from the Office of the Director
-.• • of Defense Research and Engineering (ODDRE.). Because civil authorities

have continued to request military assistance in dealing with civil disorder,
F ODDRE desired to know more about the hardware and tactics required by troopsproviding such assistance. The O•DR)RE request wnt to the US Army Land War-

fare Laboratory (LUL) because of its experience at analyzing civil distur-
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bance control concepts iii an earlier program*. LWL responded with a pro-
posal which became the basis for the CLOARAD Program. ODDR&E set a nine-
month deadline for the Program and provioed guidance for the selection of
expert assistance for the research.

CIDARAD was not the first attespt to an'lyze military tactical and equip-
ment requirements for controlling civil disturbances. A unique feature of
the CWARAD Program, however, was an effort to make the fullest possible use
of statistical data on recent civil disturbances. A concerted attempt was
made to gather all the available docamented facts about spontaneous out-
breaks of disorder which have already occurred, and which are related to the
more organized violence which could occur more frequently in the future. The
information, assembled at a data collection center, was to be used as a fac-
tual basis for for-_.-,v .... hypotheses and conclusions about civil distur-
bances, which would lead to the CLOAIRAIJi .

Much of the work of CLOARAD was carried out by contractor teams: two spec-
ial research teams and the staff of a data collection center. A special re-
search team at Arthur D. Little, Incorporated (ADL), headed by Mr. Arnold
Sagalyn, was assigned to analyze low-level disturbances, those which are
characteristically spontaritvus and disorganized and which are the focus of
present Army civil disturbance control methods. A special research team at
General Research Corporation (=mC), headed by Mr. Zoltan Pazmany and Dr. John
Sorenson, was assigned to study high-intensity disturbances, those which ln-
volve organized campaigns of violence mad which are presently outside the
scope of most Army civil disturbance doctrines. While the team at ADL looked
at US events of the recent past, the team from GRC projected trends for the
future, based in part on ftreign experiences.

The special research teas were to recommend both civil disturbance data
sources and ways to classify, the data to a collection center at Dattelle
Memorial Institute (BMK). A staff at CMI, headed by Mr. Harold Hucek, had
the ass3igmnt of assembling and organizing 'docuented information according
to suggestions from the special teams and LX.. MTe contents of the docments
were to be processed to permit rapid retrieval and tabulation.

*Previous LWL efforts relating to civil disturbance control include those. re-
ported in the "Catalog of Selected Items to Aid in Controlling Civil Distur-
hances" (issued by OCRI in Aagust 1968) and LUL Technical Report No. 69-14,
Riot Control: Analysis and Catalog (October 1969). This latter report was
based in part on supporting work by the following:

m a. Cultural Information Analysis Center (CINFPA), Center for Research on
Social Systems (CRESS), American University, reported in CINFAC/CRESS Sci Info
Resp No. 2014, "Phases of Civil Disturbalces: Characteristics and Problems."

b. Remote Area Conflict Information Cmeter (RACIC), Battelle Memorial In-
stitute, reported in Tech Rpt No. IWL-CR-02-RAB, "Report on the Status of Riot
Control Hiardware ."

c. Uooz-Allen Applied Research, Inc., reported in LWL contractor report
(I•'Ar), "Investi-ation of Promising New Concepts for Handling Civil Distur-
bances."
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Using the assembled information plus their cu knowledge and experience, the
"special research teams, assisted by LVL and BI , were to develop hypotheses
relating to the effects of military control measures on civil disturbances.
The hypotheses w.-re to be stated in such a way that they could be tested
against the data at Ea. LWL would then determine the particular hardware
and tactics which best provided the desired characteristics.

The work plan described above could not be completed because of data short-
ages and time restrictions. The main dLfficulty was that the quantity and
quality of available published data on civil disturbances were inadequate
for the original purposes of the program*. In particular, there are very
few manuscripts giving detailed accounts of separate incidents in which

ý0 military equipment and tactics have been employed. Furthermore, the terse
narrative style of many documents made it difficult to draw detailed in-
"ferences for developing the data base.

Trying to work with the data 1.4 to a critical time shortage. More time was
required for collecting docauents and reducing them to information statements
than was anticipated in the original work schedule. It was clear that re-
ducing information statements to numerical data would czu=. additional de-
lays. Consequently, the original work plan was altered so that the special
research teams could rely on their own knowledge and experience to indepen-
dently analyze civil disturbance control problems and rec=mmend desirable

-Icontrol methods. The data collection center was to proceed on its own to
finish gathering and organizing information and to begin putting informtion
in rnmerical for: for later use in verifying the findings of the special re-
search teams.

During the remainder of the contract period, each of the special research
teams independently gathered, reviewed, and analyzed information. This en-
abled each team to submit, in advance of contract deadlines, a report which
was to identify major problems of civil disturbance troops and suggest tac-
tical and hardware requirements for meeting these problems. The reports of
the special teams have provided many of the ideas and conclusions of thisfinal report.

The research team at ADL prepared a report based principally on interviews
and discussions with small-unit leaders and state officials of the National
Guard who have had direct experience with civil disturbances. The report
*To avoid a haphazard accmulation of data, and to maximize the chances of
obtaining all the facts relevant to studied control efforts, the document
search initially concentramed on twelve recent disturbances: Berkeley, CA
(September 1964 - March 1965); Los Anreles, CA (August 1965); Cambridge, MD

'_*w (July 1967); Detroit, WN (July 1967); Orangeburg, SC (February 1968); Wil-
mington, DE (April 1968 - January 1969); Columbia University, ý,ew York City,
NY (April - July 1968); Washington, DC (April 1968); Baltimore, ND (April
1968); Cleveland, CH (July 1968); Chicago, IL (August 1968); and Madison,
u •WI r59 .. . How ever, even this narrow focus could not entirely over-
-cme the obstacle of a dearth of published information.



°I

4

contains both descriptions of control problems and recommendations for deal-
ing with the problems through use of hardware and tactics. Going beyond
specific control rtquirements, the AIL report analyzes some of the larger um-
derlying issues which might affect solutions to specific individual problems.
In support of the ADL conclusions, there are siaarized records of the com-
ments of National Guard personnel*.

The report from GRC also provides analyses of tactical problems and some of
the larger underlying points for consideration. However, the report is ori-
tinted primarily toward identifying possible threats and problems of the
future. As a result, discussions of specific problems are for the most part
rather abstract and inconclusive, and recommendations often state needs for
more planning and research without offering definite criteria for desirable
asaiare and tactics. The report also generally does not present the data
or detailed arguments which were the basis for its conclusions. However,
GRC reviews umieruis hardware and tactical concepts in a way that helps to
point out the wltiple possible consequences of using each deviceh*.

The data collection ceater at 24I compiled information and numerical data on
control problems (fires, sniping reports, injuries to control forces, levels
of violence, illunination) and control measures (deployment of National Guard
forces, use of chemical agents, mass arrests, use of firepower, and curfews)***.
In some cases, patterns in the data permit tentative conclusions. Generally,
however, tho responses from BMI were sharply restricted by the need to rely on
published accounts of disturbances. Furthermore, there are many iauortant
questions about civil disturbance control which could not be answered because
available reports lacked the necessary facts. Finally, the limited variety
of facts plus the restricted time and manpower of the program prevented pre-

__ cise analysis.

Within the constraints of available documents and testimony on civil distur-
bances the CLOARAD Program has attained several positive results. The evi-
dence indicates that the problems and issues identified in the following pages
will be continuing concerns of military planners and field commanders in fu-

-W ture disturbances. The CLOAR Program has also led to definitions of re-
quirements for materiel and tactical solutions of these problems. Fulfill-
ment of these requirements will demand detailed systems analyses of the poten-
tial solutions, including the careful gathering of ,elevant facts from archives
and from systematic interviewing. Beyond these results, CLOARAD has suggested
ideas for new hardware and tactics which might satisfy the criteria. The cri-
teria and potential solutions are tentative because they lack rigorous defirzu-
tion and testing, but they should provide useful guidelines for any further
efforts to evaluate civil disturbance preparations or to develop new and im-
proved control methods,

%The m.ethods of the ADL study are described in Appendix A to the report, Mili-
tary Control Problems and Bquipment/Tactical Performance Criteria for Low--

-• Level Civil Disturbances, submitted by A tL to •_L.
MaThe final EM M report, CIMORAD - High Intensity Phenomena Program: Final Tech-
nical Report, is on file at LWL.

h Report for Project CLOARAD and details of some thirty BMI re-
sponses to M data queries-exist at LWL.
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The discussion of specific control problems and criteria for their solution
makes up the second section of this report. An effort is made to present
all the aspects of a problen, and to include in the criteria not only plr-
formance standards for hardware and tactics but also principles to guide the
use of such measures. The rtport concludes with a sunary of all its findings.

II. RtVIE FOR HARDWARE AND TACTICS

The CLOARAD Program identified eighteen problems that have an impact on mili-
tary operations in civil disturbances. It is believed that these are the
problems vhich deserve the most rapid improvement of hardware and tactics for
responding to t-wm. The problems are described in the following pages under
three general headings: Control of Environment, Ccntrol of Citizens, and Con-
trol of Information. Each problem description is followed by a set of cri-
.eria for desirable solutions and suggestions of possible means for achieving
solutions.

Both problems and criteria are stated here in general terms, pointing in the
direction of desirable solutions without making explicit recoaaerLdations.
This cautious approach keeps the findings of this report in line with the
relatively unspecific contents of the data base. Further refinement of prob-
lem requirements must wait upon specialized and intensive research programs.

A. CONTROL OF ENVIROMPM.Nr

1. Protection of Security Forces

Problem: Troops confronting rioters and demonstrators have often been tar-
gets Tor thrown objects and bodily assaults which can cause injury and thedisruption of control operations. In the future, more intensive and organi-zed civil violence could mean that troops would frequently be fired on. In-
" adequate protection of military forces against the threat of public attack
could lead to less effective control efforts and a decline of morale and weap-

m discipline.

Criteria for Solution: Federal and National Guard units have already becn
issued or given aces to quantities of protective equipment for civil dis-
tUrbance duty. However, in preparation for future disturbances, important
improvements could be made in keeping with criteria suggested here*. The
primary requirement is still for protection against thrown objects, clubs,
*For example, large numbers of protective vests have already been issued to
National Guard civil disturbance forces and additional large quantities of
vests have been stockpiled for Vederal and National Guard use when needed.
However, this may not be a final sclution to body protection requirements
if future disturbances involve high-velocity hostile fire or the activation
of greater rnmbers of troops in widespread locations.



and bodily assault, to reduce chances of injury to control forces or effec-
1. .~ tive interference with them. A second requirement, ho~vver, is for protec-

tion against less likely but more dwngerous attack by gunfire, flawcs, orAimxplosion fragments. A third requirement is for sufficient nrmWiers of de-I
vices to insure that all troops are well-protected at the start of their in-

volvement in tactical operations.
Additional criteria for special protective nee-ds are as follows:

a. Head Protection: Protective equipment should:

(1) Provide shielding of face and neck areas beyond that provided by
conventioaml military heLaets. National Guard leadars iut various. levels of

camadh i: indicated a desire for same means of protecting the face ond
neck. Such protection mighxt have the desirable side-effect of reducing the
need for evasive; movement or defensive counterattacks in dealing with vio-

(2) Penait ux*~bstructed vision. I
00(3) Resist dmDago from imipacts.

(4) Be con~atible with rapid emplacemen of a gas, mask, without increased
hindrance to the useir oi the ma*sk. Head pzutection should not be achieved at

LA the expense of gas protection.

Potential Solutions:K(1) Shoulder- ýrted Hedh~t: A shoulder-supported halnet, de-
coupled from h weikRr s head, may be effectivelyudt
couniter high-energy ballistic threats which u~ight be lethal
to anyone wearing, the norual-type military 1%elmet.

(2) Crash Helmet: This is a plastic helmat similar to thosiý. em-
?-loyed fin aiation. Thw advantages of plastic over metal Ln-
Elude reduced weight and incrm.ased shock resistance. Helmet
design could incorporate sliding goggles, r-ado transceiver
and fittings for a quick-relea~se gas nrsk.

(3) CommercialSaft Hvbwets: In attempts to control riots, there
is a neead tdr a _1.et' !met which will protect against bricks,
bottles. and other thrown objects or against boards, pipes, and

othr bjetswielded as clubs. These helmets ame designed to
protect the head against such objects. Protection is also af-
forded the ears and the t~er part of the neck. Face shields
are available to protbct the face,, and chin str-aps are used to
-hold the halmet firmly in place. Mokst models are available with
other acceszories suci4 as rain capes, head-suspension unitj, flip-
up eye shields, visors, halmet covers and carrying cases. TheseK ~ helmets are coutnercially produced by Def-ensor Protective Equip-
ment, Inc.; Amaricen OpticaliCo.; w Pr.owut.ts; Lake EreChemn-

il~l C.; indSafty pplanc Co, Gnte Cop.;and others.

#pu
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I• Sme Arq _g40es have gone on record in opposition to the procurement

of face shields, t discussions with National Guard leaders repeatedly pro-
; duced com•ents mo the desirability of fac shields, and in several states

the Guards havW6 purchased them with State funds. The utility of such shields
should be inveatigated, especially with regard to Criterion (4). The inves-
tigation should also consider the possibility of providing adequate facial

~~ ~ shieldins with either the HMlA, Protective bbsk, or the MW~A, Hood, Field
Protective. Criterion (3) may be particularly relevant because of the pos-

I sibility that throum objects could penetrate or cause injury through the
, I I.l or could render the MI7A1 inoperative.

b. By Protection: Protective equipment, especially equipment designed
to withstan itI-•oity impacts, shold:

(1) Leave one or both hands free as required to handle a weapon, gas
cask,. comvication device, or vehicle.

(2) Weigh as little as possible. The fatigue caused by carrying heavy
armor under conditions requiring frequent movement and long hours of duty
would be a serious drawback.

(3) Ydnimize restricticns on mobility. For example, a shield should not
get in a soldier's way if he needs it when entering a building. Armor should
not impede am and leg movement.

(4) Remain effective over extended periods of use and/or attack.

(5) Be either easily maintainable or cheaply replaceable.

Potential Solutions: It is possible that the present design and distri-
bution of protective-aimor vests are adequate to guard troops against the

ape d frequency of attack experienced to date. The major question for
Wrthr research is whether modifications in existing equipment stockpiles

can adequately cope wih various threats of escalated future conflict, or
wether escalated conflict is likely to require deployment of new equipment
so that troops can achieve quick and efficient control. Research on thisissua should take into account not only types of hostile weaponry and pos-
sible protect ive devices, but also the past and predicted risks of attack
for civil disturbance troops. (For exhamle, there s~hould be an atteapt tomake estimates from past experience of the extent to which control troops

would require maxiMzU protection against high-velocity weapons.)

In the analysis of possible future requirements, it will be useful to con-
,., Isider items of equipment -u=h as the following:

(1) B Armor: The Carborundue Co. has produced a line of ceramic
e body armer which will protect men from projectiles in the veloc-

ity range of the .30-06, .356, etc. Their I'MT ceramic armor
d vest covers the front, back and groin and reportedly will pro-tect the wearer against rifle ball ammunition at point-blank

range. ThO basic components of these vests are inserts of a
hard ceramic material backed by Doron, a fiberglass-type ma-
terial.
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(2) Steel-Plate Vest Bo-dy ýArwr: Davis Aircraft Products Co. mnu-
racEtures a lire of vests reportedly effective against non-
ballistic fragments mad the high-velocity semi-jacketed .357
magnum, .4.# magma•r•u 9m parabellum, as well as slugs and 00
and #4 buckshot from a 12-gauge shotgLm. T1 vosts are a Had-
field steel plate/nylon felt combination.

f!T (3) Vast Body Armor: Lightweight bullet-resistant body armor will
decreas1e t 'threat of injury fr sniping during riot control
operations. A vest developed by Federal Laboratories, Inc. is
designed to reduice the threat of handgun ballets up through
.357 masgma. The vest provides protection to torso and crotch
from the front and rear. Constructed of overlappin armor
plates senm into nylon pockets, the vest is flexible and capa-

"be of withstandling handgun bullets of velocity up to 1430 ft/
sec. Other lightweight vests are available to be worn under-

Sneath clothing and bre capable of stopping cal. .38 special
4•. bullets.

(4) Fiberglass Plate Vest Body Armor: A 3-lb-ll-oz viest, manu-
tactured by Defensor Prtectiýve Ecuipment, Inc., is made of
overlapping Doron "fiberglass" armor plates covered with a nylon
material with reinforced webbing. This vest is designed to
protect vital frontal body areas from hron objects as well

__ 'as bullets of velocity up to 855 ft/sec. Other available mod-
els will provide protection against handgun bullets up to and
including 9m. parabellum, and the standard .357 magma loaded
with a 158-grain lead bull•t.

(5) All-Wlon Vest Armor: A ballistic nylon vest, conceived
Sbm. R. .' molisten, affords protection against mon-ballistic
Sthsts and h s up to and including .357 wpmui. It is
an all-nylon vest with no meta&lic protection.

(6) Bod Armor: A cermnoastic ballistic vast, manufactured by
]!-fri Laminates Division, Fansteel, Inc., offers protec-
tion against mon-ballistic threats and ballistic threats up to
and including cal. .30 N2 AP projectiles at umzzle velocity and
zero degree obliquity. It is a nylon cloth carrier with rigid
cermic fibeglass inserts.

-4 (7) Steel Lef Armor: Leg arm for helicopter pilots, developed byAo trniacs' pisicn, Philco-Ford, offers protection against
cal. .30 W2 AP projectiles at muzzle velocity and zero degree
-obliquity. It is formed from Coposite DPSA steel armor for
coplete protection.

(8) Fiberglass Resin Shield: The 2E. kMrton Pitt Co. produtes a por-
table, bullet-resistant shield which may be used to protect
against handguns with a muzzle velocity up to 1430 ft/sec. Ithas a transparent Plexiglass bullet-resistant wir&wN. By kneel-

* ia mi ia mi
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jug behind this shield, it is possible for a police officer
to fire a revolver with added safety. A similar shield with-
out the Plexiglass window is available from Federal Labora-
tories, Inc.

(9) Polcarbate Shield: Federal Laboratories, Inc. makes a
i t shield of double-thick polycarbonate that has an

impact'strength many times thnt of safety glass, and affords
protection against non-ballistic projectiles. Convex in shape
with rounded corners, this shield is large enough to protect
most of the body's vital parts. Worn on the arm, it has an
alumimm handle and an adjustable forearm strap that will
break if soemeo twists the shield.

(iQ) ,Bod Pads, Lightweight (UVL Concept): Body protection in the
A "orm ot lightwet~t body pads may be worn under regular cloth-

Iing to give some degree of protectiom to legs, arms, and chest.
Riot control persomiel thu.-equipped will not becom special
targets of the mob.

( !) lementar Moular , A7mov qWS t: Lightweight, modular
Doay armor wtcK can 55 rewve- rom and added to basic armor
'to met varying threats might be desirable.

(12) Plastic BoyArmor (IML Concept): This concept involves the
Suse Of p asu¢ armo,- a high-impact, light, trans -
-parent, 1/4" plastic, capable of stopping a cal. .22 round.
-It will provide protective cover for the face and other parts
ofI.h-body

c. Vehicle Protection: Protective equipment should:

(1) Be adaptable to a variety of vehicles for defense against a wide range
of attacks. Such flexibility of use is desirable because vehicles in civil dis-
turbances need to be multi-purpose and because there is a possibility of rapid
changes in the level of hazard.

(2) Prevent penetratim of the vehicle by objects or by flames. For all
vehicles there is a risk of smashed windows or of fire from incendiary devices.
Vehicles used in responding to reported shooting may need bulletproofing.

(3) Prevent immobilization of the vehicle by small weapons. Lmobilized
vehicles are vulnerable to direct and mass attack, as demonstrated from Berkeley
(1964) to Chicago (1968). Protection should extend to the engine, wheels, and
underside of the vehicle.

(4) Avoid reducing the mrmuverability of the vehicle.

(5) Permit rapid and easy loading and unloading.

(6) Bi sufficiently tamperproof to permit relatively safe parking of vehi-
cles in a disturbed area. Tadperproofing is desirable to allow troops to con-
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duct operations on foot, Uith vehicles available in a fixed position nearby.
Vehicle security should require supplemnting only with guards or iodifica-
tions for hardening.

(7) Allow easy reinforcement or hardening of defenses on those vehicles
capable of supporting the additional weight of armr. This would reduce the
need for the continued presence of armored vehicles, uhich could contribute
to local tension and dissident publicity.

(8) Permit easy assembly and removal of protective equipment. This would
enable tany general-purpose vehicles to be quickly prepared for riot duty and
later quickly restored to their original coditiom.

Potential Solutions: UCONARC has submitted an 01MUE request to evaluate
a Protective En Kit, 2-1/2 Ton Truck. The characteristics called for
in the request should satisfy / ny of the above criteria. It will be neces-
sary in evaluating the kit to consider the possibility for further hardening
to withstand high-velocity fire. Also, if the evaluation is favorable, there
should be an effort to adapt the kit for use on other veh4icles, in keeping
with Criterion (1).

In recent disturbances, there has been rather widespread use of field-
expedient wire screens for vehicle protection (particularly 1/4-ton), and
UOD's "civil disturbace" agency, the Directorate of military support (UI4),
has distributed a standard plan for such screens. While screening canot pio-
vide as complete protection as a hardening kit, it may possibly have sose im-
mediate adantages in terms of Criteria (1) and (8), as well as availability.
Hcwever, it would be useful to obtain further information an the portions ofa vehicle requiring screening (e.g., how serious is the risk of attack frnm thesides or rear?) and on the best balance between maneuverability mad protectionof the undercarriage (as with a "cowcatcher").

Additionil devices and concepts Wich might help to meet the criteria are
as follows:

(1) Modular Steel Vehicle Armor: The Great Lakes Steel Corp. has
nmwufactured a uxhilar armor for patrol vehicles affording pro-
tection against non-ballistic threats, and ballistic threats up
to and including cal. .30 42 AP projectiles.

(2) Modular Vehicle Armor: The Aeronutronics Division, Philco-
Ford, has also Wuiuactured a modular armor for use on patrol
vehiales against non-ballistic and ballistic threats up to and
including cal. .30 M2 AP projectiles.

(3) Safety Glass: Safety glass offering protection of vehicles
88 t r ts mad low-energy handgun projectiles is pro-
duced in a umber of sizes and thicknesses by PPG Industries,

(4) Plexiglass Vehicle Shield: Acrylic Plastic (Plexiglass) shields
are manutactlued by R-hm and Haas Co. These shields have been

a1



adapted for security forces, to police cars, to fire vehicles,
and to store windos.

(5) Plastic Vehicle Shield WVL Concept): This concept is for a
prefomid asdxeld of ABS LKWOMTpplstic to provide protection
gainst thrown missiles. TIhe shield could be quickly installed.

(6) Riot Cntrol K&on: The Lyncoach and Truck Co. !'wfactures
"an all-" van body which will fit on any parcel delivery
truck chassis. The body is not armor-plated but incorporates
safety glass windows backed with expanded metal screens. It

t two separate compartments, one for prisoners and one
for security personnel. Two gun ports face forward and two
to each side.

(7) Peacekeeper: This is an armored vehicle about the size of a
statin wagon, which was designed by Aerojet-General Corp.

AL It incorporates lightweight arzor and bulletproof glass and

has two sets of dual front tires with an armored disc between.
A turret atop the car contains rifle and gas s., radar, bull-
horn, searchlight and LLL IV camera, PneuMnaically-operated
braces can be extended from the sides of the vehicle to prevent
rioters from overturning it. Special insulation is built-in
to protect the vehicle fom Molotov cocktails.

(8) Rioto: This armored vehicle, manufactured by Bauer Ordnance
.,7uses a Chevrolet truck chassis. It weighs approximately

4,000 lbs. and utilizes a 220-hp V-8 engine, 4-speed trans-
mission and powr steering. A 360 turret can mount various
weapons. The body is protected by high-voltage electricity.
A water tank holds 250 gallons and provides foL injection of
chemical agents. A special flamethrower ejects balls of at-
omized gasoline that quickly envelop a target and just as
quickly pass on doing little more harm than singeing eyebrows.
A rear cmparufent will accdate 10 officers or prisoners,
tr 2 stretcher cases with attendants.

(9) R-2 "tipM Police Vehicle: A rubber-tracked, armored
vehicle which can attain sieed up to 35 P41- is manufactured
by BM4 Enterprises. It is fully armored, with bulletproof
glass, gun turrets and gas ports. Two chemical nozzles
mounted forward on the cab can dispense tear gas or firefight-
ing agents. Three 8-ft bench seats accotomodate a 15-man crew.
The cabin is insulated and air-conditioned and a chemical toilet
is inclided. Four high-power quartz lamps, a PA system, radio
and firefighting equipment are operated from a central control
panel in the cab. The R-2 weighs 10 tons and includes a 30,000-
lb winch, bullet-resistant track skirt, and two 500-lb tanks of
dry chemical fire extinguisher. The unit can operate in 3 feet
of water and cross a 5-ft ditch.

ILI
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(10) Police Patrol Vehicle: TIa Chrysler Corp. has mnufact--ed
an armored 4-man vehicle which can attain speeds of 65 W41H.
It has 4 firing ports and a rotating turret.

(11) Ener!= Vehioclar Traction Coet: This item ccnsts o1
solid rubber interior treads which bear mn the ground surface
if tires are slashed.

(12) Emergen tea. roowf Vehicular Traction ConM t: This conceptInvolves radial tire conastruction 7Wi a 1Atex-filled interior.
Heat dissipation occurs by means of multiple fine wires dis-

persed in the latex and teraminating in cooling fins or a metal
rim. An alternate cooling concept might include air channels.

S(13) Flproof Tire: The Dow-Corning Corp. has the basic patent
(13 fo)d inflation of tires.

(14) Internal Jacks once pt: Built-in jacks to raise a vehicle
ccepletely off its whels would make rocking and turnover
more difficult.

(15) Vehicular Electrical Shield OMpt: This idea envisions a
high-voltage,1 ro1-czwrent electrical source to shock anyome
touching a vehicle fran outside, with complete safety inside.
It should be im-lethal and controlled froa inside the vehicle.

(16) Debris-Cleadim Device f• rumt: A comercial road-sweeping
bn~h culdbe fitte to a military vehicle to clear a path

of glass and debris and thus improve ground mobility.

2. Deplomet of Forces

Problem: In recent civil disturbances, control forces have frequently encoun-
tored ' t-and- zun violence and regrouping of dispersed crowds,%. An efficient
response to these activities will require troop movements with speed, coordi-
nation, flexibility, and variation in scale that ssfl not always been possible
in the past. Troop mobility depends on successfully "ueroviding, positioning,
and routing transportation. For ex atle, troops my auffer delays in deploy-
ment if transport vehicles must be dispatched to t1*% from scw distance away.
Air-lifted troops my be dependent en having grro transportation with them
or awaiting them an arrival. Blocked roads, traffic disi'ution, and overcon-
centrations of official vehicles are all real threats to mobility.

Criteria for Solution: A successful response to mobility requireuents depends
on planning IM--specifies not only the types of troop units and transportation
equipment to be used, but also the positioning of equipment and the strategy for

Smoving it. The agneral features of this planning should:

*f. reports on rioting in Baltimore (1968), Mimi (1968), and Madison, Wiscon-
sin (1969).
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a. Treat each troop unit assigned a quick-response mission and its re-
quired ttmnsportation as an integrated system. This will avoid the risk of
separate, poorly-coordinated plmas for control units and transportation units*.

b. Provide guidelines for the size of troop units to be deployed for var-
ious tasks. For operations such as sniper control, crowd control, or curfew
patrolling, there should be decisions well in advance about whether to deploy
initial troops and reinforcemnts as companies, platoons, squads, or other-
sized units. Such decisions will make clear the consequent demands for mo-
bility.

c. Take into account the possible use of helicopters, for example, in
situations where immediate rooftop control is desired, where streets are badly
obstructed, or where there is danger of ambush in the streets. While there
have been preparations for helicopter transport in previous disturbances, this
method has not yet been extensively put to use, and questions of routing and
public safety in urban areas would have to be wori,.-d out.

d. Utilize local resources where available. Such resources might includefuel, vehicles, and knowledgeable drivers. Local transportation was success-
fully used in Detroit (1967) and Washington (1968), but arrangements for local
assistance are not part of general civil disturbance planning for Federal
forces. The importance of supplementing military transportation could become
crucial in a large-scale disturbance with numerous, widely-scattered incidents,
since present equipment authorizations for Federal civil disturbance brigades
apparently allow considerably less than full mobility.

e. Take into account limitations of mobility, especially for ground trans-
portation equipment.

f. Provide instructions for dealing with traffic obstructions created by
rioting. Such instructions would define the occasions for using tracked ve-
hicles and procedures for improving mheeled-vehicle stability and traction or
for changing the mode of deployment.

g. Provide for two-way ccmwmication with each vehicle or aircraft used
for tZrop transport. All military vehicles and aircraft currently utilized
in civil disturbance operations have the space and electrical power for two-
way radio comNmicatin systems. Furthermore, authorized radio equipment for
Federal civil disturbance brigades is sufficient to allow for an installed or
passenger-carried radio for all vehicles. If authorized equipment is provid-
ed, and if a similar supply of equipment is available to National Guard units,
then this criterion will simplify to a need for radio coematability and a
need to insure that distribution of radios to dismouted troops does not leave
Sme troop carriers without two-way communication3.

Potential Solutions: Most of the criteria refer to planning requirements apart
-.o from the specitc equipment items of control methods used, but there are placesfor some important technical contributions. For instance, the following con-cept wrald apply to Criterion d:

This pr-inciple demonstrated its value in the control of protesters at Fort
Dix, New Jersey (1969).

I =•mmmm
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a. Kqndbook on Local Resources: This handbook would describe tech-niques for adapt~ing lo=ally-available equipaet to r;Lot control
needs. Such a handbook could potentially supplement civil dis-

ntrbance planning packets by providing information on a wider
range of resources for a larger geographical area than a par-
ticular packet would necessarily contain.

Fulfilling Criterion £ will depend upon the equipment available for dealing
with traffic obstructions. The use of armored personnel carriers is a pro-
sently-available respose to sae situations. Other possible aids would be:

b. EmergeMnc Vehicular Traction Conceplt: (See above, item (11),page 12).

c. Emrgency Heatproof Vehicle Traction Cneq~ t: (See above,

d. Flatproof Tire: (See above, itei (13), page 12).

e. Debris-Clearing Device Concept: (See above, item (16), page

The use of special equipment for improved ground mobility (Criterion d) or
for air transport (Criterion c) raises the general question of how such equip-
ment could best be positioned and emloyed. This depends partly on local con-
ditions, but also on resolving specific questions such as (1) what obstruction
of urban roadways would require use of tracked vehicles, and what kinds of ob-
struction could be removed by street-clearing operations with light vehicles?;
(2) what is the feasibility and rate of transport for air-lifting troops into
heavily built-up areas for different types and distributions of landing/ui-
loading sites?; and (3) what is the relation between required quantities of
specially-equipped vehicles (special tiies, sweepers, tracked vehicles) and the
frequency and type -1 roadw* obstruction, taking into ac.camt the i1a-diate
availability of al +e routes?

A.coiplex analysi-, so be required to resolve another sinply-worded ques-
tion: %tat sizes tary units should be ready for deployment in response
to different conti )le= (e.g., reported sniping, crowds, scattered loot-
ing)? Actually, ti re several issues involved. It may be desirable to
deploy units of one (Squads) to combine into another-sized unit (platoon)
at the scene of actiw.. lie initial operational unit may be of a different
size (platoon) than a unt ready for reinforcement (company); and the probable
pattern of small- and large-scale problems may call for a certain mixed break-
dOWn of units to maximize needed operational flexibility. For a particular
answer to each of these issues, it might be possible to determine the best
feasible distribution of units and transportation equipment in the zone of mil-
itary operations.

3. Illumination

Problem: Darkness has given rioters the advantages of limited detectability
Siia nymity. It is not surprising, therefore, that riot activity has con-



sistently reached a high level at night. Rioters may even try to improve

their situation by putting out strmetlights*. Darkness also interferes with
the efforts of control forces to rmve bystanders and injured persons and to
locate and verify gunfire. Hoever, bright lights are not a simple solution
to the problem, since some forms of illumination can interfere with the vision
of the control forces while waking them conspicuous targets**.

Criteria for Solution: The keys to the problem are control of illumination
and RMEction Bo tie disadvantages imposed by darkness. The use of existing
and future e.uipment should enable:

a. Innediate and variable control of ou-door lighting. Such control
would permit control forces to gain the mwim benefits from either light
or darkness. Good illumination can be used with precision to enable troops
to see and be seen by rioters, bystanders, and victims. Teupora.r, darkness
may serve to conceal troop movement, to reduce the vulnerability of control
forces, or to channel the flight of rioters.

b. Directional illumination of locations, activities, or individuals
from a distance. Use of searchlights or floodlights at a distance my pro-
vide troops with a desirable advantage in the face of sniping threats or low
troop-to-crowd ratios. Spotlighting may help to make disorderly individuals
feel more vulnerable physically and psychologically, making them more com-
pliant with control procedures and discouraging further disorderly behavior
by anyone risking detection and identification.

c. Wide-area illunmination. Control forces my need to illuminate large
areas (city blocks, cahu3ses) for extended time periods from few locations
(because of limited opportunities to emplace lights or limited ability to pro-
tect thm). Such area illumination can reduce the opportunities of hostile
individuals for surprise or evasion, and can also reduce the risk of acciden-
tal or hasty actions by control forces.

' |d. Unimpeded observation and wvbmnt in areas of low illumination.
I I Troops my nýed to move through or take control of unlit areas, either be-
19 cas of disadvantages from exposure or because area illumination is tempo-

rarily unavailable. Military units must thus plan the most effective use of
both vision aids and non-visible light sources.

' I e. Mainzu reliance on control of public lighting facilities. Limited
supplies of military lighting equipment and vision aids can then be channeled
to only those areas where public lighting is inoperative or creates operation-
al difficulties.

..Mntioned in reports on Orangeburg, SC (Febrtury 1968), and Chicago (August[ 1968).

**Cf. complaints about stieet lamps in Detroit (1967) and about camera lights
in Chicago ( 1-ut 1968).

4M



f. Highly mobile and portable illiaination. In rapidly-developing in-
cidents of disorder, control forces my need to a.pgu.nt public lightingI
quickly to help coordinate operations, clarify the situations, inhibit dis-
orderly activity, and enable recording of events.

g. Protectim of lighting equipment against attack and sabotage.

"h. Self-protected illumination of specified areas for extended tim per-
Siods. These areas will thereby be open to continued observation and patrol-
"ling with reduced risks to control forces.

Potential Solutions: There are several devices which could possibly satisfy
Criteriab a5 f. IThese devices can be roughly divided into two groups: ve-
hile-mounted lights and rn-portable lights.

The standard vehicle-mounted illumination device for civil disturbance forces
is the 2.2-KW, 23-inch xenon searrcilight, AN/MS-3, uounted on a 1/4-ton truck.
It is reported that many of these lights have been supplied to National Guard
units, with a number of others prepositioned for loan; the searchlights are
also authorized -quipment for Federal civil disturbance troops. The AN/?6S-3
will eventually 5 replaced by a lighter 1.6-0W model. Because of the advan-
tages of lightwe.Zht and remote-control features, it is also worthwhile to
consider the vehicle-maunted adaptation of the Spectrolab Nightsun SX-16

Ssearchlight for comparx.1son with standard equipment.

a. Nightsun SX-16 Searchlight: This is a powerful, lightweight
searchlight, developed hor helicopter use but adaptable to
ground vehicles. It develops approximately 3.8 million candle-
power and projects a 300-ft-diameter spot from altitudes of
2,000 ft. Input power for this searchlight is 28V DC at 60

uhile the vehicle-moumted devices my satisfy Criteria b and f in many re-
spects, they leave some questions unanswered. Besides the problem of iame-
diate availability, which may depend merely on the raber of lights and ve-
hicles supplied to a control force, there is also the matter of variable con-
trol of illumination (Criterion a). The ability of the lights to use less
than full-power illumination are important considerations. Lighting should
not always have to be so bright that troops are completely night-blinded, al-
though protective goggles my be an answer to this problem.

Questions about supply and variable use also apply to man-portable lights, but
these devices may fulfill Criteria b and f in some respects even better than
vehicle-mounted equipment. While the USCOKARC Civil Disturbance Plan allows
use of unspecified spotlights, some particular devices which may be useful are
as follows:

b. Mini-Nova WK II: This hand-held xenon floodlight is manufactured
by-Pchel InkUsitries, Inc. for area illumination, spotlighting,
and temporary visual impairment. It has an effective range of

300-400 meters and produces a floodlit area with an intensely-lit
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(Ine-mi1liom-cadl *;er bewa) central zone. It can be pow-
ered by a l1SV Ac systaw or by portable or vehicular batter-
ies. A amp-on filter for use in an infrared mode is also
included.

c. M a : This searchlight iz a purt.ble or airborne target
1ITI jti n'device manufacture4 by Electro-Optical Systems.

d. Riot jft: This is an all-purpose riot light mmnufactured
by the -- penter Mvufacturing Co. The light projects a
50,0CMo CP light boao for about 1/2 mile.. It will operate
from a vehicle electrical systea or iarc a portiole battery
pack.

The desirability of having both the light and its power source portle is
obvious. The possible advantages of using narrow lightbeams should also be':
taken into consideration.

The equipment described thus far is designed to illuminate fairly restricted
zones for limited time periods. Lighting up large areas (sections of a city,
campuses) for hours at a time (Criterion c) may require different methods.
One possibility is the use of airborne illumintiun such as the following:

e. 30-KW Airborne Searchlight: This system is under development
by Mi• US Army fror use in Southeast Asia and is mountable in
UM-lC, W-1B, or C147 helicopters. A xenon or plasma arc light
source provides a 35* beam, illuminating an area of 600-yard
radius 8 times brighter than moonlight when the aircraft is ,
flying at 6,000 feet.

f. Spqectrolab Nightsun SX-16 Searchlight: (See a above).

Another possible approach to area illumination is the use of reflected light:

g. Area Illumination Coct: This is a concept for the use of
aerosol EoM over a e area. When the cloud is illuminated
by ground searchlights, it would, by diffusion, provide illumina-
tion over large portions of a city.

Although bright-light devices are rnmerous, there is still a necessity to make
darknes1 work to the advantage of control forces rather than for rioters (Cri-
terion d). To this end, there are various night-vision sights which could be
utilized by National Guard or Federal civil disturbance forces. In addition,
control forces might employ infrared illumination:

h. IR Illuminators: Infrared searchlights, ranging from standard
inciirscent light bulbs to multimillion-candlepower xenon arc

lamps employing infrared filters, are available for both ground
and airborne I- P-34t such davices peorm -Ist efrfiiciently
in the inar-IR region.



OP Tiuere are many existing and propoed pieces of eq~uipment which could fulfill
indivi&Lal criteria listed aboe, and there awe evevi a fewmu~ltipzipose ite~ms
(e.g., bright-ligh,. sources that can be fitted with infra-ad lenses). Chous-
ing amung possible solutions requires inforoation which siMuM' include: (1)
estimated aieus to be ilunminated, (2) acecessary duration of illimination,(3) estimated nnber of il1lumnimion. pariods rnit,4)ffcsoagl
of illua~dnatian (street level, ovesrhead, aerial), and (5), expected output ofpublic lighting systems. With information such as this~, it should be possibleto reciwuend the distrirbution anduse of severa1 kinds of equipamet.

4. Firefighting

Problem: Widespread fi res, often set by bsabs or other incendiary davices,IMR7een a commo feature of recent major civil disturbances, It is assen-
tial t%, respond to the fires as swiftly as possible. However, civi-lian fire-

firefighting resources of large cities iutd their surrounding canaa~nitiesma
be udfiientto ope aththe severe fire rbesfi

Criteria for Solution: Thbe w~ed frquick action and the scarcity aflocal
as part of civil disturbance control efforts. Militany participation should

M involve:

a. Org~anization of comubined toins of fireume and soldiers, in which th6
primary military mission of protectin . the fir~n would be supplemented by
a zecandary mission. to aid in fizefighting. Establishing coimbind teams and
the secondary idssion mn a regular basis, while consistent with general state-
ments in WSE Alrs/ Field 1Mnuml 19-15 (FM 19-15), Civil Disturbances and Disas-
ters, could also help to discourage attacks in edvancie and wuldalc th
most efficient usme of manpower- at the scene of a fire.

b. Increased development and use of military firefighting capabilities.
AT This criterion is based on the need to insure rapid response to fires. At a

time~ of severe civil disorder there are often not anough ftremtn to deal withail the fires requiring prompt attention. Furthermore, maeny fires, such asta those started with ýblotov cocktails, can be detected and dealt with beforeI they grow very large***.
*Apartial sample of disturbances during 1967-1969 revealed twenty cases inwhich citizens attacked or interfered with firemen at work.**Los Angeles (1965), Detroit (1967), and Washingtona (1968) showed the limi-

__ tations of local fire departments trying to respond to multiple fires in large
urban areas with zones of high building-density.
*h**Concerning the possibilities for immdiately extinguishing Molotov cocktail,4 ~fires, s~e the report, "A Compact Fire Extinguisher," prepared for MLE by
Franklin Institute Research Laboratories under Contract 1D.ADOS-69-C-O283.
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c. Elemawtary training in the problems and techniques of dealing with
fires. Troops in a civil disturbance are likely to encounter both fires and

p control problems exacerbated by fire (e.g., evacuation, assistance to fire-
men, crowd control, restricted mobility). Incorporating basic knowledge of
how to respond to fires into civil disturbance training can help insure
against delayed or inapprorriate reactions during a disorder.

d. No conflict with primary military missions. Doctrine and plans should
clearly define when troops will participate in firefighting, what actions or
duties they can perform, and what authority is required to initiate these.

Potential Solutions: In cammmities with military installations nearby, one
response to Criterion b may be the emergency employment of installation fire-
men and equipment in support of local fire departments. The occasions and
extent of this assistance must be determined by local planning and by the re-
quirements for the security of the installatims. However, this specialized
military assistance, combined with local firefighting, still may not answer
the Jmmediate needs of troop units encountering fires during operations.

For small-scale fires, the LWL Catalog* offers the following concept:

cMsct Fire Extinguisher: This is an idea for a small hand-thrown
fire extinguisher tor retaiding or extinguishing a fire in its in-
itial stages prior to the arrival of professional firefighters and
equipment. The device is to be effective over an area equivalent to
that produced by a ýblotov cocktail. It could be approximately the
size and weight of grenades, in general, and would be constructed in
such a way that it could be carried without interference to an irndiv-
idual's performance of his primary duties and with due attention to
safety factors.

There is also the possibility of adapting larger, high-pressure spray devices
for military vehicles, but this concept requires further exploration.

Before criteria can be applied to the development of tactics and hardware,
there needs to be a thorough analysis of at least two general questions.
First, what range of military assistance is a local fire department likely to
require? Among the points to corisider are (1) the men and equipment needed
to deal with attacks, ranging from thrown objects to sniping; (2) the deploy-
ment of troops and equipment to handle both threatened attacks on firemen and
the dehand for firefighting reinforcements; and (3) the situations, if such
exist, where troops would shift from a defensive to a firefighting role even
though attacks were continuing. The second question is, what capability do
ordinary civil disturbance troops need for coping with fires? Part of the
answer will come from information about troop encounters with fires and fire-
related problems. The rest of the answer will result fr=a aralyzing what min-
imum changes in troop preparations for fires are required to produce a vali-able increase in operational effectiveness.

*LWL Technical Report No. 69-14, Riot Control: Analsis and Catalog, October
1969.

IF
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* "S. Building Control

Problem: A building can be a haven for hostile rioters to escape into or
attacfrom. It can serve as a storage place or source for riot weaponry.
It may also house people and property that have nothing to do with the dis-
order outside. bilitary units require the ability to control buildings with
a minimum of risk to themselve5 and a minim= of damage to property or injury

_W .to occupants.

SCriteria for Solution: An improved approach to building control requires a
thorough restatement and application of present doctrine. This approach will
depend in part on:

a. Providing troop units with the means to gain protected access to roof-
tops and upper floors. Protected scaling techniques may avoid the need for
immediate use of riot control agents o" weapum fire to protect the maneuver
elements against attack.

b. Developing detailed guidelines for deciding when to clear buildings
and when to occupy them.

c. Realistic training in tactics of building entry and indoor operations,
including techniques for minimizing violence to persons and property.

d. Insuring tbu presence of civil officials who can take care of any need
to detain occupants or seize property. To expand on the p'inciple expiessed
in H4 19-15 and the USOXLOX Civil Disturbance Plan, any practice should be
encouraged which helps limit military assistance to actions for which troops
are uniquely qualified and required.

e. Emphasizing the requirement that security forces prevent damage or mis-
use of buildings after occupation. If there is abuse of seized property, by
anyone for any reason, bad publicity may result as it did after Plainfield,
NJ (1967), Detroit (1967), and Greensboro, NC (1969), and the police occupation
of Columbia University (1968).

Potential Solutions: Meeting the criteria for better building control will re-
sult mainly from increased emphasis on better planning and training. There are

_ sow hardware concepts, however, which may be of help, such as the following:

a. Ra lling Kit: A rappelling system will permit troops to be
quickly deployed to rooftops from hovering helicopters. Systems
are avai3able (one developed by LWL for troop deployment into
jungles) which are safe and require a mininm of training. Tbe
LWL system consists of a lowering device with rope, a simple
body harness, and a webbing anchor attachment to the helicopter.
The helicopter webbing anchor attachment can be adapted for the
type of helicopter used.

Vb. Qa12KL.- &C1e &Z C-l at' ce press
b fttings it cdelu istances that can be used with hand- and

•'LI
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foot-fittings for climbing fim an unanticipated direction.
A special grapnel with a short length of chain would provide
anchoring on cornices.

But the greatest contribution would come from clarifying some of the general
ideas contained in docments such as IN 19-15. There may be multile routes
to the top of a building, but there appears to be a lack of systematic review
of all possible methods (including inside access) resulting in advice on the
beat techniques for different buildings and different situations, judged in
terms of speed, surprise, and safety of troops and occupants. Similarly,
there is an apparent shortage of information comparing the results of iso-
lating, "waiting-out" tactics against the method of direct entry; from such
information, guidalines could be developed for the timing of each tactic. Well-
analyzed guidelines on the varied methods and timing of building control could
be incorporated as part of civil disturbance training.

6. Barriers

Problem: Control of civil disturbances depends to a great extent on control
S--mvement of the public. It is necessary to try to prevent people from
entering property to destroy or loot it. It my be necessary to restrict move-
ment of people in places where their presence could add to control problems.
It my be desirable to channel public movement along the least dangerous routes.
Finally, it may even be advisable to close off areas to prevent the spread of
disorderly activity.

Control of movement depends fundamentally on voluntary compliance with regula-
tions and person-to-person relations between control forces and the public.
However, in every civil disturbance to date there has been a need to reinforce
control with physical, inpersonal, self-maintaining barriers. The absence or
misuse of barriers in the past may have contributed to problems ranging fzx
looting* to violent confrontations** and the shooting of individuals in re-
stricted areas***.

Criteria for Solution: The proper use of barriers should follow two general
pri.€-cples. Vrrist rriers are a reinforcement and not a replacement for

~ iCf. the initial inability of police to halt looting on Detroit's 12th Street
(1967) and New&rk's Springfield Avenue (1967), as documented by the National
Advisory Commission on Civil Disorders.
**Cf. the control of public opportunities to remain in Grant Park, Chicago, or
to leave the park, on the evening of 28 August 1968, which resulted in a crowd
moving down Michigan Avenue into a direct face-to-face collision with outnum-
bered police. The details of crowd movement are provided in the report, Rights
in -onflict, submitted to the Nationrl Comission on the Causes and Prevention
Sof Violee.
***Roadblocks in particular have produced shooting incidents. Los Angeles
(1965) experienced several such incidents (see Robert Conot, Rivers of Blood.
Years of Darkness, pp 271-279, 325-330). A Guardsman died inia itoi lock in-"
cident in DetrOit (1967).
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human control; while they may reduce the number of troops needed at som lo-
cations, their use nist still be tempered at tha. scene by hum judgment.Second, barriers should be able to exert a precise control which does not im-pair legitimate movement by citizens. In addition, the use of barriers should:

a. Minimize injury to or antagonization of citizens. The chances of an-
tagonism increase wi*-% barriers that are discomforting at accidental contact
and with expressions of hostility and insults from control forces manning the
barriers. Punitive barriers tend to encorage disorderly behavior by hostile
individuals mid discourage cooperation fraa citizens in general.

b. Resist penetration, traversing, or removal by violaters. Rioters way
try to bodily cross barriers, to drive vehicles through them, to break or dis-
assemble tho, and particularly to throw objects or fire weapons across them.
There is less likelihood that troops will have to employ force to defenri bar-
riers if the barriers themselves are difficult for rioters to overcome.

c. Not inhibit the movement or operations of control forces. This may
require control forces to maintain a monapoly of the- means to neutralize the
barriers and/or guards to protect all paths through the barriers. Crowds
should not be able to use control force barriers against the control forces.

d. Allow the option of opening pathways through barriers. Curfew enforce-
ment and protection of public buildings should allow the passage of people on
legitimate business, and control forces at any barrier should be prepared to
admit emergency personnel. An inflexible barrier reduces a field coumander's
options and is likely to impair control force efficiency and kublic relations.

e. Require only small troop units for i3mdiate support and control.
Small guard detachments will leave more troops free for rapid and flexible de-
ployment in any focal area of disorder.

f. Require minimal maintenance and inspection.

g. Allow swift and relatively easy construction and removal. If barriers
are needed to ward off a moving crowd, they must go up in a hurry. If barriers
persist or reappear after their period of usefulness, they may be a military
hazard and a public irritation.

h. Be clearly and securely bounded. This is both a mechanical and tacti-
cal requirement. Barriers should not spread into more areas than is necessary
(as CS did when used to protect stores in Baltimore, 1968) and should not in-
vite accidental contact (for example, children wandering into a gassed zone,
or cars driving into obstacles on a dark street). Troops should confine their
barrier enforcement to areas, individuals, and actions which the barrier was
explicitly set up to halt.

i. inimize damage to property.
Futential Solutions: There are a =mlit•ie of mech-ca I ..-d chezmCcal devices

available which can be used to create barriers. Comparing these devices may
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be fairly easy in terms of som criteria (effects of accidental contact,

speed of assembly/disassembly, interference with control operations, etc.).
However, efforts to select the best barriers and the best ways to use them
will have to face reaxrrent questions requiring detailed research. It may
help to state a few of these questions in advance, as examples:

- How much is it necessary to go beyond discouraging movement across a
barrier to physically prevent such movement7 The to~uger the barrier, the

S* vore likely it is to create cufficulties for control forces as well.)

-How .wide do barriers have to be in most of their uses, and how deep do
they have to be? Will there be frequent need to prevent access, or movement,
or both?

- When will barriers need to operate against individual or small groups,
and %hen will they need to be effective against masses of people?

- How long can a given type of barrier withstand a well-equipped or con-
certed attack by rioters? And how soon can rioters establish routes around
the barrier?

Keeping these questions in mind, there are a number of different types of pos-
sible barriers worth considering. one coimonly accepted kind of barrier uses
wire or tape. In addition to the use of multiple concertinas of barbed wire,
described in D4 19-15, there are several other possibly useful concepts:

a. Barbed Wire: One genera..-purpose barbed obstacle consists of a
helical-spring steel tape compressed to a closed coil and packaged
within a polyurethane foam container. There is sufficient tape
to form a 76-ft barbed entanglement 30 inches high. Another rap-
idly-emplaced antipersonnel obstacle consists of a barbed tape
wond in a reel approximately 6 inches in W.aneter. It comes
in a clam-shell type shipping container containing 12 reels.
The energy for tape erection cores from the recoil action of a
gun, accommodating a standard 7.6b= NATO cartridge which may be
employed to anchor the tape in the ground.

b. Wire Coils: For hasty barricades to control foot and vehic Mqar
traffic, coils of wire could be carried in a trailer and dispensed
from a container by spring action similar to that of a "Slinky-
Toy"11

c. Wire Gun: This "gun," developed at Frankford Arsenal, will rap-
iMY e1ace a barrier to obstruct a street or alley. The wire
gun is a cylinder containing a coil of barbed wire. The wire is
coiled in the container under tension. When the coil is released,
the tension supplies the energy to propel the wire from the tube
to a distance of 80 feet.

Among the points beiighed ineautig&r barrierAs "are the0 abUilt of.
hostile fire to be directed through or over them and the ability of rioters to
neutralize the barriers (Criterion b).
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Another type of barrier operates by rweakring footing man/or visibility dif-

ficult, by use of sprays or foam.

"d. Anti-Friction Oil Spray: Natural lubricating oils can be
sprayed on the rioters and on street surfaces so that street
surfaces become slippery and rioters cannot remain standing.

e. Low-FrictiG Polymers: Various low-friction polymers (Teflon)
a lippery liquids (Slippo) are ccmmercially available. As
the coefficient of friction is reduced below O.S, walking becomes
progressively more difficult and a slippery-floor effect can be
created on pavements and sidewalks.

f. Instant Mud: A concrete mixer could be used in conjunction
with a pressurized dispenser.

g. Instant Banana Peel: A non-toxic white powder, manufactured by
western Co. and im" as Rio-Trol, is dusted onto a surface, then
washed down. The powder then turns into a thick paste, fills in
the rough spots in a sidewalk or street, and forms a slick film.
The result is a patch of pavement that is almost too slippery to
stand iobile on and almost impossible to move across.

h. Fom Projector: The ingredients are mixed and maintained at
high pressure by a pump and accuoulator. The product is expelled
through a nylon mesh screen to pr-duce foam. iAt maxium pumping
rates, units are advertised to produce SOO cu ft of foam per
minute.

i. Bubble Generator: This device, developed by National Foam Sys-
tams, Inc., is a high-volume disseminator of heavier-than-air
bubbles that serve to obstiijct crowd movement by obscuring the
street, limiting visibility, and producing a slippery surface.

j. Foam Generators: These machines, portable or mounted on a
truck, blow air through a nylon net kept wet with a mixture
of foam concentrate and water to quickly produce a large volume
of foam which will last from S to 10 minutes. CN, marking dyes,
Smoke-producing materials, water-gelling agents, and antifriction
substances could be added to the formulation. Such generators
are .nufactued by Walter Kidde & Co. and National Foam Systems,
Inc.

The chief problems of using these barriers are their persistence (Criterion g),
their risk of crasing accidental injury (Criterion a), and their possible in-
terference with control forces (Criterion c) and legitimate traffic (Criterion
d). These problems might necessitate special techniques for passing through
and/or removing the barriers.

A third type of barrier is designed to create an impenetrable wall between
,4 rioters and their target. For barricading streets, the following concepts are

relevant:
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S.. Foam Barricade: Foam barriers would be placed by hose.
i 1They would c ist of quick-setting foam so that a bar-

Tier of several feet in height and perhaps the same thick-
iiobs could bW built up quickly.

1. Ms PmWective Shield: A method is required to contain
i "aW n to prevent crowds from pushing against or break-ing through police lines. TIe proposed device (an LWL con-

cept) will have an interlocking feature so that adjoining
shields can be locked together to form a continuous wall.

m. Instant Jungle: This device would consist of a large pro-
JectIle filled with a quick-setting gel and a small amount
of explosive. Upon detonation, it should form an effective
Lmarricae.

For blocking off smaller areas, such as storefronts, concepts such as the
followi., may apply:

n. gd _ Rapidly-erected barriers are needed to prevent

an ---y--vandalism of public buildings and utilities and to
prevent looting of stores. A nylon barrier could be used as
an emnarewnt device. The nylon roping would be dispensed
by means of an "Archolithic Gun," using a portable air com-
pressor mounted on a 1/2- or 3/4-ton vehicle. The air com-
pressor should have a minimum capacity of 30 cubic feet per
minute at 100 psig pressure.

o. Electrified Barrier: A method is required to afford protection
to property such as plate-glass display windows of stores. The
proposed device is a standard metal barrier placed over the win-
dows to deter breaking and entering. It is proposed that this
barrier be charged with a low voltage similar to that used in
electric fencing. The energy will not be drawn fron the property
electrical system but will be supplied by an auxiliary device and
will have the capability of being comand-initiated.

p. Plexiglass Window Shield: This idea envisions an Acrylic Plas-
tic (Plexiglass) shield placed behind conventional glass win-
dows to withstand heavy impact. Plexiglass is available in var-
ious thicknesses and sizes which may be easily cut and installed.

Although these approaches have widely differing characteristics, the street
barriers seem to have the common drawback that they obstruct everyone, includ-
ing control forces (Criteria c and d), and the swall barriers appear vulner-
able to deliberate countermeasures (Criterion b).

~ I There has been discussion about using chemical riot control agents (RCA's) to
form barriers. However, such a practice seems to have numerous shortcomings:
there are hazards from accidental contact (Criterion a); the barrier could be
penetrated or counteracted by rioters, particularly in the open (Criterion b);
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there would be wunsual maintenance demands (Criterion f), only parti'-lly
solved by slow release; the barrier would have a tendency to spread and wan-
der (Criterion h); and there would be at least charges of property damage to
be answered (Criterion i). These criticisms of chemical barriers do not nec-
essarily apply to the more temporary use of riot control agents, as in crowd
control; therefore, suggestions abeut possible W.A dispensing mechanisms will
be presented under other problem headings.

One other field-expedient barrier should be mentioned: the use of buses or
other heavy vehicles to block off streets. Such a barrier has a distinct ad-
vantage for situations where crowds are likely to comply with blockades*:
the barrier does not confront passive crowds with extraordinary or threatening
defensive measures. Also, penetration around or beneath vehicles presunably
could be easily stopped by fencing. On the other hand, if attacks on the bar-
riers are expected, vehicles with vulnerable gas tanks might be turned into
flaming symbols of disorder.

B. GOMTFOL OF CITIZENS

To help restore order in civil disturbances, military units frequently have
"to use methods which go beyond control of the environment to the direct con-
trol of the populace. The task of controlling ordinary citizens in a civil
disturbance creates a dilemma for military forces. Citizens cannot be treated
simply as combatants or as suspect aliens. On the other hand, neither laws
nor military organization nor the demands of the situation will permit troops
to act merely as an expanded police force. Typically, th• military forces are
given a variety of control responsibilities which fall somewhere between war-

- fanre and police duty. The troops must respond with equipment and tactics that
permit a copromise between military and police methods, with restrictions be-
cause soldiers are present only temporarily and have a duty to reduce social
control problems without substituting new ones. The most important military
responsibilities for controlling citizens range from the task of countering
snipers and hit-and-rnm violence, to the complex problems of dispersing or re-
sisting crowds, to the police-like duties of enforcing curfews and apprehend-
in& citizens.

* 1. sniping

Problem: Both sniping and official responses to reported sniping have become
pro6lE s of serious concern to military and civilian security forces attempting
to control civil disorder. In seow past disturbances, responses to incidents
of reported sniping have been hampered for several reasons: difficulties in

- locating and verifying sniper activity, a lack of means to follow minimum-force
policies, and sometimes an absence of military assistance to police involved

I- in sniping incidents. TIm consequences of prolonged gunfire make it important
in the future to deal with sniping quickly, accurately, and with a minimnu of
destruction.

*Cf. the use of buses in Washington, November 1969.
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Criteria for Solution: To improve military responses to sniping reports, ef-
forts siould concentrate on verification, efficient countertactics, and r -
duction of dwage and injuries. Specifically, countersniping operations
should:

a. Require direct evidence or observation of hostile fire. It is essen-
tial to reduce the chances of responding aggressively to firecrackers, flashes

I of light, or ambiguous movements. Responding to false cues can only result
in harmful accidents, unfavorable publicity, and an opportunity for dissidents
to exploit such cues.

b. Locate the source of fire with a degree of accuracy compatible with
available countermeasures. Experiences in past disturbances indicate that
troops need mechanical assistance for precisely locating gunfire in built-
up areas. It would be desirable to have equipment which offers high accuracy
plus

(1) Long-range operation.

(2) Portability.

(3) Effectiveness day or night in various weather conditions.

(4) Low risk of exposing the user to fire.

(5) Usefulness in built-up areas.

c. Make maxim= effective use of small, specialized troap units. FM 19-
15 argues for antisuiper patrols because the problem requires special counter-
measures and because incidents may be scattered and sporadic. The probabledisadvantages of massing larger units against a sniper should also be empha-
sized: greater difficulties of coordination and weapons discipline, a re-
sultant bias toward large-scale tactics (otherwise assembling so many men is
meaningless), and a large number of targets for the sniper. The antisniper
patrol concept is reportedly being implemented.

d. Have clearly established lines of command and coordination, particu-

larly when both police and military personnel participate.

e. Prmit variation of tactics. Control forces should be prepared to re-
spond with several types of non-lethal weaponry. Snipers should be faced with
an opportunity to cease firing and surrender without injury. These sugges-
tions are consistent with the policies of H4 19-15.

f. Use techniques to deprive snipers cf any advantages of relative height,
darkness, secrecy, and distance. Such techniques should augment and go beyond
the existing doctrines for clearing buildings.

g. Provide maximum possible protection of military personnel.
h. Prevent further entry of citizens into the area within range of sus-

/,• pected sniper activity. This criterion is already stated in EM 19-15, but
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deserves to be repeated (there my be an influx of people during the verifi-
cation/location process), because it =my create manpower demund which must
be compatible with Criterion c.

i. Provide maximum p-rotection to citizens who are within range of sniper
activity or official counterzasures. Military forces must not only avoid
harming citizens but nest be prepared to take positive steps to protect them.

j. Minimize damage to property.

Potential Solutions: The most likely technical breakthrough in sniper ran-
trol will be uproved verification and location of gunfire (Criteria a and b).
There is already a QEI0 established for a Small Arms Fire Locator (Urban En-
vironment) which covers much of the two criteria, although the Q(M) descrip-
tion does not indicate the effectiveness required of the system in varied il-
lumination and weather, or the user's exposure to fire. Saveral other con-
cepts which might be an aid to sniper detection are as follows:

a. Bullet Detector Radar: This doppler radar device, developed by
Cornell Aeronautical aboratory, Inc., would detect projectiles
moving in the velocity range of most small-arms firu (600-4,000
ft/sec). The system would indicate direction and distance to
the firearm. Tests indicate the feasibility of a system with a

.W-, 300-meter range operating in an ordinary police patrol car.

b. Building 1X~pler Radar: A 01, •LF•, doppler radar was developed
by M to provide a means for detecting snipers in buildings.
The system has a 40' to 60* beam-width. It was designed to deter-
mine azimuth and elevation of a moving man through 12 inches of
concrete from a distance of 300 feet.

c. Closed-Circuit IV: A high-resolution, closed-circuit television
Ssystem [developed by various manufacturers) consists of a camera

unit and a remote-control unit, capable of operating as far as
"1,000 feet apart.

d. Low-Li&ht-Level IV: This TV is similar to c above, but it em-
ploys mage-intensification techniques for night surveillance.
It also has been developed by various mnufacturers.

C. Niht Window: Kollsman Instrument Cwupany has developed a low-
light-leveW-T-type system which presents a real-world image
superimposed on a vehicle (automotive or aircraft) window.

Ar, Images are projected on a transparent plane mounted inside the
vehicle windshield and appear in the same scale as the real
scame.

f. Fiber Optics Perisop: Use of fiber optics could provide the
basis for a flexible telescope. With a mximm angle approach-
ing 180', one could examine the opposite side of a wall or a

~ bulwark without undue exposure.
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iI



1 _29

1'tst of' ta other criteria can be dealt with through planning and training.
Cordoning off the sniping area (Criterion h), however, may call for new
kinds of barriers (Problem A.6). It might also seem that requirements for
countering snipers (Criterion e) and for increasing their vulnerability (Cri-
terion f would invite sme suggestions about such items as chemical grenades
and bright lights.

However, Criteria e and f touch on a complex problem which needs more study.
The right approach for stopping shooting will be affected by the number of
snipers and their supporters, the number of people vulnerable to the weapons
of either side, the ability of a sniper to move about, and the chances of
getting a sniper to react rationally. Therefore, it will take some intensive
research to establish clear guidelines concerning when to deal with sniping
at a distance or at close quarters (considering number of snipers, maneuver-

ability, and risks of injury and damage); concerning reliance on a single
type of non-lethal weapon (CS dispensers) or use of multiple systems (possi-
bly blinding lights or weapons-disabling substances); and concerning when to
isolate or spotlight a sniper (chances of forcing surrender vs. precipitating
a shoot-out). No single set of answers is likely to be helpful in all cases.
2. Hit-and-Run Violence

Problem: Civil disturbances are not characterized only by large, angry mobs
or frongs of looters. Recent disturbances have been marked by numerous
acattered acts of violence, committed on-the-move by individuals or small
groups of rioters*. Such hit-and-riun tactics prolong disturbances and are
particularly exploitable by groups ideologically conmitted to creating dis-
order**. Standard military riot control formations and crowd dispersal tech-
niques may be inappropriate or inefficient for countering this threat; con-
sequently, it would appear prudent to investigate possibly more effective ways
to stop hit-and-run activity.

Criteria for Solution: Effective military action against hit-and-run violence
must be based on two principles: strengthened small-unit operations and in-
proved coordination with citizens, police, and other military units. In par-
ticular, the military response should rely on:

a. Deployment of small, combined mobile uwits (police + military) in riot-
affected areas where crowds are absent. Such units would be an extension of
the motor patrol concept (FM 19-15, para 7-13) to allow wider area surveillance,
active intervention in cases of small-scale violence (bomb-throwing, breaking
and entering, street fights), and effective pursuit of mobile rioters***. Rapid
reinforcement could be provided according to pre-established plans, coordinated
by continuous comummnications with higher headquarters.

*Cf. accounts of looting, vandalism and arson in Washington, DC (1968) and
Cleveland, Ohio (1968).
**Cf. the disruptive tactics used at the University of Wisconsin (1969) and
San Francisco State College (Nouvwber 1968), as well as tfe mability of pro-
testors in the People's Park episode in Berkeley, Calif. (May 1969).
***An example of specialized small-unit organization is the SWAT (Special Weap-
ons and Tactical Team) developed by the California National Guard.
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Sb. Weapons permitting graduated use of force. Developmaet of hardware• •7 for different types, and degrees of non-lethal force would enable commanders
44 to match their control efforts to the demands of particular incidents of dis-

• order.

• ~c. A capability for iamediate communication between any units engaged
JA• in operations against hit-and-run violence. Such network organization is

essential for coordinated movement and quick reinforcement.

S d. Active encouragement of citizen efforts at self-policing. Such en-
couragement must be based on cooperation and coordination with local police
and civil authorities. Residents of riot areas are the people most likely
to be aware of ard to suffer from acts of hit-and-run violence. They should
not be denied opportunities to discourage violence among themselves and to
provide information about control problems, so long as they do not take de-
fensive measures into their own hands*. Youth patrols in recent disturbances
were a form of citizen support which created local confidence in self-policing
and more cooperative attitudes toward the suppression of violence**. However,
self-policing should involve responsibilities not only for special organiza-
tions but also for ordinary citizens.

Potential Solutions: Aids to mobility have already been discussed in Problem
A. 2 (Dploy;pnt of Forces . Concepts relating to non-lethal weapons and grad-
uated force will be revi d in k`_blem B.3 (Crowd Control), where considera-
"tions such as precision and the desired results of force will be taken into
account. -boever, it is wortb toting here that controlling hit-anc'-run vio-
lence is even more likely to demand precise, narrow-range control N;apons than
is crowd control.

It has been suggested that hit-and-run activity can be significantly reduced
by cordoning off riot-affacted areas. If disorder tends to be focused in a
relatively small -4a (such as a park), this may be a reasonable solution,
provided tim. cm. I fomes are pivpared to handle assaults on the cordon and
rights of access in ways which will not b•coxe a focus for escalated violence.
However, as the high-risk area is enlarged, problems of penetration, inter-
ference with legitimate movement, and control of the enclosed populace (whose
evacuation becomes increasingly impractical) grow more severe. Cordoning off
large, heavily-pcpulated areas wmudx seem to involve difficulties greatly ex-
ceeding those of curfew enforceonts (Problem B.4).

Une special problem of dealing with hit-and-run rioters is patrol p -3raing.
Such plamiing will ordinarily include not only assignment of sectors but also
variation of rcutes and timing. Howeuer, it is not clear that coordination
between patrol =nits insures that area coverage is relatively constant and that
.•eri-ill be compensatiag routing when soma units are tied down by incidents.

*Possible contributions and problems of citizen patrols are described in 'Wig-
ilantisian of the 1960's," the epilogue to Chapter 5 of The History of Violence
in America, edited by Ted Gurr and Hugh Graham, BantamBooks, 1969.
""u-re--the case materials and concl,, ions in "Youth Patrols: an Experiment
iL Cammanity Participa'ion," by Terry Knopf, Brandeis Univeisity, 1969.
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In short, at any given time there my be "holes" in the art ,.urity, and
there may be ways to decoy patrol uits into creating these ' !s." Tiese
facts are not likely to be overlooked by the more deliberate rioters. The
solution would seam to be a well-integrated patrol plan which includes con-
tingency arrangements if one or more units must leave the pattern. While
such a plan aust be tailored to the riot setting, it would be worthwhile to
establish enough general features of integrated patrol planning in advance
so that any field coomander could adapt a plan to his specific location with
little difficulty.

Patrolling can help both to prevent violence and to respcud to it. However,
prevention and quick response my each require additional specialized tech-
niques, and choosing and balancing these techniques may necessitate some in-
tensive study. For exauple, it may be valuable to prevent hit-and-rrn vio-
lence in sone locations by constructing protective barriers; but how many
places can be shielded in this way, and bow long will the barriers resist
attack? Another preventive measure would be surveillance; how sensitive
would this surveillance have to be, and how widespread? Concerning quick
response, one requirement may be a capability of small uwits to apprehend and
detain rioters; how many should a patrol unit be able to subdue, how should
they be restrained, and how should they be removed frow the area? There are
also potential conflicts in trying to achieve both prevention and quick reac-
tion. Will it be more desirable to discourage rioters b! making violence dif-
ficult to carry out or by increasing their fear o0 being quickly caught?
Should patrols be ready to respond to any and every incidemt, if each incident
takes time away from thorough patrolling of an area? Questions like these will
call for careful scrutiny of recent experiences and systematic comparison of
different strategies.

3. Crowd Control

Problem: The traditional focus of civil disturbance control is the task ofreis• g and dispersing crowds. The standard method for dealing with a i

troublesome crowd was to mass troops before the crowd in a show of force, or-
der the crowd to disperse, and then hasten the movement of people by sending
troop formations against or into the crowd. Today it is rarely practical ordesirable to employ this entire procedure without variation. Decisions aboutdispersing, containing, or diverting crowds, and decisions about the means for
executing these maneuvers, are open to many choices and uncertainties. 1
Criteric for Solution: A military force trying to control a crowd should have

equipment and orgaa-zation giving the field comnder a wide range of options
for handling crowd participants. Military resources should also enable the
commander to control the consequences of any tactical decision, such as the
way in which a crowd dispenses. The range of available control measures should

SAprovide a maximum of opportunities for crowd members to avoid violent confron-

tations. To achieve these goals, military control forces should:

a. Have the- capability to move lar-e to units --, ---Sand repeatedly to multiple locations in a riot-affected area. This capabilitymay not require major chages in equipment or structure of military units, but
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it will give increased imnportance to comitting manr.otr and equipment for
fast, large-scale transportation over short distances and for manking same
units continuously mobile. Companies or even battalions of troops may be
needed to rapidly provide decode~fense of a wide front against Mob attacks
or resistance. Even if locations of crowd activity are limited in tauber,
they may not be easily predictable for pre-positioning troops. A multiple
deployment capability should permit control of several concurrent crowds or
defense against a surge of relocated violence following crowd dispersion.

b. Be equipped with a variety of non-lethal devices for dispersing crowds.
The variety should permit better adaptation to differences in situations, should
prolong the opportunities for crowd nmembers to disengage from further res is-
tanice, and should deprive extremists of any chance to bring about a deadly con-
frontation. The advantages of effective non- lethal force are well-kniown: re-IF duction of bloodshed, reduced risks of escalating violence, and avoidance of
adverse public reaction to civilian casualties. Having several different weap-
ons, available at one time will prmit control of rioters vftc am~ prepared to
counteract any one device; it Xill permit composite tactics that o~vercome limi-
tations of single weapons (such as short range or weather vulnerability); and
it will reduce the raed to resort to lethal weapons.

c. Have the capability to remove selected individuals from a crowd with
mninimum necessary force. It is desirable to keep individuals who are most
likely to commuit violence from inciting the entire crowd to action. 11w ob-
jective is to prevent or avoid any action which would stimulate violent Te-
sponse from a not-yet-umcontrollable crowd. It is important to note that
those persons most likely to camit violence (for instance by throwing objects)
may riot be spokesmen for the crowd and nay be located well to the rear. There
should be an eaphasis on developing methods for dealing with inconspicuous in-
dividuals not located in the front edge of the crowd.

__ d. Expand the range of force levels immediately available for use against
crowds. At telower end, there should be tactics which permit operations in
close contact with crowd memb~ers when necessary, without risking ?ravocative
accidents (e.g., shoving against bayonets) or proiature dispersal. Higher
levels of force whic~h are stillmnw-lethal sAouid be ato~bl back up con-
trol efforts withou~t hastening a deadly confýsontation. W~tih a wide r~ug3 of
available force, the military commuider can place irhe responsibility for es-
calating violence squarely on the crowd. The ability to use graduated force
will of course be closely linked with the aivailability of varied non-lethal
weaponry (Criterion b).

e. Ciammunicate to all memers of tfm crowd directions and warnings which
clearly define the consequences of their actions. Satisfying this criterion
requires an ability to ccouammicate throughout the crowd and above its noiseI
level. It also requires giving the crowd clear, reliable ir~ormation to di-
rectly counteract the inevitable confusion, uncertainty, and disbelief.AAf...ni.s. C-Ug -; ory ZW+g~ hi %. IM-h is~.

inl-- shuld demnd mposs a..yvrspr...... f- a---gidzor-

nmnt by all nmerers of a large, compact crowd). Success of conmumications may
sometimes be enhanced if crowd esbrs have opportunities to comumaicate with
the security force coamander.
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f. Not alsws force dispersal where there is a likelihood of umuring a
non-violent crowd into a violent one. The legal rights of citizens must be
protected, and s times this protection will justify dispersing a crowd.
However, there is a risk that a dispersed crowd will spread disorder over a
wider area and will ewgge in worse forms of violence than before*. There
is also a risk that crowd-control methods will have such widespread or in-
jurious effects that they will help to recruit opposition to control forces.
In such cases, the risks my argue against a rightful but unnecessary attemptto breal up a crowd.

* g. Have a policy of ="king fullest possible use of self-policing by
crowd members. This. policy increases the chances that a commnder can avoid
using his weapons and that troops can avoid direct conflict with crowd mem-
bers. It contributes to the emergence and maintenance of crowd leaders who
are willing and able to negotiate cooperation. Finally, through these leaders,
it allows for more effective c=uiication between the field commander and the
crowd. Police experienc with the majority of participants in the Washingtor
Vietnam Mbratoria, 13-1S Nov••ber 1969, is a recent confirmation of this pol-
icy.

h. Be able to observe an entire crowd continuously. Many problems and
mistakes of crowd control can result from confronting a large crowd only fron-
tally and at ground level, with little imjediate knowledge of what is occur-
ring in the center, at the sides or at the rear. Although present doctrine
calls for securing rooftops and streets in the vicinity of the crowd, surveil-
lance may have to be augmented if these posts are some distance from the crowd
itself and if events proceed too quickly, as in the case of a moving crowd.
Continuous all-around surveillance is needed to anticipate actions by crowd
memer3 and reactios to official information, instructions, or dispersal tac-
tics.

i. Be equipped and trained to control and disperse people in any area of
a crowd. This entails more than creating pressure on the front edge mid panic
in the center. There should be ways to enforce directed, orderly movement
along selected routes with coordinated control of all sections of the crowd.
It should also be possible to act on limited groups within the crowd, either
to quiet a localized outburst or to carry out sequential dispersal. The abil-
ity to so maneuver crowds will dapend in part om developing more precise and
well-integrated tactics for using non-lethal force.

j. Utilize =ultiple departure routes. A crowd that is moved along a sin-
gle exit route is likely to run into bottlenecks, to disrupt normal traffic
and activity en route, and to cause a maximum of unpreventable destruction
along the way. Keeping the crowd together is also likely to increase its
sense of unity and purpose.

k. Guard the departure routes. Military supervision of crowd movement
shouA "-o beon b.. ing -. &-sirable rt t hep accon--plish several other

*This was demonstrated on a small scale in Plainfield, NJ (1967) and on a
larger scale at the 1968 Dwocratic Convention.

km
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goals: preventing a crowd from reassbling, maintaining crowd movement and
diverting cross-traffic, protecting against property da=Ze along routes of
movement, preventing crowd members from becoming involved in violent incidents,
and enabling security forces to detain any individuals who atteupt to inter-
fere with peaceful dispersal and departure. Because stationary guard details
would require large umibers of men and might both add to tensions and risk at-
tack, some form of mobile patrolling should be considered where feasible.

1. Prevent reassembly or activity of hostile groups in the cleared area.
There must be some protection of the scene of crowd activity after the crowd
departs. This protection should create a aminim of interference with normal
movement and activity in the area, to avoid giving a basis for feelings about
a military takeover (the possible result, for instance, of troops coupletely
closing off an empty park).

m. Be able to use dispersal techniques which are rapidly effective.
Crowds attacking troops, other citizens, or property must be stopped quickly.

n. Employ methods for denying anonymity to crowd members and for identi-
fying them semi-peru.iently. Anonymous membership in a crowd tends to increase
a person's feelings of being invulnerable, powerful, and not responsible for
his actions. Techniques which individualize the participants in a crowd, be-
fore other means of dispersal are used, may increase the participants' feelings
of vulnerability, liability, and isolation to the extent that many will be
willing to leave the scam. Mony individuals will feel even more at a disad-
vantage if they know their presence and identity are being recorded. However,
recording techniques must not only be evident to the crowd but should also deny

individuals the chance to hide amid others and should not expose the recorder
(such as a photographer) to attack. Even, when crowd maebers can be openly sin-
gled out for identification, this may not discourage highly-committed dissi-
dents, but it should be able to furnish evidence to support any necessary ar-
rests or future charges.

o. Publicize dispersal techniques in advance of use. Publicity about types
of control devices and their non-lethality will serve several purposes. It will
reduce panic and public outcry when they are used, it will indicate that miii-
tary forces are equipped to deal with disorder, and it will signify to poteitial
rioters that military forces are not preparing for violent confrontations. In
short, publicity about control devices can show that troops are able to handle
crowds in a calm and disciplined way. However, publicized control devices will
have to be difficult to counteract in advance. Furthaimore, the public should
be informed about the nature of the devices aid abcut policies for their use,
but not about details of tactics and operational charcteristics which could be
exploited by rioters.

p. Avoid providing crowd mambers with weapons. Specifically, the methods
X of dispersal should not give participants anything they can throw back or use

in later conxfrovn*tations either US 'Weapon rA a-0 shielding.

q. Lave equipment which is relatively unaffected by weather conditions.
Weather-sensitive techniques not only limit the effectiveness of control opera-

I
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tions, but *.'so can encourage rioters to mike use of adverse weather condi-
tions (suwh as high winds), which in turn my copel tr-ps to ,scalat their
use of force.

Potential Solutions: There has been considerable effort to find ways to make
an Zi ~lIn c amr in a desired direction. The search has eqmhasized do-
* vices and techniques which are rapid-acting, irresistible, and non-lethal.
These priorities have led to a de-emphasis on finding methods which take ef-
fect gradually (i.e., become harder to resist as exposure time increases) and/
or which allow for slow witxhrwal. Indications are that most attention has
been given to developing now ways for delivering and dispensing chemical ag-
ents (CS, in particular), although ideas are also available for use of sound,
light, electrical shock, and wind. Apparently, however, there have been as
yet no methods using water or ovable barriers which promise to be both highly
effective and suitable for disturbances of the type with which US troops arecancelld.

A chemical such as CS has the viitue of being quick to take effect, safe, and
difficult to resist. There are basically two ways for dispensing CS and simi-
lar agents against a crowd: by projecting (shooting, throwing, rolling) or by
spraying. Besides the two types of CS grenades already "pre-positioned" for
civil disturbance troops (M25A2 and 47A3), there are possible 'projectiles"such as the following:

a. X947 CS Riot Control Grenade: This pyrotechnic grenade is housed
in a cylnrcl rubber cotainer. It can be thrown or rolled by
hand and can effectively cover approximtely 150 square meters
vith CS in a 10-15 icot wind.

b. Chemical Grenade Penguin G-l: This plastic grenade, developed
by Pengun Associates, is baseball-like in size and shape and is
available loaded with CN, CS, or IN.

c. Chmic• l Grenad Pengi G-2: Also developed by Penguin Assoc-
iates, tis plastic grenade, baseball-like in size and shape, is
available loaded with CN and green dye, CS, or IN.

d. Chemical Grena&, Penguin G-3: Penguin Associates has developed
a metal-canister grenade (with standard military fuze), which is
arailable loaded with 04, CS, EM, or smoke agent.

e. Chemical Grenade, Federal 112: This metal-canister, non-explosive
grenade wi�h ZS to 30 seconds burning time was developed by Federal
Laboratories, Inc. and is available loaded with CN, C5, EM, or
swke agent.

f. Chemical Grenade Federal 115: Another metal-canister grenade dev-
elopeb Federal Le• ator,•,•,s, b.e a-...s sections, each of
which bounces for several yards and burns 20 to 25 seconds. The
grenade is available loaded with CN or CS.

:1
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.Chemcal Grenade, Federal 120: This metael-canis.er grnde,
developed by Federal aM tories, Inc., is fire-safe nad gives
off a special floating cloud of gas. It is mailable lauded
with 04 or CS.

h. Chemical Grenade, Federal 121: This Federal Laboratories, Inc.meoulcanister, non-eVpIos~e grnd is fire-saf and available
loaded with 04 or CS.

i. Chemical GredeU , Lake Erie 1 (N: This grenade incorporates an
al% canister and a 4-3/4 seconds burning tim. It is avail-
able fro the Lake Erie Chimical Co. loaded with CH, CS, I3N, or
a smoke agent.

j. Chemical Grenade, Lake Erie 2 C.: This alufinuu-canister grenade
is lamuchable by Lake Erie MWade Launcher No. 33. The grenade
has a 25 to 35 seconds burning time and is available loaded with
04, CS, or smoke agent.

k. Comical Grenade, Lake Erie 3 04: This aluminun-canister grenade
allws an instantmeous discharge or a 2-second delay. It is
available loaded with C or CS o the, Lake Erie Ck ca1 Co.

1. Chemical Grenade, Lake Erie Model 34: This Lake Erie Chemical Co.-
developed grenade incorporates a blast dispersion discharge and is
available loaded with CN, CS, IIN, or swke agent.

in. )4b4ti-Mp Grenade: MI Corp. has developed a wulti-purpose
gr e which can be hand-held, thrown or launched. It is non-
explosive and provides an instantaneous discharge, or a 2- or 5-
second delay. It is available loaded 4th 01, CS, or a dye.

n. CS Mini Grenade: This device, developed by AAI Corp., consists
of a smal canister approximately 1-1/8 inches in dimmeter and
1-1/4 inches high. Each unit contains an ignition system, a small
fuel block, and several capsules of agent CS. Total gross wight
per imit is 1.1 ounces. The unit disseminates agent CS as an
aerosol for approximately 6 seconds.

o. H A 2 WtD Cartriges: AA1 Corp. has develced a hand-held
or pyro iplstol- d rubbery projectile that disseminates
CS agent. The projectile is 7-1/2 inches long, 1-1/2 inches in di-
ameter, and 1/8 inch in wall thickness; it contains 421 CS and the
rest is Pyrotechnic mix. When fired with an M479 Grena ncher,
the mixture can be projected to about 70 to 100 yards.

p. ýp n Gas Grenade: This anti-riot grenade, developed by AAI
Corp., has delivery orifices so designed and placed that high-
velocity exit gases cause the grouade to spin wildly and thereby
preve-t r L.WOJ.e by no io. * d* s D 1
will randomize notion.
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q. Anti-Plot iTetrahedrons: Sirple plane-sided (tetrahe-
"am) grenades nave been *m1FpR by MAI Corp. These grenades
tend to retin at the point to which theyare thrown and not to

-, • roll out of effective range.

Sr. Hot-Surfacd Grenade: In this grenade the thermal reaction
~~~WE FOiRhbes and ipne anti-riot gas also heats the ex..terior Surface of grenades, thereby preventing throw-back

by unsuspecting, unprepared rioters. This thermal reaction be-
gins Am the grenade is initially release.

s. XN674 CS Cartridge, 40mn: This soft rubber projectile is filled
with a CS/pyrotechnic mixture. It can be hand-fired, pistol-
-fired (using AN-MB pistol), or fired from the M79 Grenade Launcher
(using the plastic adapter). The projectile is propelled by a
black powder charge in the cartridge barrel. The CS/pyrotechnic
mixture ignites and CS is emitted through four holes in the rubber
body. It provides a coverage of 35 square yards.

t. XM651El CS Cartride, 40: Tis cartridge is designed for use
nrndGrenade Lawher an with the 1.6 rifle (with XMl48

adapter). The cartridge is equipped with an impact fuze and
can penetrate a 3/4-inch pine board at 200 meters, with release
of the agent after penetration. Coverage for two rounds is ap-
proximately 5000 cubic feet.

There are several possible disadvantages of chemical "projectiles." The
N* items themselves may be more dangerous than the chemical inside; in this re-

spect the M47, Handy Andy grenades, and XM74 have an advantage over the
)4651E1. The rioters may also be able to throw the item back at the troops;
the spinning and hot-surfaced grenades attempt to guard against this, and de-
composing cases would also prevent such use. Other drawbacks of chemical "pro-
jectiles" are not as easy to overtom. Although the "projectiles" can be di-
rected into specific areas of a crowd, their chemical contents are still
weather-sensitive (in terms of range and direction of effects), and diffusion
produces a rather unselective effect which my result in uncoordinated crowd
invumnt.

Chemical sprayers permit prolonged use and control of initial diffusion, but
otherwise their strengths and weaknesses are similar to those of grenades. On
the ground, spray devices can be varied in size and precision to permit control
of individuals or groups; however, these devices are usually not designed or
positioned to be able to reach all sections of a crowd iumediately. CS dis-
pensed from aircraft can affect an entire crowd at the same time, at the sacri-
fice of precision. Examples of presently-operational devices include the M3
(man-portable) and the M44 and MS (jeep- or aircraft-mounted). Other possible
dispensing equipment includes:

u. X-33 Dispenser: Tnis back-portable or vehicl..-. ried dispenser
'has a 40-£oot range in still air. it uses air pressure to dis-

pense micropulverized CS-l into the atmosphere and can fire in a

:1
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single burst frci m to k Zor 50-60 secomds. Its pr-pVressur-
ized tanks can be replaced in 3-4 minutes. A version using liq-
uid-CS is presently being evaluated.

v. NK 17 Peer Fog CS-Tear Smoke Generator: This generator, pow-
ered by a Z-cycle Immomr-type engine, projects a cloud of
aent up to 40 ft; ranges tup o 200 ft are possible under ideal
wind conditions. It has a forulation capacity of 2 one-quart
cartridges at one time and the operator has the option of switch-
ing from one cartridge to another. Its output is equivalent to
S burning grenades per uinute and its wight fully-loaded is
35 lbs. It was developed by General Ordnance Equipment Corp.

w. W XII: The M XII is more portable than the NK 17 above, as
i"te-ghs less than 25 lbs. Its output is equivalent to 10 burn-
ing grenades per minute, and its fuel capacity allows 45 minutes
of contiuous operation. It was also developed by General Ord-nance Bquipaent Corp.

x. Turb-A-Fog Tear Gas Dispensr: This 30-pound, two-cycle gasoline
enie generator, developedby Federal Laboratories, Inc., dis-
penses.: agent cloud for up to 4-1/2 minutes. An aerosol can-
ister *tainin the agent is attached to the machine and acti-
vated; haen the canister is exhausted, the operator may Puickly
remove it and insert another.

y. Federal Dust Projector 271: This is a small, hand-held tear gas
pro-Jector developed by Federal Laboratories, Inc. A small control
valve permits its operator to control emission rate, and the en-
tire item can be carried in one hand.

z. DJR!Po_780: This is a comercially-available insecticide fogger,
w easily hand-carried and operated. It operates on gaso-
line and uses kerosene or motor oil for smoke-production. CS can
be mixed into the smke-producing agent.

&a. Self-Contained CS Dispens S stem: This LWL item is intended
to be Fidden in an inaccessble location in a building and auto-
matically actuated when a window is broken by looters. It would
dispense CS for a minimum of 8 hours. A standard burgular alarm
could be used to actuate the system, uhich could be tied to a
special telephone circuit to signal the location to a riot con-
trol office.

bb. cotrolled fgorati.n o£ &ents: Another LJL concept envisions
conversion and utilization o aircrat-mounted, crop-spraying
technology and equipment to disperse an encapsulated, noxiows
c•mond in areas to be denied. The capsules would be activatedat a controlled rte Cby wicking).
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cc. Helicopter Riot-Gas Disseminators: These are similar to agri-
wJttring serial fertilizer d inisecticide disseminators.

dd. Hand-Held "ressurized Dispensers: This LWL concept would em-
ploy conventinal, air-pressurized, water-type extinguishers
to disseminate materials, such as food-coloring syrup, stenches,
etc., which are identifiable but not harmful.

ee. CS priler: Another LWL concept envisions a CS dissemination
system, si•ilar to a water-sprinkler system, that can be ini-
tiated when a window is broken, door forced open, etc.

ff. DemAmtable Anti-Riot Gas Dispenser: Canisters with screw-on
adppters to fit sockets inside a commercial establishment could
be activated remotely. These dispensers could be used in normal
electrical sockets and activated by switching on a light at night.
For safety, they could be removed during periods of normal opera-
tions.

gg. CS Canister: This slowly-discharging, thermally-disseminating

M canister is placed near a possible target and triggered by
a rioter on his way to the target. This is an LWL development.

hh. Pick-Axe Tear Gas Dispnser: Federal Laboratories, Inc. has
AM eveloped atear gas dispenser in the shape of a pick-axe, which

can be pounded through a wooden door to release its agent into
a building. The head of this dispenser is connected to a gas
reservoir via a reinforced tube.

ii. YW Dispenser: This is the standard 1-1/2 quart 4l1 decontamina-
tion unit modified to spray CS in a slurry solution with water.
Nitrogen cylinders provide pressure for a 30- to 35-foot range
and one square foot of coverage for a hand-fired burst. The jet
stream can be maneuvered by hand.

jj. X532 D'spenser: This hand-held dispenser (length: 6-1/2 inches)
ti3p-jctsniifirogen-pressurized stream of I% CS triocty phosphate
(TOP). Its effective range is 15 feet, and its continuous dis-
charge time ranges from 14 to 19 seconds. A plastic safety cap
prevents unintentional discharge.

kk. W II Pocket Projector: This item, developed by General Ordnance
Equipment Corp., has a capacity of 8 one-second bursts. It operates
in the range of 8 to 10 feet.

11. MC IV Chemical MAC: This General Ordnance Equipment Corp. item
fires a shotgun pattern of heavy droplets of a special liquid-CN
formula. Its range is 15 to 20 feet, and it provides an average
of 50 one-second bursts.

.0
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am. 1 C. -I Chemical Eaton:r VIGmiaMtu is available
Frm General rqmc Equipment Corp. in three different lengths:
(1) a 12-inch baton, (2) a 20-inch baton, and (3) a 26-inch baton.
A refillable replaremnt kit is also available.

nn. MK IX: This General Ordrane Equipment Corp. development has a
gre••er capacity, higher flow-rate, and longer range than the MK
IV (item 11 above). It has a gross weight of 700 grams; a net
weight of 520 gria; a length of 8-3/8 inches; and a diameter of
2-1/2 inches. It provides a range up to 30 feet with 37 one-
second bursts.

oo. Model 140, Partner Ixbdstries of America, Inc. : This chemical
spray device has a capacity for 40 one-second bursts, with an
effective rage up to 20 feet. Its length is 6-3/8 inches and
its diameter, 1-1/2 inches. It has a gross weight of 147 grams
and a ntt weight of 104 grams.

pp. Mkdel 108, Partner Industries of America, Inc. : This chemical
spray device Has a capacity o T one-second bursts, with an
effective range up to 6 feet. It has a length of 4-3/8 incies;
a diameter of 5/8 inches; a gross weight of 2S.S grams; and a
net weight of 9 grams.

qq. Curb 60: Port 02 Matic Sales Corp. lists a chemical spray de-
ci--'th a capacity for 60 two-second bursts. It provides a

raage of 15 to 20 feet, and has a net weight of 12 ounces.

rr. Police Model AP-18: Penguin Associates developed this chemical
spr-acy &Qr• incorporating a stinger aerosol pressurized stream.
It has a capacity for 70 one-second bursts to a range of 20 ft.
It is reconmended for selective use against an individual.

ss. Police Model AG-12: This is another Penguin Associates device
i norporating a stinger aerosol pressurized stream. Its ca-
pacity is 70 one-second bursts to a range up to 20 feet. It
is recommended for use in quickly disabling several opponents.

tt. 10-4 Chemical Billy AG-20: This item provides a stream of 04
an was developed by Pei Associates.

uz. HELP: This is a tear gas tank, capacity one gallon. It comes
"comete with harness, tanks, controls, and sprayer. Replace-
ment refill tanks are available. HEL was developed by J. M.
Sales, Inc.

w. Tear Gas Streamer No. 280: Federal Laboratories, Inc. developed
this item with a caEpcity of 50 to 75 bursts. It has an effec-
tive range up to 20 feet and an effective duration of 15 to 20
minutes. A holster can be obtained with the streamer.
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ww. Tear Gas MINI Streamer No. 282: Another streamer developed

Sp W RFa Laboratories, Inc. has a capacity of 30 to 35
bursts, an effective runge up to 14 feet, and an effective
duration of 15 minutes.

XK. Liquid Chemical Dispenser Concept: At present, the US Army
utilizes a back-pack flme-thrower device (XM33) which dis-
penses dry CS for short distances. Disadvantages of this
system lie in the fact that a dry agent is greatly subject
to wind effects and is quite limited ir. range. The proposed
system would be similar to these flame-thrower type devices
except that it would dispense a liquid that contains a non-
lethal agent. It would be a man-portable, pressurized,
liquid dispenser capable of dispensing liquid up to a distance
of approximately 120 feet. The distance of projecting a liq-
uid stream would be controllable for the application at hand.
Provision should be made for remote-control operation when
moumted on a police van which is used to transporr detainees,
or on other types of inclosures. This would provide a means
of controlling those within. In addition, the device might be
umunted on helicopters for overhead control of crowds. A

marking agent could be added to the basic liquid to provide
a method for identifying rioters.

With so much attention being giver. to chemical riot control agents, it is
worthwhile to underline two developments which might remove some of the de-
ficiencies of present devices. One is the attempt to develop liquid sprays
whose greater density and narrower dispersion would reduce some of the weather-
sensitivity and unselectivity of CS weapons. The other development would be
precision tactics using well-defined sprays and prevailing air currents to
maintain selected escape routes for rioters and to perat gradual and piece-
meal departure of crowds.

Whatever improvements are made in the use of chemicals, they are only one mode
of crowd-dispersing weapons, and they are now subject to countermeasures by
rioters. Other types of non-lethal crowd-control methods may become important
as backups or alternatives to chemical agents. One control method which has
been suggested is the use of sound:

yy. 'Teleshot" Sound Device: This device is a cartridge which is
used to control bird himage to farm crops and aircraft. The
cartridge projects a powerful sonic device approxiimately 200
yards. The device functions in the air and provides a loud
noise, a flash anm a small cloud of smoke. The cartridges are
bore-safe and non-lethal if fired from semi-automatics over
the heads of crowds. They are commercially available from the
Colt Pyrotechnic Division.

z. Ver.-Low-Frequency &xrnd: An inf-raso•ic energ- generator to in-
duce both physical and physiological effects is a development of
the US Air Force.
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aaa. So•und-Producin Device: Astrosystems International, Inc. has
eloped a -high--intensity sound generator, consisting of two

intersecting hot-gas jets. It produces an overall sound pres-
sure level of approximately 126 db at 500 feet, with most of
the energy between 2.5 and 80 CPS.

Another general crowd-control method wnder discussion is the use of lights to
tenmorarily blind or disorder rioters. Several bright-light devices discussed
as illumination sources (Problem A.3) might be applicable for this purpose.

S-Light aid sound m&y be non-lethal control methods, but they my also cause
lasting injuries w -h could have as negative an effect on control efforts as
deaths would. Fur -r more, although light and sound can effectively inter-
fere with crowd activity and my create an unbearable environment, it is not
clear that crowd ma~ers would flee from the scene as a way to neutralize the
iwaapon effects. To got crowds moving, there are some other hardware concepts
which might be direc'.-ly effective:

bbb. Multiple Ca•tle Prod Boom: Envisioned here is a boom fitted
with uultiple cattle prods attached to a tractor-mounted tele-
scopinj ti. Its purpoene would be to sweep crowds off a street.

ccc. Exte.ned Electrified Boom w/Vehicle: A vehicle with extensions
rleach from curb to curb is being used b *iot control

forces in West Berlin. The rioters touching 'ie vehicle receive
an electrical shock. rue carrier vehicle is a modified armored
personnel carrier, and the boom is a fence-like fitting on the
front ',iich extends a foot past each side of the vehicle. At-
tac&ed to each end of the boom is a section which folds back
abcut 3/4 of the length of the vehicle and my be swung forward
to present a barrier.

ddd. ElectrlcaO. Shock Device: Several police batons of standard di-•i ~ mensin-- e been developed by Shok Baton Go. and Scope, Inc.

with the capability of delivering a relatively harmless electric
c•.rga of lo amape-rage and high voltage. The Shok Baton devices
w., powered by th.ee to seven standard, type-C flashlight cells
th:' deliver a har-assing shock. No current or electricity passes
V.;u the skin. II e effect, felt only at point of contact, is
si.ilar to a bee sting, but not nearly as dangero..3.

cw,- Air Blast; High-velocity air blats have been used by the French
-nan-lti riat operat•ons. The units a-3 essentially small air-

cr.Ift g•i•!e/propeller combirntions. Possible variation could
.::lude hexted air and a stream of water directed into the air
blast to ýo= a drizzle to be directed onto the rioters. Theeffects 0i -rind on speechmaking ania thrown objects should also

1-th the electrica! azd wind devices have the limitation that they h•a.e tih- ust
effect ca the eCge of a cru-vi (which may be immbilized by ti- pressure of tn-
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affected people behind). This limitation also raises the question of v&at
will happen to people who cannot get out of the way quickly.

If problems of movizg crowds are overcome, this iir by no means a complete
answer to crowd control. For instance, there will still be a need to commun-
icate with crowd mubers. In addition to existing equipment, the following
items might help towrard meting this need:

fff. Public-Addrvss System: Penguin Associates has developed aiL• 1 ~imt-mountd public-address system. It is a 25-watt tran-
sistorized unit with 3600 sound projection to 200 yards range.The speaker is mounted on top of the helmet; the microphone
is also hebmat-mounted and positioned in front of the user's
mouth so as to discriminate ag&inst background noise.

ggg. Hailer or Porta-Chief: A hand-held, pistol-grip, electronic
megaphOne has been developed by Audio Equipment Co.

hhh. Voice Gun: Another hand-held electronic megaphone with pistol
Fgrip hasbeen developed by Federal Sign and Signal Co.

iii. Public-Address System Concept: This concept envisions a PA
' syste-m wth a highly-directionl loudspeaker for,hand-held or• r -vehicle-mounteid use.

jjj. Mobile Public-Address System: Many manufacturers produce ve-
hicde-mounted PA systems. The amplifier is normally mounted
under the dashboard and the system operates from vehicle power.
Power outputs up to 100 watts are readily available.

kkk. AEM-l Loudhailer: Applied Electro-Machanics, Inc. has •Pv-f eloped a compact, transistorized, helV -opter-mounted PA system
of 350 watta output. It operates fmr. a 28V DC aircraft elec-
trical system and can cover 1 sq mile from an altitude of 2,000'II
feet.

111. Public-Addrss S.&stem Concept: Envisioned in this concept is
a remoitely-operated PA system, connected by radio link to a re-
Vomte tranmittvr by use of radio relays.

* Equipment drr'aelcint will have to take into account desirable distances be-
tween cont Lors and varying numbers of rioters. In addition, considera-
tion w;st be given to providing crowd .emberr with suitable access to comuni-
cations, for imunce for self-policing. Some means for informing the speaker
about crowd revyý wy be desirable.

To see and recori cro• ambers in action, Federal forces presently hlwe pro-
visions for notion picture and still photography, and both Federal and NationalQuard %mi*. ".ýI14.-be hef
in the ture arm

H"
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-- ,. Lcg-Range Directional Radar: Thitt jWL pulse doppler radar
development is intended to wsure the azimuth and range o.&
men and vehicles to within S and up to 1500 feet, 'espective-
ly. It is also intended to detect targets through building
walls, but with reduced range.

nmm. Closed-Circuit TV: (See above, item c, page 28).

ooo. Low-Light-Level TV: (See above, item d, page 28).

ppp. Video Rover Recorder: Sony Corp. has developed a lightweight,
.elf-itai'd -- recording system consisting of a hnd-
held TV camera and a shoulder-hung recorder. It includes a
zoom lens.

qqq. Porta-Pack TV Recorder: A recorder similar to the Video
-~ Rover R•or&r above Zm a been developed by General Electric

Corp.

rrr. Infrared ýbvie Camera: Various manufacturers have developed
hand-held movie cameras using infrared film and infrared
lights to provide documantation of criminal activities.

sss. Stereometric Caneras: Some tripod-mounted stereo cameras,
developed by 1Trasuaes Corp., provide highly detailed photo-
graphs of evidence on 3-1/2 x 4-1/2 inch negatives. These
camras, which have electromagnetic slutter-tripping and in-
clude built-in leveling devices, use wide.angle lenses with
shutter speeds up to 17400 second. The focusing range of the
S4K 120 is 16 feet to infinity; for the SMK 40, 8 feet to 33
feet.

ttt. Miniature Concealed Camera: A wrist-wnrn or otherwise con-
cealed camera is envisioed to gather evidence and provide doc-
umentation.

u-u. Alarm-Box Camera: This camera would be installed semi-perma-
nently in fire and police alarm-boxes and would require a wide-
angle lens to assure an adequate picture of an individual pulling
the alarm. Automatic film advance would be required.

vvv. Audio Ta Recorder: Portable audio tape recorders to document
events and arrests are manufactured by many commercial firms.

4. However, methods of identifying tape segments for correlation
with other forms of information (photographs, etc.) are necessary.

www. Communications Logger: Stancil-Haffman Corp. produces a multi-
channel, audio -tecorder. It is designed to handle 24 hours
of messages on a 1/4-inch tape and records 2-way radio telephone
and bugging device messages.

age

9.



45
A

Cro.d meL ars will often have to be dealt with as individuals because they
.Anst be :-estrai-,. or because their identification will assist future control
efforts. 'iechniques for helping to restrain individuals will be covered under
Problem B.5 Arehendi and Detaining Citizens. Detailed identification of
individual . be discussed in connection with Curfew Enforcement (Prob.'.em
B.4) and ' -rehendi and Detaing Citizens (ProbTem B.53. A5•Wer, there• are cert~aiin-specialized. technilques available for identifying participants in

Scrowds, even after the crowd are dispersed:

/• |xxx. Cklatin Marking. Capsules:. Rifles and pistols firing gelatin] | capsules containing pait are presently available. These per-
j: | mit t•_a marking of people or vehicles to distances of 80 feetI with persistent dyes.

yyy. ID Marker Munition: This concept involves a proposal for the
development of a 40mm marker projectile which can be fired from
the M79 Grenade Launcher. The projectile would incorporate a
standard MW18 or XM195 cartridge case with a reduced propelling
charge. It would consist of a pyrotechnic fuze, the projectile
body, a frangible payload canister containing bright paint or
other dye markers, an expulsion charge and a small burster
charge. The burster would be set to explode the payload approx-Aimately 1S feet above the heads of rioters. The system would pro-
vide a range of 50 to 100 meters.

zzz. Persomnel Marker Grenade: This LWL development is for a hand-
thrown, ncn-lethal, non-toxic, non-irritating explosive device
which when activated would cover a small group of people withuniquely colored and/or odoriferous chemicals.

aaaa. Flourescent Marking Powder: Envisioned in this concept is a
flcurescent powder sprayed into crowds from pressurized con-
tainers such as the dry fire-extinguishers. Small-sized par-
ticles will adhere to most clothing and skin and will not be
readily visible until viewed under ultraviolet light.

bbbb. Innocuous Ta Conc t: This concept envisions invisible "dyes"
added to US or similar-type sprays or streams used in mob con-
trol which would flouresce under IV radiation.

The advantages of these marking methods are that they can potentially provide
a non-lethal, non-hazardous, indelible identification which will rob a rioter
of his protective anonymity and will incriminate him if he engages in further
riot activity (for instance, trying to slip past curfew checkpoints). There
are sume sper-ýfic flaws to be corrected: the containers for marker namitionsS•should not be dangerous (when they explode) or useful to rioters, and the

spead of indelible dyes should .not mean indelible property dmg However,
the major limitations of crowd-markers may have to do with their us,., as evi-
Sdene. Being marked will mean an individual was present at a certain place,
but it may not clearly indicate what he was doing tihere. Furthermore, if dis-
sidents can succeed in imitating the marking mterial, i.iy can create enough
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false markings to ruin the value of the technique for evidence. These limita-
tions can possibly be overcome by more sophisticated marking methods.
Crowd control poses numerous problems which seuld benefit greatly from inten-

sive research. Three of the more basic problems are mentioned here to illus-w Itrate the research need. First, the policy of using miinimu force deserves
further examination. Results of displaying and using different kinds of force
should be systematically coapared, not mly in terms of their immediate ef-
fects on crowd behavior, but also in terms of their longer-tern relations tobehavior patterns of rioters and non-rioters. For instance, it is important
to be sare that avoiding the use of firearms, even in the most violent dis-
orders, is not related to longer or moro severe problems for control forces.

A second issue is how to decide when a ci canwt merely be contained but
,ust be dispersed. Although IH4 19-15 seems to make dispersal a starboard pol-
icy, several facts ast be taken into consideration:

i, '•i -The likely re istmss of crowd mebrs if they are kept in one place forvarying lengths of ti.

- The amount and type of foxce required to disperse the crowd.

- The consequences of tho dispersal process: behavior of crowd members
"and effects of crwd=ew.. .

- The possible actims of crowd mbers once they have moved beyond the4 area of intensive official control.
The question is not sixly whether to disperse or to contain, but rather how
to gaugo the timing of a dispersal uper on. Although the decision to dis-
perse a crowd will deaund a comoander's judgment in each separ&te incident,
"troop leaders could profit greatly from detailed guidelines based on a thor-
ough review oi umaerous past experiences.
A third subject needing study is the speed of coitrol operations. How much
time should crowds have to voluntarily comply with instructions? Either too
little or too much may lead to unnecessary violence. If it is necessary to
force the departure of a crowd, how fast should they be forced to move so that
troops can control ind direct their responses? Finally, 3f crowds show resis-
tance to control measures, how quickly should troops increase their use ofSforce? While mot of the.se questions may have simple or auth~oritative answers,
al analysis of past events should be able to pixoduce reccumndations of ways
to minimize risks of adverse outccmes.

4. Curfew Enforcement

Problem: A curfew ahould be one of the most effective tactics for controlling
civ l&sturbances. Analysis of a subsample of twenty disturbances involving
curfew enforcement shcws that it almost never leads to a.ny sudden increase in
the level of violence*. The curfew should remove innocent le fro the
"*The exception is the disturbance in Chic.Ago at the 1968 Dmocratic Convention,where curfew enforcement served as a pretext for violent confrontation.

1!k.
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streets during the peak ?Axrs of rioting and it should deprive purposeful
riotersf tir audience and the safety of numbers, making them more visible
and legally vulnerable. Jowever, the effectiveness of curfews in the past has
been limited by difficulties of enforcement: manpower and equipment have of tenbeen insufficient to catch all the violaters and at the same time insure enough

discrimination to avoid interfering excessively with persons on legitimate er-
rands.

Criteria for Solution: A nvre effective curfew depends on the improved capa-
bility of controltforces to locate, identify, and intercept violaters. Improve-
ments should result fram:

a. Coordination of the size of the curfew area with the availability of
manpower (military and police), to insure the capability of inspecting all
traffic in the area. The initial ineffectiveness of curfews in Detroit (1967),
Wilmington (1968), and Baltimore (1968) can be blamed in part on shortages or
scattering of control forces. As interviews after the Washingtoa (1968) riot
indicated, rioters will be quick to take advantage of weakness in curfew en-
forcement. For adequate enforcement, the number of control forcos and their
mobility must be factors limiting the curfew area.

b. Organization of camouications to produce increased sensitivity to
perso-ns traveling through the curfew area repeatedly, or uwder false pretenses,
or to escape arrest. Individuals should not be able to pass illegally through
a checkpoint because troops there are unware of what has happened elsewhere.

c. Use of inlelible, non-transferrable, and non-forgeable marking of per-
sons who have legitimate reasons for being in the curfew area. Residents,
emergency personnel, and night-shift employees nay need to move about in the
curfew area. Marking applied when the individual passes his first checkpoint
can save both citizens and troops from the nuisance of umnecessary inspections,
and unlike an ID badge, cannot be lost or stolen. If the marking is known and
detectable only by control forces, then the risk of forgery is reduced. The
marking process should be as simple as possible and should in no way be made
to appear derogatory to citizens. Markings should be changed periodically as
a check on people iho might exploit their opportunity to remain active in the
curfew area.

d. Use of utnmanned detection devices to signal movement at locations with-out checkpoints in tie curfew area. This measure will help to prevent and dis-
courage people from trying to slip past checkpoints via alleys and side streets.
It Will also enable greater reliance on mobile patrols to enforce the curfew,
resulting in lower manpower requirements. Detection devices should not be4 susceptible to tampering and should permit accurate location of a warning sig-
nal.

e. Use of devices to permit surveillance under conditions of low illumina-tion. Past riot uqxperience indicates that troops will have to enforce the cur-
few sometimes in bad lighting conditions. It is also likely that purposefulI rioters will take advantage Of darkness and even cause it. The ability to

a'!
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carry out surveillance despite 1ioor lighting will both increase operational
effectiveness and red•ice risks for coatrol persomnl.

V .. Potential Solutions: One aid to oamlf enforcement may com from remotely-
o -eratl-1g- devices to detect intrusion in the curfew area. Among the concepts
for possible application are the following:

a. Intrusion Detector, Types W676C and W768A: These acoustic in-
trusion detection systms wre--by Honeywell Inc. TheSsensors may be located as iar as several hwu•re maters from the

Rmoitoring panel by wire (actual distance depends upon sensor im-
pedance). The systems can be operated from AC power lines orA 1 batteries.

b. Intrusicn Detector; Model T-70. R-70: ITracer SysteW has devel-
•.oped a mDte acoustic intzuslnn Wtector in which a sensitive
microphomt is coupled to a radio transmitter (T-70) vAiich sends
a signal to a receiver (R-70) at distances up to 1.S miles. The
device is c.lided to be sesitive enough to pick- up Uhispers at
25 feet and is operated from 117V AC or 12V DC.

c. Microwave Intrusion Datector: This detectcr system consists of
ca oýppler trenriiteriraceiver unit and a remotely-located con-

4 trol unit. Any motion occura i within the antenna radiatio-•
field gives a visual ant aUible alam and provides a' signal to

T, a • actuate rete alarus. It has a detection range of 2SO feet and
operates from 1171V AC lines or batteries. It was 6eveloped by
Advanced Devices Laboratory.

d. .UqiF Doppler Radar: A miniature RMF doppler radar, approxi-
rarely the si•zI "'a cigar box, has been developed by LWL. It

can be used with either an mnidirectional or directional antenna
to vary coverage, and detectim ranges up to oboLc 300 feet (de-
pending upon antenna type) are attainable. Radio relays for re-5 _mote monitoring of alarms can be included.

e. IR Intiusion Detector: Barnes Engineering Co. has developed a
passive inf'ed dection system in which the narrow field-of-
view forms a line barrier. Ie system measures the change in
tiaperature at ranges up to 750 feet. The system operates from
batteries and consists of a detector unit and a remote alarm unit.
Wire or radio links between units are available.

f. IntrLsion Dese:tion Using S An intrusion de-
ectilon system now~i uwar suy yPhiiii-Forj uses image storage

tubes. A W-type display would indicate only changes in the field-
of-view of the camera, thereby indicating the presence of moving
targets.

The nature of these devices suggests that control forces my have to weigh the
advantages ot sensitivity against the iw-d for selectivity. A device must be
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sensitive enough to pick up any person or vehicle within the required range
without being triggered by noise factors: animals, blown objects, weather
changes, etc. (and it would be advantageous if it could distinguish autho-
rized persons from strangers). Problems of the selectivity/sensitivity trade-
off might be eased by careful selection of the positions and fields-of-obber-
vation for detectors, so that an alarm is more likely to be caused by an in-
truder, either because of multiple detection or because the field-of-observa-
tion is unlikely to be affected by noise factors.
The marking techniques desired for curfew identification have apparently not

received a great amount of attention as yet. There are numerous suggestions
for marking crowd participants (see Problem B.3), but the emphasis for cur-
fews seems to be on ID cards, which unfortunately can be lost, stolen, trans-
ferred, and to som extent forged. Ibe familiar marking technique of stamping
people with ultraviolet-sensitive ink also suffers from being relatively easy
to copy. Perhaps laser-related technology may in the future permit develop-
ment of marking using ink which is visible only under narrow-band illuminatioa
at specific wavelengths. Another possibility, already under development, is
the use of unique and constant anthropametric characteristics to identify
authorized personnel.

g. Hand-Geometry Identification: Devices developed by the Identi-
mation Corp. identit individuals on the basis of finger lengths.
Optical scanning of finger lengths can be used to create ID cards
Sand to ceck identification against these cards or against remote,, records. Hand geometry is relatively invariable, and equipment

S•,., can obtain 991 accuracy in accepting identification with a low
rate of initial rejection of authorized personnel.

Devices for low-light surveillance have been discussed with regard to sniper
detection (Problem B.1), and lighting equipment is considered under Illumina-" tion (Problem A.3). Radio equipment for communication among patrols andcck-
points is discussed under the general heading of Communications Requiremints
Amon Control_ rces (Problem C.4), since the special commnications require-
Ment, r 2W r crew enforcement (Criterion b) is mainly concerned with
the kinds of information shared.

•=•Since curfew t.,nforcement appears to require a combination of human surveillance
and mechanical aids, the question arises, how can the best feasible combination
"•be determined? The goal shoud be a system which can permit effective response
to any traffic in the curfew area (Criterion a). However, can this be accom-
" plished best by establishing numerous manned checkpoints, with mechanical sen-
sors only in a few strategic locations; or should the plan be to use numerous
detector devices and to use mobile units to respond to nultiple signals? These
are only two of a variety of possible plans, and evaluating the plans calls for

, some investigation. The investigation would take into account such factors as
population and street densities in the curfew area; numbers of control forces;
probable levels of commnication among checkpoints and patrols (how easily can

ai.ju, A W b sharad among all?); selectivity of detector equipment; numbersof persons authorized to move across curfew lines; and concentrations of tar-gets (economic or ideological) for curfew violators. Analysis of these para-

N --



meters and others should enable the development of standards which can be ap-
plied in establishing curfew enorcmant in specific communities.

5. Apprehandins and Detaining Citizens

Problem: Vany military tasks during civil disturbances (guarding barriers,
clearing buildings, stopping hit-and-run violence, controlling crowds) are
likely to require troops to apprehend and detain citizens. Military personnel
often perform this duty with scm reluctance, because it is more a police mis-
sion than a military one and because soldiers are ofteui inexperienced in ar-
rest procedures. Furthermore, apprehending and detaining people can ccmpli-
cate military operations. Scarce mapoer my have to be used for guarding
prisoners. Persons detained may provoke further violence by attracting dis-
orderly sympathizers or by attempting to escape. Finding a place to detain
people and transporting them there may be difficult. Finally, the unfamiliar
and time-consuming process may be futile if troops have not gathered and re-
tained enough substantiating evidence.

Criteria for Solution: Reducing the problems of apprehending and detaining
citizens depends above all on close cooperation between military and civil
authorities. Troops can also benefit from improved equipment and techniques
for handling detainees. The task in general can be made less difficult by:

a. Insuring the presence of police to take part in the apprehension and
detention of citizens. FM 19-15 rukes this a policy "whenever possible"; the
objective should be to make it possible at all times. The police have the
training and legal authority for carrying out arrest procedures, and they are
particularly experienced in dealing with evidence and the legal rights of ar-
restees.

b. Preplanning and coordination with police to establish consistent pro-
cedures for apprehension and detention. These procedures should permit more
efficient use of manpowr and should help soldiers keep their actions in ac-
cordance with legal doctrine. Such procedures should be incorporated into
training programs whenever possible.

c. Using nan-lethal means to iJmbilize, subdue, and/or isolate offeiJers.
Troops should have some means to discourage escape or attack other than the
threat of killing (which is often disbelieved). Hardware and tactics should
operate with the precision and scale necessary to achieve only the desired re-
straining effects. It is worth noting that some types of non-lethal weaponry
(such as CS dispensers) way be effective in halting a violent incident but may
not serve to immobilize the participants.

d. Using techniques to keep detainees restrained and ianobilized near the
scene of a riot until removal is possible. Such techniques should conserve
time and manpower for the military operations, and the increased efficiency of
these operatims would permit a speedier removal of the detainees to proper de-
Mrntion facilities.

e. Rmoving detainees from 1.he riot area as quickly as possible. Quick re-
moval minimizes the problems which detainees or their supporters can create for
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troops trying to restore order. It also allows for faster legal processing
of detainees. The methods of removal chould minimize manowr requirements,
should minimize the risk of injury to detainees (including self-inflicted in-
jury), and should be able to resist attack from within the carrier and fromwithout.

f. Quickly providing each detainee with relatively indestructible and
- informative identification. Besides speeding up legal processing, this will

aid military forces in organizing whatever records and evidence are neededfrom them, and will help to prevent offenders from exploiting confusion about
their identification or the reasons for their arrest. While identification
should be easy to remove (for instance, when a detainee is released), it should
be designed and used in ways to discourage removal, damage, or transfer by de-
tainees themselves.

g. Maintaining a time-marked record oe each apprehension. Such a record
should allow clear identification of the individual involved, the reasRos for
Ditapprehending him, ang for a olarrest. The record should require a
of time and eq r t pe make, should be relatively secure against tampering,I should be relativey t afecred by the environment, and should permit long
storage with minimal maintesance. Tie present policy in the ffCONAtr Civil
Disturbance Plf, calling for a Polaroid photograph of each detainee as soon
as possible after apprehension, is a partial response to this criterion.

h. Preplanning the transfer of detainees and evidence to civil author-S.... 'ities or detention facilities to insure the most rapid and efficient processing

tand care for deitiees. Military forces should transfer detainees so as to
minimsze any administrative crises or coemsity grievances which might add to'=--i [problems of restoring order.

| i. Streamlining procedures whereby civilian authorities can request and

iobtain military assistance in establishing and operating detention facilities.
eAs a afeguard and any charges of excessive military intervention, presentI cdoctrine requires that any proposal to set up military detention facilities

• be cleared through the Department of the Army and the Department of Justice.
S[ However, under the stresses of a civil disturbance, local agencies may lack

•= • the persam, el and equipment to maintain adequate detention centers. Because

there is the real possibility of a need for immediate military assistance in
handling prisoners, procedures for granting this assistance should be made as
simple and straightforward as national policy will allow. Present doctrine
insures that military personnel who assist with detention will be selected
from those specifically trained in confinement operations.

Potential Solutions: There is a variety of concepts which may prove useful in
dealing wiVi tour aspects of apprehending and detaining citizens: restraining
individuals, transporting persons to detention centers, constructing temporary
detention facilities, and preserving identification and evidence- Several con-
cepts concerned with the task of restraining captives are as follows:

a. ThermocaPture: This concept involves the use of thermosetting
plastic, sprayed by hose or splattered by canister on the at-
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restee. The plastic would begin to set, making movement
Sby the arrestee increasingly difficult.

b. Instant Cocoon: A plastic spray is available which sets

quickly to form a tough, pliable membrane. Such a spray
could be used to imnobilize rioters, and if necessary, to
encapsulate them from the neck down.

-" c. Interlacing Net: One method proposed at IML for temao-
rarily incapacitating a group of rioters would be to pro-
ject a filamentary net over their heads. This net would
be composed of many single lines which would be simrulta-
neously fired from two vehicles spaced so that the lines
interlace.

d. Nets: Nets have been used by police in other countries to

.. trol disorderly individuals. Many types of nets are
available. Techniques could be quickly worked out for de-
livery by hand or from the air.

e. Vehicle Handcuffing: Devices could be built onto vehicles
tor detning a large mmbear of people. For example, rigid
handles welded to the frame over car doors could permit hand-
cuffing of up to eight persons. As an alternative, port-
holes could be cut in the side of a car, and prisoners' hands
could be inserted in these and clamped on the inside of the
vehicle.

f. "Flex Cuff" Nylon Handcuffs: A nylon restraining tie has been
aeveloped by Kent Corp. tor use in binding ankles or wrists.

IThe tie is a 22-inch-long nylon plasti'- strap with a slotted
head at one end and a tapered tail at the other. After the
strap is looped around a prisoner, the tapered end is inserted
in the slot and pulled tight. A steel barb in the head locks
the strap so that it can be removed only by cutting.

These devices aimer Criterion c by being non-lethal and permitting immobil-
ization. They also relate to Criterion d by permitting restraint of indivi-
daals at the scone of an incident with only limited guarding required.

However, there is still the task of removing iwmbilized detainees from the
scene of rioting before they c.qn art in concert against control force person-
nel and before friends can actively interfere. To prepare vehicles for trans-
porting prisoners, civil disturbance forces my want to wake use of the ve-
hile-hardening kit evaluated by IM AC. Other possibilities are:

g. Prisoner Restrainer: This is a concept for a kit to adapt
vehicles for prisoner detention. It includes a sprinkler

- system and stiff octal screening to prevent damage by kicking.
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D4^+io Controj !!gon: (See above, iteM (6), pagea 1).

Although it may not be difficult to adapt vehicles for carrying prisoners,
there is a question of how to obtain enough vehicles to transport the large
numbers of persons who may be apprehended in a major disturbance. If the sup-
ply of vehicles is UW~ted but it is imperative to remove people from the
scene of rioting, a partial solution might be to run shuttles to temporary
detention sites close by. If it appeazs wrthwhile to construct temporary:. B;. detention facilities, the construction may rely on rapidly-erected barriers,
for example:

i. General-Purpose Barbed Tape Obstacle: Developed in connection
iwith a qNMO for a controlled barrier system, this coiled tape,
packed in a polyuretme foam container, can be extended to form
a barrier 76 feet long and 30 inches high. Tests indicate that
it is ten times as effective as concertina wire, requires only
3/100 the emplacement effort, weighs approximately 1/4 as muclh,
and takes up less than 5/8 the shipping volume. A vehicular em-
placement capability has been developed which will permit simul-

[ Itaneous, mwltiple-strand use.

SMlj. Instant Jungle: (See above, item m, page 25).

L [ The concept of a portable stockade. might also be of value:

k. Portable Prisoner Stockade: The stockade consists of portable
stanchions rad high-voltage, low-power electrical wire. The

A walls of the stockade would be about 6-7 feet hlag;.

The most efficient system for apprehending and deta:iiing rioters may be of
little value without adequate ways to preserve evidence and identification.
Present civil disturbance planning calls for the ura of Polaroid photographs,
identifying wrist bands or clothing tags, and detainee turnover cards. Lo-
cal officials will probably supplement the collection of evidence and main-
tenance of records. However, for ore CO•pleta and --re tamperproof records,
the following devices may bm of value.

"1. Polaroid Identification Card System: The system is conposed of
a Polaroid 926 Land Camera, a 930 Card Lminator, a 932 Die Cutter,
a 936 Developer Timer, and a 936 Pouch Sealer. The camera simul-
taneously photographs the person and his data card. The finished
ID card can be completed in two minutes. The card is tamperproof
because the plastic lamination destroys the card if it is removed.

m. Stereometric Cameras: (See above, item sss, page 44).

n. Miulature Concealed Camera: (See above, item ttt, page 44).

o. Video Rover Recorder: (See above, item ppp, page 44).

p..-..--a�-°-u."• P•-corder: (Sieve above, item qqq, age 44).

Z,'
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q. Audio Te" Recorder: (See above, item vvv, page 44).

r. C•mnicati-ms Log ,,r: (See abovc item uww, page 44).
s. Streamlined Arrest Forms: ThA'- c.'cept for an improved arrist

tfr would m ke m iu use oi prnted information and coding
schemes. Th1 format should permu photographin; the form and
the arrestee togere. The Ca ,-uld provide cross-references
to other records.

Technical imrovements ry make it a"",, to apprehend and detain people.
However, the value of ,avhansio and detention in civil disturbuces has
not been fully studied. In particular, there is a need to thoroughly exam-
ine the strategy of mass •-rest. Wss arrest may occur in two ways: immed-
iate apprehending of large nmbers of people in a crowd incident, or the ag-
gregate result over timc of =iy small-scale arrests made throughout a wide
area (as in curfw enforcement). In either case, the strategy not only halts
disorderly activity, but also redwces the numbers of people requiring surveil-
lance in the riot area, and at luast interrupts 4he active participation of
arrestees in the disturbance. However, mrss arrests are costly: they make
demands on manpower and equipment, they slow dom co,,,trol operations (once an
incident has been st•pped), and they tax the limited resources of detention
facilities and the legal system. Furthemore, the extent to which mass ar-
rests discourage riot participation, reduce violence, and affect public coop-
eration with authorities is not fully kionm. What is needed is an analysis
which takes into z -Axmt not only the impact of mass arrests in general, but
also the consequtez,. s of particular features of apprehension and detention,
from restraint of pzison3rs through legal processing to the operation of de-tention centers.

C. aOUIL OF INzWrIyON

To restore order in a civil disturbance, military forces mu3t not only itelp to
control the physical environment and the actions of the populace, but must also
help to orgaimz: ±_ flaw of :.Zurmtio,, coiernini ZL. Jistuk-bace. There is
a need to obtain, transmit, and make use of a niltitude of facts during a dis-
turbance. Neither the control fnrces nor the public should eveec have to rely
heavily on rumors and hearsay. It should be easy to share information through-
cut the military organization a-d across boundaries with police, local offi-
cials, and the public. Troops and citizens should be able to gain a better un-
dersr~nding of each other's situation. While these goals have been known and
stated for a long time, they aM still difficult to achieve. Important improve-
ments can be made in obtaining information, coumnicating it, and reaching the
right audiences.

1. OtairnLng Intelligence

Problem: Military control forces attempting to control•or qtzi! civi!; r
ings may well suffer from a shortage of accurate pre-operational inzelligence.
Probable causes include a lack of mnpow*er for gathering intelligence, a fail-
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ure to fully exploit -iformation zw*. 3le from civilians and s , 11 na-
trols, and a limited capability to W rify .rjbstantiatýv radpot.

Criteria for Solution: Productiwi and use of intelligence for civi" d.'.ur-
bance operations can be improved by:

a. Establishing procedures for interagency coordination of intelligence
collection, evaluation, and dissemination state-wide. Better integration of
the intelligence effort among civil agencies throughout a state could lead to
greater econmy in collection and more efficient filtering out of false infor-
mation. sationate- rd. unitsohaear whil the ace ro intelligence
abou vnts National Fuard uits have a clear need to have access to intelligence
collection is sharply restricted in keeping with natiouai policy, military
=uits should be prepared to make an active contribution to the intelligence

i retwork fter they have been called in to assist in a disturbance. Al'though
interagency intelligence coordination must be civilian-sponsored, it shouldI receive active military support in tha course of state civil disturb-nce plan-

b. Making a member of each unit separately engaged in control operations
responsible for the collection, verification, and transmission of factz aboutthe opera, ics wO any incidents encotntered. 11" explicit assigrment of thisresponsibility will guard against loss of information or transmission of er-

roneous reports.

c. Increasing the cipability for remote surveillance of the riot area and
surrounding neighborhoods. The objective is to increase the chances of detec-
ting preparatory or early stage3 of violence without causing greater dangers
of attacks on military personnel and without aggravating community tensions
(e.g., through the smspected presence of undercover agents). Use of remote
stuveillance devices can aid control operations and patrolling without en-
croaching on the tivestigative authority of civilian agencies.

d. Offering a publicized way for citizens to channel information to con-
formauon must be- coordinated wiith lo~cal civil authorities, but the informa-
tion should be. hand'--d so that the informan~t does not have to worry about
dealing with police ;r other local officials later on.

e. Increasing the use of recording devices for preserving intelligence
inputs. It is desirable to have such devices in use with individual troop
units; they should therefore be portable and easily concealed. Besides offer-
ing a more complete record than written notes or memory, recordings augmented
with the collector's evaluation can enable written reports co be conpiled out-side the area of control operations.

f. Using techniques to detect and locate citizen transmissions which aid
hostile activity and/or violate cmmunications re-!lations. Although mnimitor-Sing of private transmissions may be the primary re~sponsibility of other agen-cies, military control forces in their ow interest should cooperate with these
agencies and should supplement their detection effort during civil disorders.
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Potential Solutions: Marcy Of the techmical aids to surveillance and recording
identified for use in controlling citizens (Problems B.l-S) may be relevant to
the task of obtaining intelligence. The unique requirements of the task in US
civil disturbances are still largely umexplored. For exaaple, what are the
most efficient methods by which citizens can volunteer information? Would the
convenience of a 'hot-li.e" arran• mmnt be offset by the opportunities for dis-
sidents to overload the lin-s or to provide enough false information to obscure
the valuable inputs? Aould it be desirable to have a wearing or comunmications
system for imaUdiate use (vo, there is rn chance to get to a telephone), or
would it be desirable to concentrate on long-range, slow-reaction information
inrits (thereby a"king it easier to filter out false reports)? Decisions on
these questions will have to make use of experience in other contexts (day-to-
day police operations, foreign urban insurgency) and possibly simulations.

Questions about obtaining citizen reports are part of a larger issue of how to
operate uw efficient intelligence system in the midst of a civil disturbance.
Taiere i. a need to analyze how mih inteiligence is gathered, how wall it is
verified, and how efficiently it is shared as a result of several possible in-
telligence systems involving civil-m!itazy cooperation. A study cf these
three important features of processing intelligence would take iuto account who
provides information, who recalees it initially, how the information travels
from tha initial receiver, and lhw the various recipients respond. it would
be iaportant to determine whether different systems are desirable for different
kinds of intelligence (for instance, concerning incidents, individual rioters,
or general patterns of violence). Te systems study called for might deal with

uerous specific questions: for exinple, what are the effects of relying heav-
ily on police for intelligence on incidents, injuries, persomal identifications,
and property damage?; in what ways can military units provide greatest assis-
tance in vc-ifying r!port; and how can intelligence be channeled most quickly
through existing milti-purpose communications networks? Me results of the
study would kwpefully relate all the criteria to Criterion a, outlining a meth-
od for integrating &-- multi-agency effort to obtain intelligence.

2. Idw.tiii~tion of Riot Participants

Problcm: There is a recognized need to identify citizens in a civil distur-
bance, as a way to deny crowd amulers the protection of ananymity and as a part
of curfew enforcement and apprehension and detention procedures. Good solu-
tions must remove the anonymity of most rioters (including those who avoid con-
fronting troops); prevent individu•als who commit violence in one place from
showing up unrecognized in another; and provide enough evidence to make an in-
dividual vulnerable in co-irt, thus reducing rioters' feelings of immuity.

Criteria for Solution: National Guard leaders have called for an identifica-
tion system which will record rioters in action in a way that permits easy dis-
semination and that provides conclusive legal evidence. The methods employed
in such a system should:

a. Provide legally'-acceptabhle evidencre that an individual was engaged in
unlawful activity at a particular place and time.
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h. Permit remote-controlled or automatic recording. This capability is

essential for dealing with purposeful rioters who take care to avoid contact
with control forces.J c. Nbximize portability, resistance to damage, and ability to obtain
identification at a distance from a disorderly init-The moees of iden-
tification should be able to go where the action is ivitnout becoming a vulner-
able target of the action. Long-ranbe operation is also a countermeasure

against. the ability of rioters to flee from troops.

d. Permit conspicuous operation and/or publicizing of results. This may
discourage riotous acts before they occur.

e. M&Ye disguise or evasion diffic~ult. Enough informaLI m should be re -
cor~ed so that any spontaneous atteapt to cover icp or disguise oneself will
be inadequate. Autauatic or remote-controlled equipment should be set up to
minimize the chances for Persons to pass through the surveillance zone without
being identified.

f. Allow widespread alerting of control forces to watch for individuials
identified in unlawful activity, This will require identification records that.can be rapidly traznsit~ed and shared. Police experience with these require-* ments, nay be of value to military fforces.

g. Use equipment and records which are difficu~lt to tamper with or dup-
licate . Destruction of evidenwce is not the only threat. R~ioters wray take

contrmasre b cntibtigforgeds eod reidnet ila and cn
the public that the reod aenot be otrd

h. Limit access to records to official agencies, following strict regula-
tions. Restricting access will not only protect against maisuse of reccrds
but will also prevent extremists from using them as a source of free publicity,
such as through the news media. Participants in a disturbance should ]maw that

£ their identification can only be used against them, ari can only be used through
legal procedures.

Potential Solutions: A number of surveillance, identification, and recording
devices av-e be-en discussed in connection with halting sniping, controlling
crowds, and apprehending and detaining citizens (Problems B.1,3,&5). It should
suffice here to point out a few characteristics of these devices which are im-
portant for providing evidence of illegal activity.
A basic requirement is to have evidence of action. T7here is accordingly an ad-
vantage in having motion pictures or video tapes from which still1 photographs
can be obtained as needed. It is appropriate that F-edezai c.ivii disturbance
forces are authorized the use of movie cameras in additic,-i tc. Polaroid cameras,
but the possible value of closed-circuit television aar,'ýIiC o recorders shouldIalso be considered. The need to have c mras which can 4,kwnýte automatically
Ur by rcuute control should also be take,, is-to acco~unt Ant~r bi~puriwaa char-
acteristic to be emp~hasized is the ability of camera equip&-nt tco obtain sharply-U

dfndpictures at long ranges despite poor lighting conditions (for instance,
sreetlighting).
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Visual evidence of riot participation may need to be si.pplemented. Additional
data gathered at the scene of disorder might includec recordings suitable forI
voice-print ide~ntification. Verbal information. Is normally added at the time
of apprehension. Hrsdever, it might be of value to be able to put evidence of
several modes (including verbal statements) into a single recording pickage
immediately following an incident, if the contents of the pa~ge could be made
sufficiently precise and taWerproof to hold up in court. Such a cr*,ined rec-
ord might permit rapid transmission and use prior to apprehension, with addi-

tional inform~tion to be obtained after an individual is in the hwnds of civil
authorities. All these possibilities require further studyr.

Organizing an identification system calls for systems stutilies; this can be il-
lustrated for two speciiic problems. First, the distribution of rezzote-control-
led or automatic xvun&Ir3 I! w si t be r..,; =1ective than the. te of in-
trus ion detectors, particularly if the specific objective is to obtain evidence
of unlawful activity. A systems study could help to determine at which loca-
tions it is most essential to have equipment present for identifying unautho-
rized persons; what mvasents at which points will be indicative of illcgal be-
havior to come, and so should start the recording process; and how devices
shIuld be positioned so that a miinimumu of equipment will insure an accurate
identificat-ton from each record, despite any attempt of a lawbreaker to conceal
himself. A second problead for study is how to most effectively alert control
forces to the identities of known rioters. Part of the probisa is to find out
bow 'mih identifyi information must be broadcast to produce results. Another ;
part involves wighig~ng the advantages of sending information in advance to pa-
trols or guards who are likely to encounter a rioter, vs. having units check
on individuals as they confront them. The test of different alerting proce-
dures is how quickly and consistently an initial identification of a rioter
leads to his apprehension. Both the study of alerting procedures and the study
of automatic recording can make use of data fromi day-to-day police and security
operations, since the civil disturbance problems are basically e-4tryday concerns

magnified in numbers and scale..
3. Ci~vil Disturbance Indicators
Problem: Public officials and control fo~rces need ways to accurately estimate
th~eserity of disturbances and the success of control efforts. Measurements
of disorder and control could provide a basis for rapidly evaluating strategy,
accurately mapping disorderly a-ztivity, and deciding when troops should be
called in or sent hom~e. Unicertainty about the severity of disorder was at
least part of the cause for delay of troop deployment in Los Angeles (1965),vtot(1967), and Washington (1968), and it probably he.ped to delay the with-
daaofNational Guard patrols from Wilmingt-tu, Delaware (1968-1969). Lkicer-
tainty about the effectiveness of control efforts has led to controversy and
cotradictory str3tegies affecting the use of force (Detroit, 1967) and the de-
ployment of control forces (Cleveland, 1968).

Criteria for Solution. There is a need to develop a set of indicators which
ar cni ste1 tyanraeaningfullY related to the histories of recent distur-.
bances from initial outbreak to the re-establisheet of order. The indicators
selected should:
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a. Be based primarily on general features of disturbances, independent
oflocal va5li.atiiS .A setting or participants. Each disturbance will have

SI

some unique characteristics which must be evaluated by th field comnrander
on the spot. However, his task of estimating the situation will be sinpli-
fied if he can interpyet more common facts quickly and authoritatively be-
cause their meaning has been consistent across a wide range of past disorders.

T b. Refer tO the full range of control problems and responsibilities.
It is possible that military action against one problem can intensify others;
for instance, keeping people off the streets can create problems of employ-
went and food supply. Tlerefore, it is important to be able to detect how
the efforts of one type of control operation affect other events.

i c. Be Immeately available and permit continual updating. The impor-
tance of the indicators is that they rm' ýelp mer. in command judge from oo-
ment-to-moment how a disturbance is progressing.

d. Permit comparison of values for the indicators during a disturbance
.with values for time periods preceding the disturbance. Lowing a nmiber may

not be as important as knowing how much this number departs from a norm and
how it is changing. For example, in a city averaging three major fires a day
before a disturbance, a drop in the daily number of fires during the distur-S~ba •e fro twenty, to ton may not mean as much as it would appear to out of •

c. Require a minimum of effort for data collection and reporting.

f. Require a minimum of effort for combining, organizing, and interpre-
tigdata.

"Potential Solutions: Developing a set of civil disturbance indicators will
require reMsrchi However, the argument may arise that this research is un-
likely to produce useful rezults for two reasons: because civil disturbances
are too complex to be measured by a few indicators, and because any indicators
discovered will quickly become obsolete.

It would be impractical to measure every feature of a civil disturbance, but
this is not the goal of the proposed research. Indicators would be selected
because of their relevance to the particular objectives of military assistance
and the results of particular control operations. For instance, it would be
desirable to have a ready estimate of how severe the problem of sniping is and
how Well trc---. ze cunterscting it. As a more general example, it would be
important to keep track of the numbers and severity of violent incidents in
an accurate and meaningful way. Using indicators for limited purposes like
these is what a field commander must implicitly do in any case, although in
past civil disturbances commanders have had to make judgments on an ad hoc
basis or with the help of a limited range of personal experience. AliT t-e re-
search would try to accomplish would be to remove a few of the uncertainties
Man needs for subjective guessing which make evaluation of some control efforts
difficult in the midst of a civil disturbance.

l I .. ...
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I3ecause the character of civil unrest has changed so markedly in the past few
years, and because further changes seem likely, the relevance of past experi-
ence to future problems may be limited. However, there is mo basis for saying
that everything which has happentd in past disturbances will be irrelevant and
unimportant in future civil disorder. In fact, finding a few consistent mea-
sures of public behavior and responses to control effort for a wide variety
of civil disorders may be unusually important, because these indicators are
most likely to remain valid in the future and are therefore the most reliable
infonmatico on which a cor•iAder can base his strategy and tactics. For ex-
ample, if the demands on military patrols are always related closely to the
geographic distribution of reports of violent incidents, a measure of this
distribution will be important to military planning. Furthermore, indicators
will need to be measured repeatedly during a disturbance, because the military
commander is trying to change their values through control operations. If
the relatim between a control method (e.g., mobile patrolling) and an indica-
tor of its desired effect (e.g., reduction in nuwbers of violent incidents)
should differ from past experience, the ommander will be quickly aware ofthis and can begin making appropriate adjustments.

The potential usefulness of indicators is clear; the research methods for
finding them uast be decided. Two supggestions about the research can be of-
ferred here. First, tho indicators suld be based as much as possible an
detailed and quantifiable information about events in the civil disturbancearea. Both the Office of the Chief of military History and the Researca Ana•l-

ysis Corporation have indicated that such information my be available in of-
ficial archives and records. It would 'he particularly important to discover
indicators based on records which are maintained before and after disturbances.

A second suggestion is that any important feature of a civil disturbance is
likely to be complex, anid therefore will not be measured adequately by a sin-
gle indicator. Furthermore, reliance on a single indicator may be risky be-
c-1se records of that indicator may be incomplete or unavailable for a given
disturbance. Therefore, the best policy will be to develop multiple indica-
tors for an/ important features of civil disturbance control. For example,
measuring the reduction in injuries and bloodshed during a disturbance might
be based on data z.zY tal 6&isskons, mbulance 'alls, etc. Deter-
mining the best. _ -, indicators, in terms of their interrelations
and how well they cover an important characteristic of civil disturbance con-
trol, is a task suitable for systems analysis. Therefore, a systems study
with access to Federal and local archives appears to be the proper approach
to developing a set of civil disturbance indicators.

4i. Commuinications Reuirements Among Control Forces

Problem: A not uncoumn problem encountered by National Guard personnel con-
cmrn the breakdown of coummuications in civil disturbances. The problem in
past disturbances has been threefold; Guard units have gone on duty with too
few radios; they hase been unable to mike their radios perform well in built-
up areas; and even radios that operated well have often been unable to link

FA.-e ...f..i•ly with police -A pre-positi.r-ling ouf wore re•iable
equipment is easing the problem somewhat, many difficulties persist. Short-
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ages of radios below the company-comnand level hamper the use of smaller mili-
tary units in operations* and delay the transmittal of messages between head-
quarters and troops. Unfamiliarity and poor condition of prepositioned equip-
ment has at times reduced its value to National Guard units. Finally, limited
ccmpatability o± Guard and police equipment, coupled with a police tendency to
overestimate the capabilities of Qar radios,** has adversely affected police-
military conmmications. In addition to these problems already experienced,
there is the threat of future attempts by hostile groups to interfere with
Sconmmnications among control forces.

Criteria for Solution: The general solution to the comuaications problems of
civil disturbance troops will be to expand their equipment and techniques for
coummuicating. An improved commmications system should feature:

a. Radio equipment capable of reliable transmission and reception through-
out urban areas and requiring a minimum of adjustment and oper-ator experience.
This equipment should be able to overcome both the propagation and radio fre-
quency interference of the urban area. To the extent that newer-model radios
satisfy this criterion, more of these should be made available, even if this
is only possible in pre-positioned stockpiles.

b. Issuing of advanced radio equipment to National Guard units so as to
reduce their dependence on stockpiles. Recent experience has indicated that
scme portion of the radios requested from stockpiles will arrive in inopera-
"tive condition, a fact which reduces the value of pre-positioned stockpiling
and which might possibly be avoided if the radios received the more frequent' ~testing and c~heciking whlich would result from their regular use in training.
Ready access to the radios and increased familiarization with them would also
improve the chances that troops would operate an effective communications sys-
tem, even if they were relatively inexperienced, or if units had to be acti-
vated very suddenly, or if there were difficulties in transporting equipment
from the stockpiles.

c. Issuing of more receivers and transceivers to small units; in some
cases, providing for commmicatiorn.. tl-: -..!ividual level. By increasing the
ccmaninations cabinity in this way, military forces can conduct more flexible
and economical operations by greater reliance on small units, and can reduce the

* 4 coniuzitui which has often resulted from dispersal and the failure of voice corn-
muinications in the urban setting.

~ d. Personal coumvnications equipment which is lightweight, has a range ade-

quate for the area of operations, and requires minimal use of the soldier's
hands.

e. Availability of two-way radio coununications for all tactical vehicles.
This is within the capability of authorized equipment for Federal civil distur-

A bance troops (as indicated in Problem A.2); the task is to insure that the au-
thorizaticns are filled and that National Guard civil disturbance units are com-
parably equipped.

t,*"Conclusions of Arnold Sagalyn, ADL, based on discussions with National Guard
personnel and with police.

I,
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f. Broader utilization of air-to-ground communications where aircraft are
available for troop support. Both doctrine and equipment support the use of
air-to-ground communications networks, but these networks have not always been
fully exploited in US civil disturbances. Aircraft can not only provide sur-
vcillance in coordination with operations on the ground, but can also serve as
comimunications centers or relay stations for troop units on the ground whisch
otherwise would have difficulty wintaining direct contact.

g. Specific channels for rapid exchange of messages between military
units and police. Such channels would be established by special routing pro-
cedures, possibly using selected frequencies or equipment. Rapid intercomumn-
ication is important for local assistance and coordination of operations. How-
ever, there must be ways to filter and direct messages so that only essential
information and audiences are involved.

h. Prote:tion against interference or misuse by hostile groups. It is de-sirable to guard against three types of hazard: that rioters may prevent com-
munications from the scene of violence; that rioters may jam or overload corm-
munications channels; and that rioters may monitor military communications to

their own benefit.

i. Effective use of ssii- from cconercial communications organiza-
tions. This assistance shoul. .-.yond the familiar requirements for connec-
tions with the outside world te Lnclude help with local problems. For instance,
there may be needs for protected auxiliary channels for local control force
coammications (e.g., telephone circuits to use if radios fail), and possible
needs for specialized commercial equipment and know-how to supplement military
capabilities (e.g., in obtaining and transmitting video recordings).

Potential Solutions: In the case of Federal civil disturbance troops, the US
CýNARC Civil Disturbance Plan provides for rapid ccmmunications with higher
headquarters and authorizes supplying units with advanced-model VRC and PRC
radios. However, the adequacy of the planned distribution of radios, of the
actual distribution, and of the co--manications system below the task-force
level needs further review. In the case of the National Guard, which has a
recognized shortage of equipment, there is a need to study not only the ques-
tions of adequate planning but also the problems of how best to upgrade the
Guard communications capability and how to arrive at the best balance between
distributed and stockpiled eqt Lpment.

One example of a pa z.icular communmications problem which should be investigated
is the method for establishing coumications between different control agen-
cies at the local level. Present policy apparently emphasizes maintaining sep-
arate radio networks for each agency (such as the military command and the lo-cal police) but locating hea&quarters together, so that messages can be ex-
changed between agencies at headquarters. Although collocating headquarters
may have many desirable features for coordinating plans and policies, it is not

L clear that this arrangement alone is sufficient to handle the interagency com-
rmunications requirements indicated in Criterion g. The USfOONARC Civil Distur
bance Plan mentions the possibility of using commercial telephone lines or ex-
changing personnel and equipment between agencies; specialized use of radio net-
works should also be considered. A thoroul h analysis of possible interagency

L l
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commications systems would take into account features such as m.ssage sources,
intended message recinients, message content, number of messages, nwter of
channels available for sending and for receiving messages, required authority
for responding to messages of different types, required speed of response, and
the number of other partias that need to keep informed about a given type of
message respons- or control effort. Evaluation of standard procedures and al-
ternative arrangements would look for ways to minimize delays and breakdowns
in message transmission, frequency and duration of overloads, delays in re-
sponse to messages, probabilities of receiving conflicting messages throughdifferent channels, and uncertainty about the locations and actions of units

.. | ~ ~askingt lor assist'ance..-
It is possible that the solution for Criterion g can be based on standard

multi-purpose equipmt supplied or available to military units. Other cri-i teria, however, may call for more specialized hardware. There are a number

of concepts available which might specifically contribute to flexibility (Cri-
teria a, c-f) and security (Criterion h) of comamincations.

.More flexible racl- -cuunications would permit use by more men, in a wider
range of enviro _s, Nwth easier extension or restriction of networks.
There are several uevices which might help meet these qualifications. For
communications down to the level of the individual soldier, available items
include:

a. Wristwatch Transmitter: There are devices available commercially
ft ch incorporate =sensitive microphone and transmitter in a

wristwatch housing. Such a device broadcasts up to 200 feet and
can be used with ar. FM receiver.

b. Remote Calling Devices: Lafayette Radio and Electronics manufac-
tures a Pocket Pagern-which is a remote receiving device used by
doctors, salesmen, etc. The Pocket Pager operates on any of 23
possible channels in the 27 Mhz frequency range, and has a 0.7
microvolt sensitivity. Hallicrafters manufactures a number of
similar devices, the CRD-100 Series, designed to operate in the
frequency ranges of 27-50 lNz, 108-135 Nhz, and 144-174 M4z.

c. Hand-Held Two-Way Radios: Several firms manufacture hand-held
t-rawaos. The -MPocket Mate operates on police frequency
bands and has a 1 watt output. The Motorola PREP is belt-mounted
and operates on two frequencies in the 450 Mhz range with a 0.7
watt output; it is designed for use with "repeaters" to extendi its effective transmission range. The Dyna-Com 6 produced by
Lafayette Radio and Electronics transmits with 5 watts of poweron six channels in the Citizens' Band. The Motorola hiT Series of
environmentally-ruggedized FM radios broadcast at 25-52 Mhz with
1.4 watts; at 132-174 bi4z with 2.9 watts; and at 450-470 b4z withi •0.7 watts. The HiT Series have 0.5 microvolt receiver sensitivity.
The RCA Personal Pone radio has 0.5 microvolt receiver sensitivity
also and broadcasts in five channels in either the 30-50 M4hz orthe 132-174 Niz band, with 2.2 watts output. The Personal Fonehas plug-in modular const.muction for ease of maintenance.

FS-
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For small or dispersed units, these devices might possibly allow closer and
0More convenient coancations than the present employ•ment of VP.C andt PRCradios will, but there is olso the possibility of supplying civil disturbance

troops with the PRR-9 + PRT-4 helmet radio system. Before nny miniaturized
system is recommended, the merits and drawbaw-s of one-way vs. two-way coam-
munications would meed to be studied and weighed.

The short ranges of some miniature radios would not necessarily be a disad-
vantage. For the most. rtrt, short transmission range would help keep small-
unit ccumnications fi,1a being entangled in larger networks, and it would
make dissident surveillance of smpll-unit operations more difficult. A mes-
sage which had to reach another unit or headquarters could either be routed
through conventional equipment or could be relayed by techniques such as the
following:

d. Hard-Wie Rela Terminal: An automatic two-way radio, set upS~to extend the range of h~nd-carried, short-range transmitters,

would receive signals from these transmitters and would auto-
matically retransmit the signals to a control center, using
hard-wire (telephone) lines. A number of such units would have
to be emplaced in trouble areas prior to riots.

e. Radio-Relay Transceivers: These transceivers would operate sini-
ilarly to the hard-wire relay terminals, but would retransmit
messages at higher power levels by radio rather than by wire.
Mfilitary devices of this type have been developed.

f. lieliborne He qua.ters: A heliborne command and control centor
Swod provide the anti-riot commander with cmmanications to the
elements of his cnd, plus displays of the overall situation
and the opportunity to observe directly sectors requiring specialL attention.

Making radio communications easier and more versatile depends in part on in-
creasing the ability to broadcast under adverse conditions. One relevant type
of 24 Wrovement would be the development of better micxophone equipment. TW
examples are cited as illustrations:

g. High-Ambient-Noise-Levei Communications: Wn•th-held, low-mass
Vastic tubes would carry speech to a micropione contained in
an accompanying plastic helmet. The tubes would act to shield
the microphone from ambient noise. The concept is that used by
plane handlers on Navy aircraft carriers. The Navy device con-
tains a radio transmitter in the helmet, with an output of less

_, than 1 watt.

h. Gas Mask Microphone: A bone-conduction microphone compatible
"it gas masks would permit voice comunications by radio and
over public-address systems.

Besides offering greater reliability of clear transmission, devices like these
have the advantage of leaving both hands free.
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The ability to send messages or signals without the use of the hands would be
an important asset against one of the principle threats to communications se-
curity: the situation in which the communicator or his equipment is in immed-
iate da;ger of attack. For some missions involving small nubers of trocps,
it might be desirable to have cozunications devices which require no interrup-
tion of control actions, Which are difficult to physically interfere with, and
which can be used covertly if necessary. Two examples of devices developed
originally for the specialized reeds of undercover agents are:

i. Mouth-Held Transmitter: A small mouth-held transmitter would
lpe.Mt surreptitious use. Such devices are advertised by sup-
pliers of equipment for clandestine uses.

j. Code Transmitter: Litton Industries has developed a digital
low-data-rate transmitter for distress or identification codes.
The miniature size wakes it suitable for undercover use.

levelopment of such emergency equipment would have to resolve questions about
how much information needs to be transmitted. Some emergencies may warrant
detailed messages; on the other hand, verbal communication may often be im-
practical, arid even code transmission can be interrupted or garbled.

A second problem of communication security is to prevent the more deliuerate
> Irioters from overhearing useful information about control operations. System

to prote-t against unwanted audiences include the following:

k. Radio Scrambler: The Privacom Radio Scrambler, manufactured by
1.EI00, Inc., provides communications security by use of voice
frequency inversion. Signals sent and received use separate in-
version frequencies which my be changed easily. The inversion
is accomplished by a small transistorized unit that can be
attached to any radio station.

1. Transmitter-Modulation Scrambling: Pseudo-noise (bi-phase and
"-re-quency-hopping modulation tc.hniques) can scramble transmission

. to prevent monitoring by rioters. A low-cost modification kit has
been developed by ITT to convert sets like Uw AN/VRC-9 and AN/VRC-
10 to frequency-hopping units by incorporating spread-spectrum
modalation. The scrambling principle is generally adaptable to
.emisting FM radio systems.

Rioters may no. merely listen to official broadcasts; they may also attempt to
insert their own messages to create confusion and overloads in official comuni-
cations. This possibility is particularly threatening since there are sinple,
low-risk ways to gain access to some communications channels (e.g., by tele-
Phoning the police). One of the possible ways to protect against dissident coin-
nunications is the following:

z. Interface Switchboard: This is a concept for the use of an
in-'terface telephone switchboard to prevent jamming of police
coMaications networks during riots. The interface switch-
board would handle incoming calls to police headquarters and

! I
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waild roate tihm on ti wi internal secoudary switchboard or
would l.iriorm in parallel with the seca-d swltiboard.

wLkderlying ..Ih discussion of interogen-y cawimicstions, personal radios, emer-
gency cuowunicatis, ,an message security is tie question of how much inform-
tion of 4ut kinds needs to be tran-cmitted wIthin the military command and be-
tween Icca]. camtrwl agencies. Possibly it is desirable to have versatile com-
mniucations equirwnt and channels capable of transmitting more thai me form

A . of irformatlao. Orw exaaple of such eq-Ipment w-uld be radio-based princers:

.1 Tc.l3rinters. The Telescripter teleprinter developed by S04
iOin-S~iL is designed to operate with radio or wire comn-
iations sets, to provide printed me.•ages fc' command ,,d con-
Ftrl use which have a higher level of security than voice com-
I umicaticms. The Telescripter prints 75 words per miuute and
produces an origival document and Uuree copies or. f£a-folded
paper. The device operates on 12 volts and 25 waiuts of power,
and it permits unattended operation.

o. Autooatic Printer: The Ferranti Electric Autmatic Printer
uses a pIET, paper-tp•e message created by a mobile receiver
from radio transmissions. The output is noiseless strip print-
ing at a speed of 3OO t. 400 ores per minute. The printing
tecimique apparen•iy allows the transmission of alphabetic and
pictorial information. The system is secure and permits un-

r atteided operation. The Ferranti pr iter operates on 12 volts
and 1.2 m4ueres, uses a racio bandwith of 3 khz, and permits
selective calling of up to 800 individual addresses.

At,•e e! possible example wm.ld be radio-to-computer links for aid in identifi-
cation aýd in recording and classifying spot reports.

lowever, cooaunications planning seems to have concentrated on how to get mes-
sages from a sender to a receiver, with little attention devoted to the infor-
mation the messages are suppored to carry. Althouki a military unit may have
stanLard procedures defining the appropriate &.ssages to send by spccific chan-

iels, tinere appears to have been no systematic review of message contents, cc-
tual and required, during civil disturbances. An analysis of message contents
could provide guidance for distributing one-way and two-way coumumcations
equipment; for distributing devices with only a code signal capability (no
voice pick-up); and for allocating access to verbal communications channels
(by controlling the availability of equipaent and/or frequencies). Such an
analysis might point out desirable ways to reduce compei"'tion for trmimission
frequencies and to keep information flows within usable levels. A study of
messages in civil disturbance control operations would possibly be a useful
starting point for efforts to improve commumications in civil di-tirbances.

S. Inforr'-g the Public

Problem: Civil disturbance control operations my become more difficult if

there is insufficient effort to inform the public about military activities):f



67

and to cirrect unofficial reports. When facts are unclear or are kept secret,
a co public solution to ivorance is rumors*. Several past disturbances,
such as in Los Angeles (1965), Newark (1967), and Louisville (1968), offer

clear illustrations of how ruors have aroused frightened, hostile, disorderly
reactions from citizens. Another way the public satisfies its desire for in-
formation is by relying on the news media, which often supplement what theygain from official briefings "by monitoring military comnidcations and by
seeking to interview soldiers on duty. After-action reports indicate there

have often been news stories, based on fragmentary information unconfirmed by
officiaL sources, which have created an exaggerated and distorted view of dis-
turbances for the public. The problem of misrepresentation in the news media
is demaistrated by the way some reports of sniping have been handled". Be-
cause om the difficulties which public rumors and inaccurate news reports can
cause, the military effort to keep the public informed mm-t include measures
to counteract the errors in unofficial information.

I Criteria for Solution: A military command participating in the .ontrol of a
civil disturbance sihld:

a. Have the capability to directly inform the public about the nature ofI the civil disturbance and thje measures being taken to bring it under control.
This capability shoim' be based on a combination of pre-arranged access to
news media and use of public-address fr,-ilities. Any public anruncement must
be coordinated with local authorities. Possible contents of public announce-
ments would include information on continuing dangers to citizens, temporaryI regulations and control measures, and relief operations. Being able to di-S, rectly inform the public will enable the military commander to reduce communi-
cations delays, to overcow problems of selective exposure (e.g., people who
do not read newspapers or who miss TV bulletins), and to have some control
over what information is emphasized.

b. Assist in supporting and publicizing a rumor clinic in accordance with
requirements of local authorities. A rumor clinic is a place where people can
report rumors and can check their validity. The clinic, in response, can give
facts to individuals and later to the public-at-large. Reducing the spread of
false rumors can both remove stimuli for some riot behavior and increase the
chances for a ratimial public response to control measures. Establishing a
rumor clinic is a responsibility of local authorities, but military forces
should actively provide such clinics with assistance and information (includ-
ing rumors overheard by troops), for the bake of potential Tanefits to the
military mission.

c. Minimize delays in providing n-wswn with information about the civil
disturbance situation and control operations (this criterion reflects a policy
stated explicitly in the LSO)NARC Civil Disturbance Plan). Even partial in-

*For a discussion of t.a functions and evolution of rumors, see Improvised
News by Tamotsu Shibutani, Bobbs-Merrill, 1966.
W-valuable critique of reports of sniping is "Sniping Incidents - a New Pat-

tern of Violence?," published as Riot Data Review #3 by the Lemberg Center for
the Study of Violence, Brandeis University, February 1969.
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formation, if provided quickly, can squelch speculation and rumrs and can es-
tablish the importance of the informatiom office as a news source. Delays in
releasing information will be filled by inventions and guesswork of the news
media and the public, and the news eventually provided may not be taken at
fare value because of suspicions aroused by the delay.

d. Provide working accommodations for rnwsmen. National Guard units
called to state civil disturbance duty my not be able to provide ideal ac-
comodations, and even Federal task forces might lack adequate facilities
at first. %hat is important is that ns representatives should have some
place where they can remain comfortably for some time to receive updated in-
formation and to file their stories. Providing at least this much will help
to make the military information facilities a major news center during thedisturbance.

Potential Solutions: Improvements in public information seem to require not
so muc w hatWare and tactics but rather more effective use of civilian
and military resources now available. Some improvements will be a simple
matter of following present policy. Hcwver, one matter requiring more study
is the type of information that will be given to the public at any time. For
instance, how far in advance should troop withdrawal be announced to the pub-
lic? How beneficial is it to inform the public about the effects of werpons
and the policies for their use? How effectively can the military command pre-
sent facts to rebut rumrs? A study of public reception and reaction to state-
ments from military sources, compared with the effects of statements by other
authorities (including a ccpxarison of completeness and accuracy of news cov-
erage) might aid the organization of military information offices in civil
disturbances.

el 6. Informing the Troops

__ Problem: The demands placed on troops in civil disturbances are highly unusu-
Alr-•-opairisan with most military traini-g and combat experience. Terefore,
troops need to be well-informed about the ways ordinary American citizens will
behave in civil disturbances and about the ways that people will react to var-
ious control tactics. At present, such information must be stated in broad
generalizations, supplemented by limited personnel experience and advice about
extrame circumstances. There is also the difficult task of enabling troops to
turn verbal knowledge into effective action in ma actual riot situation. Even
the best tactical training may not be able to adequately duplicate the violence
and confusim which my surround a soldier when he must put his U-nledge and
briefings to work. The resulting problem created by present resources for in-
forming troops is not that troops will behave in an undisciplined way, but that
they way not take the most appropriate action for restoring order.

Criteria for Solution: There is a need to improve the quality of information
and experience which can be given to troops before and during their civil dis-
turbance duty. Improvement should be made by:

a. Providing troops with facts to permit detailed expectations about pub-
lic behavior and clear indications of tactics to use when these expectations

rn I



are violated. Such facts could be provided through the present arrangementsfor pre-deployment briefing and daily updating of informatio. The problem is

not a lack of channels for passing on information, but a lack of facts to pson. Satisfying the criterion will thus depend in part on the results of ta

gathering and systems studies proposed elsewhere in this report.

b. Using films in training to provide realistic illustrations of control
problems and countermeasures. National Guardsmen have expressed the belief
that films can show the use of tactics in a realistic context and can aid
soldiers in interpreting disorderly events and their participants. Civil dis-
turbance training films are in fact being developed, but their production anddistribution should be increased and accelerated.

c. Training the individual soldier for increased resistance to the ef-

fects of provocation and harrassment from citizens. In the most recent dis-
turbances, troops have shown great restraint when faced with actively hostile
individuals, bWt these situations have typically involved soldiers in station-ary guard positions where each man could follow the example of others. In a

highly fluid and violent civil disturbance in the future, individual soldiers
might have to crny out precise control procedures in more isolated and dan-
gerous ciroumstances, making their actions more sensitive to harrassment.
The better a soldier can withstand insults and irritations, and the greater
the confidence he has in this resistance, the better he will be able to per-
form control tasks independently and with versatility.

d. Using game-type training simulations of small-unit experiences with
civil disturbance control problems. It may not be possible to stage "prac-
tice riots" for training purposes, but it should be feas:ble to create prob-S! lem simulations which will give the individual soldier direct experience withtactical decisions, with the viewpoints of both hostile and indifferent citi-

I [ Zenr, and with he effects his actions can have on his unit's operations.

* •Potential Solutions: The basic problem discussed here is how to prepare the
individual soldier to apply his training in a civil disturbance. There may beequipment or specific training procedures which can radically inmrove this pre-L t paration, but it is not at all clear what these are. The difficult job of

identifying and obtaining essential information has been discussed throughout
this report. The answers to the training criteria are not ready and waiting,
either, and will require research. Soeae will have to design and evaluate
films, stress exercises, and ganing exercises which can put across civil dis-
turbance training more effectively. The one suggestion that can be made here
is that it appears more economical to analyze troop information requirementsas a single task than to wait for now training and briefing techniques to betested one at a time.

7. Police-Military Familiarization
Problem: Civil disturbance control efforts have been hampered in the past by
a I2Uof futll coordination between military and police forces. Police have
had difficulty understanding military terminology, the organization of the
military command structure, the inability of military coamanders to freely corn-
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mit their reserves to action, and the limits on a squad leader's cmand ini-
tiative. Alth h this evide of misunderstanding comes from military sources,
it seems safe to assume that there has also been some unpublicized military con-
fusion about police policies and organization. Mutual confusion is most dan-
gerous in decisiMs about assigned &&ties and about the use of hardware and
tactics.

Criteria for Solution: The best approach to reducing police-military misun-
derstanding about civil disturbance control tasks is for the two forces to
practice together at these tasks befors disorder breaks out. Ii a society
where military mn should not participate in everyday law enforcement, oppor-
tunities for police-military familiarization should be created by:

a. Combined civil disturbance training programs for Federal, National
"Guard, and police officials. A prime example of such a program is the Civil
Disturbance Orientation Course recently reinstituted at the US Army Military
Police School. Any such prof:em should be organized to have National Guard
and police officials frwi the same state participate simultaneously.

b. State confe•.enes for cmbined civil disturbance police planning.
Such conferences could deal with questions about the coordination of command
structures, Natioal Guard involvement in apprehending and detaining citizens,
levels of force to be employed, shari4g of intelligence, and establishment of
intezorganizational camulmcatioWs'. Questions like these should be largely
resolved in advance of any civil disturbance.

c. Combined field exercises based on simulated civil disturbance control
problems. It is noted earlier in this report that there has been a lack of
realism in past training for civil disturbances. Part of this problem is that
police and military personnel have not had chances to practice together the
coordinated effort they are supposed to display in civil disturbances. At -the
least, combined exercises would alert officials to coordination problems in

dr advance.

Potential Solutions: This problem calls simply for more meetings between mili-
Stat.' and c'ivTla ccntrol forces which can result in shared experience and
shared decisions on civil disturbance control problems. There does not appear
to be an imediate requirement for new tactics, hardware, or even research.
However, a closer look at the criteria will show this conclusion is misleading.
The content of civil disturbance training programs must have some reference to
new possibilities for hardware, tactics, and combined operations. State con-
ferences on civil disturbance planning nist deal with issues that are the sub-
ject of systems studies proposed elsewhere in this report; thus, the results
of these studies mist be made relevant at the state, as well as the national,
level. Finall, designing simulated civil disturbance problem for combined
exercises (=.h as the operation of a collocated cand post) will require the
talents of a -,fstew analyst. To create prograus for palice-military familiar-
ization witiout such a thorough approach to their contents would be to pros ide4 only half a solution to the general problem.

*Major issues suggested by Mr. Arnold Sagalyn, ADL.
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il. �S�JSt~ AND ONCLUSIONS

The CIARAD Program was able to identify a number of problems and iss.s iaf-
fecting the ability of military forces to assist in the control of civil dis-turbances. "he Program also defined criteria and possible methods for goodsolutions; however, the resources of the Program did not permit specifying

the exact equipment and tactics which are best-suited for handling these prob-lems. Because enough was learned in the CILISRAD Program to designate problems,
but not solutions, this report makes but two major reccmendations (A and B
below):

A. IT IS IMPERATIVE TO CAMRY OW SYSEM SUDIES IN ORDER TO DETERMINE IM•
BEST FEASIBLE SoLUrIG1S lV'R ThE' C(WTDL PROBLFS IDENTIFIED IN TIS RIS OR.
Eah system study should ±•uon i W ii ltiple requirementstor' dealing suc-
cessfully with a particular control problem. Each study should analyze and
compare the effects of all possible combinations of hardware and tactics in
a variety of problem scenarios. The systems studies will differ from the
CL O Program in being more focused and having more thoroughly defined re-
quirements for data and analytic procedures. Examples of the questions for
systems studies are given in the Potential Solutions section for each control
problem listed in this report.

B. TO SUPPORT THE SYSTFM4S STUDIES AND ANY OThER R•SEAR1 CN TO MILITARY ROLE
IN CIVIL DITUANCES, IT IS ABMU Y ESSENTIAL TO UNM = A P M= FOR

AThRING SELECTED CIVIL DISTURBANCE SMT F~M PERIMA MWhE MMA PUBLISH
SOUIES.-The data to be gathered should Fe defined m advance according to
the in de of specific research programs. Major primary sources of data wilt
include official records, supplemented by systematic interviewing. Where it
is not possible to directly masure civil disturbance phenomena, indicators
should be developed and used. Pre-defined and precise data requirements, plus
reliance on primary sources, will be major improvements on the CIARAD Program.
Examples of likely data needs are given in the Potential Solutions section of
many of the control problems identified here.

C. Based on the information obtained during the CLOARAD Program, it has been
possible to identify eighteen specific control problems and to suggest both
criteria for solving them and potential solutions. The problems can be sum-
marized as follows:

1. Protection of security forces from thrown objects and gunfire. Per-
sonnel-protection equipmeant shoald permit mxiun mneuverability, permit un-
obstructed vision, and be lightweight and damage-resistant. Vehicle protec-
tion should prevent penetration and immobilization and should allow variable
and adaptable reinforcement.

*' 12. LAid loy t of ound forces to cope with scattered and recurrent
outbreaks of disorder. A solution to this problem should treat eac quic-"
response unit and its transportation as an integrated system and should take
into account the needs for c .muni=cuatios, aerial obility, and use of loc1al
resources.



3. Doying rioters the advantes of darkness isuch as invisibilix and
W991 Castrol torces shoud be able to contro Il"Ruation according
to operational requiremmts, to light up individuals or large areas from a
distance, and to operate effectively under conditims of imposed darkness.

4. The need to Eu nt civilian fire-fihting. The military contribu-
tion shodrinlude use of soldier-firemn Wc can both protect and assist
civilian fire-fighters, do-velopent of a limited small-upit Lire-fighting ca-
pability, and training of regular troops in proper responses to fire problems.

5. Controlling buildings with a mini of risks, damage, and injuries.
Irproved-Tor-M.atim amid application of building-control doctrine should em-
phasize muthods for protected access, t•mig and police participation in
building seizure., and building security after seizure.

6. Efficient use of barriers to protect property limit riot areas, andrestrict or channel- public Mwemant. Answers to this Prolea Should be based

On the developmmnt of mpenetr ,l well-defined, self-maintaining, non-
injurious barriers which permit easy modification and which can be manned by
small Wdts.

7. Res~i4 to =tPin• _rp s in Mays that minimize violence. Re-
sponses sou-id allow verifcation-ad precise location of shooting, varied
tactics by specially-trained units to make the sniper isolated and vulner-
able, and mexinai protectian of citizens and troops in the vicinity.

8. Counteractin hit-and-run violence. Control measures should be based
on deployment of s , combined (police + military), mobile units with ex-panded comumication facilities; on the use of graduated force; and on theencouragement of self-policirg by citizens.

.9. Vispersing, contanig or diverting crowds with a minim=m of disor-
drly consequences. Troop caimauders should have an IncreaseO number or op-
tions for controlling the formation, behavior, and movement of crowds in ways
that maximize the chances of avoiding violence. Control options should make
use of troop mobility, graduated levels of non-lethal force, selective removal
of individuals, controlled dispersal, cammi•cation with the crowd, observa-
tion and identification of crowd participants, and self-policing by members of
the crowd.

10. Enforcement of curfews without excessive interference with legitimate
traffic. More effective curfew enforcement will epend on an improved capa-
bit-ry to locate, identify, and intercept violators through greater concentra-
tion of manpower, better alerting of patrols and checkpoints, better methods
of identifying persons m :egitimate errands, and mechanically-aided detection
of violators.

11. Legal id tactical difficulties of arehending and detaining citizens.
Almse difcutes shouli BEeae by lnsrting trio pairticipation 01 the po' lice,
by improving the means for immobilizing prisoners, by developing better methods
for recording and preserving evidence and identification, and by rapidly re-
moving detainees to pre-arranged detention centers.
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12. Shortages of comlete and accurate intelligence. Military intelli-
gence should t improved .by supporting interagency intelligence-sharing at
the state level, by assigning greater intelligence responsibility to troops
on duty, by increasing the capability for remote surveillance of riot areas,

by directly recording intelligence "nputs, and by establishing channels for
information from citizens.

13. Identification of riot participants so as to remove anyity and ro-0
vide intelligence an lejRI evience. "l5 ntitication ethods should proice-
legal evidence of illegal activity; should be able to use portable, long-range
equipment; should be conspicuous and hard to evade; should permit rapid alert-
ing of control forces to watch for identified persons; and should produce
tamperproof evidence available only to official agencies.

14. Acurately estimating the severity of disorder and the success of con-
trol efforts. Uncertainty about control requirements and effectivenss shoiuld
be resolved with the help of a set of indicators %hich refer to the full range
of control problems and responsibilities, are immediately available during a
disturbance, can be compared against their pre-disturbance values, and require
a minimum of effort for collection and analysis.

15. Insufficient and inadequate facilities for security-force communica-
tions in urban areas. This is particularly u problem of police-military in-
terconimmications. Th solution should involve the issue of more and better-
matched equipment and better organization of ccmmunications ch=nls to pro-
vide for interagency ccomunications, emergency communications, und security
against hostile interference.

16. Countegrii public ignorance and unofficial responses to it rumors
and speculative news rts) •-ach increase the difculty of obtain in co-
operation with control efforts. Mitary forces should provide a steady re-
lease of informaticn about disorder and control efforts to the press, should
support the work of rumor clinics, and should have the capability to make di-
rect ann•ucemnts to the public if necessary.

17. Tr ieperience with the special situations and demands encountered
in civil disturbances. To help troops put civil sturbace training into
practice, they should have a background of realistic training by use of films
and exercises, plus more detailed briefings on what to expect and how to re-
spond in riot situations.

18. Misunderstand-ig between police and troop units about each other's mis--
sions and caI.ilities. Misundertandings should oe removed by on-he-job con-
tact between police and troop leaders in combined training programs and field
exercises, and in state civil disturbance planning conferences.

The problems stated and issues raised in this report are real and persistent.
However, in the search for better solutions, this report Ei-•-offer no more
than tentative guidelines. Developing the best feasible solutions to civil
disturbance control problems will require the support of detailed systems
studies and extensive, selective data collection.
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