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PREFACE

This Report, prepared under sponsorship of the Advanced Resea~ch
Projects Agency, docur~nts an invisible but essential part of the Video
Graphics System, Rand's relatively low-cos* multiterminal system that
provides interactive graphical and keyboard access to any program run-
aing in one of the connected computers (service machines). At Rand,
the ?_-terminal VGS is the means of access to the facilities of the

. entire ARPA Experimental Computing Network, and VMH is the communica-
tions controller--the message handler that enables terminals and puo-
grams to communicate with each other and programs co communicate with
other programe across the boundaries set by an I3M 0S/360, while pre-
serving message privacy.

- Neither a user's nor a programmer's guide, this Report is intended
primarily for those who might influence the design of systems for pro-
viding commnication between or among currently executing computer pro-
grams and/or remote terminals, especially in an IBM 0S/360 operating
environment.

i Overall descriptions of the Video Graphics System will oe found in
K. W. Uncapher, The Rand Video Graphic System--An Approazh to a General
User-Computer Graphic Communication System, R-753-ARPA, April 1971, ard
in Elljs, et al., ARPA Network Series: I. Introduction to *he ARPA Net-
work at Rand and to the Rand Video Graphics System, R-664-ARPA, September
1971.
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SUMMARY

VMH, the Video Graphics System Message Handler, provides inter-
process communication control and message switching among users of VGS
terminals and application programs and multiaccess facilities in large
connected computers--which, at Rand, includes the facilities of the
entire ARPA Computing Network. VMH enables terminals and prograis to
communicate selectively with each other, either one-to-one or by multi-
plexing, and similarly enables programs to communicate across the bound-
aries sat by the computer operating system architecture, while preserving
message privacy. This Report gives the history, concepts, and imple-
mentation data of VMH, describes its important featur2s and commands,
and presents a final evaluation.

VMH is a part of the Video Ovperating System, a software component
of the Video Graphics System: a relatively low-cost multiterminal sys-
tem, based on closed-circuit television technology with digital/analog
scan conversicn, providing a full range of user/computer int=2raction,
from remote job entry to dynamic graphics. VGS terminals are TV monitors
with additional input devices. An IBM 1800 process controller routes
images and other messaces between the terminals and the service computers
by coaxial cable. The system has two major software packages: the 1800
software and the Video Onerating System, which includes control languages
and VMH. The VOS software is an r~xtension of the operating system of
each System/360 service machine.

The design of VMH was strongly influenced by its 0S/360 environ-
ment; much of che programming was designed to overcome limitations of
the operating system or to use it with greatest efficiency. Written
in 0S/360 Assembler Language, VMH congsists of a set of interrelated
rcutines, some of which are supervisor calls (SVCs) and some of which
are link edited together and run as asynchronous event-driven subtasks
of an 0S/360 job step. VMH facilities are available to executing programs
via a set of macro instructions, the expansions of which include SVC ir-
structions, and to terminal users as a set of communication control :im-

mands. A complete set of options are cffered to programs with respect

to message receiving and sending.
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When initiated as an 0S/360 job step, VMH has the highest dispatch-
‘ng priority of all tasks except for System tasks such as the Master
Scheduler, thus ensuring that interruptions will be few and short. A
basic decision was that communication control (the message path scheme)
is separate from the actual message haadling. This (1) permits users
to be kept up to date about the message path activities of other users,
and (2) enables the control system to be easily modified and adapted to
new requirements simply by adding new control requests and status values.
No nessage path may be opened unless both parties agree, meaning that
users have the option of refusing unwanted information.

As actually implemented, the VMH program includes approximately
11,000 Assembler Language source statements and about 3000 macro-defi-
nition statements (not counting comments, listing controls, or macro-
generated statements). The essential VI'H, described in this Report.
would probably be about 60 percent of that size. Design, prograrming,
and checkout required about four man-years, of which a high proportion
was spent in checkout. As tested, VMH throughput averages over 600
messages per second on a 360 model 65. TIts reliability may be judged
from the fact that VOS is in almost zontinuous operation at Rand and has

support:d thirty-two terminals since its installation in its present

form in early 1970.

N o reoro 2
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GLOSSARY OF CODES AND ACRONYMS

Atiention routines
Complete but blocked (of a VMH message path)
Complete and unblocked (of a VMH message path)

Queue of messages delivered to a program but
not yet accessed by it.

Event control block
In VMH, event data pointer

In VMH, initiated by the destination (of a
message path). A user's identification
is called INTRINSIC_ ID.

Incoming message distributor

Rand's Interactive Graphics System
Incoming message attentiorn routine
Input/Cutput

Interrupt queue element

Initiated by the source (of a message path)
Message path attention routine

Multiprogramming with a fixed number cf tasks

Multip-ogramming with a variable number of tasks

Null (of a message path)

Outgoing message distributor
Outyoing message attention routine
Progr:m status word

Queue

Specification of incoming message attention routine

(for high-priority messages)

Start input/output

A queue for each VMH user consisting of wessages

whose sending it has requested
Supervisor call
Task Control Block
Video Graphics System

Video Message Handler

Video Operating System, of which VMH is a par*.

For CONNECT/CALL VOS button of terminal and
VOS~ATTENTION call, see Sec. VI.
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I. INTRODUCTIOW

This report describes a many-faceted software system, VMH, that
can be viewed in different ways, depending upon the viewer's perspec-
tive. An operating system designer may view VMH as an interproress
comrunication facility. A communications engineer may regard it as
a message-switching utility. Programmers often regard it as a terminal
input/output (I/0) package, while users at the terminils may see it as
a somewhat specialized command system. All these functions are indeed
performed for the Video Graphics System by the software package called
VMH, the Video Graphlcs System Message Handler. VMH provides multi-
plexed communication control in such z way that human users and Zow-
puter programs can selectively determine the destinations of messages
they send and th2 sources of messages they receive.

VMH is a part of VOS, the Video Operating System, which in turn

(1,2) VGS is a multi-access,

is a part of VGS, the Video Graphics System.
terminal-oriented computing system, based on closed-circuit TV tech-
nology with analog/digital scan conversion, that permits each user to
communicate upon rejuest with any of several computers and any of a
number of services available in these service machines; each terminal
provides a choice of iuput devices, graphical display and input, and
a full range of interaction from remote job entry to dynamic graphics.
From a hardware viewpoint, VGS consists largely of image genera-
tion and storage devices, controlled by an IBM 1800 orocess control
computer, that sends the stored images over high-capacicy coaxial
cables to television monitors at suitable refreshing raves. Each
monitor is the principal output ‘a2vice in a specially designed, inex-
pensive user terminal that contains an extended-character-set keyboard
and optional, pluggable input or output devices, including the Rand
Tablet.(S) The control computer receives .nputs from terminzls and
routes them to oune of the service computer:. It also receives outputs
from the service machines directed to the terminals--vsually, order

codes for the image generator. The hardware configuration is shown

schematically in Fig. 1.
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VGS includes two softwure packages: the 1800 software and VOS, the
Video Operating System, which consiste of VMH plus a very small amount
of commanu processing and the time-slicer. VOS is an extension of 0S/360
within each connected IBM 260 service machine.

At Raund, the 32-terminal VGS system interfaces with the ARPA Com-

(5)

puting Ne work ““so that users have 2ccess to the entire range of Net-
work facilities. VMH acts as the communications controller, ha~dling
all messages among terminals, pvograms in the service machines, and the
Network: program/program, program/terminal, terminal/program, Network/
program, and program/Network. Multi-access subsystems and the Network's
"Interface Message Processors are each treated as single users for the
purpose. (Terminal/terminal communication should be used only in con-
nection with ar .pplication program.)

As now implemented, VMH cousists of a set of interrelated routines,
some of which are supervisor calls (SVC) and some of which are link ed-
ited together and run as asynchronous event-driven subtasks of an 0S/3f0
job step. VMH facilities are available to programs via a set of Assembler
Language macro instructions, the expansions of which include SVC instruc-
tions. The VMH software resides in an O0S multiprogramming environment
operaving under IBM MFT II or MVT. When initiated as an OS task, it has
the highest dispatcning priority of all 0S tasks except for System tasks
such as the Reader-Interpreter, Write, and Master Scheduler. Some com-
ponents of the VMH code reside in the System Nucleus or are brought into
core as needed.

The present Report is not a user's guide. As a self-contained
presentation, it will be of interest to progrzmmers and users who are
already familiar with the system. Those who are fully familiar with
the internal documentation of VMH, however, should read with care;
many of the procedure and data namwes have been changed in this Report
for the sake of better indicating their purpose. (These names are
strings of capital letters that may include a combining underscore,
e.g., INTRINSIC ID.) Also, because of the logical complexity of VMH
programming, some minor implementation features have been ignored in

this description and some have been much simplified.
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This presentation is intended primarily for those who might influ-
ence the design of systems of similar purpose--systems for providing
communications between or among currently executing computer programs

and/or remote terminals, especially in an 0S/360 operating environment




IT. HISTORY AND CONTEXT

During the mid-1960s, wuen the potential usefulness of interactive
computer graphics was becoming widely appreciated, but general-purpose
graphic displays were very expensive, The Rand Corporation undertook
to find a method of making them economically accessible on a multiple-
user basis. The result was the Video Graphics System, described above.
Such ' system would obviously require two kinds of supporting software:
(1) graphic support programs for use in processing pictures and user
cont¢col information, and (2) programs to provide I/C services between
application programs and VGS terminals.

The graphical support programs could be, and were, adapted from
previous Rand software, written for use with the few commercially avail-

o) The I/0 service programs had to

able graphic display devices.
be designed from the beginning. The name given this software was Video
Mess .ge Handler, abtreviated as V»H, and the acronym was retained even
after the purpose of the software had broadened from pure graphical
input/output to general communication among programs and terminals.
While the first need was for software that would permit the Rand
graphical routines to be accessed from a VGS terminal, it was realized
that an amplie supply of inexpensivz terminals would eventually create
a demand for interactive services, such as on-line programming and text
editing. Because. of the nature of the service machinz2s (IBM 360s) and
their operating system, the Rand system designers thought that these
interactive services should be developed as separate subsystems, each
acce. s;ible to many users at a time, and each running under control
of the primary cperating svstem. We planned, therefore, to provide
a means of selecting from these services and switching smoothly between
them from any terminal, and this required the facility for a single
terminal to communicate concurrently with more than one program. We
realized at the time that this was a difficult goal to achieve, even
in a well-designed, integrated operating system.
Certain desired applications, such as on-line debugging, required

the ability to communicate across the boundaries of 0S/360 job steps--




an action 0S/360 is expressly designed to prevent. (A job step is the
primary unit of 0S/360 processing.) This form of communication became
part of the VMH concept.

VMH was broadened also to provide computer support for interactive
group problem-solving or gaming. Rand staff members had long felt that
such applications should be able to utilize groups of interconnecting
programs, as desired, rather than be limited to muitiple-access use of
single programs.

With program-to-program and terminal-to-program communication in-
corporated in the design of VM, we considered providing direct termi-
nal-to-terminal communication, independent of any application program,
perhaps using a disk storage "mailbox." This idea was rejected be-
cause such a facility would require a fairly sophisticated extension,
which could better be implemented as a separate program utilizing VM.

Thus, the VMH design became that of a computer message exchange
serving two categories of users: VGS terminals on one hand, and pro-
grams running under control of 0S/360 on the other. The two categories
of users are treated almost exactly alike with respect to communication

control, but quite differently with respect to actual message handiing.

THE 0S/360 ENVIRONMENT

The final shape of VMH--although not its conceptualization--was
very strongly influenced by the fact that it was Implemented on a
System/360 computer. The version described here runs under control of
the MVT (Multiprogramming with a Variable Number of Tasks) version of
OS/360.(6)

For those unfamiliar with 0S/360, its salient features will be
briefly described. 0S/360 processes concurrently up to 15 separate '"job
steps'; the number is limited by Svstem/360 ~:ichitecture. Each job step

1]

is treated as an independent process or '"task,'" and can store information

only in its own specified, fixed-size region of primary (core) storage.

Wh job st is ‘nitiated, tt e ig i i four-bit "'pro-
en a job step is initiated, the system assigns it a unique four-bit "pro

tection kev''--a number between | and 15--and the "storage kev'" of every

2048-bvte (2 K) block in its region of core is set to that value. Onlvy

—— = == oo



when the protection key of a task matches the storage key of a block
may that task store into that block of storage. (The only exception
is when the protection key has a value of zero--a value that 0S/260
reserves for itself.)

Each storag: block has a fifth bit which, when set to 1 by a pro-
gram instruction, prevents any task from fetching as well as storing
information there without the appropriate protection key. There is
no facility for one jobh step to communicace with another except via
the file system.

The processor contains a register called the Program Status Word
(PSW), which contains the protection key of the task currently executing.
As with most operating systems, certain machine instructions can be
executed only when the processor (i.e., the current task) is in the
"supervisor" rather than the 'problem" state, as indicated by a bit in
the PSW. Among these are instructions to change the value of storage
keys, enable or disable machine interrupts, or otherwise change the
PSW contents.

Under *he MVT version of 0S/360, a task may request the creation
~7 one or more subtasks of itself. A job-step task and its subtasks
communicate and synchronize with each other aud with 0S/360 services
via flagwords called Event Control Blocks (ECBs).

A task may issue a WAIT request to 05/360, specifying the address
of an ECR or a list of ECBs; this task is then put into the WAIT
state unti! another task issues a POST request recording the occurrence
of the awaited event, and specifying one of these ECBs. (Actually, a
task may request a WAIT for the POSTing of any one of a list of L(Bs.)
The POSTing task may also specify up to 30 bits of information to be
placed in the ECB. 1In the case of certair operating system secrvices,
including the executioa of channel 1/0 programs, 0S/360 does the
POSTing.

Each tack has a dispatching priority, represented by an integer.

|



0S/360 switches the processor from one executing task to another on

two cccasions:

1. When the executing task issues a WALT for which no
satisfying POST has yet becen issued, 0S/360 selects
the ready task of highest priority, if any.

2. When an event is detected (via a POST issued by the
executing task or via some type of interrupt), which
results in a POSTing that satisfies the WAIT of a
task cf higher priority than the executing task, the

task with the satisfied WAIT is given control.

For each task there may be a queue of one or more nonreentrant
procaedures, called "attention routines" (ARs), to be scaeduied for
execution upon the occurrence of certain previously specified events.
When an event occurs for which an AR is specified, a data element rep-
resenting the event, an "interrupt queue element" (IQE), is placed in
a list for that AR. Whenever a task is dispatched, control is given
to the first AR in the queue for which an IQE exists or which has been
previously interrupted. If there are no such ARs, the task is resumed

normally.

THE RESULTING FORM

The basic decisions arising from the considerations ahove are re-

viewed here.

1. VMH runs basically as a user job step, in order to utilize
0S/360 services most conveniently and to maintain independence of the
particular version of 0S.

2. VMH has a dispatching priority Liigher than any task that could
otherwise interrupt it, in order to meet the severe real-time demands
of interactive graphics and to guarantee the integrity of the VMH data
base.

3. Because VMH must be able to pass :essages across storage re-
gion boundaries, it must execute with a protection key of zero at least

part of the time.




4. Data associated with a program using VMH are stored in that
program's region; but, in order to avoid accidental alterations tc¢
the infoimation VMH needs for control purposes, that information must
be store-protected from its own program as well as from all others and
accessible only to VMH. Therefore, part of each program's region has
a storage key of zero.

5. Because VMH services are accessible to programs via subroutine
calls and because these subroutines must access the VMH data base,
they must execute with a protection key of zero. They must be non-
interruptible when accessing it, to prevent conflicts with asynchro-
nous tasks of VMH updating the data base. Therefore, these subroutines
were implemented as supervisor calls (SVCs).

6. However, during initial performance evaluation it was discovered
that more efficient use of 0S/360 services is obtained by branching to
them directly, rather than calling the supervisor. This fact, plus
the need to request such services on behalf of a using program, re-
quired the ability to disable and reenable hardware interrupts. To
achieve these goals, it was necessary for VMH job steps to execute in
the supervisor rather than the problem state. Thus ViHH can switch
into a protection key of zero only when necessary, avoiding some of
the harder-to-trace addressing errors and protecting the Operating
System itself. This is a great advantage in terms of checkout and

reliability.
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III. MESSAGE SWITCHING

At the highest level, VMH (s a symmetric exchange, uniformly serv-
ing a set of users wishing to communicate selectively with each other.
Figure 2 shows the basic concept. A "VMH user" is defined as either a
VGS terminal that has logged on to VMH or an 0S/360 user task--referred
to here as a program or user program-—-that has connected itself to VMH.
The user program may be either an 0S/360 job step task or one of its
descendant subtasks. We consider the terminals, rather than the persons
at the terminals, as the VMH users, beczuse only the terminals can be

immediately and positively identified by the system.

Other Users

o Us
N 1”’\1//

ser
~N

s
X \, User
pa :
Message
User :l: 10 Switching
1\ o 7\,ke_
), .

g 5/"/

T~}

ser User

Fig.2 -—— The symmeiric message ~switching viility

We may imagine VMH as an agent working inside a closed box con-
taining a number of ports, one for each potential user. The agent has
limited knowledge of the users. Users may know of and deuc 2 each

other by a priori external names. The agent's guidelines are that:

1. A message presented by a user is to be delivered to and
accessible by specirfied other users, and only by its in-

tended receivers.

2. A message is to be delivered to a user only if it is from

one of the recipient's desirad sources.
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The first requirement offers protection against unauthorized ac-
cess to information, a property common to 'secure' systems. The sec-
ond offers protection against unwanted information, a form of privacy
frequently overlooked. So far, the limitation on unwanted access has
not been much used; most current programs are open to all messages
directed to them. However, its existence enables VMH to serve possible
future communication systems in which this characteristic might be wvital.

To carry out these functions obviously requires that users must
be identified in such a way as to t.. .learly distinguished, and an ap-

propriate communications policy must be enforced.

USER IDENTIFICATION

At the time eacnh terminal or program joins the system, it must
give the system information called its INTRINSIC ID, by which it will
be identified. Then or later, the user may also supply a NAME by which
other users can refer to it. (Naming is necessary only when communi-
cating with terminals or with programs that are selective in their
communications: it is unnecessary for communicating only with multi-
access subsystems or programs that accept all messages from terminals.)
VMH assigns each user an integer USER NUMBER, which serves as an index
to all information associated with that user, as described in Section
V. The core of this information is the USER DESCRIPTION.

When a program joins VMH, an SVC procedure called CONNECT estab-
lishes the program as a VMH user by creating and initializing a USER
DCSCRIPTION in the protected area of the program's region (called the
DESCRIPTION AREA.) The INTRINSIC_ID is taken as the address of the
"Task Control Block” (TCB), a description created and maintained by
0S/360 for each existing task in a fixed location in its own regioa of
storage.

The TCB address of the currently executing task is easily obtained
(via a four-instruction secuence) by the CONNECT procedure and by every
other VMH service SVC, making initial and subsequent identification a
simple matter. The assigned USER NUMBER of a connecting program is

stored in an unused field of its TCB so that it can be obtained directly
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by the service procedures. Section VII describes implementation of

the joining and identification preccedures.

THE MESSAGE PATH SCHEME

The model for communication centrol implemented in VMH is de-
rived from the axiom that any two users should have equal contrcl over
any communication link between them.

Associated with any two users, A and B, are four unidirecticnal

"links," represented collectively by either of the symbols

AY*B or BV A

zy XwW
where w represents a link originating with A and directed toward B,
X a link directed toward B and terminating with B, y a link originating
with B and directed toward A, and z a link directed toward A and termi-
nating with A (Fig. 3). The pair wx is a "message path" from A to B,
and the pair yz is = message path from B to A. Links w and z are A's

"link pair" with B, and x and y are B's '"link pair" with A.

w X
— T~
- ~
A B
e 7
~— ‘_"/
ra Yy

Fig. 3--Message paths between A and B

Each link may be nuli, represented symbolically by "o'"; or it may
exist, in which case it is symbeclized by "-". Thus, a2 message path

can have one of four states, called its PATH_STATUS.
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The status of the paths between users A and B is initially "oo"
or "null." The VMH communication control policy is that messages can
go from A to B (or from B to A) only if the status is "--" (the path
exists). Communication between two users can be attempted, established,

rejected, or broken by any one of the following rules:

1. Either user can always request either link of his 1link

pair with the cther user to be '"created."

2. Either user car always request that either message path

be deleted, i.e., reset to null.

3. Each user is always notified of any change in PATH STATUS
effected by the other.

The dialog protocol for creating a message path is straightforward.
By means of the above rules, users can signal their desires and in-
tentions regarding communication with each other.

In practice, both message paths between a pair of users are usu-
ally created or deleted together. To facilitate this, '"dual requests"
are permitted if the two paths have "dual status," which means that
the links of each user's link pair have the same status.

It proved necessary to introduce an au-iliary state for the termi-
nating link of a message path, by which the destinatior user could
temporarily block the path. This temporary blocking state is symbol-
ized by "+". The source user is informed of this temporary status.
Thus, there are five possible values for message path status, as listed
in Table 1. The alternative symbols "NL", "ID", etc., are verbally

(though not visually) more convenient and will be used in subsequent text.

Table 1
MFSSAGE PATH STATUSES

i
Symbol ; Meaning
T
oo | ML l Nuli
o- ID | Initiated by the destination
-0 . IS ! Initiated by the source
-+ CB | Complete but (still) blocked
; | by the destination
-- ' CU , Complete and unblocked
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Eesides serving the requirements of communicatior control, the
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