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FOREWRD 

Information Dynamics is Task 05 of Multipurpose Automatic Inspect ion and Diagnostic Equipment and Techniques. The name "Information Dynamics" was assigned to the program to more properly identify the nature and goals of the overall task. While much of the activity in this area is referred to as software, this name has many meanings to different people and does not adequately describe the nature of work to be performed. 

The terms "software" has been literally applied to computer programs. However, computer programs ~ave often been described as a plan for the solution of a problem implemented on a digital computer. Programming consists of planning and coding, and ncludes numerical analysis and other functions necessary for the integration of a computer into a system. Since software al so imp l ies the documentation describing the computer program and the languages associated with programming, it can be seen that this t erm is more all encompassing than the literal i nterpretation as simply programs for digital computers. The word "software" does not appear in the unabridged Webster's Dictionary; however, if we examine its component words and their definitions, we find a meaning which would be acceptable to buyers and users of software, but not to developers of software. For ~xample: 

a. Soft: lacking firmness, strength of character; lacking robust strength, sta~l na, or endur ance. 

b. Ware: manufactured articles products of art or craft; goods, commodities, manufactures, or produce of a epecific class or kind. 

Thus, software can be literally interpreted as meaning products of an art or craft, lacking in strength of character, firmness, and endurance. On the other hand, Information Dynamics can be interpreted as follows: 

a. Information: the communication or reception of knowledge or intelligence; facts or figures ready for communication or use as dis­tinguished from those incorporated in a formally organized branch of knowledge. 

b. Dynamics: characterized by continuous change, having or re­lating to nonphyQical force or energy , producing an effect of energetic movement or progression. 

Thus, Information Dynamics is the communication or reception of knowledge or intelligence, characterized by continuous change, having or relating to nonphysical force or energy, and producing an effect of energetic movement or progression, as applied to computer control, com­munications, knowledge, or intelligence. 

Literally, Information Dynamics is concerned with the technology and mechanisms required for the dynamic interaction of man and machine in any computer-controlled envtronment. Man generates the intelligence to be 
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acted v.?on; the machine interpret• the intelliaenc1 received, operate, on 
it, and return, ita analy1i1 and/or 1ynthe1i1 to man, Thu1, Information 
Dynamic~ include, all fac~t• of the development of lansuagea understood 
by both man and machine, their translation to a form that can be moat 
efficit11:ttly operated upon by a machine, the control of the sequance of 
operatic•ae the machine must perform, the analyail and synthesis of the 
infor.riation generated by the execution of control programs, and the out­
put to ~~n of the information developed. The computer-generated intel­
ligence may be in many forms, such as numeric, alpha-numeric, graphic, 
or verbal , 

Many apers have been written on the nature of software and software 
activities covering the gamut encompassed by Information Dynamics. How­
ever, most of these papers are written in a language and level of complex­
ity suitable for review and analysis only by a small gro p of specialists. 
The intangib le nature of computer programs or software and its meaning in 
a world almos t totally oriented toward hardware, has resulted in lack of 
understanding , fear, disbelief, and indifference. Those who do understand 
the nature of programning have done nothing to educate the others, thereby 
contributing to the so-called "mystique" of software. 

Dr. Edward Lieblein, Chief of the Computer Software Team, COM/ADP 
Laboratory, U.S. Army Electron1cs Connnand, was requested to prepare a 
paper covering computer software. This paper was to be written in 
"layman's terms." The paper is reproduced in its entirety, without mod­
ification. 

The reader should read the paper, then reread the paper, and try to 
draw analogies between hardware development and canputer software. Many 
of the problems contributing to the software dilemma would likewise con­
tribute to hardware dilemmas if they were handled in the same way. For 
example, systems analysis in hardware is considered routine. However, 
systems analysis from the software viewpoint is a function of the indi· 
vidual assigned the software problem. However, the AraJ'f has a very small 
cadre of people having any experience in the computer software area. 

The same factors affecti ng the successful completion of hardware 
programs, which require that experienced personnel manage the programs, 
also apply to the software activity. Yet, inadvertantly or through a 
lack of understanding nf the impact of software, the Army hs.s almost no 
capability to manage large software programs. Through the Information 
Dynamics task activity, not only will the technology in the various 
areas be expanded, but the task will also provide the Army's cadre with 
expanded software capabilities and the experience necessary for managing 
software activities. 
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1. INTROilJC'l'ION 

Why does software for major systems usually turn out to be unsatis­
factory with respect to cost, delivery, perfonnance, reliability, docu­
mentation, maintenance, future modification, and transferability? This 
paper will explore the problems associated with each of the areas above 
and sug~est a set of possible solutions. Unfortunately, some of the 
proposed solutions are more easily stated than :implemented. Several are 
technically feasible today but -would be difficult to implement as they 
would be :impeded by current practices and traditions in software design 
and management. Others require the develoi:rnent of new techniques, 
methods, and standards. 

2, PROBLm AREAS AND POSSIBLE OOLUTIONS 

2.1 Cost1 Delivery and Perfonnance 

In a recent Air Force study of future command and control require­
ments it was estimated that current Air Force annual software expenditures 
are in the range of $1 billion to $1,5 billion compared to between $300 
million and $400 million for computer hardware (1). The studf states 
that the recent AF WWMCCS procurement involved approxilllately $50-$100 
million for computer hardware and $772 million for software. However, 
only 30% of the Air Force R&D budget for information processing is 
dedicated to software. 

It is difficult to draw a conclusion on the average ratio of soft­
ware to hardware costs based on this data alone since the formation of 
a replace.~ent system may involve the use of some hardware from the 
sys tern it replaces. In any case, for medium to large-scale tactical 
software systems based on militarized hardware one should expect that 
the total software development costs will, at least, equal the hardware 
costs and may, for very large systems, exceed hardware costs by as much 
as 700%, To make matters worse, these rather high software costs are 
quite difficult to estimate. According to De.vid (2, p69), estimates 
for such software systems are likely to be low by factors of . 2.5 to 4. 

If one defines a successful project as one which was delivered on 
time within the allotted funding and satisfied the customer then, 
according to Aron (3, p52), an IBM study of a variety of large-scale 
software projects concluded that about one project in 10 or 12 was 
successful, (It may be safe to assume that this ratio would be worse 
for less experienced organizations.) The referenced Air Force study 
indicates that 6-12 month slippages are typical for such systems, and 
delivery, _when finally made, is usually based on serious compromises 
in software perfonnance. 
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The trouble is that software design, which will be discussed more 
fully in the sequel, is a recently developed and much oversold art. As 
such, its :implanentation capability usually falls far short of manage­
ment's aspiration level. Furthennore, there is an inherent compl exity 
in tactical software developnent that makes its outcome difficult to 
predi ct, especially in view of the relative newness of the tasks to be 
perfonned. Consequently systems are often slower and require more 
memory than anticipated. The same degree of difficulty does not usually 
attend the developnent of routine business software systems such as 
cost accounting and payroll systems. Not only have the latter systems 
been built over and over again but they lack much of the mathematical 
sophistication and real-time control fundamental to most tactical 
systems. In fact, today one f inds a variety of cost and time estilTlation 
techniques (ba9ed on familiar task lists) which work quite well for 
routine business systems (4) especially when combined with PERT/Cm 
task scheduling systems. For an alternate presentation of a quantitative 
manpow r estimation scheme for large software systems see (5). 

2. 2 Reliability 

Software systems fail. Not only do they fail when delivered, they 
fail d ring acceptance testing and continue to fail during the life of 
the systems. For example, about 1000 eITors were found in each new 
release of !m's Operating System, OS/36o, which was a ;ooo-man year 
effort. How is this number related to the actual number of eITors in 
the syHtem? See Hopkins (3,p20) for some possible (albeit unsatisfying) 
answers. The trouble is that "testing shows the presence, not the 
absenci3 of bugs." (Dijkstra (3, p21)) Thus, the so called "debugged" 
program is actually one for which the condit lons that make it fail have 
not ye t been found. 

Not only do software systems fail, it can be shown that most large­
scale monolithic software systa:ns degrade as well. Such degradation is 
based on the fact that almost every actively used system will be chan~ed 
frequently during its life. (Many are in a constant state of change.) 
Due to tiJTle and cost constraints, changes most often take the fonn of 
"patches" which usually are made with utter disregard of the impact of 
such patches on the system as a whole (including all previ0us patches). 
What happens then is that after a while the interrelationships between 
the different parts of the program become opaque. For example, it may 
be almost impossible to determine whether a given section of code is 
ever executed, or worse, which portions will be affected by a change 
tn any given portion. 
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The ideal failure rate curve ls shown in Figure 1. Figure 2 shows 
the :impact of successive changes ol' the chance of first run success 
following each change (1). The nmnbers are based on 84 scientific 
batch programs. It is believed that there would be far fewer comparable 
successes for large-scale real-t:ime tactical systems. This curve implies 
a degradation rate which can be interpreted A.:1 shown in Figure J (6). 
Each splice represents the sharp increase in failures due to a program 
revision. In time, each successive patch tends to make the system more 
opaque. Finally the interactions become so complex that further changes 
(error-co?Tections or modifications) cause more trouble than they correc·.;. 
Thia is the point where degradation starts. A smoothing of the changes 
turns the ideal curve of Figure 1 into the unfortunate situation shown 
in Figure 4. 

The degradation of software may not be as severe a problem as the 
appearance of a single bug at the wrong time: 

"Recently, a soft·ware e?Tor aboard a French mete­
orological satellite caused it to 'emergency destruct' 
half of its force of weather balloons instead ,,fin­
terrogating them. Current Air Force software r~lia­
bility problems indicate that similar software errors 
could cause the Air Force to lose critical command 
p,ost or satellite capabilities in a strategic crisis. 
--- The Air Force :implicityly provides a guarantee to 
the nation tha•, there are no errors in its command 
and control software that might escalate a crisis 
sUuation or seriously degrade perfonnanoe during a 
crisis. Current software technology does not provide 
the highest possible confidence to back up that guar­
antee." (1) 

Also, in this connection David and Fraser report: 

"There is a widening gap between ambitions and 
achievEl!lents in. software enginee~ing. This gap appears 
in several dimensions: between promises to users and 
perfonnance by software, between what seems to be 
ultimately possible and what is achievable now and 
between estimates of software costs and expenditures. 
Thia gap is arising at a time when the consequences 
of software failures in all its aspects are becoming 
increasingly serious. Particularly ala.i:,ning is the 
seemingly unavoidable fallibility of large software, 
since a malfunction in ar. 1dvanced hardware-software 
system can be a matter of life and death, not only 
for individuals, but also for vehicles carrying 
hundreds of people, and ultimately for nations as 
well." (2, pl20) 
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Harkins, speaking from the Navy side of the house finds: 

"Software perfomance is never critically analyzed, and is never integrated into total system perfonnance evaluation. Indeed, most analyses of weapon system effective­ness we have seen :implicitly and often explicitly assume perfect perfomance of the software." (7) 

There is virtually no way to :improve the reliability of a poorly operating program, short of total redesign. In fact, the initial technical and managerial approaches to design, testing, documentation, personnel, and project organization are precisely the factors that have the strongest influence on ultimate reliability. Suggested approaches to these areas are given in the sequel. 

2.3 Documentation 

Software doc\unentation is usually inadequate principally due to failure of the Government to specify precisely the nature and extent of such documentation. The current paucity of documentation standards is to blame. The generation of good documentation is a rather tune con­suming process which is considered by most programmers to be a dull chore at best. Documentation is one of the first areas to be relaxed when funds and time get tight because the "important" thing is to deliver something that works (at least when delivered). In most cases, inadequate documentation places the Government at the mercy of the developing contractor. Good documentation is more difficult to achieve in Rssembly language programs than in higher level language programs, however the quality of documentation of the latter, more often than not, is quite dtsappointing. It is widely held that adequate documentation requires 30%-40% of the total development effort and should be created continu­ously throughout all phases of the project. The following comment by Nash is appropriate: 

"I would like to report on documentation of the F-level PL/I compiler, where we had a team of about two dozen people on the actual development. We did not have any private memos, or notec, although we had a considerable amount of verbal communication. What we did establish was a book which described in complete detail every part 0f the compiler. All members of the team were obliged to describe their parts of the compiler by means of flow-diagrams and English prose in complete detail at design tune. The book grew very large--eventually to about 4000 pages. It was a lot of work to maintain it-­perhaps about 10-20% of total effort- -but it was worth it. 11 (2, p93) 

(Nota that the 10-20% figuro does not include source-code documentation.) 
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The key to successful documentation is an adequately commented source listing. It cannot be emphasized strongly enough that this commenting is rariely successful whE"in done as an afterthought. It should be considered as an active part of program generation, as important as the source statements th~nselves. Documentation should not be considered as something generated now for use later. On the contrary, it is an essential management tool fo r successful project control. Some have advocated the use of an on-line documentation system where each member of the project team has instant access to the latest version of h!.s own and his colleagu•3s I work (3, pp 53-60). 
It 1a unfortunate that a current measure of software productivity is the number of machine instructions generated per man-day. Theee instructions are produced during the programming phase of the software developnent cycle •<Jhich i s often less than 1.5% of the total project effort. The number of instructions generated during this short period divided by the total project time produces the number of instructions per man-day. For a largG-scale system, this figure would be low even if all programming were done in zero time. F.~wever, great efforts are made to increase th:ts number, which is used as the "measure of goodness" of a programmer. Of course he can increase his instruction rate by decreasing his documentation efforts. In his haste, he may generate an inefficient program. If he is using a higher level source language he might use constructs which would increase the number of source statements or the number of instructions or both (8). 

2.4 Post-Design (Maintenance and Future Modification) 
After a system has been delivered, four types of software design are usually required: 

Type 1: CoITection of heretofore latent bugs. 
Type 2: Enhancement of the existing program (perhaps to make time/space available for future changes, to increase accuracies, etc.). 
Type 3: Expansion of the program to accomrnoda te minor changes in the mission often involving changes in function, procedures or equipnent. 
Type 4: Major redesign of the system due to (1) an extensive equip­ment replacanent, (2) a major shift in the mission, or (J) severe de­gradation of perfonnance as a result of extensive patching. 
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Each of the first three types have been called "maintenance," "enhancement, 11 "redesign," ''modification," etc., however, all involve a continuation of the design process. In this respect use of the tenn ''maintenance" is unfortunate since it implies a process analogous to hardware maintenance, which it isn It. In hardware maintenance, faulty components are replaced but the design remains unchanged. In software maintenance, the detection of a bug is the detection of a design error. For correction, redesign is required. The term "post-design" is suggested here as being better suited. 

~twas once held that software could be del~vered fault-free and that expansion, where necessary at all, would involve very low costs in relation to t .e coot of the original develop,tent. The sad fact today is that, for large systems, lif e cycle post-design costs usually m~et or exceed developnent costs (7). Life cycle costing of software is essential, yet is usually ignored in budgets. Softwa~ is expensive to change due to poor practices in design, testing and documentation. An unstructured, poorly-documented program is going to be difficult to understand and, consequently, difficult to change. The testing of each change must be compreh~nsive. It must take into account every relationship between the change and the parts with which the change is logically associated. With poor documentation, assoc:4.ations are usually very difficult to detect. With regard to type 3 changes d'Agapeyeff concludes: 

"In large on-line systems, the cost of testing a change is almost 100 times as much as the cost of producing the change . We cannot afford to go through this process too often." (2, p72) 

!>tost experience now dictat'3s that type 1 post-design is inevita­ble. On the other hand, the mere suggestion of the possibility of type 4 post-des1gn to programmers or programming managers is usually met with disbelief. Yet, for example, we have: 

"95% of the 465L software delivered to SAC had to be reqritten to meet SAC 1s operational needs. 67% of the Seek Data II software delivered in Viet Nam had to be rewritten." (1) 

The software design approach should be based on the aesumption that each portion of the system will be involved in post-design of ea.ch of the four types (correction, enhancement., expansion and major redesign). The discussions concerning design practices in the sequel recommend a variety of approaches and techniques applicatle to the above philosophy. 
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2.5 Transferability 

Transferability (often called "portability" and "transportability") involves the moving of software fro one computer (i.e., "environment") to another. This should not be confused 'id.th "adaptability" of software, which is concenied with the ease of expansion or change of software with respect to the cUITent srstan of equir,rnents. "Adaptability" involves type 3 while "transferability" involves type 4 !l<)st-design. Every system that "' ·....!J. be operational for a long period of time will e'Ventuall.y be faced with the transferability question since there will be compelling reasons to decide whether to take advantage of the state-of-the-art hard­ware advances or to live with obsolescent equipnent which, by then, will be increasingly difficult to maintain. The software costs associated with this type of trans.fer may be extremely high. For example, conversion of SAC 1s software to the new W'wMCCS computer required 6oo man-years of effort (1). 

The transferability problem is usually severe where the software has been written in assembly language. The situation is eased sanewhPi:. if (1) the software was wri tten in common higher level l8'"1guage, (2) documentation is of a high quality, (3) techniques of modularity and structured programming are employed, and (4) hard-to-understand short cuts are avoided. In regard to the last item, the following comments by Strachey on one of programming 1s major ills are pertinent: 

"I want to come back to this business of how can we help people to make sys terns, write syi.~ ,ems, in such a way that they can be transportable. It 1s JlOt entirely a question of not putting in features that we haven't though of -- not putting in the right nmnber of registers or something like that. I think one of the chief difficulties is that the general standard of programming is extremely low. Now this is a thing which I lmow Dijkstra I s been talking about, and this is actually what Doug Ross was saying. I think I would like to suggest again, that the general standards of programming and the way in which reople are taught to program is abominable. They are over and over again taught to make puns: to do shifts instead of multiplying when they mean multiplying; to multiply when they mean shifts; to confuse bit patterns and numbers and generally to say one thing when they actually mean something quite different, Now this ia the standard way of writing a program and they seEl!l to take great pleasure in doing so -- "isn't it wonderful? It saves a quarter of a microsecond somewhere every other month. 11 Now I think we will not get a proper standard of programming, we will not make it possible to have a subject 
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of software ngineering until we can have some proper professional standards about how to write programs: and this has to be done by teaching people right &t the beg-inning h.ow to write programs properly. I don't kr1ow that we lmow how to do this yet but I think we should make a very serious effort to do so 
···" (3, p52) 

2.6 Software F.ngine ring 

The field of electronic engineering including computer design has been with us for some tjme now, yet the design of large-scale software system is a relatively new technology. In the fonner, designers have from four to eight years of fol'lnal professional traning while in the latter it is frequently believed that a few years of trade school training is sufficient. As a co.,,3equence, for all systems except perhaps business-type applications, the software design field is barely limping by. This is believed to be one of the more serious reasons for the ills associated with the developnent of large-scale tactical systems. Recently, the phrase "software engineering" has been advocated since it implies "the need for software manufacture to be based on the types of theoretical foundations and :e:actical disciplines that are traditionaf in the estabfished branches of engbeering. 11 (2, p13) The generation o.f' software for large-scale systems is a complex engineering job that, from the viewpoint of the logical functions implanented and the levels of control c.nd interaction, is much more complex than the hardware on which the s:,rstan w:Ul run; e.g. , consider the amount of computor logic required to hard-wire implEl'llant a large-scale operating system. What we have then is the more difficult part of the system being designed and built by less capable people, many of whom work at the clerical level. It has been shown that projects that used large numbers of programmers could have been completed with far fewer personnel of higher caliber, where such personnel used a variety of software engineering techniques including st ctured programming. In one case it was shown that 20% of the o·dginal work force would have been adequate (3, p50). Also in this regard: 

"One of the managers of the SAGE program develop­ment effort was once asked to recount the experience with the developnent of that system. He described the history that led to this being one of the largest programming efforts of all time. The early effort was based on experience with a prototype system at Mrr . Based on this effort, the SAGE program should have required a reasonable number of people 
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and time. But it soon became apparent that the actual system required substantially - that is, orders of mag-nitude - more effort than the prototype. Documenters, testers, o!)tlrational programmers, utility programmers, designers, table experts and interface specialists were needed. All of these required managers at a variety of levels. The managers required help of both admin-istrative and technical nature. As schedules tended to slir, or difficulties were recognized, more people were hired. This, of coursf3, required more management and conmrunication. This cycle continued for several years until :many hundreds of people were involved in the programming effort. The program, although considered by most people to be a landmark as well as one of the relatively few successes in large-scale system pro-gramming, was delivered later than originally planned and with somewhat less capability than that originally desired. When asked what he would do differently if he had to do a system like this again, the manager, after some period of reflection, said he would hire twelve good people to do the whole job. 11 (9) 
In the developnent of hardware we recognize the need for a series of engineering steps and possibly some research pr·..Lar to production of the final product. We build prototype models, large portions of which are often redesigned following thol"ough engineering tests. The software design process, on the other hanj, does not benefit from such a cycle. Software is developed in one step s.nd when it fails or perfonns poorly we -wonder what went wrong. Why do we think we can successfully develop such a complex structure in one sitting? Obviously what happens is that th9 missing steps are completed rfter delivery, to the unhappiness of aD. concerned. Is this one of the 1 easons that pos t -design costs exceed those of initial developnent? 

Now we shall turn to the design procees itself. For the most part the process is ad hoc with little aid from formal theory or proven methodology. (Somerecent d9velopments in this area are associated with program-co?Tectaess-proofs and structured programming.) Even though we l ack a complete understanding of the software design process, we do have some ideas about what constitutes a good software design. Software should be designed based on a concept of simplicity, e.g., the program should be easily understood. In this connection, a good measure of the qu i ty of a program that is still in the design phase is the ease with whi h it can be transferred to another designer. 
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There have been recent discaE,sions concerning the effect of the II go to II on the quality of software design ( 10) (: 1) ( 12) . 
Dijkstra (13) claims that the quality of a programme? is inversely proportionc.1. to the density of "go to's" in his program. The 
problem is that free use o~ the unconditional transfer does a 
rsnarkable job of obscuring the logical structure of a program. 
(The tenns "rat's nest" and "bowl of spaghetti" have been used 
to describe the control now of such programs.) 

Some of the approaches discussed above and in previous sentions may be beet described a.s "defensive programming.," which is meant to 
imply that each progrM. should be written as if it were to be attacked {before and after design completion) by another programmer. Defensive programming forces the de&igne~ to (1) generate adequate docurnentation along with the design, (2) write high quality, simple, clear, concise and efficient st atements, (3) insert adequate tests, (4) avoid 
unnecessary "f.o to I s, " (5) consider ease of transferability and ( 6) plan for higl. reliability and post~d€sign. 

2. 7 High Level Languages 

The design process is off on the wrong foot if a good high level language is not used. A "good" high level language is essentially one that allows easy expression of the desired data struct-.ires and associated op~rations and has adequate constructs for (1) grouping, (2) nesting, (3) control structures for iteration, (4) if-then-else statements and (5) procedure calls and returns. Another measure is its usefulness in structured programrnjng, which will be discussed in section 2.9. There is a broad spectrum of programming languagfls from machine 13Ilguages to low level assembly languages to assembly languages with extensive 
macro-capabilities to a rather wide range of high level languages. 

The use of a good high level language will (1) shorten developnent time, (2) reduce development costs, (3) improve readability, (4) increase flexibility, (5) pennit self-documentation, (6) increase relia.bilit~ and error detection, (7) facilitate all phases of post-design, (8) permit transfer of t:ie software to new machines ( this is virtually impossible without total reprogramming where assembly language is used), and (9) require fewer programmers. Clearly, a 4,000 statement program written in pseudo-English is much easier to manage than its equivalent of about 100,000 assembly language instructions. 

Graham I a experience with a high level language on the MUL'r res 
project is aummarized in the following: 

''MULTICS is written essentially in a subset of 
PL/1 except for a very few basic programs. Whether 
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we would do it again: yes. The advantages show 
up particularly in big projects, with complex tasks. 
We get increased productivity of programmers. The 
programs are more easily understood, hence we can 
move people around easier, or replace them easier. 
One cannot predict the best techniques in advance, 
hence there is a need to rewrite parts of the 
systElll on the fiy, which is easier with a high­
level language. The machine code produced is not 
as good as that of good bit twiddlers, but probably 
as good as that of the average programmer. 11 (2, p57) 

Another argument against the use of assembly language is the fact that machine instructions 1r. newer computers are becoming more numerous and moro complicated to use. On the other hand, many arguments have been put forth in favor of assembly languages. The use of a high level language may involve the cost of designing a compiler. Assembly language programs usually run faster and require less memory. However, it is generally the case that about 95% of the program time is consumed by about 5% of the code. Thus it should be possible to "home in" on and optimize this 5% of the high level language program. Optimizatjons should first be made in the high level language. Only if this isn't satisfactory should assemb]J' language "tuning" of sections of the 5% part be pursued. It may be necessary to lower to assembly language for larger percentages of programs that are more machine-oriented such as operating systems and input/output procedure3. As to compiler efficiency, studies con­ducted on the Space Programming Language (SPL) havo shown that it is possible to obtain compiler-generated code that is within 10% of the theoretical opt1Jnum (14). Of course, there may be real-time systems with very tight time constraints that for the chosen machine, require efficiencies that could only be satisfied by sophisticated assembly language techniques. (Perhaps a faster machine should have been chosen.) 

F.arlier, it was mentioned that post-design costs usua11)· equal or exceed original design costs, however these costs are based on experience with assembly language programmed systems . In such systems, the transfer to a new machine usually requires a completely new design cycle. By comparison, the cost of a faster machine or an extra memory unit that may be required to acconnnodate the compiler-generated code is insignificant. The days of machines with expensive 2K - 4K word memories have long since passed. (Today, the combinatiC'ln of large-core machines with secor,dary mass memories usually is sufficient to relieve the program size problem.) Why than is assembly la..1guage used at all'.' One plausible rocplanation is given by Randell: 

"In debates like this most people agree on the 
benefits of high-level languages, but back in the 
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field very few large projects use such languages. I believe the reason is that project managers, if lef t to make the decision, will decide on the basis of their own small world. They will seek to optimis~ the easily measurable f i gures on which t hey expect to be judged, and will aim to minimise core store used and maximise speed. They will ignore advnntages such as portability, ease of re-coding, etc., even though in the long tenn these factors may well be of paramount importance. If such decisions were made at a higher level of the organization, the outcome would be vecy different." (2, p57) 

Compiler efficiency is often a major problem. Some compilers are inefficient due to a poor design while others are inherently inefficient due to the na+,ure of the languages being translated. General ly, the more power1'ul languages (e.g., PL/1) have less efficient compilers due to the frequent conversions required between data types, and the extensive use of buil +,-in functions and external procedure calls. In this respect the Anny's TACPOL language is superior since it retains the structural sophistication of PL/1 while eliminating co~tly types of data conversion and other expensive frills. 

2.8 Testing 

Alternately called "debugging," "vr.li,\ation, 11 "verification, " and "certification, 11 the testing of softwai·e c :rently requires from 1/3 to 1/2 of the total design and developnent time . In (1) it is concluded that the distribution of software design and dovelopnent efforts is 38% for analysis and design, 15% for actual program writing, and 47% for testing. It now should be clear that only through changes in the design approach (as previously discussed) can we hope to simplify and shorten the testing process. 

The ideal testing philosophy involves a considerable amount of work to continuously design and exercise a complete set of tests of both individual modules and the system as a whole. If the design itself i s based on the philosophy of structured programming then the testing problem will automatically be eased. Clearly, testing is inevitable and, like docum.entation, will always be less than successful when done as an afterthought. 

Each of the discussions of the previous sections bear directl y on the testing of software and will not be repeated here. For a discussion of specific. teeing techniques useful for system evaluation such as hardwar6/software monitors and s t.mulation/analytical models, see (1~) -(20). 
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2.9 Structured Programnting 

Many are familiar with the notion of "modular programming" which involves the division of a large program into small, self-contained modules each of which is separately designed and teAted. The design and test of individual modules is followed by sequences of tests of the interoperation of integrated sets of modules until the entire program has been tested. However, modularity, while important, is not enough. 

Devel.oped by Dijkstra between 1965 and 1971, "structured programming" is a philosophy for total system design which may offer s ignificant im­provements in software reliaiility as well as in initial and post-design costs (10) - (13), (21) - (28). Not onzy does it conce1n the separation of a task into modules, but it involves the relationship between language structures and the internal design of ';h-3 module itself. Structured programming demands that a high level language be used but it does not consider every such language to be satisfactory. To be acceptable, a language must contain and be restricted to certain control structures. 
The basic approach is one of top-down design. The design proceeds through levels of abstra~tions 'Where each level 18 a program for a machine that "exists" at the next lower level . Thus, each higher level is not simply a "sketch" of the work to be done with blanks to be filled in but a very definite set of commands for a machine that will eventually understand them. In going from level i to the next lower level, i + 1, we transfonn the level i primitives into new, finer primitives (by refinement) . Dijkstra states that due to our ":!.nability to do much" we cannot master the complexity of intrinsically large programs unless we follow the adage "divide and rule . " The idea is that we cannot master the complexi ty of a large program if the mental effort required to understand it is more than directly proportional to the program length. 

For example,suppose a programmer is asked to detennine the complete behavior of an undocumented program that has been written in assembly language. He is not advised that this program is actually the assembly language equivalent a series of N "if--then--else-- 11 statements . To thoroughly understand this program he must reason through all possible branches and detennine the actions indicated, i.e. , the behavior with respect to N binary decision point.., . This will require N x 2N steps of n,asoning. 

Suppose we write the equivalent program in a high level language, where we make the N if-statements explicit, and iive it to another programmer 
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to decipher. SinM this program has more structure, less reasoning will be required as follows: F.ach if-statement will require two steps of reasoning, one for the "then" branch and one for the "else" branch. One additional step of reasoning is required for each if­statanent to understand its relationship to the sequence of if. statements. For this case, the second programmer need only apply a total of 3N steps of reasoning. 

Now suppose that each if-statement is replaced by a pseudo english sentence that would be clear to a non-programmer. In this case only N steps of reasoning would be required, one step for each sentence in the sequence. 

For N • 20, the growth of complexity is N • 20, 3N • 6o, N x 2N = 20,971,520. It is believed that this is the underlying reason for the difficult develo}l'llent and poor perforniance of most large-scale sof~ware systems. 

Dijkstra requires the software engineer to be knowledgeable fnt the field of program co?Tectnesa proofs. Even though today's technology does not facilitate a1Jllple proofs of program correctness, familiarity with the tAchniques will aid in the design of programs that can be "proved" correct through leas formal logical arguments. While such "proof" are not guaranteed, they are far superior to no proofs at all. 

To illustrate the use of structured programming we present part of an example of Dijkstra ( 21) . The problem is to instruct a computer to print a table of the first thousand prime numbers, with 2 as the first prime. In the following< each quoted instruction represents a primitive (for the given level) which is to be refined at the next lower level. 

The structures P.re pseudo-ALGOL. 

Level O: 

"print first thousand prime numbers" 

end 

Level 2: 

"variable table p"; 
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"fill table p with first thousand prime numbers"; 
"print table p"; 

end -
Level 2: 

begin 

2.1 integer array P (1:1000); 

2.2 "fork from l thru 1000, make P (k) equal to the~ prime 
m.llllber"; 

2.J "print P (k) for k from 1 thru 1000 11 ; 

end -
In level 3, ona possible refinement of step 2.2 of level 2 is: 

integer K, J; 

P (1) = 2J 

K = l; 

J = l; 

while K < 1000 -
do -
"increase odd J until next odd prime number"; 
K = K + l; 

p (K) • J; 

end -
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In successive levels, the primitive "increase odd J until next odd prime number II will be furthe:i.1 refined until all primitives are reduced to in­structions acceptable to ~~e source language. 

This approach permits the formulation of a one page "program" that may represent a hundred page program where the fonner gradually expands to the latter via successive refinements. The design need not (and usually will not) now smoothly from top to bottom. There will probably be frequent returns to earlier levels to change the choices made there followed by changes in subsequent levels. This is a natural pa::-t of the design process and will cause no dif:iculties if' each module at each level is made to account for i ta elf as a complete program. 
If we start out with the overall program Pas a single block (Figure 5) then the structured programming approach requires the partitioning of P into parts Pi, P2, ---, Pn (Figure 6) with the flow of control from P1 to Pn as shown (no branching) where each Pi is a simple assignment, a procedure call or one of the forms shown in Figures 7 - 11. Each of the allowed forms of Pi has the property of a single entry point and a single exit po~.nt. Adherence to this sequencing discipline, which rules out arbitrary jumps between standard structures, will confine the mental effort to understand P to a linear function of program length. It can also be shown that the restriction to the above structures and sequencing discipline will permit use of a very efficient dynamic monitoring scheme (Dijkstra, private communication). 
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J. SUMMARY OF POSSIBLE SOLUTIONS 

Following is a listing of' feasible and near feasible approaches 
to software design and developn.ent. 

a. Don 1t over-promise or over-expect with regard to the performance 
of tactical software systems. 

b. Allow sufficient time for system f'orm11lation, analysis, and 
preliminary design. 

c. Allow sufficient time for testing. 

d. Don 1t modify systems using patches . Go through an extensive 
redesign. 

e. Integrate software performance into total system perfo:nnance 
evaluation and effectiveness, i.e., do not asaume perfect performance 
of software. 

f . Develop good documentation standards and use thEl!l faithfully. 

g. Generate adequate documentation during, not after the design 
and developn.ent process. 

h. Prepare adequately commented source listings. 

i . Base all decisions on the total life cycle costing of software. 

j . During design, anticipate and plan for post deployment redesign. 

k. Plan for transferability by avoicing excessive machine dependence. 

1. Use fewer but more highly qualified software personnel capable 
of perfoming software engineering. 

m. Do not develop software in one step. Build a prototype system. 
Go through advanced develoµnent and engineering development phases for 
software. 

n. In design avoid over-sophistication and trickery. Design 
software that is easy to understand. 

o. Use the techniques and philosophy of structured programming, 
i.e. , avoiG the free use of "go to 1s", design using a good quality 
high-level language. 
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p. Design adequate tests concuITent with the software design process. 

q. Give serious consideration to total system life cycle cost trade-offs between the use of faster, larger mE111ory machines programmed in a high-level language versus slower, S' JS.lier machines programmed in as&embly language. 

r. Don't be parochial. Give adequate consideration to hardware/ software trade-offs. They always exist. 

s. Concentrate on the enhancement of compilers with respe~t to their compilation speeds as well as their object code effic i encies. 
t. I.fake extensive use of quiescent and ct,llamic monitoring and evaluation techniques to discover poorly operating software. 
u. Identify common design areas and technical µroblEl!ls among different systE111s . Modularize wherever possible by abstracting functional components and their structures. 

v. Deval.op a comprehcmsive model of the software acquisition process in order to determine optimal paths through the life of a system. 

w. Prepare adequately for hardware/software integration. 
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