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Summary

1. TECHNICAL PROBLEM

This project is one part of a larger effort directed at extending the packet switching technol-
ogy to include a flexible access and distribution capability for resource sharing networks.
The objectives of the Collins investigations are:

Perform research covering the application of radio frequency technology to packet
switching/communications.

Participate in the overall Advanced Research Projects Agency (ARPA) Packet Commun-
ication Technology Program under the guidance of thc Packct Radio Communications
Working Group. In support of these overall objectives, thc following specific objectives
arc:

e Provide one sct of equipment for propagation/noise measurements,

o [dentify salient characteristics of packet radio link design including bounds on rf
carrier frequency, data rate, channelization, and ranges.

Determine the modulation and detection methods for the experimental packet radio
system,

® Determine the state of technology and suitability of various selected equipment com-
ponents for the packet radio application.

® Recommend a terminal-to-terminal security system for the ARPA packet switch
network,

2. GENERAL METHLODOLOGY

The approach to the packet radio .nvestigations has been a combination of theoretical analysis
and laboratory experimental activities. The theoretical analysis has drawn on sources of
information available from the literature and the cxperience Collins has developed in radio
communication design and development. Experimental activities havc been the evaluation of

A candidate equipment components for packet radio application. The thrust of activity has been
the translation of packet radio concepts into equipment rcquirements, Specific activities have
included development of computer analysis program tools to aid in the signal processing de-
sign for the experimental packet radio system and investigation of radio link characteristics
based on hypothesized and empirically obtained channel information. The question of security
has been addressed by consideration of the various threats to the sccurity of a packet switch
network that may be expectcd and the strengths and weaknesses of the nctwork to thesc threats.
The report on this work is found in other documents.
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summary

0. TECHNICAL RESULTS

Results reported in this document are the completion of the development and introduction
into the measurement system of the propagation/noise measurement equipment and
identification of essential radio link parameters for the experimental system. The
developed propagation/noise measurement equipment consists of a transmitter and
receiver. The transmitter generates and transmits a code spread biphase modulation

at dual frequencies of 430 MHz and 1370 MHz with output power of 10 watts and 6 watts,
respectively. The rcceiver has dual fixed-frequency front ends, a common if channel,
and utilizes surface wave devices for signal correlation. Two omnidirectional type
antennas (onc with gain of 2 dBi at 430 MHz and 9 dBi at 1370 MHz, and another with
gain of 2 dBi at both frequencies) were provided. A complete design data package and
description of cquipment is included in volume 2 of this report. The following radio
link parameters have been identified for the experimental system:

e Frequency bounds of 1 GHz to 2 GHz with target band of 1710 MHz to 1850 MHz

e Dual data rates of 420 kb/s for repeater-to-repeater links and 100 kb/s for terminal-to-
repeater links

e One common channel with spread spectrum differentially coherent minimum shift keying
modulation

e Antennas with vertical directivity and omnidirectional coverage in azimuth plane (9-dBi
gain)

e Expected ranges for terminal-to-repeater lirks in urban environment of the order of 2
miles.

In defining the experimental system, other related accomplishments that have been made
are the following:

e Microprocessor investigation and selection for the experimental system
e Operational computer design aids for signal processing analysis and design.
4, PLAN FOR NEXT QUARTER ACTIVITIES

The activities for the next quarter are the translation of system design parameters into an
equipment design plan. This will include the specific design of eruipments for the experi-
mental packet radio system. This experimental system will consist of three network elements
that can be cast as network terminals or repeaters, and represents the first phase of develop-
ment of a packet radio network. The issue of the frequency allocation of the experimental
system will also be addressed. The results of this effort will be a frequency allocation plan.
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Section 1

Packet Radio — Radio Link Considerations

1.1 INTRODUCTION

It is envisioned that the packet radio techniques under investigation can provide an effective
and efficient technique for communication in a wide variety of environments and for a wide
variety of applications. It is therefore desirable that the systems being investigated provide
for portable operation of equipment and allow the building of systems of substantial extent in an
environment that is not conducive to care in siting of equipment and that does not allow time
for propagation surveys. In this regard, packet radio systems have much in common with
mobile radic systems. Prior work by others in this field has been very helpful in this
investigation. The need for portability and the restraints on siting will influence the choice
of frequency, power output requirements, antenna design, repeater distribution, and
compatibility with other systems that may share the same radio spectrum, Results of
investigations into these subjects are summarized in this report,

1.2 RADIO PROPAGATION AND RELATIONS TO SYSTEM DESIGN

Antennas for packet radio systems must provide essentially omnidirectional coverage in the
azimuth plane. Fixed stations may employ antennas with moderate vertical directivity since
it is permissible to assume some care in siting and installation of fixed stations. Such
installations will typically he repeaters or stations.

The criteria stated above implies relatively simple antennas, such as vertical dipoles.
Vertical polarization is assumed primarily because it results in a more convenient antenna
configuraticn. At frequencies that are acceptable for packet radio, either vertical or
horizontal polarization offers essentially the same propagation performance. The relation-
ships between frequency, antenna size, and free-space loss are reviewed briefly in the
following paragraph,

1.2.1 Antenna and Space Loss Relationships

It is convenient to relate all antennas to a theoretical omnidirectional antenna. For trans-
mitters, this antenna radiates the energy equally in all directions; therefore, assuming no

12R losses in the antenna, the power density at distance d from the radiator in the resulting
radiated field is:

where
PD = Power density in watts per unit area

PT = Transmitter power

d = Distance from source.
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It is convenient to consider the receive antenna as having a capture area when placed in the
transmitted field. The capture area of the theoretical isotropic antenna is:

x 2

A CTE T
where

Ai = Effective area of isotropic antenna

\ = Wavelength,

From the above equation one can derive the free-space loss between isotropic antennas as:

& = g41r)2 c212 f2
c
where

a = Space loss

d = Distance between antennas

f = Frequency

c = Velocity of light,
This equation reduces to the familiar one of:

a=36,6 +logf+20logdindB
where

a = Space log between isotropic antennas in dB

f = Frequency in MHz

d = Distance in miles,
It is important to emphasize at this point that the isotropic receive antenna has a capture
area that is a function of the square of the wavelength or inverse square of the frequency.
Since, by definition, free-space loss is the loss between isotropic transmit and receive
antennas, space loss increases as the square of the frequency.
For applications allowing use of directive antenna (i.e., point-to-point circuits), it is equally
proper to relate path loss to a constant antenna aperture. If antenna aperture is held con-
stant for both transmit and receive antenna, then the path loss decreases as the square of
the frequency. This of course results because the receiving antenna capture area remains

constant while the transmitting antenna beamwidth becomes smaller with increasing frequency,
resulting in greater power density at the rece:ving location.
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It will thergfore be noted from the above relationships that the ratio oi path loss between
fixed-aperture antennas and omnidirectional antennas changes as the fourth power of the
frequency.

The above points arc reviewed because they have an important impact on the choice of
operating frequency for packet radio systems ind<perdent of other considerations of multi-
path, noise level, etc, If the frequency band selection is to be based on free-space propaga-
tion conditions alone, then the rules for selection may be simply stated as follows.,

a. Fer systems cmploying omnidirectional antennas at each end of the link, the operating
frequency should be chosen as low as possible consistent with adequate available
bandwidth and reasonable antenna size for portable systems.

b. For systems employing directional antennas at each end of the link, the frequency
shoold be chosen as high as possible consistent with economic microwave devices and
low attenuation due to rainfall, (This indicates that the choise of frequency for
direc'.ve systems is limited primarily by rain and, hence, may operate at frequencies
to at least 10 GHz.)

c. If the system employs direetive antennas at terminal points and omnidirectional

antennas at the repeaters, then the selection of frequency is not an important considera-

tion from free-space propagation considerations,
These space loss relationships are iilustrated for 400-MHz and 8-Glz bands in figure 1-1.
Transmit power requirements are eompared for 400-MHz and 8-GHz systems with omnidirec-
tional and fixed antenna aperture with a 4-foot diameter paraboloid for the following assumed
system parameters for all examples:

Receiver noise figure = 6 dB

Data rate = 10° hits/second

Receiver bandwidth = 2 x 105

Required signal-to-noise = 20 dB8 (Note: This provides 6- to 8-dB margin,)
From above:

Noise level = -174 +53 +6 - -"15 dBm

Required receive power = -115 + 20 = -95 dBm

It is assumed that the experimental system is to operate in a band assigned to government
services. Several candidate bands are listed in table 1-1 with the effective area of the
isotropic antenna for each band,
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Figure 1-1. Free-Space Loss Relationships for 400- MHz and 8-GHz Bands.
1.2.2 Propagation in a Real Environment

Propagation between two isotropic antennas in free space was reviewed in paragraph 1.2.1,
It was pointed out that the frequeney dependence of the propagation is due to the deereasing
size of our isotropic reeeiving antenna as frequency is increased, In a practical environ-
ment, other factors influence the performance to be obtained, Of particular importance is
the multipath charaeteristies in an urban environment. In this regard, packet radio systems
are similar to mobile radio services, although they are likely more sensitive to multipath
due to its effect on error rate. Some of the path design considerations are summarized in
the following paragraph,
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Table "-1, Frequency Bands,

/s
FREQUENCY | WAVELENGTH* | WAVELENGTH* | AREA OF GAIN IN DB ABOVE
E (MHz) MFEET) A (INCHES) ISOTROPIC ISOTROPIC OF 1 SQ
ANTENNA FT EFFECTIVE
SQUARE APERTURE
FEET)
: 406-420 2.4 28.6 0.46 3.36
1700-1850 0.55 6.1 2.4x102 | 16.2
2200-2300 0.44 5.2 1.54}(10_2 18.1
} 4400-5000 0.21 2.5 3.34x10™° | 24.75
7125-8500 0.1%5 1.5 1.24x10°% | 29.06
[ 13200-16000 | 0,067 0.8 3.88x10™ 34.1
f.
l. *All wavelengths, areas, and gain are for midband frequency of band listed.
1
L
1.2,2,1 Line-of-Sight Paths
It is common to refer to the radio horizon of line-of-sight (LOS) as c.ilculated geometrically
with the tower heights on a curved earth of 4/3 the true earth radius. This LOS distance can
be calculated by:
d= s/2(ht +hr) miles
where ht and hr are the transmitting and receiving antenna heights above the average terrain,
measured in feet, However, during propagation anomalies, the effective earth radius may
reduce to 2/3 true earth radius and this is often used for worst case system design,
With this conservative estimation, the 30-meter antennas might be as far apart as 16. 8 miles
unless there is a compelling reason for closer spacing due to multipath, path loss, etc.
1.2,2.,2 Path Clearance
In addition to establishing a shorter LOS in the interest of increasing reliability, the path
of the optical ray must clear large obstacles on all sides of the array by at least 0.6 of the
Fresnel zone radius,
1 \/dl(d -d.)
R_ =550 W L
™ f df
1-5
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where
d = Path length in kilometers (km)
d1 = Distance along path to nme asurcment point (km)
f = Frequency in MHz,

For example, if the path was to go close by a hillside 10 km from one terminal on a 15-km
path length and the frequency was 1000 MHz, then the geometric center of the path must
clear the mountain by at least 31.7 mcters if we are to achieve near free-space propagation
perfurmance.

1.2.2,3 Path Loss

The loss between unobstructed isotropic antennas in free space is defined in paragraph 1.2,1,

however, in a real environment where propagation is influenced by multipath and obstructions,
one must consider the statistical nature of prcpagation between randomly selected points,

This has been done by CCIR for uhf frequencies suitable for mobile services. Curves derived

from the CCIR1 are plotted in figure 1-2. These curv:s define propagation reliability in
percent as a function of fade margin for various functional iine-of-sight paths.

i.2.2.4 Multipath and Its Relation to Antenna Gain

Therc is considerable evidence from the operation of point-to-point microwave systems to
indicatc that well designed point-to-point paths employing directional antennas present

no data rate limitations at any rate likely to be used for packet radio systems. However,

one cannot be assured that ‘his expericnce is valid for systems employing wide beam or
omnidirectional antennas. fuch systems will suffer additional degradation due to discrete
reflections in the immediate vicinitv of one terminal, transverse reflections from objects

in the antenna field at grecter ranr.., . .d finally background scatter or generally incoherent
scattering from objects spread . on an asymetric topography. Investigations to date indicate
the following relative to the ini.uence of multipath on packet radio system aesign,

For fixed-location terminals, multipath effects are carrier frequency indcpendent, but
are signaling rate dependent,

Multipath in the immediate vicinity of terminals can often be mitigated against in a
fading sense by moving the antenna a half-wavelength or so, but probably not for a wide
sector of coverage angles.

Even though the close-in multipath is mitigated against from a signal level point of view,
the existence of the multipath will still limit the maximum signaling rate that can be used.

Insofar as modem performance is concerned, the irreducible error rate peyond which no
increase in signal level will improve performance) does not require strictly equal
amplitude interferors but there can be a spread of 10 to 20 dB in amplitude over which
the influence of a weaker reflection can be important.

The significance of multipath becomes less as the antenna gain is increased.

1See the Bibliography at the end of this section for footnote references.
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In semirual areas, transverse miltipathlevels of several tenths of a microsecond delay are to
be expected. For long surburban paths (of the order of 10 miles or so), 1 us or 2 us can be
expected, In urban areas, short paths (1 to 3 miles) will exhibit 1 to 2 ps on an average; and

for longer paths, 5 to 7 us are not uncommon. 1,2
1.2,2,5 Urban Terminal to Repeater

In general, the worst propagation conditions will be seen in an urban environment. Extensive

measurements have been made by Okumura4 and his associates and their work is used here
exclusively for estimating the performance of terminal to repeater links,

Figure 1-3 shows median field streugths for three frequencies. The receiver antenna height
was 3 meters and the transmit antenna height was 30 meters. The transmitter power was

1 kW from a dipole (1kW erp). Using these curves with proper adjustments for difference

in transmit power and the other specified system parameters, we can calculate some
maximum ranges for three frequencies in the urban environment.

Assuming a 1-W hand-held transmitter with a dipole antenna at ‘he user end of the link, an
8-element vertical collinear array 30 meters high at the repeater receiver (11 dB>isotropic, and
an operating frequency of 453 MHz, the maximum range based on medianfield strengthis com-
puted as : kilometers or 5 miles. Simiiar calculations are also performed for 922 and 1920
MHz, r¢sulting in ranges of 3.4 and 2.2 miles, respectively. (See table 1-2 and figure 1-4,)

It can be seen from this that the range is inversely propo:tional to the square root of the
ratio of frequencies; however, the number of repeaters required to blanket an area is
inversely proportional to the square of the ratio of the range, Therefore, if we cut the
frequency in half, we cut the number of repeaters in half,

If the terminal is in an automobile, it will experience a spread of the spectrum of the signal
in the city due to doppler. If it were in a simple deterministic field, it would axperience
merely a shift of frequency by (2 v/\) Hz, where v is the velocity of the vehicle relative to
the direction of wave propagation,. In the city, however, the vehicle is driving through a
myriad of reflections of the wave arriving from all directions, Consequently, the power
spectrum of a stable signal will be spread so that the -10-dB points are at *2s/\) Hz, where

¢ is the speed of the vehicle.5

W.R. Young, Jr.2 measured echoes at various frequencies in New York City. These echoes
are a reflection-multipath problem and are not a function of frequency. His data shows a 50-
percent probability of a 2-ns echo, a 45-pcreent chance of a 3-ns echo and a 30-percent
chance of a 5-ns echo. All these echoes are within 12 dB of the strongest pulse, There
appear to be echoes on every trace shown within 10 dB of the strongest pulse, the only
variability is when it will come. There is even a 2-percent chance of a strong echo at

10-ns delay. To allow for strong 10-ns echoes, the maximum signaling rate would be less

than 50 kilobits, Mesenberg6 explores the realm of irreducible bit error rates in his
article, Assuming a 20-dB signal-to-noise ratio and a 6-dB echo, the bit error rate would

-3
be on the order of 3 x 10 ° for noncoherent fsk signaliig,

Multipath fading is always present in the city with depths of fades being greater than 20 dB,
Since these nulls exist in the standing wave field, a stationary user can move his radio a
few feet to avoid the nulls; a mobile user will have to suffer. The nulls are spaced approxi-
mately at half wavelength intervals; therefore, the fade rate in a moving vehicle is pro-
portional to the frequency.
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E 4

Table 1-2. Calculations for 453 to 1920 MHz.
. ,
FREQUENCY 453 MHz 922 MHz 1920 MHz
E Required received power |-133.2 dBW -134 dBW -138 dBW
3
L_ Receive antenna gain 11 dB 11 dB 11 dB
r' Equivalent isotrope power |-144.2 dBW -145 dBW -149 dBW
: Equivalent isotrope power |3.8 x 10~ 1° 3.16x10° P w 1.26x10°19
]
: Field power density 1.09x 107 w/m? | 3.75 x 10723 w/m? | €.5x10" 13 w/m2
Field strength 6.4 pV/m 11.9 pV/m 15.6 pV/m
: Field strength +30 dB 46 dBp 51.5 dBy 53.9 dBp
Maximum distance 8 km 5.5 km 3.5 km
Maximum distance 5 mi 3.4 mi 2.2 mi
6
i
4
g IS
=
s

\\

400 500 700 1 2 3
MHZ MHZ MHZ GHZ GHZ GHZ

FREQUENCY

(Repeater assumes 1-watt peak power terminal at low height to a repeater
having an 11-dBi gain antenna at 30-meter height.)

Figure 1-4. Plot of Maximum Distance Between Terminals.




packet radio — radio link considerations

1.2.2.6 Suburban Terminal-to-Repeater

Referring to Okumura's curves in figure 1-3, the field strength in a suburban area is taken
from the urban curve for the frequency and distance, and then a correction factor is added

for frequency correction, This eorrection factor is 8,5 dB at 500 MHz and increases at 2 dB
per octave up through 3 GHz, the limit of their measurements. The effect of the frequeney
correction curve is to remove the frequency dependence, and essentially causes the correlated
field strengths to agree with those shown in the CCIR Rec. 370-1. Here again, the user
antenna is quite low compared to that of the repeater,

Echoes and doppler spreads appear quite frequently in suburban areas as they did in the city.
Buildings are more likely to be uniform in size and spacing in the suburbs, which makes the
echoes easier to explain but no easier to avoid,

Considering the very local diffraction effects in a city among tall buildings, it is informative
to determine the path loss (excluding multipath) around sharp corners. In figure 1-5 a block
geometry is defined as perhaps representing a typical situation in a large city. The figure
shows a transmitter located at street level in the middle of the block and then successive
locations of a receiver. Frequencies of 30, 300, and 3000 MHz are chosen, and simple knife
edge diffraction around the eorners is assumed, The added loss per bend is 20 dB at 30 MHz,
30 dB at 300 MHz, and 40 dB at 3000 MHz. M is doubtful if more than two bends could be
tolerated. H the antenna were located at rooftop level, one bend would be involved in getting
to the street. It is easy to see where the added 30 dB or more of loss in an urba:» environ-

| ment comes from. Obviously, the lower the frequency, the better in such an environment.

1.2,2.7 Open Area Terminal-to-Repeater

Again, referring to Okumura's curves in figure 1-3, he provides another frequency correc-
tion factor for smooth terrain to values taken from the curves of figure 1-3. Hence, the
correction factor is 21.5 to 26.5 dB at 500 MHz, depending on how smooth the terrain is,

and increases at 3 dB per octave. Very smooth terrain gets the higher factor, where the
lower factor is for gently rolling hills of 20 meters knoll to valley. A sample calculation might
prove interesting. Again, choosing 1920 MHz and using 23.5 for our 500-3Hz correction
factor, we have a correction factor at 1920 MHz of 29,33 dB. This would provide a median
range of 16 miles in open areas compared to the 2.2 miles covered in the city.

1.2.2.8 Conclusions

The limiting case for the terminal-to-repeater link is the urban location. The range will be
short (generally less than 3 miles). With omnidirectional antennas at both ends, multipath

will limit the signaling rate as well as range. If propagation were tlic only consideration,
frequency should be as low as possible. The number of repeaters necessary to blanket an area
is roughly proportional to frequency, other parameters remaining constant, Suburban
repeater-to- repeiter links are similarly limited without the problem of location variability
and restricted range.

1.2.3 Transmission Within and Through Buildings

Several articles have appeared in the literature which address the approach of radiating into
buildings. At least two more are in process, one by the Federal Communications Commission
(FCC) and another by the British Post Office. These data must be used with some caution for
packet radio system design, since most testing has been relative to voice or low data rate
transmission systems that are relatively tolerent to signal distortions resulting from multi-
path, The multipath or signal dispersion problem is expected to be far more critical for
packet radio systems operating at data rates in the range of 100 kilobits/second (kh/s).
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Figure 1-5. Street Level Signal Defraction,

1.2.3.1 Radiation into Buildings

Radio waves suffer little loss at vhf frequencies since they pass through dieleetric type
walls sueh as wood, glass, or drywall construction. Some loss data is shown below for

condueting walls ('semi-conducting” might be a more accuratc term) at a frequency of
160 MHz.

ATTENUATION AT 160 Msz
Wall Matcrial Transmisvion Loss
8-inch eonerete block 5-8dB
6-inch solid eoncrete without 10-15 dB
steel reinforcing
Suspended metal cceiling 15-20 dB
Solid metal walls 20-40 dB
Right-angle bends in hallways 15-20 dB

Statistical building pcnetration measurcments have been made at 35 MHz, 150 MHz, 450 MHz,
and 910 MHz.7’8’9 In general, these measurements were made by illumine. .ing a building

from a sufficient distance such that the field strength is uniform outside the briilding along
one wall, Mcasurements were then made inside the building in interior rooms, not in rooms
on the illuminated side of the building. Of course, within a room, many standing waves

1-12
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exist. Maximums occur at intervals of approximately one-half wavelength in all three planes,
interspersed w .h nulls in the field. The maximums tend to be quite steady ‘n amplitude, but
the minimums vary in level due to people moving around in the buildirg or even in adjacent
rooms and hallways.

Results of these measurements were stated as excess loss, or the loss accrued due to
penetration of the building is as follows,

BUILDING PENETRATION BY RADIATION, 35 MHz to 910 MHz

1% of measurements, excess loss < 7 dB
50% of measurements, excess loss < 29 dB

99% of measurements, excess loss < 35 dB

These measurements are valid for floors above ground. Signals measured in first-level
basements are 18 to 30 dB below ground floor signal levels.

Variation of excess loss with frequency is inconclusive from the data. The 900-MHz measure-
ments were markedly better than 450-MHz signals in some rooms, but were worse in others.

Rice7 stated that 150 Mz was slightly better than 35 MHz, however, schefe‘r8 was not able to
corroborate Rice's findings.

Radio waves apparently enter buildings by two mechanisms. At low frequencies, the radia-
tion penetrates the dielectric type walls. At higher frequencies where the windows are larger
than one-half wavelength, the radiation comes in through the windows. These statements are
intuitive and one might be led to believe that somewherc between good wall penetration at 35
MHz and good window penetration at microwave frequencies, there might be a frequency in
between that would display statistically poorer results than the ends of the spectrum under

discussion. Some of the writers of these articles agreed at a conference in Boulder” that one
frequency is not significantly better, worse, or even different from another from a statistical
viewpoint.

If a distant transmitter does not deliver a sufficient signal into a particular building, a
possible solution is to locate a repeater on a nearby building to provide a stronger illumina-

tion. This technique was applied to a 30-story hotel builclingr;8 the repeater was on a 9-story
building nearby. It is reported to have worked well, even into the basement and in the eleva-
tors,

1.2.3.2 Signal Conduction into Buildings

Conducting signals into buildings would probably furnish stronger, more reliable signals at
the cost of physically wiring the building itself for this special purpose. Of course, this
presupposes that a two-way repeater is situated on top of the building. It must receive the
signal from outside and send it inside the building; it must also receive the signal off the
wire from inside the building and transmit it outside the building. For the conductors them-
selves, one must consider the usc of existing wiring, telephone wiring or power wiring, If

these are not suitable, a balanced transmission line might be uscd as suggested by Farmer,

et al. §

The repeater must receive some special attention. It might receive and retransmit rf if the
in-building distribution wiring is capable of carrying the rf. On the other hand, the rcpeater
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might be required to receive an rf signal, down-convert to a carrier signal, and vice versa,
If the repeater sends and receives rf, it wi'" probably be simply an amplifier.

If the wiring will not handle the rf, then the repeater must receive an rf signal and down-
convert to a low frequency carrier for transmission into the building. An additional box
would then be required at the terminal to translate back up to rf so the terminal could receive
the data, Alternatively, the terminal might have a carrier frequency input-output mode for
such operation., Only a patch cord to connect the terminal to the building wir ing would then

be required.

1.2.3.3 Telephone Lines

If a suitable terminal device is available, the telepuone lines are quite capable of carrying

a high data rate at carrier frequencies. It should be pointed out that FCC Tariif No. 260 makes
provisions for connecting company-owned in-plant terminals and wiring to the telephone
industry's outside-plant transmission and switching network. To avoid the problem of tele-
phone industry requirements, the discussion which follows assumes that the in-plant telephone
system is privately owned and that it meets the telephone industry requirements at the inter-
face between private terminals and the telephone industry's transmission and switching
equipment,

Telephone lines inside a building consist of twisted pairs of No. 20 to No. 26 wire. These
are bundled into cables and passed through conduits to terminal blocks and switchboards, The
Bell System uses such lines for its T-1 carrier system at data rates of 1.544 mbits/s.

This digital signal is transmitted over twisted pairs with regenerative repeaters located
typically every 6000 feet. The distance is determined primarily by the frequency response

of the line; that is, the attenuation and group delay as a function of frequency. Lines used

are toll grade cable; hence, distance between repeaters is considerably greater than would

be possible with in-building wiring where cable of 20 to 26 wires is typical. In-building
distances, however, would certainly be less than 6000 feet. Signal levels should be held to
the range of 0 dBm to -10 dBm. Higher levels increase the risk of crosstalk onto other lines
that might not be filtered before they leave the premises. The maximum signal levels at the
telephone company interface located on the premises is shown below. The packet radio signals
must be filtered out before they reach that interface.

MAXIMUM APPLIED SIGNAL LEVELS TO 600-OHM10
VOICE PRIVATE LINES

300 to 3000 Hz * -29 dBm 3 second average (measurement
methods prescribed by Bell System)

3995 to 4005 Ilz -47 dBm
4000 Hz to 10000 Hz -32 dBm
10000 Hz to 25000 Hz -40 dBm
25000 Hz to 40000 Hz -52 dBm
40000 Hz up -66 dBm

*Note that 2600 Hz must be blocked by user equipment. At no time shall energy appear
solely between 2450 and 2750 Hz. When power is applied in that band, it shall not exceed
the power currently present in the 800- to 2450-Hz band.
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The telephone distribution wiring inside a building is a poor vehicle at rf frequencies
because it is small and nonuniform as a transmission line causing high loss, as much as
2 dB/ft at 3 GHz,

1.2.3.4 Power Wiring

Another vehicle that might be considered for conductive in-building distribution of packet
radio signals is the power wiring., Measurements were made on a sample of typical commer-
cial power wiring. It was 40 fect long, 3/4-inch thin wall conduit with three No. 10 wires
pulled through. The wires were individually insulated with polyvinylchloride insulation, Two
of the three wires were grounded to the conduit; the third was the conductor in an unbalanced
configuration, The impedance of the line was nominally 55 ohms with a vswr of 1,5 to one
over a frequency range from 400 MHz to 4 GHz. Of course, the line is nonuniform so that
the impedance changes with frequency. A good reason for the line having such a low vswr is
that it is so lossy. Loss measurements are shown below,

POWER LINE ATTENUATION AT MICROWAVE FREQUENCIES

Frequency (GHz) Attenuation dB/100 ft)
0.4 62.5
1.0 80
2.0 100
3.0 115

By eomparison, RG-8/U coaxial cable has 16 dB/100 ft attenuation at 3 GHz, RG-58/U has
37.5 dB/100 ft, and commercial TV 300-ohm flat twin lead has 7.6 dB/100 feet at 3 GHz.
Obviously, the power wiring is quite lossy at microwave frequencies; however, it is
universally installed in buildings ard can be used with very simple couplers between any
ordinary outlet and a packet radio on one end and an outlet and the roof-mounted receiver on
the other end. Although we are working with a transmitter and receiver with a combined
transmission loss of 100 dB, one can radiate signals inside a typical building with less loss
provided he does not have to penctrate metal walls,

The power wiring can handle low frequency carrier signals, probably with less loss than the
telephone lines discussed previously; however, the noise generated by ac applicances can be
both quite high ard quite variable. It would he necessary to conduct an extensive measurement
program on the power distributio.. wiring before attempting to design a data system that used
it for transmission.

1.2.3.5 Special Wiring

Buildings and tunnels have heen successfully wired to distribute radio signals using balaneed
transmission line as the conductor, Balanced open wire transmission line such as TV twin
lead is not a perfect transmission line in that it does radiate some of the signal it carries,

i.e., it leaks. The power lost to leakage is considerably less than the 12R loss, so it is
considered a good transmission line, We can use this leakage to our advantage. A roof-
mounted repeater might receive a signal from the outside world, amplify it, and send it into
a many-branched twin lead transmission line, each branch being terminated at the far end.
The twin lead is installed near the ceilings of the hallways of the building, in the ceilings

if they are of sheetrock or acoustical tile eonstruction, These lines radiate a small signal
along their length that is quite steady and strong enough for a packet radio terminal to receive
on its regular antenna,
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The curves of figures 1-6 and 1-7 are taken from Farmer, et :118 and were measured at

160 MHz: however, the radiation from a particular line increases with the square of the
frequency. An increase in the leakage of the line is desirable in our peculiar use of thg line,
This can be achieved by twisting the line tightly, on the order 1/4 twist per line spacing as
measured along the line, Figure 1-7 shows a 30-dB increase in radiation achieved by twisting
the line.

1.2.3.6 Wired Television Systems (CATYV)

Wired television systems are found in many areas and increasingly are being considered as
a shared broadband transmission facility for other types of services. Such systems appear to
offer a viable technique for distribution of digital packets within a building o1 in an urban
area where radio transmission is poor. This technique is being investigated by others and,
hence, was not investigated as part of the radio transmission investigations.

1.2.3.7 Conclusions

Every building will r<quire some analysis to determine which technique is required to deliver
a usable signal to a terminal inside. If the building has windows and is relatively close to a
system repeater, no spe .ial techniques will be required. At ;1eater distances, a simple
repeater with directinnai antennas focused on specific buildings will deliver the signals to
interior users by radiaii:+ uildings that are effectively shielded must have a simple,
dedicated repeater to receive a signal and pipe it into the building over conductors of one
type or another. Of the three conductor types considered here, the twin lead system appears
to be the most attractive since the line is cheap and it requires no increased complexity of
the terminal circuitiy over that required for out-of-doors use.
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1.3 SPREAD SPECTRUM TECHNIQULS

Spread speetrum techniques offer potential for solving some of the problems in the applica-
tion of the packet radio systems, Of particular interest is the potential for more efficient
use of the spectrum that might result from a more even distribution of energy over the
frequency spectrum of interest and separation of channels by correlation techniques. In
networks as complex as envisioned for packet radio, it is desired that complex synchroniza-
tion systems be avoided and that the traffic flow control be sufficiently intelligent to negate
the effects of random contention for a channel, Spread spectrum techniques may aid in
solving the contention problem by separation of signals by time of arrival or by use of
different codes.,

The use of spread spectrum techniques is becoming inereasingly attractive because of the
drastic reduction in hardware complexity now being made possible by recent advances in

device technology. Of particular interest is the Surface Acoustic Wave Device (SAWD). This
device has been applicd in the propagation test system described in detail in volume 2 of this
report,

The following briefly summarizes the techniques employed in the generation of spread
signals and lists issucs requiring further investigation.

The basic concepts underlying all spread spectrum techniques are those that are embodied
in communication theory with respect to matched filters and correlation detection, That is,
when the receiver has e:act knowledge of the possible waveforms that it will be receiving,
the receiver can be configured to select the desired sct of waveforms and exclude the other
waveforms that appear simultaneously at the receiver input. The degree of selection and
exclusion depends upon two factors,
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a, The degree to which the receiver appears as a perfect mai~hed filter to the desired
waveforms

b. The degree to which the desired waveforms and the undesired waveforms are orthogonal
(uncorrelated),

In general, perfect-match filtering cannot be achieved because of the effects of distortion by
the transmission medium, Similarly, perfect orthogonality cannot be achieved because of
timing errors, Further, it can be shown that the number of orthogonal waveforn /codes that
can be employed is directly proportional to the transmission bandwidth, In general, the
larger the transmission bandwidth, the greater the ability to reject interfering signals, The
validity of the last statement is dependent upon the linearity of the transmission medium.

For example, it can be shown that for a radio transmission path subject to multipath, there 1<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>