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Agenda
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DDR&E IMPERATIVES, HOW INDUSTRY CAN HELP
o The Honorable Zachary J. Lemnios, Director, Defense Research & Engineering

GOVERNMENT CTO PANEL: TECHNOLOGY OPPORTUNITIES AND CHALLENGES
Panelists:
o Dr. Thomas Killion, Deputy Secretary of Army (Research & Technology/Chief Scientist)
o Dr. Larry Schuette, Director of Innovation, Office of Naval Research

CAPABILITY GAP CHANGING SURPRISES - AVOIDANCE AND EXPLOITATION
« Dr. Don Wyma, Director for Scientific & Technical Intelligence Analysis Office of the Under Secretary of Defense (Intelligence)

TRACK I: CYBER NETWORK ASSURANCE: OPERATIONS - DEFENSE/ATTACK
« DEVELOPING SECURITY ARCHITECTURES USING PROTECTED CORE NETWORKING CONCEPTS: Mr. Dennis
MccCallam, Principal Architect, Security, Northrop Grumman
¢ CYBER WARFARE-GOING ON THE OFFENSE: Mr. John Kimmins, Executive Director/Fellow, Telecordia Technologies, Inc.

TRACK Il: MOBILITY AND TERRAIN/SEA CONTROL: ENERGY, POWER SUPPLY, PROPULSION
***THIS SESSION WILL BE HELD AT THE UNCLASSIFIED LEVEL
e NEW PACKAGING AS A CLUTTER REDUCTION METHOD: Mr. Keith Donaldson, VP Technology, Liberty Packaging Co.,Inc.
e THE CYCLONE ENGINE AND ITS APPLICATION TO POWERING MANNED AND UNMANNED VEHICLES OR AS AN
AUXILIARY POWER UNIT (UNCLASSIFIED): Dr. Phillip Myers, President, Advent Power Systems
« REAL-TIME 3D DATA GATHERING, VISUALIZATION, AND DATA FUSION FROM MANNED/UNMANNED
PLATFORMS: Mr. Chris Brown, Business Development Manager, Autonomous Solutions, Inc.

TRACK I11: CLOUD COMPUTING, DATA SERVICES, SOCIAL NETWORKS
« THE BUSINESS CASE FOR A PUBLIC-PRIVATE SECTOR PARTNERSHIP IN HIGH PERFORMANCE COMPUTING: Dr.
Roger Werne, Deputy Director - Industrial Partnerships, Lawrence Livermore National Laboratory
¢ SUPER ENPOWERED INDIVIDUALS: Mr. William Coffey, Director, The Telesti Group
¢ OPEN ARCHITECTURE (OA) IS BUSINESS CHANGE: Mr. Michael McCrave, Military System Engineer, Alion Science and
Technology

TRACK IV: ISR—SEE, ACT DECIDE
« MINIATURIZED, MODULAR, HIGH RESOLUTION X-RAY BACKSCATTER IMAGING AS A BLUE FORCE ENHANCER,
Mr. William Baukus, Director, Technology Development, American Science and Engineering, Inc.
e COUNTERSPACE CAPABILITIES USING SMALL SATELLITES: BRIDGING THE GAP IN SPACE SITUATIONAL
AWARENESS: Dr. Rick Mullikin, Business Development Manager, Lockheed Martin IS&GS
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2009disrupt.html[5/12/2016 8:47:35 AM]



Untitled Document

TRACK YV
e Mr. John Neri: Battlespace Awareness
« COL William Hickman: Command and Control
« CAPT Ken Bowen: Net-Centric:

TRACK VI
o CAPT William Campbell, J8 FAD: Force Application and Support
e Mr. Steve Inada: Protection
e LtCOL LisaHess: Logistics

CLOSING PANEL: SENSITIVE COMPARTMENTED INFORMATION FACILITY (SCIF) CHALLENGES AND SOLUTIONS
***TH|S SESSION WILL BE HELD AT THE UNCLASSIFIED LEVEL

Moderator: Mr. Warren Amason, Senior Vice President, Grubb and Ellis

Panelists:

e Mr. Jason Phillippe, Director, Intelligence Programs and Operations, Copper River Information Technology
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In Collaboration with the Office of the Director, Defense Research and
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WHAT YOU DON’T
WANT TO MISS AT
THIS CONFERENCE:

» Technologies that possess
intrinsic benefits that:
- alter warfighter operations
- create game changing
military capabilities

» Joint Staff Functional
Capability Board
identified gaps and desired
operational capability

needs

» A one of a kind panel
seeking to unravel the
“mystery” behind SCIF
technical features,
construction costs,
reusability, and much,

MUCH more!
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DISRUPTIVE TECHNOLOGIES
INTRODUCTION

INTRODUCTION

Military doctrine is evolving from ‘network centric warfare’ to ‘knowledge centric
warfare’, where the focus is on decentralized usage of ‘higher level’” knowledge of
evolvingsocial structuresand information networks. As military operationsincreasingly
move beyond symmetric kinetic warfare scenarios to embrace peacekeeping and
counterinsurgency functions, their operational success will increasingly depend on
the ability to harness the latent knowledge embedded in the evolutionary behavior
(in both the real world and cyberspace) of individuals and social groups (military
personnel, militia members and civilians). An increasing ‘sensor-networked’ physical
world (e.g., Webcams on bridges, real-time traffic feeds, Google Map street-views) and
a progressively ‘participatory’ demographic profile (expressed through the willingness
to share images, opinions and real-time updates via technologies such as Facebook
and Twitter) present both significant opportunities and serious challenges.

On the positive side, these disruptive technological trends offer the military
unprecedented opportunities to exploit the ‘power of the network’-sophisticated social
and information network mining tools may be used to isolate key adversarial actors
and gain a more detailed understanding of relevant activity patterns. On the flip side,
these same technologies can be used by adversaries to learn and adapt to military
tactics (e.g., using SMS broadcasts to alert sympathetic tribesmen or monitoring
Webcams to learn troop movement patterns). In addition, the information content
in a ‘participatory’ information network is also of widely varying fidelity-effective
military invention, especially in civilian environments, mandates a reliance on near-
real time, approximate analysis of the content embedded in very large, complex social
and information networks.

This conference will address why military C2 practices and technologies will need
revolutionary advances in two key areas in order to contend with the emergence of an
increasingly sensor-rich, participatory, information grid:

1) Development of technologies that exploit the power of sensor-driven and
participatory information systems, but can effectively ‘interrupt’, ‘limit or ‘delay’
the availability of such information to the adversary.

2) Adoption of decision architectures that exploit the responsiveness that arises from
pushing decision-making to the ‘edge’, but that can contend with the higher degree
of uncertainty and conflicting knowledge that results from the rapid, automated
analysis of content in such decentralized information networks.

CONFERENCE OBJECTIVES

The NDIA C4ISR Division will convene the 6th Annual Disruptive Technologies
Conference as a forum of discussion and opportunity for government and industry
senior technologists, product engineers and strategists to focus upon technology
enduced game changing military capabilities. Avenues to proficiently deliver these
new capabilities into the warfighters’ hands will also be discussed.

Conference Goal: To enable rapid development and fielding of new warfighting
capability.

SECRET/US Attendees.
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DISRUPTIVE TECHNOLOGIES
AGENDA: OCTOBER 14
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DISRUPTIVE TECHNOLOGIES
AGENDA: OCTOBER 14

TRACK I
CYBER NETWORK ASSURANCE: OPERATIONS - DEFENSE/
ATTACK

Track I Leader:
» Mr. Tony Bogovic, Assistant Vice President, Applied Research
Organization, Telecordia Technologies, Inc.

1:00 PM

DEVELOPING SECURITY ARCHITECTURES USING
PROTECTED CORE NETWORKING CONCEPTS

» Mr. Dennis McCallam, Principal Architect, Security, Northrop
Grumman

1:30 PM

CYBER WARFARE-GOING ON THE OFFENSE

» Mr. John Kimmins, Executive Director/Fellow, Telecordia
Technologies, Inc.

2:00 PM

CYBER TRADECRAFT & OPSEC: TECHNIQUES AND
TECHNOLOGIES TO RETAKE THE INTERNET HIGH
GROUND

» Mr. Lance Cottrell, Chief Scientist, Anonymizer, Inc. - Abraxas
Corporation

TRACK IIT
CLOUD COMPUTING, DATA SERVICES, SOCIAL
NETWORKS

Track III Leader:
» Mr. John Scott, Director, Mercury Federal Systems

2:30 PM

THE BUSINESS CASE FOR A PUBLIC-PRIVATE
SECTOR PARTNERSHIP IN HIGH PERFORMANCE
COMPUTING

» Dr. Roger Werne, Deputy Director - Industrial Partnerships,

Lawrence Livermore National Laboratory

3:00 PM
SUPER ENPOWERED INDIVIDUALS
» Mr. William Coffey, Director, The Telesti Group

3:30 PM

OPEN ARCHITECTURE (OA) IS BUSINESS CHANGE

» Mr. Michael McCrave, Military System Engineer, Alion Science
and Technology

4:00 PM

TRACK 1I

MOBILITY AND TERRAIN/SEA CONTROL: ENERGY, POWER

SUPPLY, PROPULSION

THIS SESSION WILL BE HELD AT THE UNCLASSIFIED LEVEL

Track II Leader:

» Mr. Robert Baker, Deputy Director, Plans & Programs, Office of the Director

of Defense Research & Engineering

1:00 PM

NEW PACKAGING AS A CLUTTER REDUCTION
METHOD

» Joe Spitz, Vice President, Liberty Packaging Co., Inc.

» Mr. Keith Donaldson, VP Technology, Liberty Packaging Co.,

Inc.

1:30 PM

THE CYCLONE ENGINE AND ITS APPLICATION TO
POWERING MANNED AND UNMANNED VEHICLES
OR AS AN AUXILIARY POWER UNIT (UNCLASSIFIED)
» Dr. Phillip Myers, President, Advent Power Systems

2:00 PM

REAL-TIME 3D DATA GATHERING, VISUALIZATION,
AND DATA FUSION FROM MANNED/UNMANNED
PLATFORMS

» Mr. Chris Brown, Business Development Manager, Autonomous
Solutions, Inc.

TRACK IV
ISR—SEE, ACT DECIDE

Track IV Leader:
» Mr. Sam Chun, Director Solutions, EDS/HP

2:30 PM

MINIATURIZED, MODULAR, HIGH RESOLUTION
X-RAY BACKSCATTER IMAGING AS A BLUE FORCE
ENHANCER

» Mr. William Baukus, Director, Technology Development,
American Science and Engineering, Inc.

3:00 PM

COUNTERSPACE CAPABILITIES USING SMALL
SATELLITES: BRIDGING THE GAP IN SPACE
SITUATIONAL AWARENESS

» Dr. Rick Mullikin, Business Development Manager, Lockheed
Martin IS&GS

3:30 PM

CARBON NANOTUBE (CNT) COMPOSITES USING
SOLUTION SPUN FIBERS

» Dr. Amy Heintz, Principal Research Scientist, Battelle Memorial
Institute

WEDNESDAY SESSION COMPLETE



DISRUPTIVE TECHNOLOGIES
AGENDA: OCTOBER 15

THURSDAY, OCTOBER 15, 2009

7:00 AM REGISTRATION & CONTINENTAL BREAKFAST

8:00 AM - 11:00 AM JOINT CAPABILITY AREA: COCOM PERSPECTIVE

The following Tracks and JCA sessions will provide a forum for Joint Staff Functional Capability
Board representatives to discuss capability gaps and associated desired operational capabilities.

JOINT CAPABILITY AREAS*
SECRET/NO FOREIGN

TRACKV

Track V Leader:
CDR Chris Nash, Joint Staff, ]8

8:00 AM

Mr. John Neri: Battlespace Awareness: The ability

to understand dispositions and intentions as well as

the characteristics and conditions of the operational
environment that bear on national and military decision-
making.

8:30 AM

COL William Hickman: Command and Control: The
ability to exercise authority and direction by a properly
designated commander or decision maker over assigned and
attached forces and resources in the accomplishment of the
mission.

9:00 AM

CAPT Ken Bowen: Net-Centric: The ability to provide

a framework for full human and technical connectivity

and interoperability that allows all DoD users and mission
partners to share the information they need, when they

need it, in a form they can understand and act on with
confidence, and protects information from those who should
not have it.

9:30 AM

Mr. Harry Argo (Cancelled): Building Partnerships: The
ability to set the conditions for interaction with partner,
competitor or adversary leaders, military forces, or relevant
populations by developing and presenting information

and conducting activities to affect their perceptions, will,
behavior, and capabilities.

10:00 AM
General Discussion

TRACK VI

Track VI Leader:
Mr. Mike Knollman, Assistant Deputy Under Secretary of
Defense Acquisition, Technology and Logistics (Joint/Coalition
Operation Support)

8:00 AM

CAPT William Campbell, J8 FAD: Force Application:
The ability to integrate the use of maneuver and
engagement in all environments to create the effects
necessary to achieve mission objectives.

8:30 AM

CAPT William Campbell, J8 FAD: Force Support:

The ability to establish, develop, maintain and manage

a mission ready Total Force, and provide, operate, and
maintain capable installation assets across the total force to
ensure needed capabilities are available to support National
security.

9:00 AM

Mr. Steve Inada: Protection: The ability to prevent/
mitigate adverse effects of attacks on personnel (combatant/
non-combatant) and physical assets of the United States,
allies and friends.

9:30 AM

Lt COL Lisa Hess: Logistics: The ability to project and
sustain a logistically ready joint force through the deliberate
sharing of national and multi-national resources to
effectively support operations, extend operational reach and
provide the joint force commander the freedom of action
necessary to meet mission objectives.

10:00 AM
General Discussion



DISRUPTIVE TECHNOLOGIES
AGENDA: OCTOBER 15

__________________________________________

* JOINT CAPABILITY AREAS...

»  are comprised of functional portfolios to focus management and resource attention upon a desired capability-based vice threat-based envisioned
and synchronized military force development and planning enterprise.

>  encompass capability needs definition, gap and excess analysis, major trade analyses, and capabilities planning, i.c., the DoD military capability
divided into manageable functional entities.

»  provide a framework to enable a capabilities-based US military enterprise to focus on emerging technological opportunities that certain
capabilities such as long-range precision strike; transformed maneuver and expeditionary forces; and systems to overcome anti-access and area-
denial threats.

»  enable and anticipate the diverse range that any adversary might employ and the necessary US military responsive mix of technology-system-
operational capabilities required to resolve such.

10:30 AM CLOSING PANEL: SENSITIVE COMPARTMENTED INFORMATION FACILITY (SCIF)
CHALLENGES AND SOLUTIONS
THIS SESSION WILL BE HELD AT THE UNCLASSIFIED LEVEL
This one-of-a-kind panel seeks to unravel the “mystery” behind SCIF technical features, certification,
construction costs, reusability, etc. and much, much more!

Moderator:
» Mr. Warren Amason, Senior Vice President, Grubb and Ellis

Panelists:
» Mr. Jason Phillippe, Director, Intelligence Programs and Operations, Copper River Information Technology
> Mr. Joseph D. Cooper, President, SCIF Contractors Association

11:00 AM WRAP-UP

» Dr. Steve Kimmel, Chairman, NDIA C4ISR Division; Senior Group Vice President, Alion Science &
Technology

11:15 PM ADJOURN



DISRUPTIVE TECHNOLOGIES
ATTENDEE INFORMATION

PROMOTIONAL PARTNERSHIP

Increase your company or organization’s exposure at this premier event by becoming a Promotional Partner. For this conference, we
are offering three promotional tiers:

SILVER GOLD PLATINUM
$1,000 $2,500 $5,000
2 Complimentary
Attendees
Company Logo on | Company Logo on
Materials Materials
Breakfast or Break Reception Main Podium
Sponsorship Sponsorship Recognition at
Signage Signage Conference

For more information, please contact Sam Campagna at (703) 247-2544 or scampagna@ndia.org

ATTIRE

Appropriate attire for the conference is business suit for industry and class A uniform of the day for military.

TRAVEL INFORMATION
Metro Rail (Preferred):

The Green Line’s Navy Yard Metro Station is located directly across from the Federal Gateway (1100 New Jersey Avenue). For Metro
schedules and fare information go to: http://www.wmata.com/
Parking:

Area street parking is limited. Metro is suggested.

From Ronald Reagan National Airport:
Take George Washington Parkway North to Interstate 395 North. Then follow Northern VA directions provided below.

From Northern VA:

Take Interstate 395N across the 14th St. Bridge. Stay Right and follow signs to the South Capitol St. exit. Stay to the right and exit
right at South Capitol St. Continue through the first traffic light and stay to the right (the two left lanes pass under M St.). Turn left at
the next traffic light, M St. SE. Go three blocks and Federal Gateway is on your left.

From Southern MD:

Take Interstate 295 North across the South Capital St. Bridge.
Stay to the right (the two left lanes pass under M St.) until you
reach the fifth street. Turn Right on M St. SE and Federal Gateway
is three blocks down on your left.

PROCEEDINGS

Unclassified proceedings will be made available after the
conference.

CONTACTS

Ms. Taryn Crowder Dr. Steve Kimmel,

Meeting Planner: Conference Chair:
tcrowder@ndia.org skimmel@alionscience.com

(703) 247-2566 (703) 269-3465
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o Task: Brief Net-Centric Equities asthey relate
to COCOM Gaps and Joint Capability Areas.
Purpose: Examine near and long term solutions

for challenges that will continue to manifest
over the next twenty years

e Topics:.
— JCAS
— COCOM Capahility Gap Analysis (CGA) Near Term
— Individual JCA / Gap Focus

— Game Changing capabilities } Long Term




e Tier One: Net Centric

Tier Two:

e |Information
Transport

* Enterprise Services
* Net Management

e Information
assurance




B Information
Transport

B Enterprise
Services

O Net
Management

O Information
Assurance

35 COCOM Shortfalls
7 synthesized Gaps

57% of Warfighter’s Net
Centric needs reside in
Information Transport

Initial Submissions for FY 10
are very representative of FY 09



Mission Focus:

— Continue to connect
disparate legacy networks,
work on infrastructure
and build toward
commonality on battlefield

Problem Space:
— C2/Comm OTM, BLOS,

Legacy disparate
networks.




 Mission Focus:

— Provideall partners accessto
appropriate levels of
Information to speed mission
success

* Problem Space:

— Lack of ability to share
Information among Service,
Coadlition, National, and Ad-
hoc partners




 Mission Focus:

— Provide Network redundancy
and transparency to the
warfighter.

o Specific Equities:
— Lack of SATCOM invarious
theaters/areas of operation

o ".-.
'y it -;.q.
E mzvnnmﬂﬂﬁ Lt




Mission Focus:

— Provide a Battle space quality
situational awarenessto the
cyber environment.

o Specific Equities:

— Lack of JTF or COCOM
Commander to have real-time
Cyber situational Awareness




Information Transport:

* More bandwidth with bigger pipes or new data compression
technology

Enterprise Services.

» All Domainsto theright users at the right place with the smallest
Infrastructure

Net Management:

» Dynamic allocation of bandwidth and spectrum

| nformation Assurance:

» Active GiG environment that is self healing and policing, before,
during, and after an event.







Applications of Real-Time 3D
Visualization & World-Building

Chris Brown

Business Development Manager
Autonomous Solutions, Inc.
Petersboro, Utah

7+ AUTONOMOUS

S OLUTI1I O NS




Company Overview

Company Started in 2000 with John Deere
= Located in Petersboro, Utah

= Established business in military, mining, and
agriculture markets

= Business from autonomous vehicles for end
users to advanced R&D in robotics

7% AUTONOMOUS

: S OLUTI ONS




Advanced R&D — 3D Visualization

Capture 3D data fast (stereovision, lidar, etc)

= Apply texture to point cloud (ie, make it look
like a 3D photo)

= Place robot in the view

o boratiad ek Seaser Simulation ] Crasn sy Pese | Live Capture Cxties O Losd LoxiPorts - MugChanger Changetiad

8
@

7+ AUTONOMOUS
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3D Visualization - Applications

Robotic Manipulation

- Enhance depth perception

= Robotic Mobility

. Characterize terrain/surroundings

- Enabling technology for autonomy

= Mapping (Robotic or Manned)
- Efficient searching
- Situational Awareness
o Information sharing

= Change Detection (Robotic or
Manned)

o Large or small scale

7t AUTONOMOUS

S OLUTI1I O NS



Initial Impetus - Current EOD Operations

Lack of depth perception
Lack of a sense of scale
Inability to see parts of the
robot in the world around it
Confusion of context

Want a “God’s-eye view”




Enhancing Depth Perception
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7t AUTONOMOUS
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Improving Mobility & Enabling Autonomy
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Mapping & Situational Awareness

‘ AUTONOMOUS

S OL UT O N S




Data Fusion & Change Detection

Real-time data (human driven) (/4 AUTONOMOUS

S OLUTI1I O NS



Data Fusion & Change Detection

Fused Data

7t AUTONOMOUS

v S OLUTION S




3D Visualization — Technology Challenges

Sensors
= Get accurate, high resolution data fast
= Visualization
= Render for the user fast, apply texture
= Data management

= Render at different resolutions, memory
management

= Data registration

Fusing a priori and real time data, different
scales, resolutions, accuracies

7+ AUTONOMOUS

S OLUTI1I O NS




Force Application and Force
Support Functional
Capabilities Boards (FA FCB/FS
FCB)

CAPT Bill Campbell
6 NDIA Disruptive Technologies

Conference
15 Oct 09



Agenda

'S FCB Portiolio
e What Keeps Us Up at Night



FA FCB Portfolio

prioritize programmed, projected and potential
force application capability needs

e Maneuver e Engagement — Kinetic
- Land combat operations - Conventional attack
- Maritime combat operations - Nuclear attack
- Air combat operations - Close combat
- Space combat operations - Joint fire support

 Engagement — Non-kinetic
- EA/DE
- Computer network attack




\Z /)
\‘ '&%
S Force
Tier 1
Support
_ Force Force Human Capital Health
Tier 2 : :
Management Preparation Management Readiness
Global Force Training Personnel and Health Care
Management .. Family Support Delivery
. Exercising
Tier 3 Force Educatin Personnel Health Service
Configuration 9 Management Support
Global Posture DOEiliE Force Health
Execution Lessons Learned Protection
Concepts
Experimentation
GFM — Data Language and Support to TRICARE Benefit
Initiative Culture Families Reform
Defense Operationalizing Grow the Force Healthcare
Example Readiness the Reserve Manpower Facilities
Actions/ Repozgr;{%gy)/stem Joint C4 Planners Joint Personnel Recapitalization
Course Accountability
Issues Cyber DCR Assessment

FS FCB Portfolio

Joint Manpower

Validation Process



What keeps us up at night ... Red

disruptive technologies & capabilities
B B EF FE B FEFErr

Electronic attack
Cyber threats
Maritime surface & subsurface threats

Mobile, fleeting targets
Urban operations
Space control



NORTHROP GRUMMAN

HTHROE €

Applying Protected Core
Networking Concepts to
Develop a Protected Trust
Based Security
Environment

Dennis McCallam

Principal Architect, Security
Northrop Grumman Corporation
October 2009




NORTHROP GRUMMAN

Agenda

e Current State of things
— What about the threat
— What are the problems we are trying to address

e A description of a Protected Core Network
— As it relates to NATO coalitions
— Why it is foundational to trust based security environments

e Features of a Protected Core Based Security Environment
— Common services and a reference model
— Deep dive on authentication



Protected Core Networking Improves Security = wesmmeor caumsean

e NATO’s next generation concept of
coalition warfare

e A Protected Core is a transport network
that:

— Offers transport service to users and primarily
HIGH availability

— Includes support for quality of service, priority
handling, and security

— Maintains service, even in situations with
directed attacks

— Set of Protected Core Segments working
together (federated)

e Assumes security is handled by segment

owners
, T : . S ts future milit t
e Its’ all about Availability, not Confidentiality e it ek e vl
and |ntegrity capabilities by providing the highest

service availability.



Definitions — How to construct a PCN NORTHIEOE SN,

e The concept of Protected Core Networking:
— Provide transport services in dynamic environments, focus on availability.

— Utilizes multiple classes of network services for performance and security,
and protection of all network components.

e A Protected Core Segment:

— A network built on PCN working with other Protected Core Segments
through Federation of Systems approach.

e A Protected Core:

— Set of Protected Core Segments working together (federated) to achieve
characteristics of Protected Core Networking.

PROTECTED CORE

Enforcement points make sure .

that unauthorised traffic is dropped -~
close to the source |

e




NORTHROP GRUMMAN

An Example PCore

PROTECTED CORE
SEGMENT

PROTECTED CORE

Enforcement points ensure
that policy is enforced
throughout the PCore

Consumer Modules under
different ownership can access
the PCore at any PCS in

accordance with SLAs

Service Level Agreements
(SLAs) between PCS owners

Protected Core Segments (PCSs)

under different ownership, all built
upon the principles of Protected Core

Networking (PCN)




Claims about applying PCN Concepts wonTrner artas

e View this as an enterprise architecture
framework

e Federated model widens attack
surface

e Architecture built on trust, alleviates
the need for some decisions...... bake
trust in

e (Can develop autonomous yet
iIntegrated zones, a biological (even
Borg) model

e “Value” of security is no longer linear

 Add Confidentiality and Integrity back
in



The threat landscape has changed

dramatically:

They are persistent, sophisticated,
and in some cases State sponsored

Firewalls and intrusion detection
devices can no longer keep the
adversaries out of private networks

They use common services that
must be kept open on the firewalls
in order for business to function

They enlist the end user’s unwitting
cooperation in order to insert
themselves into the network

Changing Threats To Data Security

National Interest

Personal Gain

\

Personal Fame J

Curiosity | >

Trespasser
.

Vandal |
J

A
criminals
Author

NORTHROP GRUMMAN

Spy ‘

Fastest
growing

itz segment

Tools created
by experts
now used by
less skilled
attackers and

Script-Kiddy Hobbyist
Hacker

Expert Specialist

Then

Now

Computer nerd

Determined, funded
adversary

Thrill seeking

Profit or political gain

Illegal but benign

Criminal intent




NORTHROP GRUMMAN

The major threat vectors

Bl : ) :
B Device Attack
T T Lt

BRI RiREg

Ol e EIBaE L T

T LT LECRL
i1 e Directed Cyber

sudi \ Attack
- : v/

Lromin
LTI

A8 TT.ESET
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Network Defense

Attribution

Country
Actors




Anatomy of an Incident

Attacker
Reconnaissance

I |
Physical I I | I |
Security I |

I I Intrus[on
Defender I | Detection
Reconnaissance I Entry
IControI
Threat
Analysis I
Attack

Forecast

A - Attacker events
v = Defender events

I Target

I Analysis

I I Access System Cover-
I Probe Intrusion u

I ID Damage
I I Inflicted

Attack
I I I I Mouicted I

Sys':em I
I I Recovery

Reaction I

I
I Response

I Impact
Analysis

Damage
Assessment

NORTHROP GRUMMAN

 Course look at the
timeline of an attack
showing more the
reactionary state of
defense

e How does this
correlate to the Threat

* Issue becomes how to
defend effectively at
all points from a data

view



NORTHROP GRUMMAN

Current Perimeter Centric Architecture

e Large flat network that is at best
two-dimensional

e Protection mechanisms exist at
the border where string
authentication required

e Questionable configuration
consistency - Data is scattered
with multiple versions and copies

e International situation confusing
due to information propagation
and cross border data issues

e Protection uses risk as justification
for investment
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Security Architecture Components
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1 Technical reference model provides a “completeness” check




Security Architecture Description
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Everything being under the same
roof gives latitude and allows for
some “security truths” to be
assumed

Backup and contingency concepts
have to be fully developed.

Concept of hierarchical/federated
security
— Linkages between segments can be
“understood” as part of the
architecture components
— Follow the precepts of minimal
essential information: only the data
that is absolutely required

— Communications are encrypted and
well defined

NORTHROP GRUMMAN

Layered security reporting/auditing

— Can establish a multi-tier approach
to reducing data load, pre-process at
edge points, aggregate at Core level

Mini-management functions (Core
and segment level)

Credentialing

— Well defined approach to vetting
individuals and network components

— Have functions for
add/delete/modify for all actors

— Credentials never passed in the
clear, always encrypted

— Federate the identity management
and use certificates



Notional Architecture by Function NORTHROP CRUtIIAN.

e Un-flatten the network
— Opportunity with IPv6

Focuses security monitoring
Example here is via data

e Access

Tightly controlled
Can set in the paths

“Have to be in the right lobby to get
the right door”

e Security Monitoring and
Control

Local, allowing for disconnect if
necessary

Reduction of information can begin
at lower levels

Better ability to aggregate and react
in real-time
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datalevel - &=
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data IeveI__}j_-_-- _
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Marketing N =
data level
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Baseline level

Security Monitoring by
levels



Tracking information... the value of labeling
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Information tags/labels contain
both attributes and policies

— Data is labeled and tagged, S
therefore tracking throughout the
system is straightforward

— Cross border handling correlations ..
can be easily done

Indicates storage areas and
network travel paths

Identification analyzes
duplication, confirming users
roles and information use
patterns

Visually depicts the enterprise

network and data types Color coded view of the network and the

information within

Can correlate who is using
what, where it is being used,
and how it is used.



Variety in Authentication

Name

13t Century

William

NORTHROP GRUMMAN

Today

Wmcleve?2

Location

William of York

111.17.20.2

Hard (Provisioned)

Medallion, sword, crest

Provisioned laptop, key

Possession fob, BlackBerry
Soft Possession Password Password
Appearance Hair/eye/height Facial scan
Knowledge Secret Secret

Biometric Scar Retina, fingerprint

Certification (39 party
verification)

Letter from king, with seal

Medium assurance soft PKI
certificate

15
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Authentication — Single factors

Method/Artifact Assurance

Self-registered User ID/Shared Password/User Id Little or no trust
Biometric: no control on biometric initialization. Little or no trust
IP Address Little or no trust
Private Password associated with User ID Low Trust
Biometric: Trusted initialization local verification Low Trust
Site Key Low Trust

Biometric: Trusted initialization + central verification Medium Trust
Trusted Medium assurance SW/ x.509 certificate Medium Trust
One-time Password, Soft token Medium Trust
RSA Hard token/PIN Strong Trust
Medium Assurance HW/x.509 Strong Trust
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Aggregation Results — Strength and Resilience

Aggregated Authentication Artifacts (examples)

Active Directory Id and Password (AD/PW)

Site key + AD/PW

Enterprise medium assurance certificate + AD/PW
(RSA) One Time Password + AD/PW
Medium assurance certificate + pin +AD/PW

Trusted medium assurance certificate + verified biometric + AD/PW

aled il L
L & 4

Properly provisioned laptop + fingerprint + physical access



Implementing authentication in a PC NORTHROP GRUMMAN
n ///—
environment

e Different segments can use different
approaches

— Have to know which credential is valid @M@'Ecﬂ@\@

and from where in the architecture can |
it be invoked . =

— Wide latitude of which piece of
information ties to which credential

e SEGMENT

e Looking for 2 things:

— Authentication Consistency — All facets
of the data seem to match (Joe is on
vacation, not in the plant, not on the
interior network, on the portal)

— Authentication Inconsistency —
Something is out of line (Joe is on
vacation, not in the plant, on the

interior network, not on the portal)

= “We must look for
= consistency. Where
 thereis want of it
we must suspect
deception.”




Provisioning: an Authentication Artifact

e Requires a vetted and certified trusted
provisioning process

User is vetted

Provided with laptop serial #aa-tt, that is fingerprint
enabled

Certified/trusted examiner loads laptop TPM with
user’s fingerprint and locks it in

User plugs into internal corporate network, swipes
finger, is authentication......no need for user
id/password

e Why does this work?

User was properly vetted by organization

Laptop was specifically assigned to user

Laptop only accessible by user and selected admins
Fingerprint properly loaded and vetted serves as
combination user id/password but is stronger

e Laptop is something you have and was specifically
assigned to you (so it is something you have and to
some degree something you know and are)

e Fingerprint is something you are

NORTHROP GRUMMAN
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CAIl Enhancements

e Can fully federate identities,
ensuring current status are
maintained

e Authentication approaches allow
greater flexibility from the usual
User ID/Password/Token/Card

e With federating the security
monitoring functions, can be less
reactive

e |Pv6 offers greater control
potentials

NORTHROP GRUMMAN
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Summary

e Increased the bad guy expose time, have forced a lot of running the
hallways to find the right door

e Attack sensed in one area allows for blocking that subnet stemming
the infection

e Attacks learned in one segment are lessons to all segments

e Attack surface is not smooth, no guarantee for the attacker that
entry in one area ensures freedom to other areas

e Adding/subtracting segments based on enterprise functionality

e Can monitor internal use/mis-use much better.



Assessment of the Challenges

e This is large undertaking but manageable (leverage IPv6)
e Requires re-thinking about architectures

e Technologies will enforce change

e Will result in new policies, directives, and SOP

e Data identification and labeling becoming SOP

e Investment has positive Enterprise impacts

NORTHROP GRUMMAN
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How to get
it safely
across the
ocean?

How to
protect
without oil?

How to prevent
failure in a circuit in
traditional ESD
packaging after 6
weeks in India...



Causecd
Caused
Caused

Caused

Clutter

oy dis-organizational issues
Dy excessive packaging
Yy the use of non-recyclable packaging

oy the use of packaging that cannot be

opened and re-sealed In the field, resulting In
waste, in-efficiencies and creation of lost parts
and debris (scrap)

Caused by obsolete parts and field failures

Caused by thick layers of regulations that have
not allowed for flexibility, change or streamlining



Packaging and De-Cluttering

Environmental Concerns
Minimization of Packaging
Effectiveness of Packaging

Impact of RoOHS and other legislation
— Restriction of Hazardous Substances (RoHS)
— TRGS Legislation in Germany / Europe

Need for more robust Packaging
— I.e. Active barriers instead of passive ones

Need to look for new technologies, new
developments
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Environmental Impacts

3 R’s

— Reduce / Re-Use / Re-Cycle

Carbon Footprint

RoHS and environmental legislation in Europe

Increase In air pollution worldwide putting more
stress on products, many already compromised
by RoOHS restrictions

Recycability versus landfills

— Equally important is to develop / push re-usable
packaging to reduce overall packaging needs



Reliability Through Packaging

An aerial view of the Worsening Worldwide Corrosion Issue
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Reliability Through Packaging
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“If one visits Mount Hood in Oregon one can see that
the snow on the side of the mountain facing China
has grey shade while the east side is bright white”

James Brenzel p—
The Economists _ @heNBwﬁU

Sept 30th, 2006 e ——

 Pollution From Chinese Coal
- Casts Shadow Around Globe

nnnnnn
and DAVID BARBOZA THE ENERGY CHALLENGE

HANJING, China — wmm The Coatof Coal

Shanoti. China Shanghai. China

\ter a cleansine rain stoym Ty |)it‘2l| day :mn.T‘:memmmml_ ikl it s bgng e v
. B -

g Flnr:n“rl.uk Tahoe in the back miespace.
mountains of eastern Californka  Bat the cooling edfect from sub-
“are the darkest that we've seen”  FUr I8 short-lived. By contrest, the
cuislde smoggy urban areas, sald  tarbon disxide emanating from
- Etevem 3 CHM, an atmospherse  Chiness coul plante will last far
scientist at the University of Cadl. decndes, with a  cumalacive
farnin at Davis warming effect tha will evento.

Unless Chisa find: way tp Ay everwhelm the cooling froe
clean up its coal plasts and the  Sulfur osd deliver snotber |
of faciorics that burn  kick (o globa! warming, climate
ceal, pollution will scar both ot sclentists say, A warmer climate
bomse and abrood. The increase In T
global-warming gases from Chi- Contreuod en Page 12

Industrial Economies make it
difficult to ship or store
electronics or equipment



Reliability Through Packaging

A better alternative?

Severe
COrrosion

an d salt
intrusion

600z Buibexoed Aueqi (0)
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Environmental Impacts

* Reactive versus Passive Barrier
— We need to demand more from our packaging
— Current Mil B-131 bags are passive barriers

— Changes in packaging, such as the Intercept
Technology, provide reactive barriers, actively
providing protection

— Intercept Technology goes even farther, providing
more than a 50% reduction in carbon footprint over a
mil 131 bag

— Additionally, Mil-131 bags are not recyclable, leading

to increased landfill usage and more clutter in military
settings
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I N T E R C E PT INTERCEPT TECHNOLOGY "

INTERCEPT was developed and patented by Lucent Technologies and Bell Laboratories in
1987. Highly surface area copper particles are permanently reacted into a plastic matrix and
then allowed to react with all corrosive gases as they try to penetrate the film or bag. The
Technology was designed to protect all materials under all environmental conditions equally. The
material is volatile free so no increase in VOC loading and is not a VCI.

Intercept Technology
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Reliability Through Packaging

US Army TACOM (Tank Command) EVALUATION OF
INTERCEPT BARRIER MATERIAL FOR MILITARY PACKAGING

SALT-FOG Test Data Comparison

<<<<< Days of protection against corrosion >>>>>>>

Intercept VCI MIL-PRF-131

Metal coupon Poly Poly Foil / Poly
4-mil 4-mil 5-mil
Steel 102 28 62
Aluminum 130 59 91
Brass 130 28 91
Zinc 97 59 77

Sam Sakar - 8th Annual Government/Industry Shelf-life
Symposium, October 29-31, 2002
Kansas City, Missouri "

600z Buibesoed A11eqi (D)



ey

-

Re-Usability

e Equally, if not more important than recycling is to
be able to reuse a packaging material and/or be
able to re-seal it (close it) in the field.

— Folil bags (mil 131) require RH below 37%, so they
cannot be re-sealed easily in the field, it would require
additional desiccant and vacuum sealing equipment

— Also, cannot read RF signals through foill
— Intercept can easily be re-taped in the field

e Re-using reduces the overall packaging
material, while providing the ability to decrease
clutter.

— Intercept is designed for 5 to 10 years or more of
protection / easily allowing for re-use applications



_-R-é-iiabilit_y_ThrOLl_g-h Packaging
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Examples of Re-Use
Small components to large

dunnage systems can be re-
used, reducing cost and clutter £ 7z

Fuel injectors — small
vacuum formed tray that
took a corrosion critical

part from 300%

inspection to 200% and _ _
one way packaging to Engine block bags for shipments
over 3 years use with no between continents and storage

failures 13




Reliability Through Packaging

A NIPHLE Packaging
Award winner

Intercept was used to
line the crates to ship
the armored plated
cabs to the Middle East,
the same crate was
then used to return the
old, non-plated cabs.

No Rust / No Failures

600z Buibesoed A11eqi (D)
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Reduce

* The ultimate goal of
packaging is to
reduce the amount of
It, or to reduce the
amount of additional
materials required to
get our products /
materials safely to
their destination.
Advanced shrink films
can allow a reduction
In crating required.

Effective shrinkwra allowing
safe deck top shipping

600z Buibesoed A11eqi (D)
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Old Method Intercept Method

Gerotor Gerotor

Spray Oil Coat

Place in Static Intercept
Zipper Closure Bag

Apply wax
Cheesecloth
: Box and Store /
Put in PE Bag Ship
: 1 Process Step (no air handling concern)
Put in Foil Bag 1 Material (reduced inventory and cost)
Total Pack Time - 5 Seconds
I No Rejections

Vacuum Seal

Over 120,000
Parts packed

Box and Store /
Ship

5 Processes (Steps)

Air Handling Requirement

4 Materials

Total Pack Time - 25 Minutes

“0” Rejects

16
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_-R-é-iiabilit_y_ThrOLl_g-h Packaging

Weaving Machine traveling between
Germany and Russia — sat outside for 3
I months after 8 — 10 week sea shipment.
Arrived in perfect condition.

Quick Pack Method:
-Place 4 mil oversize bottom sheet on pallet
-Place equipment on bottom sheet
-Place pre-made bag over equipment
-Bring up excess bottom sheet and securely
tape around the whole item — overlap
the bottom sheet and bag by 6 inches
-Can evacuate for better performance
-May add desiccant if going overseas

17



Intercept Technology

600z Buibesoed A11eqi (D)

Intercept Technology™

Green Packaging — Recyclable / Re-usable / Sustainable
Permanent ESD protection — long term Corrosion protection
No contamination — no outgassing (ideal for aerospace)

Ease of use

Proven effective

Approved and used by key companies and militaries worldwide
Easier and more effective than foil packaging

RFID transparent — an active barrier that can have RFID transmission

© 0o N o O bk~ W N PRF

Same packaging can be used for short term or long term storage
10. Flexibility and availability
11. Protects against Bio-Corrosion

18



Reliability Through Packaging

18017 (0)

Thank you for your time

Liberty Packaging Company

A member of the Intercept
Technology™ Group

www.LibertyPackaging.com

www.Staticintercept.com




1 5 3 ¢ 1 1 |1 /'/

NDIA Disruptive
Technologies Conference
Logistics Gaps

Lt Col Lisa Hess
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Logistics Functional Capabilities Board



Purpose 1

To outline Logistics
capabilities and potential
avenues for S&T focus



1

Joint Capability Areas

Supply — Maintain — Contracting Support — Engineering
Deployment and Distribution — Logistic Services — Installation Support



Deployment and Distribution Vi

Attribut
 Move the Force Vigiblijli'gls
Reliability
Velocity
« Sustain the Force Precision
Capacity
e Operate the Joint Potential Areas of Interest
: : . Intra-Theater Distribution
Deployment Distribution N )y
Enterprise (JDDE) OlpEiiezl €2
Seabasing

Cyber Protection
Forced Entry
Aqgile Logistics
CBRNE Survivable




Deployment and Distribution (Cont’d) /,/

Attributes

Visibilit
« Move the Force Reliability
Velocity
Precision
Capacity

Sustain the Force

Potential Areas of Interest

Containerization
Sustainment

Operate the Joint

Deployment Distribution Inter-Theater Airlift
. Aerial Refueling
Enterprlse (J DDE) Strategic Sealift

Distribution Networks
Unmanned Logistics Delivery Systems
Autonomic Logistics
Energy Reduction




Supply 1

: Attributes
* Manage Supplies & Responsiveness

Equipment Sustainability
Flexibility
Survivability
Attainability

e Inventory Management Economy

Simplicity

« Manage Supp"er Potenltl?leg\cr)iﬁ?o;){nlgterest
Networks




Inspect

Test
Service
Repair
Rebuild

Calibration

Maintain
- & & 1 B "1

1

Attributes
Sustainability
Responsiveness
Attainability
Flexibility
Economy
Survivability
Simplicity

Potential Areas of Interest
Predictive Maintenance
Remote Monitoring




Logistic Services 1
7 & 8 1 B 1

e Food Services Attributes

Responsiveness
Attainability
Sustainability
« Water and Ice Service Flexibility
Economy
Survivability
Simplicity

 Basecamp Services

Potential Areas of Interest
Water Packaging
BARE Base Set Generator
Modular Services
Mobile Food Services
Mobile Mortuary Affairs
Expeditionary Basing

 Hygiene Services




Operational Contract Support 1

« Contract Support Attributes

_ Responsiveness

Integration Attainability
Flexibility

Survivability

Sustainabilit

« Contractor Management Simplicity

Economy

Potential Areas of Interest
Process Management




Engineering 1

« Combat Engineering Attributes

Effective
Expeditionary
_ : Agile/Tailorable
* General Engineering Networked
Integrated
Precise
Enduring/Persistence

« Geospatial Engineering

Potential Areas of Interest
Airfield Damage Repair
Well Drilling




Installation Support A

* Real Property Life Cycle Attributes

Responsiveness

Management Sustainability
Flexibility

Survivability

e |nstallation Services Attainability

Economy

Simplicity

Potential Areas of Interest
Portable Airfield Lighting
Base Support
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NDIA Disruptive
Technologies Conference

Supporting the Warfighter:
Building a Robust,
Joint Triad Network

COL Bill Hickman
Joint Staff J8 /
United States Joint Forces Command J8F

Command and Control Functional Capabilities Board

1



Purpose

Inform industry of Joint Command and
Control (C2) Capability Gaps as industry
develops future C2 solutions in support
of the warfighter across the range of

military operations
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e C5=
-5

US Joint Forces Command (USJFCOM)

» C2 Capability Portfolio Manager -- Manage designated Joint C2
portfolio programs, systems, and capabilities across the whole
spectrum of doctrine, organization, training, material, leadership
and education, personnel, and facilities

» Delegated authority to manage & recommend approval to Joint
Requirements Oversight Council (JROC) for Command and
Control portfolio

— C2 JCB — Makes recommendations on JROC interest
documents and assists JROC in carrying out its duties and
CJCSI 3170.01G responsibilities

— C2 FCB -- Integrates stakeholders views on C2 concept
development, capabilities planning, and force development to
ensure U.S. military can execute assigned missions



Commercial vs DoD “Tactical Edge”
The Physics of Net-Enabling

-

DoD “ Tactical-Ecge’
—No Infrastructure ™
Disconnected, Intermittent or STD-CDA

Low Bandwidth (DIL) User A-CDL
BE-CDL
l 274 Mbps
________________________________ N-CDL
VMF IDM 2 Mbps 137
<16 Kbps ) Mbps
Link 16

Cellular Broadband

Variable Message Format (VMF) Improved Data Modem (IDM)
Advanced Tactical Data Link (ATDL)

Tactical Common Data Link (TCDL) (terminal)

Networked Common Data Link (N-CDL)

Standard Common Data Link (STD-CDL)

Advanced Common Data Link (A-CDL)

Bandwidth Efficient Common Data Link (BE-CDL)




Surface
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Supporting Tactical Edge

Command and Control (C2)
Capability Gaps
&
Challenges



Joint Space Communications Layer
(CONOPS)

JSCL Provides persistent survivable assured beyond line of
sight communications that facilitate C2 for all users including
coalitions/allies across the range of military operations

 Operational Challenges /| GAPS

— Global coverage and capacity when & where needed
— Seamless communication

— Integration into the Global Information Grid (GIG)

— Survivability

» Interoperability with COCOMS, JTF, & Coalition Partners




Joint Aerial Layer Network
(ICD)

JALN Integrated with space and surface networks enables
Leader Centric C2 and Battlespace Awareness in a net-
enabled environment, enabling advanced warfighter
Information exchange capabilities across the range of
military operations

« JALN Capability GAPS

— Connectivity

— Capacity
— Aerial Layer Network Management

» Share Information and Data

10



(ICD)

C20TM is the capability to maintain situational awareness and make
timely and informed decisions while moving anywhere within the
operational environment across the range of military operations

e C20TM Capability GAPS

— Disconnected, Intermittent, Low Bandwidth Environment (DIL)

— Common Interoperability Standards

» Maintain & Share Situational Awareness
> Accurate C2 to Subordinate Units & Mission Partners
» Collaborative Planning

> Shared Information with Mission Partners

11



C2 Triad
Capability GAP Overview

— Common Interoperability Standards

— Global coverage and capacity when and where needed
— Connectivity

— Integration into Global Information Grid (GIG)

— Survivable

— Network Management

» Seamless communication ensuring accurate C2 to
Subordinate Units and Mission Partners

» Shared Information/Data with COCOMS, JTF, and
Coalition Partners

» Provide Collaborative Planning

12



Warfighter Tactical Edge

 Very Technical, Very Complex

e Jointness is Not Natural

* Information Age Making it...

More Important and More Difficult

 Need Processes for Collaboration / Consensus Building

 Need to Work Solutions Through Multiple Lanes
With Partners

— Requirements
— Acquisition
— Programs

Need Technically Competent, Operationally
Focused Assessment

¢ Collaboration Yr Consensus Building ¥r Compelling Logic ¥z, _



Questions and Discussion

COL Bill Hickman, C2 FCB Lead

NIPRNet -- Willlam.hickman @js.pentagon.mil
SIPRNet -- Willlam.hickman@js.smil.mil

703-692-8006 (DSN: 222)

14
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Protection Operational Capabilities

Steve Inada
DDFP Support Division
Joint Staff/J8
Protection Functional Capabilities Board
(703) 571-3046 (DSN 671)
October 15, 2008
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5 Purpose and Agenda
I———

O Purpose: To provide an overview of protection portfolio and
associated desired operational capabilities

Background of Protection Portfolio
Protection Joint Capability Areas

Major Portfolio Inputs

Capability Goal and Gap Influences

Q
Q
Q
Q Portfolio Portfolios and JCAs Linkages
Q
O Goals and Attributes

Q

Desired Operational Capabilities

UNCLASSIFIED
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Protection DoD Portfolio
Background

—
R Ry,
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988 programs

investment about $267B

$B (FY11 — 15)
90-
80-
70-
60-
‘- 50
Prevent Mitigate R&D 10,
30- |

20 ]
10711 B
0 4 #

Cross Cutting Protection Capability Counter Counter Anti- - BMDS Alr and Other
Mission Areas FY11-15
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Protection Joint Cﬂ

G abilit H Area
7 I EERERI

Protectlon Is defined as “the ability to prevent/mitigate the adverse effects of
attacks on personnel and physical assets of the U.S., its allies, and its friends”

O Prevent — The ability to neutralize an imminent attack or defeat attacks on personnel
(combatant/non-combatant) and physical assets.
« Prevent Kinetic Attack — The ability to defeat attacks being delivered by systems
which rely upon physical momentum.
« Prevent Non-kinetic Attack — The ability to defeat attacks being delivered by
systems which do not rely upon physical momentum.

O Mitigate — The ability to minimize the effects and manage the consequence of
attacks (and designated emergencies on personnel and physical assets.

« Mitigate Lethal Effects — The ability to minimize the effects of attacks or designated
emergencies which have the potential to kill personnel and destroy physical assets.

« Mitigate Non-lethal Effects — The ability to minimize the effects of attacks or
designated emergencies which do not have the potential to kill personnel and destroy
physical assets.

O Research and Development — The ability to conduct fundamental research, science,
technology, development and experimentation important to all Departmental
capabilities and operations (Basic, Applied, Advanced Technology Development)

UNCLASSIFIED
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Protection Portfolios

R
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— a
.

a Air and Missile Defense (including the protection of
U.S. space systems & capabilities) &
r Ria

d Combating WMD (including U.S. nuclear weapons
security, consequence management of WMD
attacks and natural disasters, and defense Crisis
management)

d Protection (including defense against IEDs and
other kinetic attack means, and defense crltlcal
Infrastructure protection)

Protection FCB has three major sub-portfolios I

UNCLASSIFIED 5
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Protection Portfolios and JCA Linkages
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Air & Missile DefenseI Combating WMD I Protection I

O Active defense : Protection of U.S. forces : OQ Detection and defeat
against air & missile i from the impact of WMD of IEDs at the point
attacks (P & R/D) :  attacks (M, R&D) of attack (P, R&D)

O Active and passive 0 Maintenance of control : QO Active and passive
defenses of U.S. : over WMD and :  defenses of U.S.
space systems and : related/precursor forces, facilities, and
capabilities (P, M, :  materials (M, R&D) 5 equipment against
R&D) _ :  attacks by IEDs and

:d Response capabilities other kinetic means
:  to manage and mitigate : (P, M, R&D)
the consequences of : P
WMD attacks and of : A Active and passive
man-made or natural defenses to protect

BNl T ST disasters (M, R&D) DoD critical

mapped to Force Protection’s i d Prevention of WMD I(gfrﬁsglgg;”e

Tier 2 JCAs: Prevent (P), proliferation (P, R&D) B

Mitigate (M) and R&D. : . : A U.S. nuclear

O Defense crisis weapons security (P,

management (M, R&D) :  Rep)  yncLasSIFIED
6
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STRATEGIC GOALS
AND OBJECTIVES

WARFIGHTER JOINT
REQUIREMENTS

OPERATIONAL
CONSIDERATIONS

Z=mMajor Portfolio Goal and Gap

Influences

GDF/NMS/QDR

» Balanced Portfolio

* Protect against current and future threats
* Prevent proliferation of WMD

» Mitigate by improving crisis management

SWarF/FP FCB/JCIDS

* COCOM IPLs

* COCOM STIPLs, JCTDs

» Warfighter Challenges

* JUONS, DCRs

* CONOPs

* Joint Combat Capability Assessments

e Synchronizing:
Requirements

Programming
Acquisition

» Early/Rapid Technology Development
* Fielding and Sustaining Capability

UNCLASSIFIED 7
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G Capability Goals
s 1 J 1 1 | 1]]ll]l

O Capability Goals

- Goal of Protection is to execute layered comprehensive and
layered protection of the United States and friendly nation
personnel and assets, both at home and abroad. Further,
Protection seeks to provide commanders and warfighters with
the ability to detect, deter, defeat, and/or mitigate attacks on
both combatant and noncombatant personnel, equipment, and
facilities of the United States and/or its designated friends and
allies. The Department will employ protection capabilities that
leverage, complement, and coordinate with capabilities of the
U.S. interagency contributors, state, and local government
efforts, and friendly nation partners. The Department will lead
protection efforts for assigned mission, support protect efforts
of other agencies and enable partner nation protection.

UNCLASSIFIED
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Capability Goals (continued)
s 1 J 1 1 | 1]]ll]l

O Capability Goals

- Protection capabilities development will enhance protection
against kinetic attacks (including WMDs), terrorist threats, and
threats to nuclear weapons security. Improved coordination
capabilities will enable rapid and effective Department
participation in consequence at home and abroad

- The ultimate goal of the holistic approach is to enable Joint
Force Commanders to establish and maintain Integrated
Engagement Space —volumes of space where appropriate
offensive and defense capabilities of the global, regional and
local fights are employed to established/achieve desired effects.
The layered methods use capabilities to attacks threats either on
the ground or in flight, and to mitigate the effects of successful
attacks

Goal to ensure commanders at all levels have the necessary equipment,
technologies, and capabilities to employ both active and passive defense
measures to defeat the threat

UNCLASSIFIED o
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y Protection SWarF Attributes
S I e R

O Effective
— The Joint Force (JF) Must have the ability to bring to bear the capabilities
required to prevent/deter, dissuade, defeat or, if necessary, mitigate the effects of

an attack. The JF must also have a process and capability for obtaining a desired
effect on the enemy that leads to achieving an objective.

O Persistent
— JF components must have the ability to operate and survive within their
environment, providing an enduring ability to achieve effects. This includes,
hardening, use of protective garments to protection from biological and chemical

threats, electromagnetic pulse protection, increased system reliability, and
logistical support.

Q Fully integrated

— All protection component capabilities, to include DoD and interagency

capabilities must be joint, synchronized, and integrated into a focused efforts
with a unified purpose.

O Networked

— Systems must be linked and synchronized in time and space to allow dispersed
forces to communicate, maneuver, and share a common operating picture.

Protection Senior Warfighter Forum (SWarF) attributes provide metrics for solutions I

UNCLASSIFIED 10
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Air & Missile Defense
P, M, R&D JCAs

Desired Operational Capabilities
HEREERRR

Area Future State Attributes
Air Missile Defense Ensure Joint Integrated Air and Effective
Ballistic Missile Defense Missile Defense against cruise and

ballistic missiles Persistent

Fully integrated

Common Operational
Picture

Improved common operational
picture with automatically fuzzed
information from specific sources
or data formats in a multilevel

Persistent

Fully integrated

Surveillance

security network-centric Networked
environment to be able to
evaluate, interpret and predict

Wide Area Air Improved use of wide-area air Persistent

surveillance of systems providing
surveillance to locate, tag, and
track WMD, hostile forces, aircraft,
cruise missile and ballistic
missiles

Fully integrated

Networked

UNCLASSIFIED
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Air & Missile Defense
P, M, R&D JCAs

Desired Operational Capabilities

Area

Future State

Attributes

Detection of small, low
speed, low-altitude
targets

Improved capability to detect
small, low-speed, low- altitude
targets to adequately protect
join maneuver/maneuvering

Persistent

Fully integrated

ballistic vehicles

forces from reconnaissance, Networked
surveillance, and target
acquisition (RSTA)

Discrimination for air and | Reliably provide adequate Persistent

tracking information
(discrimination) for air and
ballistic vehicles

Fully integrated

Networked

Capability to provide time-
critical assessments

Improved capability to provide
time-critical assessment to
permit adequate engagement
decisions (use lethal or
nonlethal capability or continue
to monitor)

Persistent
Fully integrated

Networked

UNCLASSIFIED ,,
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Combating WMD
M, R&D JCAs

Desired Operational Capabilities

Area Future State Attributes
Combating WMD and Improved nonlethal Effective
homeland defense capability for combating

WMD and homeland Persistent

defense missions
Standoff detection of Improved ability to detect Effective
fissile materials fissile materials such as

nuclear devices at standoff | Persistent

ranges

Networked

Standoff detection of Improved standoff detection | Effective
CBRNE of chemical, biological,

radiological, nuclear, and Persistent

enhanced high explosive

(CBRNE) materials Networked
Advanced biotechnology | Improved countermeasures | Effective
threats against advanced

biotechnology threats Persistent

UNCLASSIFIED 13
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Desired Operational Capabilities

Combating WMD
M, R&D JCAs

Area Future State Attributes
Post-detonation nuclear Develop improve post- Persistent
forensics detonation nuclear

forensics capabilities Networked

UNCLASSIFIED
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Desired Operational Capabilities

Protection
P, M, R&D JCASs

Area Future State Attributes
Counter Improved Enhanced protection against Effective
Explosive Devices (C-IED) | IEDs to include detection and
neutralization Persistent
Biometrics and Forensics | Improved identity Effective
dominance/biometrics/forensics | Persistent
to locate, tag, track terrorists Fully integrated
and WMD in denied areas Networked
Force Protection Improved capability to protect Effective
against full array of potential Persistent

threats, including rockets,
artillery and mortar (RAM)
projectiles of advanced cruise

missiles
Critical Infrastructure Improved capability to provide Effective
Protection Critical Infrastructure Protection | Persistent

from terrorists threats and
threats from space

Ground Vehicle Protection | Improved ground vehicle Effective
protection Persistent

UNCLASSIFIED 15
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Questions?

UNCLASSIFIED
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BACKUP

UNCLASSIFIED
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Protection Joint Capability Area Attributes

-.'i";'-‘,-’-._:\_
p N
L D
A o 1
» o F
-

a | Effective. The Joint Force (JF) Must have the ability to bring to bear the

capabilities required to prevent/deter, dissuade, defeat or, if necessary,
mitigate the effects of an attack. The JF must also have a process and
capability for obtaining a desired effect on the enemy that leads to
achieving an objective. This can be measured by:

Ability to limit collateral damage
Degree of achievement of a physical, functional, or mission “kill”

Degree of protection achieved for personnel, physical assets, and
information

Degree of lethal and no-lethal effects inflicted on an adversary for
those capabilities required for the protection mission

Time required from identification of a specific threat to defeat of
that threat

Intelligence gathering: degree of impact and effects of an enemy
threat on friendly forces or non-combatants in the operating area

Quality of and accuracy of information in the knowledge base

Time required to disseminate and obtain or receive required
information throughout the force
UNCLASSIFIED 1s
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Protection Joint Capability Area Attributes
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Q Persistent. JF components must have the ability to operate and survive
within their environment, providing an enduring ability to achieve effects.
This includes, hardening, use of protective garments to protection from
biological and chemical threats, electromagnetic pulse protection,
increased system reliability, and logistical support. This can be measured

by:
« Ability of personnel, physical assets and information systems to
remain effective in the operational environments

- Percentage of mission capability lost, over time, due to adversary
actions

« Time required to restore effective operations after sustaining the
effects of an adversary’s attack

UNCLASSIFIED 19
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Protection Joint Capability Area Attributes
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Q Fully integrated. All protection component capabilities, to include DoD and
iInteragency capabilities must be joint, synchronized, and integrated into a
focused efforts with a unified purpose. This can be measured by:

« Degree of protection achieved by the JFC at Point of Embarkation
(POE) to the Point of Debarkation (POD) and back (force
projection)

« Degree of integration of protection methods incorporated by the
JF

« Degree of integration of interagency and multinational participants
in protection plans

« Degree of integration of mission technology, and forces to achieve
a unified purpose/effort

UNCLASSIFIED 20
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Protection Joint Capability Area Attributes
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O Networked. Systems must be linked and synchronized in time and space to
allow dispersed forces to communicate, maneuver, and share a common
operating picture.

« Time required from receipt of warning to implementation of
protection measures

« Degree of interoperability between actors, including those within
DoD and those involving DoD, Law Enforcement Agencies, and
international players in protection

« Degree to which an accurate presentation of the battlespace is
conveyed to the JF through a common operating picture

« Degree to which information is shared horizontally and vertically
« Time required to identify an enemy threat and provide warning
« Percentage of information exchange requirements met

UNCLASSIFIED 21
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Tier 4/5

Tier 3

Tier 4

Protection in JCA Terms

Prevent (Active Defense)

Prevent Kinetic Delivered Attack
Above surface (IAMD, Counter ASAT)

/

Prevent Non-Kinetic Delivered Attack

Maneuvering
Non-maneuvering
Surface (Installation Defense)
Maneuvering
Non-maneuvering
Sub-surface (Torpedo, MCM)
Maneuvering
Non-maneuvering

Above surface
Surface
Sub-surface

Mitigate (Passive Defense &
Consequence Management)

Mitigate Lethal Effects

Chemical (lethal)
Biological (lethal)
Radiological

Nuclear

EMP (lethal)
Explosives

Projectiles

Directed Energy (lethal)

Natural hazards

Mitigate Non-Lethal Effects

Kinetic munitions
Chemical (non-lethal)
Biological (non-lethal)
EMP (non-lethal)
Electro-magnetic spectrum
Direct Energy (non-lethal)

Tier 2
Tier 3
\
> Tier 4
J
Tier 3
\
> Tier 4

J
UNCLASSIFIED 22
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Protection in JCA Terms
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Tier 2

Tier 3

Tier 3

Tier 3

Research and Development

Basic Research —

-- The ability to conduct a systematic
study directed toward the discovery of
knowledge or understanding of the
fundamental aspects of phenomena and
of observable facts without specific
applications

Applied Research

- The ability to conduct a systematic
study to understand the means to meet a
recognized and specific need

Advanced Technology Development

- The ability to product innovative and
unique components and Prototypes that
can be integrated into defense systems
for field experiments and/or tests in a
simulated “or operational “environment”
to assess military utility” prior to full
development.

UNCLASSIFIED 23
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INTELLIGENCE

Joint Staff/J28 4

Battlespace Awareness
Functional Capabilities Board

SURVEILLANCE

NDIA
6" Annual Disruptive

Technologies Conference
RECONNAISSANCE Mr. John Neri
Northrop Grumman/TASC
Programming & Assessments
JS/J282

15 Oct 2009

ENVIRONMENT
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Overview @k

« Battlespace Awareness Joint Capability Area

Intelligence, Surveillance, & Reconnaissance
(ISR) capabilities
*Environment capabilities

« Capability Drivers

 Desired Capability Needs

e Questions
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The ability to understand

di iti d intenti
well as the characteristics and BA JCA Structure
conditions of the operational

environment that bear on [ e e = B B B E EERI
national and military decision-

K making

-
The ability to conduct activities
to meet the intelligence needs
of national and military decision-
makers.

The ability to characterize and exploit
the meteorological, space and
oceanographic information from the
subbottom of the earth’s oceans up to
and including space .

N
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The Operational Environment

*QOur Battlespace Awareness
capabilities must collect and
analyze all spheres of the
operational environment.

*\Where can Disruptive
Technologies aid in those
spheres that the intelligence
community has shortfalls?

*Socio-Cultural
eUrban Environment
*Financial

*Cyber

T e
_ Information
S . _| B //"’f_\ _ .
ocia " Infrastructure

i} =

~__Economic_

~_ Political
“'\-\._\_\_ _'_’/

-
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Process of Interaction &

eIntelligence Cycle continues
to accelerate as adversary
capabilities advance.

*\Where can Disruptive
Technologies provide our
decision-makers (White
House to the Foxhole) with
an advantage?

*Planning/Tasking
«Collection
*Processing
*Analysis
*Dissemination

THE PARADOX OF WARNING

Friendly Intelligence
Determines Adversary Intention

Friendly Friendl
Intelligence Intelligen!Le

Df;tar_:ts Provides
Indications Warning

Adversary Adopts Friendly Forces
Different Course of React to Adversary
Action Activity

Adversary
Intelligence
Detects
Indications

Adversary
Intelligence
Provides
Warning
Adversary Intelligence
Determines Friendly Intention




UNCLASSIFIED

Needed Capability - Long Enduranc

e Looking for single
platform endurance of at
least 5 days

* Flexible payload: comm
relay, EO/IR, SIGINT,
WAPS, and SAR/GMT]I or ™
combination

e Persistent Surveillance
W|th real time/near real

airspace

UNCLASSIFIED
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Neeeded Capability - Tunnel Detection (8

« CONUS

— 100 cross-border tunnels found
since 1990 |

— 59 tunnels in Nogales, AZ alone

— 24 discoveries by Law
Enforcement Agencies in CY08

=

3.

« OCONUS

— Detainees Tunneling out of
OCONUS Theater Internment
Facilities (T1Fs)

— Enemy Combatants in AF/PAK ¢ &

region heavily reliant on tunnels ¥ * @8

UNCLASSIFIED
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DatagSCDz Collection _&_Analx

¢ Strategic Ievel SCD Joint Urban Operations Battlespace Awareness Operational View 1
analysis for Phase 0-1 § R
planning e

o Geo-spatially referencing
SCD to be available In
AOR, down to tactical
level

e Work through the security
and policy issues
surrounding sharing SCD &z
with NGOs, coalition
partners, other USG
agencies, etc...

>

UNCLASSIFIED
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Needed Capability — Stand-off
Collection/Analysis of CBRNE signatures

- Airborne CBRNE detection to
locate general vicinity of plume

Gas Effluence from
e © duction Center

Long range detectlon

Medium range
Mobile-ground units
to ID production centers

'_ Ll ~ g/\ Medium range

e T
Short range detection/

Short range portable unit
for verification of CBRNE
| production

ection

UNCLASSIFIED
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BACK-UPS
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Collection Sub-tiers (1 of 4)

» Collection — The ability to obtain required information to satisfy
Intelligence needs.

— Signals Collection — The ability to gather information based on the
Interception of electromagnetic impulses, however transmitted.

 Communications Signals Collection — The ability to intercept
and derive information from voice and data communications
passed by radio, wire, automated info systems/networks, or other
el ectromagnetic means.

« Electronic Emissions Signals Collection — The ability to
Intercept and derive information from non-communication
emitter transmissions,

* Foreign Instrumentation Signals Collection — The ability to
intercept data from foreign equipment and control systems.

— Computer Network Collection — The ability to use computer
network exploitation (CNE) to gather data from target or adversary
automated information systems, networks, and data bases.
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Collection Sub-tiers (2 of 4)

. Collection — The ability to obtain required information to satisfy intelligence needs.

—  Imagery Collection — The ability to obtain information from the visible and non-visible
spectrum based on the likeness or visual presentation of any natural or man-made feature,
object, or activity.

. Electro-Optical Imagery Collection — The ability to gather information from a
visual presentation derived from the ultraviolet through far infrared el ectromagnetic
spectrum.

. Panchromatic Collection — The ability to obtain avisua presentation from the
visible spectrum of any natural or man-made feature, object, or activity.

. Infrared Collection — The ability to obtain alikeness or visual presentation from
the Infrared spectrum of any natural or man-made feature, object, or activity.

. Ultraviolet Collection — The ability to obtain alikeness or visual presentation from
the ultraviol et spectrum of any natural or man-made feature, object, or activity.

. Spectral Collection — The ability to obtain data from reflected or emitted radiation
based on the interaction of radiant energy and various materials, using discrete
bands across a wide spectral band width.

. Light Detection and Ranging Collection — The ability to obtain information from
avisual presentation produced from emitted timed pulses of light.

— RADAR Imagery Collection — The ability to derive information from a visual
presentation produced by recording radar waves from a given object within the
radiofrequency spectrum
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Collection Sub-tiers (3 of 4)

Collection — The ability to obtain required information to satisfy intelligence needs.

Measurements and Signatures Collection — The ability to collect finite metric
parameters and distinctive characteristics of phenomena, equipment, or objects.

Electro-Optical Signatures Collection — The ability to collect information on
phenomenathat emit, absorb, or reflect electromagnetic energy in the ultraviolet
through infrared spectrum.

Radar Measurements and Signatures Collection — The ability to actively or
passively collect energy reflected from an object to derive information on radar
Cross-sections, spatial measurements, motion and radar reflectance, and absorption
characteristics.

Geophysical Measurements and Signatures Collection — The ability to detect
phenomena and gather information transmitted through the earth (ground, water,
and atmosphere) and man-made structures including emitted or reflected sounds,
pressure waves, vibrations and magnetic field/ionosphere disturbances.

Radio-Frequency Signatures Collection — The ability to collect information from
radiation transmissions and el ectromagnetic pul ses.

Chemical / Biological Materials Measurements and Signatures Collection — The
ability to gather information to aid in the identification and characterization of
chemical and biological objects and activities.

Nuclear Radiation Measurements and Signatures Collection — The ability to
obtain information derived from nuclear radiation and other physical phenomena
associated with nuclear weapons, reactors, devices, facilitiesand fissile materias..

UNCLASSIFIED
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Collection Sub-tiers (4 of 4)

Collection — The ability to obtain required information to satisfy
intelligence needs.

— Human Intelligence, Surveillance and Reconnaissance Collection —The
ability to acquire information from human resources and human
reconnai ssance assets.

* Interrogation — The ability to procure information by direct or indirect
guestioning techniques.

«  Source Operations — The ability to develop information through the
direct or indirect use and dlicitation of sources.

»  Debriefing — The ability to obtain information through questioning of
cooperating human sources.

« Ground Reconnaissance — The ability to use human resources to obtain,
by visual observation and other detection methods, information about
activities and resources,

« Biometrics Collection — The ability to gather information on an
individual based on measurable anatomical, physiological, and
behavioral characteristics.

* Media Collection — The ability to obtain information from acquired,
seized or open-sourced hardcopy documents and electronic media
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Predicting the Future

It's tough to make predictions, especially about the
future. Some famous technology predictions include:

- “Heavier-than-air flying machines are impossible.”

— Lord Kelvin, 1895
« “Airplanes are ...of no military value.”

— Marshal Ferdinand Foch, 1911
 "Who ... wants to hear actors talk ?”
— H. M. Warner, 1927
« "... (T)here is world market for maybe five computers.”
— T. Watson, IBM Chairman, 1943
* "640k (RAM) ought to be enough for anybody.”
— Bill Gates, 1981

High Technology Army
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Disruptive Technologies

Decade of the 1950’s

Lasers

Atomic Clock

Programmable
Systems
™ ik o

B«
T
. @

WWII Ballistic
Computing/ ENIAC

101409 _Killion_NDIA_DisTech_Final

Today for 2020 and beyond...

Functional Brain
Imaging & Beyond

Nano-
technology

Network
Science

Robotics

Quantum
Computing

Bio-
technology

-_High Technology Army ARMY S&T 3

SCIENCE & TECHNOLOGY




Future Army Soldier—1956

Laminated steel Flltlll'al‘my SOldier —1956
and plaStiC umimhdnull»dphnichllmnl‘:“ Multi-lensed visor
/ Throat

helmet T
Radio transceiver inside helmet / gl o — m I C |’0 h
, phone
) Foxhole digger, a 10-inch bazooka-like .
device carried in a sleeve over the and Ch I n

L e —————— e shoulder blade portion of the armor tunic
Rad I O e > ’ / / / Pocket for cigarettes orparsonal items Strap
transce i ver Plastic armor tunic (zippered 4/ . / Emergency ratiofly
S s A 4P N = N

79 % 4

inside helmet et —
taned points) / - Pocket for
Anmusjtion pouches 7 \ <% 9"; / Respirator mask. C I g arEttes O r
' . \/ Canteen with hand-spade shell p erS 0 n al
Plastic armor NI = —
Plasti /cloak, folded for 2 \ \ o i

items
choker Mm.,,.n7 i ____
¥ : \Aulomllic carbine with

gular first-aid kit F

e e Emergency
: ; I poushes on teet ond roer ; Rations
P |aSt|C armor tUﬂlC d:lll \ ;-:;;zl;oi:;::t
(Zi p p ered on th e Towel and toilet articles Yy 3 Telescopic sight
. in pouch on belt in bac
sides and bottom : s \...mm
Wlth Overlapplng 4 ‘\Fnldmblyoml-hna

shielding at o
fasten ed p0|nts) T T —

—
T | ——————————————— Survival ration

eicomind e imdoces \

Wearing a scientifically designed helmet, plastic armor tunic and ultra-light
equipment, this Futurarmy soldier will move and fight with greater ease and

A m m u n Itl O n efficiency than any other soldier in modern history. The helmet visor will not only
offer added protection but will provide the soldier with night vision and telescop-
p O U C h es ic sight. Manning a variety of missiles and other weapons, this Futurarmy soldier

of the 1970s will be the best protected individual since knights wore steel armor.

38 ARMY B November 2006

"Army Magazine" Vol 56. No.11 p.38, November

" High Technology Army SAERMTYEED@&'!: 4
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Soldier—2020

Monitor Systems Status

Helmet mounted display

Lift Five Tons

Develop new polymers that
produce
force 100 times that of a

natural muscle

Change Functions Immediately

Suit that tailors efficiency for type of
activity -- short sprints or long

Wield Any Weapon

. . distance walks
Variety of manipulators that enable

handling of complex weapons

Power ltself

Walk Into Bullets

Although an exoskeleton could
support heavier armor, a lower
weight solution is in the works

w.. Biomedghanical
‘ ' creation

Run Like an Olympian

Motion similar to the way we walk

Heal Wounds Automatically ;
Sensor and smart suit that would detect ‘f /
!

and treat injuries ‘
: \ soldiers could sit on so that they
Popular Science May 2008 Issue R can be carried out

" High Technology Army TGN 5
101409_Killion_NDIA_DisTech_Final SCIENCE & TECHNOLOGY

Evacuate Anyone

Fold down platform that injured




Major Trends Affecting Future Systems

« Computers will almost disappear and be embedded in everything

« Further advances will be made in light-emitting devices that are
highly efficient and printable

* Very complex robotic systems will be developed to think, learn,
and perform human and non-human tasks faster and better

 Nanotechnology, Biotechnology, and Miniaturization will lead to
major advances in medicine, manufacturing and the environment

* Virtual environments will be indistinguishable from reality
 We will understand how the human brain works

High Technology Army
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Army S&T...
Engine of Transformation
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.ﬂ Ielcordla the elements of success
®

= Developing Secure & Resilient Next Generation
Communications Networks & Services

Prepared for: Telcordia Contact:

John Kimmins

Executive Director/Fellow
jkimmins@telcordia.com
732-699-6188

Disruptive Technologies
Conference

Copyright © Telcordia Technologies



= Qverview

Network & Services Transformations
Security Threats

Technical & Operations Trends
Current Security Approaches

Risk Management Framework

Copyright © Telcordia Technologies 2 # Telcordla-



.= Network Transformation:
Market Drivers

 New Multi-Media Services « Converged Call Control

» Service Based Charging » Open, Standards-based

Network

« Rapid Service Creation « Less Operations Staff

Service

Providers .
» Access Agnostic (e.g.,

« Sell Services, not an mobile, fixed, wireless)

IP pipe Sustainable

Value « Greater User Control

» Services = Value

 Transport = Commaodity * Presence & Availability

Copyright © 2008 Telcordia Technologies 3 # Telcordla-



" i
| the elements of success

Multi-Dimensional Challenge

H
Protocol Layer Axis - .
Information . Functional Axis
Sensitivity Axis Threat Source Axis o
Cyber Application Management
Terrorists
National Presentation
Security Industrial _ ) )
Espionage Session 2010 Time AXis
Corporate
Proprietary Malicious Transport Control 2006
Hackers
Personal Network 2005
Privacy Curious
Kids Data Link 2004
Commercially Dat
Copyrighted dhysical are 2003
Services Public 2002 =
i ) - ; Spatia
Axis Domain Customer Local Wide-Area Aiis
Video Data Privat Networks Access Core Core
rivale  Telephony >
Line
one
Nong Non- Draft
Weak existen] Inexpensive Mature
Research Recession Cost
. : Strong Prototype Effective Interoperable
Competition Axis Lab Test
) ) Robust Exorbitant
Field Trial L Standards Axis
First Customer
Technology Axis # peployment Economic Axis Cost Axis
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Threats Magnified

Interdependencies & Technology Evolution
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check  aTm Federa \g— Offices k| Installations
Processing Reserve = O - ~— :
Center _ :
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; .
| the elements of success

~_ Network Transformation:
End-to-End Infrastructure Security Risks

Application .
Third Party Application Servers
Access » Un-patched
Proxy Servers « Insecure Software Operating
’ Denlgl o Development
SRS Environment

User Device Access
e Worms/Viruses * Man-in-the-
Middle Attacks

Web Servers —
* Inadequate Input
Validation

. IT Servers
Security

Legend

- Core Network

S Access
Applications
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= = Network Security & Resiliency Under Attack

"Take Balad Air Base, for example,” Colonel Fielden said. "A passing ship anchor
cut an undersea fiber optic cable and Balad went from conducting hundreds of
combat sorties per day to conducting tens of sorties a day. What do you do when
communications systems are down? Not much of anything."

A

Additional P Ad%i;itc;nal
/ e Telecom Center(s)
Telecom Center(s) How do you Hotel or

address reduce Data

Undersea Carrier A

Undersea System
Carrier A B

Carrier B

Carrier A

Government

CLS — Cable Landing Station Government

7 7



« = NEeXt Generation Network (NGN) Deployments
How is Security today?

Basic
Baseline security requirements for product vendors are vague
Organizational issues are not fully identified and addressed

Not mature
Security performance and reliability are critical elements and need
to be improved
Signaling and media security are not fully recognized by the market
Integration of security functionality still evolving

Poorly planned and implemented
Implementations inherit traditional vulnerabilities (e.g. Buffer
Overflows)
Security features to enforce stronger security posture (protocol, user
and boundaries) are not uniformly implemented

Need to address both NGN and Legacy Network

Security

8 #= Telcordia.



= Evolving Wireless Networks & Services

Besides handset applications there are new
applications and services infrastructures
emerging
Vehicle Telematics
On-board computers with multiple wireless interfaces

Roadside wireless networks

Vehicle to Infrastructure & Vehicle-to-Vehicle
communications

Smart Grid Energy Management Systems

Networks linking entities and devices (e.g., sensors,
meters) for generation, distribution and usage

Automated smart meter management

Copyright © 20089 Telcor dia Technologies 9 # Telcordla-



= \NIreless Telematics

In-Vehicle System

* In-Vehicle Telematics Architecture
» Applications Software
» Security & Privacy Management

T6|ematics NetWOI’k Vehicle Certificate
Infrastructure Authority System

MVNO Content
Delivery & Service
Hosting

3 /
E Misb

Rating & Customer
Profile Systems

Multi-Mode Access

« DSRC
= * WiFi
w'.mf « WiMAX

* Seamless Mobility
* Secure Mobile IP Sessions

 Integrating Emergency Services /
Crash Notification Routing

Telematics
Service Platform
Web Portal

s S o
\

Diagnostics &
Prognostics

E

Detection/Removal

Potential
Products &
Services

Telematics Portal

Vehicle Communications
& Network Security

Telematics Application &
Software Development

Vehicle Diagnostics &
Prognostics

Service Provisioning &
Support Systems

MVNO Content Delivery &
Application Hosting

ehaving Vehicle

Transportation Research,
Analysis & Modeling




= Smart Grid — What Is It

Transform existing energy services using
communications technology

Remote connects/disconnects
Distribution automation
Customized user services & billing

Components
Business applications — e.g., generation/supply, SCADA,
Usage/demand
Computing/IT — e.g., Servers, Web technology, Smart
agents

Communications Infrastructure — e.g., Home Access
Network, WIMAX, Cellular

Energy Infrastructure — e.g., Smart Meters, Transformers

Copyright © 20089 Telcordia Technologies 11 # Telcordla-



the elements of success |

= [ Nreat Trending

New Targets: Smart phones, STBs, WiFI, Meters, OBESs, etc.

Social Metworking Altncks

W i VWioe- Soaks Topw Hiss Dstrifadion
o - Blased Remole Conbolabie Binjarm fack (hiice)
Wikesprand Amacke | g MM TP To Dishilde ARl

Fentuigues 1o Mummmmm i and ARRcic o [N krasiruciung
Wickespr e Dexsind-0f-Serdce

L Exprutabiv (oo Aacks (AN fgposes)
S T Aqdrmatn Widespiead ARacks
Hgacking Sessiong

Asumated ProbesScars
i Socisl Enginessing Alacks o
e Pracket Spooting

1990 Intruder Knowledge 2008

Coprigte © 200 Caveys Lsbin Levmty

L Oty K ] Ag1ack Tooks
# Email Propagation of Malcious Code
|'5':El’l.'l.|ﬂ!-"-'.lluh'.nl;l,,ﬂ Scarming Techmigues

Attack Sophisti
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= Technical Trends

Web-based applications & services

Mobility with different roaming patterns

New types of intelligent devices

Signaling extended out to user

Multi-media protocols

Third-party software & user interfaces
Hardware and software security components

What Is
Sufficient Security?

Copyright © 20089 Telcor dia Technologies 13 # Telcordla-



« = Security Testing Evolution

Pen Testing Is not sufficient

Trend towards embedding security functionality into software and
hardware with an increasing threat in software/hardware hacking

tools

Protocol Layers

VoIP Application Layer
(Call Managers, SDPs, PSXs...)

/

G v
4 VoIP Protocol Layer N
Signaling Protocols Transport Protocols
(SIP, H323, SS7...) (RTP, UDP, ...)

—/
C )
VoIP Supporting Services Layer
(DNS, NAT, QoS, AAA..)

- /
s ™
OS and Network Layer
(Linux, Unix, Windows, ARP, MAC, IP...)

- y,

Hardware Layer
(Server, SIP hardware)

14

Verify proper operation
through a wide array of
vulnerability analysis tools
and techniques

Intelligent User Devices
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the elements of success

« = Embedded Hardware Security Perspective

Reverse engineering circuit board hardware and firmware

Exploiting on-chip debugging, JTAG, and in-circuit emulator capabilities
Accessing and reprogramming FLASH, RAM, and other storage devices
Stepping, tracing and altering program execution

Monitoring and inserting data on system and peripheral interfaces
Extracting / altering keying material, unit identity and other credentials
Testing PKI functions, such as firmware signatures

Modifying the circuit hardware to add new devices, remove existing
devices, and create new external interfaces

Re-configuring hardware to masquerade as a different system element

Set Top Boxes OBE for Vehicles Smart Meters 3G, ISM Wireless




== QOperational Trends

Primary & Backup NOCs
Foreign based NOCs
Outsourced staff
NOC staff
Software development
Lifecycle security across multiple suppliers
Supply chain risk management
Supplier maintaining equipment
Physical co-location

What Is
Sufficient Security?

Copyright © 20089 Telcor dia Technologies 16 # Telcordla-



. = SUPpPlier Assurance

Need for Visible Risk Mitigation Activities

Address the insertion
of foreign made
COTS into networks
by feasible
architectures,
operations, testing &
procurement
processes

P
el

17

Compaonent yslem
, Delivery S
re —~
Access and
\Ernmpm;tyl?:fﬂ Configuration
Secu Compromised |
i ¥
_ ) Acceptance
—l System Integration s System Installation Testing ™
[ ‘
Custom Integration Vulnerabilities
Software wl
¥ through non-UIS
Vulnerabilities carrlar faciliies
Malicious Code ﬁ
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They all have Problems

Secure Remote Access

Token-based Access

Personnel Vetting

Network Partitioning

Software & Hardware Testing & Analysis
Trusted Source Software Releases
Network Traffic Monitoring

Filtering Inbound and Outbound Traffic
Site Inspections

Physical security assessments

18
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» = RISK Management Framework
Structured Analysis

Network/Service Access Security
User and Device Authentication
Personnel & Physical Access Profiles
User Platform Security
Hardware/Software Security
Management and Services Interfaces
Application Security
Service logic integrity and interfaces
Information Protection End-to-End
Core Network Security
Intra and Inter-Network Security
Communications among systems & entities
Operational security roles and policy considerations

Copyright © 2009 Telcordia Technologies 19 # Telcordla-



. = Holistic Life Cycle-based Security Approach

Broader than IT and Truly End-to-End

Architecture

User & Network
Authentication

Integrity &
Confidentiality of
Signaling and Media

AAA Architecture

Management
Infrastructure

Traffic Separation

Protocol Weaknesses
(e.g. SIP)

Network Resilience

Maturity/Immaturity of
Standards

Service-Level Security

Platform Weaknesses &
Equipment
Shortcomings

Web Application
Vulnerabilities

Security Policy
Enforcement

3rd Party Application
Interface Vulnerabilities

Information sharing
Service Disruption/DoS

Non-Traditional
Vendors

Software Integrity

@) Operations

Monitoring for
Security, Service
Assurance, QoS

Component
Configuration
Management

Vulnerability & Patch
Management

Intrusion Detection &
Response

Maintenance Access
Physical Security

Authentication Key
Management
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Director of Innovation Portfolio

DIRECTOR OF i@

INNOVATION £l ONR

Next Big Thing Disruptive

Swampworks

i s V1 PR VARSI TNI S8 5

Sustalnlng

TechSqutlons
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INP Programs Snapshot

DIRECTOR OF [
INNOVATION &4

e Guidance

— Innovative and game-changing
$1,162M

— High risk, high payoff
. : Planned / Proposed
— Useable prototype available at completion EY09-15

— Deputy PMs from acquisition PEOSs to
facilitate transition

Current
INPs =

PLUS

FEL INTOP

Dist Statement A: Approved for public release; distribution is unlimited. 3



INP Program Status (Current, FY10 New

Start, and FY12 Proposed INPSs)

DIRECTOR OF [§
INNOVATION &
« Naval Aviation Enterprise » Naval Netwar/FORCEnet
Enterprise
— Integrated Topside (FY-16)

— Durable Aircraft
— Large Format Infrared Focal Plane

Systems — Tactical Satellite (FY-10)
— Naval Variable Cycle Engine — Integrated Distributed Electronic
Technology Warfare Capability for

Electromagnetic Spectrum Control

- — SATCOM Vulnerability Mitigation
* Surface Warfare Enterprise Using Multi-beam Phased Arrays

— Free Electron Laser (FY-16) — UV Sentry

— Damage Control Technologies for the
21st Century (DC-21)

— Electric Warships
— Maintenance Free Ships

 Naval Expeditionary Combat
Enterprise
= EM Railgun INP Phase'l (FY-11)

e Undersea Warfare Enterprise — SeaBased Enablers(FY-12)

Persistent Littoral Undersea i\ S RYQupiPase |
Surveillance (FY-12) — Autonomous Aerial Cargo/Utility

System (AACUS)
— Hybrid Heavy Lift Airship

— Ultra Heavy-lift Amphibious
Connector

— Large Displacement Unmanned
Undersea Vehicles

— Supercavitating Weapon

*Programs in Red are existing programs — (End Date)
Dist Statement A: Approved for public release; distribution is unlimited.



SwampWorks Program Purpose

DIRECTOR OF [
INNOVATION &8 =

 To develop and demonstrate newly invented or recently
discovered technologies that address emergent and
enduring operational problems in an accelerated
timeframe.

 To develop prototypes of recent technology breakthroughs
for experimentation to satisfy war-fighter requirements.

e Pilot disruptive and open innovation processes and tools

with the objective of decreasing the time and cost of
producing innovative solutions

Dist Statement A: Approved for public release; distribution is unlimited.



SwampWorks/Experimentation

Program Status (FY09)

DIRECTOR OF ¢

« Surface Warfare Enterprise INNOVATION &%
B?&"aﬂié?rﬁ’ge ratre Srpreonducting  Naval Aviation Enterprise
— Future Naval Maritime Laser Weapon — Fuel Cell Powered Long Endurance UAS
System Electric Warships — Black Dart (UAS project)
— Full Ship Shock Trials (FSST) Alternatives
- '(:J'gg Deck Thermal Management System . Naval Netwar/FORCEnet Enterprise
— SHIPBOARD ENERGY STORAGE (DDG = Maie/Romain Awareness
51 class) — Tactical Satellite (FY-10)
— HYBRID DRIVE DYNAMIC CONTOLS — Transportable Electronic Warfare Module
(DDG 51 class) — Long Range EO/IR/LRF Sensor System
— Advanced Watertight Door Seal
— Emergent Critical Laser « Naval Expeditionary Combat
Enterprise
« Undersea Enterprise — _Operational Adaptation
— Advanced Communications at Speed and — Counter Terrorism Integration
Depth — High temperature flight deck non-skid
— Large Displacement Unmanned Undersea experiment (V-22)
Vehicles Hybrid Tail Cone — Hyper Spectral Imagery Of Littoral Terrain
— Structural Acoustics Detection & ~ . StopRotor UAS

Classification For Shallow Water ASW
— Blue Dart UUV Detection
— Submarine Payload Door Electric Actuator

*Programs in Red are proposed programs for FY10
Dist Statement A: Approved for public release; distribution is unlimited.



TechSolutions Overview

DIRECTOR OF
INNOVATION &

Warfighters

ONR

R Bt

Platforms

Technical Approach Primary S&T Focus Areas

* Solicit operational needs from Fleet/Force members » Naval Warfighter Performance & Protection
* Define solution requirements * Affordability, Maintainability & Reliability

» Develop solutions through NRE partners with » Assure Access & Hold at Risk

Fleet/Force feedback early and often

i, ) Example Products
» Transition solutions to PORSs, F/F, etc.

* Infantry Immersive Trainer (1IT)

* Improved WAF Interface Card

S&T Products _ « Gun Use Monitoring System for Howitzers
* Prototype demonstrations « Sub-Launched UAV (Transition to Flight)

* Testand evaluation results « Portable Acoustic Contraband Detector

Dist Statement A: Approved for public release; distribution is unlimited.



FY09 TechSolutions

Projects by Enterprise

DIRECTOR OF ¢
« Naval Aviation Enterprise INNOVATION &4

— HCO Tower Simulgtoy « Naval Expeditionary Combat Enterprise
— Non-pyrotechnic AR marker — Mobile Modular C2 in MRAP

— Catapult CSV Calculator imagina Throuah Wall
— Tool Room Management System - aging oug AT
— Powered Rope Ascender

— MRT3 Training Keyset
— Talon Robot Battery Replacement
— Naval Expeditionary Virtual Training Environment

o Surface Warfare Enterprise

— EW Target Mapping Toolkit
— AIS Identity Validation Tool
— Defense Against Terrorist Tactics

Undersea Warfare Enterprise

— Solid State Lighting for Subs

— Non-traditional Hull-mount Sensor
— CASS Software Update

—  WAF Output to SMMTT and A-TAS
— Submarine Exercise Treadmills

Naval Netwar/FORCEnet
Enterprise
— none

(NEVTE)
Infantry Immersive Trainer (IIT)

M777 Brake & Shock Sensors
Condition-Based Maintenance for Howitzers

SDV Waterproof Transport Canister
SDV 360-degree Sensors

Enhanced Lightweight UUV (pending)
M203 Indirect Fires Sight (pending)

Provider Enterprise (NAVSUP)

Food Service Management Software Replacement
(pending)

Dist Statement A: Approved for public release; distribution is unlimited.



DIRECTOR OF

INNOVATION Kl ONR

QUESTIONS???

Larry Schuette
Office of Naval Research
larry.schuette@navy.mil



National Defense Industrial Association

Disruptive Technologies Conference

14 October 2009
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Director, Defense Research and Engineering
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Our Guidance

« Defense Budget Recommendation Statement
Secretary of Defense Robert M. Gates, April 06, 2009

reaffirm our commitment to take care of the all-volunteer force
rebalance this Department’s programs

Institutionalize and enhance our capabilities to fight the wars we
are in today and the scenarios we are most likely to face in the
years ahead

provide a hedge against other risks and contingencies

fundamental overhaul of our approach to procurement,
acquisition, and contracting

« Economic Club of Chicago
Secretary of Defense Robert M. Gates, July 16, 2009

What is needed is a portfolio of military capabilities with
maximum versatility across the widest possible spectrum of
conflict

NDIA Disruptive Technologies
10/16/2009 Page-2



DDR&E Imperatives

1. Accelerate delivery of technical capabilities to
win the current fight.

2. Prepare for an uncertain future.

3. Reduce the cost, acquisition time and risk of
our major defense acquisition programs.

4. Develop world class science, technology,
engineering, and mathematics capabilities for
the DoD and the Nation.

NDIA Disruptive Technologies
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The Challenge Space

UNDERSTAND THE LANDSCAPE

Changing
World Do_D_ _
Capabilities
Dynamic » DoD IIBn(f;:ISues.trml

Threat Space

funded DoD Core

Technologies

Evolving

Teenral
eCnnotogy INVEST WHERE WE MUST

LEVERAGE EVERYTHING ELSE
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“We need to detect IED’s at range... | am willing to test technologies in the field...
We need persistent communications on the move...”

“I need the 70% solution today, rather than the 100% solution in 5-8 years...”

“...we are concerned about our technological edge against a near peer
competitor...”

“It took us 10 years to get to the Moon, we are 8 years into our research efforts for

defeating IED's...we need to find a solution to reliably detect and defeat IED's at
range...

“llike the 1 year acquisition cycle rather than the standard 5-8 year cycle, get the
prototypes into the hands of the warflghters turn the feedback into a quick
redesign and deliver relevant capability now..

“Often times we fail due to shortage of imagination...”

NDIA Disruptive Technologies
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The Big Three

Innovation
Speed

Agility

NDIA Disruptive Technologies
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Perspective
for the Next Decade

1950 1960 1970 1980 1990 2000 2010 2020

A
Desert Storm _
Cationa N Sl rregular/ybrid
Security Collapse of Warfare
Soviet Union
Challenges
Satell CAISR Precision Human Terrain
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