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Abstract

This report considers a coherent (instead of noncoherent) modulation such as an M-ary
phase-shift keying (MPSK) and M-ary quadrature amplitude-shift keying (MQAM) for a slow
frequency hopping (FH) spread spectrum (SS) system because, recently, coherent modulation
has been the candidate for a future satellite FH waveform [19]-[22]. Then, the PI found an exact
symbol error rate (SER) expression for the FH system under partial-band tone jamming (PBTJ)
and Rician fading environments through analysis. In addition, the PI studied the optimal
weighting coefficients for each hop interval to minimize the SER. Furthermore, the PI derived an
implicit expression of the optimal PBTJ fraction ratio, which maximizes the SER of the FH
system and compares the analytical results with the numerical results for verification. The results
shown here can be useful for the design of future efficient game theoretic FH satellite and mobile
communications systems when a coherent FH modulation is employed under severe fading as

well as severe PBTJ environments.
Index Terms—Frequency hopping, spread spectrum, coherent modulation, Rician fading,

partial band tone jamming, and symbol error rate.
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1. SUMMARY
The PI achieved the five objectives stated in the original proposal during the period from
December 15, 2014, to December 14, 2015, by doing the following:

e Conducted research into an anti-interference physical-layer strategy that leverages spread
spectrum (SS) communications to be more robust, reliable, sustainable, and energy-
efficient than existing ones.

e Determined whether the proposed novel approach is feasible in a SS satellite
communications system by modeling a system controller (SC), a satellite transponder,
and a terminal, as a transmitter, an amplify-and-forward (AF) relay, and a receiver,
respectively.

e Proved the proposed concept through simulation.

e Evaluated the merits and disadvantages of the proposed strategy by doing the following:
(1) comparing the bit error rate (BER) performance with those of existing schemes in the
presence of multiple access (MA) interference signals, (2) computing the computational
complexities, and (3) addressing feasibility and compatibility of the proposed scheme
with existing schemes.

e Recomputed and replotted all numerical results in the performance report and corrected
all programing errors. Extended the obtained results from a single input single output
(SISO) communication system to a single input multiple output (SIMO) system to
achieve beamforming (BF) during the research period from September 2, 2015, to
December 15, 2015.

These achievements have led to the application for a U.S. patent disclosure: Hyuck M. Kwon

and Khanh Pham, “System and Method for Generating Exact Symbol Error Rates of Frequency-

1
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Hopped Signals,” U.S. Nonprovisional Patent Application No. 14/926,746, Attorney Docket No.
47674, filed on October 29, 2015. These achievements are summarized in this final report, and
the content will be disclosed through peer-reviewed journal and conference proceedings
publications.

In the PI’s performance report written on September 1, 2015, the Pl requested not to pursue
the following objectives, as stated in the original proposal, because a frequency hopping spread
spectrum (FHSS) system with coherent modulation has recently been the candidate for a future
protected tactical satellite waveform instead of the direct-sequence code-division-multiple-access
(DS-CDMA) spread spectrum (SS) waveform:

e To investigate a novel, unique, simple, and anti-interference approach for SS systems so
that the proposed research would be applicable to a general communication system, and
also to design a pair of channel state information (CSI)-dependent time-domain beam-
forming (TDBF) vectors that can be used at a transmitter and a receiver (called pre- and
post-coding vectors) for an FHSS system.

e To investigate the pseudo-noise (PN) sequence time synchronization performance for a
DS-CDMA SS system, using a pair of CSl-dependent PN spreading/despreading
sequences that are obtained with the proposed research principle.

The PI continued to investigate more interesting and practical problems after his 2015 Air
Force Summer Faculty Fellowship Program (AF SFFP) related to future FHSS satellite
communications systems, such as robust FH pattern designs with higher energy efficiency
against intentional jamming signals, i.e., a lower SER at a given bit-energy-to-noise power
spectral density ratio than existing FH patterns. The achievement has also led to another

application for a U.S. patent disclosure: Hyuck M. Kwon, Matthew Hannon, and Khanh Pham,
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“System and Method for Channel Statistics Dependent Frequency Hopping,” US Nonprovisional

Patent Application. No. 14/926,833, Attorney Docket 47675, Filed on October 29, 2015.
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2. INTRODUCTION

In today’s fast-paced world, connectivity is of prime importance to everyone. It is not only
necessary to be connected to everyone, but faster access of data through the cloud or any other
medium is imperative. Various techniques have been proven to deploy a fast and efficient
network. Technologies such as wideband-code division multiple access (W-CDMA), high-speed
downlink packet access (HSDPA), long-term evolution (LTE), and LTE-Advanced have been
popular for high-speed mobile communications [1]-[3]. But the question to ask is whether or not
the connection to the network or other users would be secure.

Due to various malicious activities, such as jamming and eavesdropping, it is vital to have an
error-free and secure transmission. Eavesdropping is a very serious issue since the user’s privacy
can be in jeopardy and result in an enormous loss of information. One of the most effective
jamming attacks is partial-band tone jamming (PBTJ) or partial-band noise jamming (PBNJ) [4],
[5]. Both are similar, and the PBTJ is more effective but can be exposed to friendly users more
than PBNJ. This paper considers PBTJ, which reduces system symbol error rate (SER)
performance and degrades throughput efficiency by reducing the effective signal-to-noise ratio
(SNR) of the user. A successful solution to this issue can be addressed by moving into the 2.4
GHz frequency band, where spread spectrum communication operates [6]-[8]. Spread spectrum
communication is a vital technique for establishing secure connections among various
applications including the military as well as commercial mobile communications [9].

Some of the most commonly used military radios that make use of frequency hopping belong
to the joint tactical information distribution system (JTIDS), multifunctional information
distribution system (MIDS), and single-channel ground and airborne radio system (SINCGARS)

[10]-[12]. The preference of operation is given to frequency hopping (FH) spread spectrum

4
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communication because it is difficult to intercept messages due to the presence of a pseudo
random sequence key generation in transmission security (TRANSEC) in every message [13].

Because of this advantage and because the future military satellite waveform considers a slow
FH, this paper studies slow FH communication in the presence of a PBTJ jamming scenario.
Here, a slow FH means multiple symbols transmitted per hop. Again, the existing FH pattern
design employs both a hopping keystream and a time permutation keystream for resistance to
jamming and detection. The entire hopping spectrum is uniformly occupied over a large number
of hops. Hence, we assume a random FH pattern, which is good, in order to cause a low
probability of detection. However, the probability of a hit by a single-tone jammer for the random
FH pattern is high such as 1/Ny, where Ny denotes the total number of frequency positions in the
entire hopping spectrum. Once a desired narrow band signal is hit by a tone jammer with
sufficient jamming power, half of the symbols in the hop are likely to be in error for a binary
modulation. If a jammer has sufficient power, then it can generate multiple tones instead of a
single tone. This is why we consider PBTJ and want to determine the optimum (i.e., the worst
case) PBTJ fraction ratio for a given jamming power constraint.

Between late 1970 and early 1990, FH communications systems under various types of
jamming have been studied [14]-[18], considering noncoherent modulations such as M-ary
frequency-shift keying (MFSK) and M-ary differential phase-shift keying (MDPSK). For
example, in [17], the authors presented a method for calculating MDPSK error probability in
PBTJ and additive white Gaussian noise (AWGN). Also, Rician fading was considered. In [18],
the author studied fundamental limitations on repeater jamming of frequency-hopping
communications. In the literature, the Chernoff upper bound was frequently used for the bit error

probability derivation due to the difficulty in getting the exact error probability.
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It has been known that a coherent modulation such as an M-ary phase-shift keying (MPSK) is
more bandwidth efficient than a noncoherent modulation such as an MFSK. The reason why the
coherent modulation such as M-ary phase-shift keying (MPSK) was not employed for the FH
system in those days was because of implementation issues, such as a frequency-ringing problem,
which occurred whenever a frequency was hopped to a new frequency.

Today, these implementation technologies have improved, and MPSK has been considered for
future satellite FH systems to achieve bandwidth efficiency over the noncoherent MFSK
modulation [19]-[22]. However, there has not been an exact symbol error rate (SER) analysis of
FH/MPSK under PBTJ and Rician fading. This is the main motivation of this paper. This paper
presents an exact SER of the FH/MPSK under PBTJ and Rician fading using the moment
generation function (MGF) and the Craig’s formula [23]-[26]. Numerical SER results of the
FH/MPSK under Rician fading and PBTJ are presented. The analysis in this paper can be
extended for other coherent modulations such as M-ary quadrature amplitude modulation
(MQAM), other mobile fading environments such as Nakami and Rayleigh, and other jamming
such as PBNJ without difficulty. Optimal weighting coefficients for each hop interval are also
considered. Furthermore, the optimal PBTJ fraction ratio is derived and compared with numerical
results.

Before moving to the system model section, we would like to mention an effective alternative
robust FH system with noncoherent detection in [9, pp. 545], [27], which shows a performance
close to that of a coherent system, even if it employs noncoherent, nonorthogonal continuous-
phase frequency-shift keying (CPFSK). This CPFSK FH is practical and useful for future satellite
communication systems for the following reasons: (a) it does not require any pilot symbols and

reference symbols for coherent phase tracking and channel estimation after every frequency hop;
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(b) the probability of interference by PBTJ is lower than that for conventional MFSK due to the
compact signal band occupancy; and (c) it shows bit error rate (BER) performance with negligible
degradation in SNR, compared to that of a coherent FH system. These advantages of the CPFSK
FH in [9], [27] can be provided by employing bit-interleaved coded modulation (BICM), iterative
turbo decoding and demodulation, and channel estimation, although it employs noncoherent
detection [28].

This current paper can also apply the same principle of BICM to the coherent MPSK FH
presented in [19]-[22] and improve the BER significantly, as was done in [9], [27] against fading
and jamming with iterative turbo decoding and demodulation, and channel estimation. It is
expected that the number of pilot symbol or reference symbols can be significantly reduced from
those required for MPSK FH with no BICM, or completely removed, as demonstrated in the
coded direct-sequence code division multiple access (DS-CDMA) system study [29]. The current
paper focuses on the physical layer design without considering the BICM for the following
reasons: (a) it is beyond the scope of this paper; and (b) the BICM structure has not been
determined yet for the future MILSATCOM system in [19]-[22]. This task will be performed in
the future.

Results in this paper can still be useful for efficient FH satellite and mobile communications
system designs when a coherent MPSK FH modulation is employed under severe fading as well
as a severe PBTJ environment. Specifically, the numerically obtained results can be useful for the
future protected tactical satellite waveform design [19]-[22], which may employ the game theory
between desired users and jammers. The game theoretical analysis is not included in this paper
because it is beyond the scope of this paper. Also, no error-correction coding is considered, and

only uncoded physical layer SER results are presented here. For a given error-correction code, the
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overall decoded BER performance can be computed using the uncoded SER analysis in this
paper, if the coding and modulations are separated.

The rest of the paper is organized as follows: Sections Il describes the system model. Then,
Section 11l presents an exact SER expression of the FH/MPSK under the AWGN, PBTJ, and
Rician fading. Section IV finds an expression to determine the optimum PBT]J fraction. Section V
shows numerical results, and Section VI concludes the paper.

Notations: The upper-bar, e.g., X, denotes the average value of a random variable X; E[X] also
denotes the expectation or average of a random variable X; the bold lower case, e.g., x denotes a
vector; x denotes the transpose of vector x; ||x|| denotes the norm of vector x; and |x| denotes

the magnitude of a complex number x.

3.0 METHODS, ASSUMPTIONS, AND PROCEDURES

The entire FH spectrum is divided into Ny number of channels operating at frequencies f3, -+,

and fy .. All channels are independent of each other and have a hop interval denoted by 7. One

data frame consists of L, number of time hops. Since a slow frequency hopping is considered, N
multiple symbols are transmitted per hop. For example, Fig. 1 shows an FH/MPSK of Ny =3
frequency channels, L, = 2 time hops per frame, N, = 2 number of symbols per hop, and N, = 2
number of MA users sharing the entire FH spectrum. Fig. 1 is shown just for an illustration

purpose of the FH/MPSK notations, and the practical parameters are different from these.

(}‘) (t), where the superscript £ denotes

The transmitted signal for the 4-th user is denoted by s;
the user index, and subscripts i and ; indicate the symbol index and frequency index in a hop,
(1

respectively. In Fig. 1, user 1’s signals are sl(i) (t) and s,;’(t) for the hop 1 interval, and sg) )

and s (t) for the hop 2 interval, and user 2’s signals are s2)(¢) and s$2)(¢) for the hop 1

8
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interval, and 51? (t) and sz( (t) for the hop 2 interval. Without loss of generality in analysis,
consider that user 1 uses frequency f; during hop 1. The transmitted MPSK signal by user 1 can

be written as
511)(t) = Ag(t)cos[ i )] cos[2mfit] — Ag(t)sm[ )] sin[2nfit],i=1,--,M (1)

where 0 <t < T, A is the amplitude of the signal, g(t) is the waveform shaping filter, e.g., a

root raised cosine filter (RRC), and i denotes the transmitted symbol out of M possible symbols.

S () s () s s (1)
f.'{ .- + ————— : : :
0 st
f‘! .- P -— . + - e Em l
sV ss(t)
h 2 -
| a
t i i et
0 T, Ty = 2T, T, = 3T, 2T}, = 4T,

Figure 1. Hopping patterns for N,, = 2 users, N;= 2 symbols/hop, N = 3 frequencies,
and L, = 2 time hops per frame.

Rician fading is assumed with channel coefficient h; = |h;|e/%t, where |h,| and 6, are the
Rician amplitude and the uniformly distributed angle of h,, respectively [25]. It is also assumed
that the transmitter is constantly under attack by PBTJ. The PBTJ signal j(t) during the first

symbol, first hop interval (0 < t < T}) relative to user 1’s signal is written as

i@ = {\/EA]COS[ZOTEflt +@,] ifuserl’s siglnal is jammed )
else

9
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where 4, is the amplitude of the jamming tone signal, and @, is the jamming signal phase with
uniform distribution @;~(0,27m).

Fig. 2 shows the receiver block diagram for user 1, hop 1, FH frequency f;, and symbol 1.
The received output signal from the band-pass filter (BPF) is multiplied by a receiver post
processing gain a if a single antenna is employed or a receiver spatial domain beam-forming
(SDBF) vector a = (al,---,aNT)T if N, number of multiple antennas, are used. We assume a
single antenna receiver and Rician fading with channel efficient h;, which can be estimated
through the inserted pilot or reference symbols in a frame [19]-[22]. Then, we can set a; =
a,e791 because of the available channel state information and can choose a, to maximize the
received signal-to-jamming plus noise power ratio (SINR) y. The BPF and post-processing signal
can be written as

r(6) = [hasiP(©) + 1(0) + (0 |ay = Ihylays( (©) + 1 (Dare 7o +ny (e 7%, (3)
Then, the received signal r(t) is down-converted in frequency to in-phase (1) and quadrature-
phase (Q) baseband signal components using two orthonormal basis functions, @, (t) and @,(t),
and passed through the filters matched to the RRC waveform-shaping filter g(t). Then, samples
are taken of every symbol interval at each I and Q branch. In the rest of this paper without loss of
generality, the subscripts used for user 1, symbol time 1, hop 1, and frequency f; are dropped.
This is because we assume an independent symbol-by-symbol decision.

Let r; and r, denote |1 and Q branch samples, respectively for the user 1 signal. Let r =
(r, )T, s =(s1,5)7, j= ()", and n= (n;,n,)T denote the received signal, the
transmitted signal component, the jamming signal component, and the noise component vector,
respectively. Here, r; = (r(t),®;(t) ) is an inner product of r(t) and @;(t), which is the

projection of the received signal into the base function @;(t), i = 1,2.
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(4)

ni(t) () ay = ayexp(—jby)
)O )O > BPF —)®—> it)
Ry () = |hle?® s (t)
Matched Filter
™
%@ > H(T« — t) > Sample every T, >
1\:'.7 9 I.' 5 Find
o(t) = \/ E:}{f]:rn 7 fit)dt r= K VL_ r(t)g(t)cos(2m fit)dt the - m;
constellation ;
.,.(f) I-_“ ) ;mim‘
gl 2 R
da(t) = | —=—g(t)sin(2r fit)dt rp = / [ —r(t)g(t)sin(2m fit)dt weih
V rq \ P mrnmum
\l/ Matched Filter )
ro distance
;(Eg) ; g(T, — j;) > Sample every T, )
Figure 2. Receiver for user 1, hop 1, FH frequencyf;, and symbol 1.
The received signal vector can be written as
_ {Ihllals +aqj+an  if jammed
B |hilas + an if unjammed’

Hence, the received SINR or signal-to-noise power ratio (SNR) y, depending on the jamming

conditions, can be written as

E[lllhilassl?] _ (rqlay)?Ps
Elllagj+ainl2] — (a1)?(Pj+Py)
E[|||h1|a1s||2] _ (|h1|a1)2P5
E[lainl2] —  (a1)?Py

where Pg = E[||s]|?],

if jammed

()

if unjammed

= E[|ljll*], and Py = E[||n]|?] denote the signal component, the

jamming component, and noise component powers, respectively. We assume in (5) that the

11
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jamming signal phase @, is equal to the desired signal phase for the worst case consideration. In
addition, in (5) we assume the PBTJ as a PBNJ for simplification and the same jamming power is
simply added to the AWGN power. By applying the Cauchy-Schwartz inequality to (5), (i.e.,
[(x, y)|? < ||x]|2|ly|I? with “=" if and only if x = cy for any constant c), the maximum y can be

achieved when a, is proportional to |k, |. Hence, we choose a; as

[l o
JP]i—Pﬁv if jammed
(6)

[hq]

TPy

a1=

if unjammed.

Note that (a;)? in (5) can directly cancel each other in the numerator and the denominator.
However, when the receiver employs M, number of multiple antennas, the terms (|h;|a;)? and

(a,)? used for the single-antenna case in the numerator and denominator of (5) will be changed to

(Zﬁrllhilai)z and Y37 a?, respectively. Therefore, the Cauchy-Schwartz inequality will be

[ ARl
useful to determine the optimum weighting vector a = (a1, ***»  am,)T, which is proportional
to the channel magnitude vector hyq, = (lhel, -, |hMT|)T. Then, when the optimum
weighting vector is used, the maximum instantaneous SJINR or maximum SNR can be written as

(In1D)?Pg

By if jammed ,
ymax - (lh |)2PS ( )
;— if unjammed.
N

Here, the noise component power can be written as
Py = NoB = No/Ts. 8
This is because the signal channel bandwidth B is approximately equal to 1/T,. Let W denote the

entire FH spectrum bandwidth. Then, W = N¢B. And the PBTJ power per tone can be written as

P P N B N
P 42 Jtotal J.total J J 9
J J Number of PBT] tones in W w B BT ( )
BB s
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where f denotes the jamming fraction ratio, 0 < < 1, and N, denotes the equivalent jamming

power spectral density, which is

p ota
N, = Datotat (10)

Assume a random FH pattern in this paper. Then, the jamming fraction ratio g is equal to the

probability of a frequency tone being jammed. This is because

Number of Tones Jammed by PBT] __ B

Pr(A signal tone is jammed by PBT] ) = Total Number of Tones w =B (11)

B

Hence, ypq, i (5) can be rewritten as
[ (riD?Ps (Ih1D?Es (I, )? oo .

N\ = N = - if jammed with prob.p

¥ — (E-I-NOT_s) (7+N0) (ﬁEs/N]+Es/No) (12)
max (haD?Ps _ (IhsDEs o d with prob. (1
Mo T Mo if unjammed with prob. (1 — f).

The purpose of PBTJ is to minimize SINR y, whereas the purpose of receiver beam forming (BF)

is to maximize y. We can consider the min-max problem as

ming o<p<1 MaXq, 0= ¥(as, B). (13)

3.1 EXACT SYMBOL ERROR RATE ANALYSIS

For a given instantaneous SNR or SINR y, the exact SER of FH MPSK under PBTJ and Rician

fading can be obtained using Craig’s formula in [25], [26] as

1 [(M-17/M -
REl) =2 [ exp | 2] do (14)
where
— ein2
g = sin® . (15)
13
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The average SER of FH MPSK over Rician fading and the jamming state random variable J can
be written as

P(E) = By [REly, D] = Ey [P(Ely).] = 1)]|PrlJ = 1] + Ey [P (Elyn,J = 0)]Pr[] = 0] (16)
where ] =1 and J = 0 denote the presence and absence of PBTJ, respectively, at the desired
signal tone, hop, and symbol times of interest; hence, Pr[] = 1] and Pr[] = 0] would be 8 and

(1 — B), respectively. And the SINR and SNR are written, respectively, as

(lh1)?
v = ﬁ (17)
ﬁEs/N] Eg/Ng
and
(Ih11)2E
YN = lN—OS (18)

Note that both y; and yy are Rician fading. Also,
Ey [P (Elyp.] = 1)] = [ B(Ely.] = Dpy, (v))dy,

M-Dm/ M-Dm/
T exp [SEE dowy, (), = LIV T ex [

2y, (v))dy,d9

sznz(b

M-1)m/ o .
= nfoM o M 0 exp [san(Z)] p)/] (]/])d]/]dQ) - _f nr MMY] (sing¢) a9

- -k 7
= lf(M Vn/M (1+K) exp[ sinZg!/ ld(z) (19)

_ 0 (1+K)+Si7‘fz®)7]
where M,y (s) is the MGF of y;, i.e., My, (s) = E,, [eSY7]. From [24], [25], the MGFs for various
fading environments can be written as follows:

a) For Rayleigh fading,

MVI (si;tg@) - (1 + s?n?z]@)_l' (20)

b) For Rician with factor K,

- 1+K)sin?¢ -Kgy
My](.g)= (A+sin'0 exp[ il _]. (21)

sin2@ (1+K)sin2@¢+gy; (1+K)sin?@+gy;

14
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c) For Nakagami-m fading,

-9\ _ gry \™
MVJ (sinz(z)) - (1 + msinz(z)) ) (22)
Our results are applicable for other modulations by modifying (14) and other fading environments

by finding the corresponding MGF for the other fading. For example, the exact SER of a

rectangular MQAM modulation can be written as

2
P(Ely) =1 - <1 -2 o(V3y /01 - 1))) =1-(1-

2(WVM-1)1 (m/2 3y/(M-1)
G wdo exP[ 25in?0 ]dw) (23)

where y is the instantaneous SNR under fading but the averaged SNR over all possible M-ary
constellation points for a given fading coefficient. Substituting (23) into (14), we can find the
exact SER of the FH MQAM under PBTJ plus Rician fading as we have done for the FH MPSK.
Therefore, we present only the Rician fading and MPSK modulation case in the remainder of this
paper.

In (19), we need to calculate the average SINR y; over the Rician fading under the PBTJ

condition as

V) = Ejny 2

( 1(|h1|)21 )]z( . 1 . )E|h1|2[|h1|2]- (24)

BEs/N Es/No BEs/N] Es/No
The Ep, 2 [1h,]?] can be computed using [9], [24], [25] as

E\n [lh]?] = o\m/2 L1/2(_52/20'2) = ay/m/2 L1/2(_K) (25)
where 202 is the non-line-of-sight (NLOS) component power, s? is the LOS component power,

and K = s?/ 202 is the ratio of the line-of-sight (LOS) over NLOS component power called the

Rician factor. Here, the L, ,, (x) is the Laguerre polynomial, written as

15
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Lip@) = 2 [(1 =)l () = x1: (F)] (26)
where I,(x) and I, (x) are the zeroth order and the first-order modified Bessel function of the first

kind, respectively. Assume o2 = 1 without of loss of generality. Hence,

Elh 12 AR =oym/2 L1/2( 52/202)_\/”/ L1/2( K)

= Jr/2 e K/? [(1 + K)I, ( ) +KI, ( )] 27)
T —_—— ey YV [(1 + Kl (5) + K1y (5)] (28)
(m+Es/No) ? 2

Substituting y; into (19), we can find an exact conditional SER of the FH MPSK given a PBTJ
condition.

We repeat (19) to (28) to obtain the conditional average SER under no-jamming as

E,y|P(Ely.] = 0)] = [" P(Elyn.] = 0)py, (ra)dyn

_ 1 MmM-Dn/M (1+K) il ,‘fza,)_’w

T on fO (1+K)+ 20]/1\, €Xp I(1+K)+ ZQVNl dg (29)
where

= _Es -K/2

v = NO\E [a+K1(5) + KL (5)] (30)

Therefore, the overall averaged exact SER of the FH MPSK under PBTJ and Rician fading can be

written using (16), (19), and (28)—(30) as

= 1 (M-1)7/M (1+K) ‘K#VI
RER =f" " mexp[ 5 7]d@-ﬁ
)

(1+HO+= a+K0+=2,

1 (M-Dn/M  (14K) ~K=%7N
ta e dg-(1-— 31
”fo A+ + 757N P [(1+K)+Sm2®le 0-(1-5) (31)

The average SER for a given jamming fraction ratio £ can be rewritten by substituting (28) and

(30) into (31) as

16
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1

(1+K)A sm2(25< 1 1 > m/2e 2[(1+K)IO( )+K11( )]

BEs/N; Es/No

= 1 (M-1)n/M (1+K)
P (EIR) == [ " { :

g 1
—Ksin2®< . )n/e 2[(1+K)10 +1'<11 ]
ﬁEs/N] ES/NO
* exp

\(1+K) szg( - E - )n'/e 2[(1+1f<)10 +1'<11 ]/

ﬁEs/N]+ES/NO
g -
1 ((M-Dm/M_(1-B)(A+K) Kz
tr fo (A+E)+ 7257 N exp [(1+K)+S“f2 N 0. (32)

The averaged bit error rate of the FH MPSK under PBTJ and Rician fading for a given

jamming fraction ratio £ can be obtained using (32) as

Py(EIB) ~ P.(E|B). (33)

(M)
Here, we assume Gray encoding so that the neighbor signal constellations are only one bit
different from the desired symbol constellation point.

For a special case, consider only AWGN and PBTJ. Then, the Rician factor K becomes co.

So, the exact SER of the FH MPSK under AWGN and PBTJ can be written as

PEIR) =2 [ M exp |- —Loyy|do- (1 - ) + 2 [T M exp[- Ly |do- B (34)

sin2@ sin2¢

where SNR yy = Es/Ny and SINR y; = from (12). Thus, the first and second

(BES/N]+ES/N0)
terms of (34) represent the exact SER when the signal is not jammed with probability (1 — 8) and

jammed with probability g, respectively.

3.2 OPTIMAL TONE-JAMMING FRACTION

The optimal jamming fraction B, which maximizes the average conditional SER P,(E|f), can

be numerically found by taking the derivative of (32) with respect to g for a given set of

17
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parameters, such as Es/N;, Es/N,, and M, and Rician fading factor K. The optimal £ should

satisfy the following equation:

1 ((M-Dr/M (1+K) —Kﬁﬁ
;fo A+K)+—2—y Xp A+K)+=2-y o
sin2g! N sinZg! N
_ lf(M—l)rt/M -9V N sin?@(1+K) -Kgv;
T Yo B(1+K)sin20+g7 ;B (1+K)sin?@+g7;

g7,-sin2¢-(1+l<)(N0K+ﬁ;TK)+(1+K)2-sin4®-(Noﬁ+N,)l 0

g7 j+(1+K)-sin?¢

(35)

The left term of (35) is the derivative of the second term on the right-hand side of (32), and the
right term of (35) is the derivative of the first term on the right-hand side of (32). Using Newton’s

method, we can solve the optimal beta using (35).

4.0 NUMERICAL RESULTS AND DISCUSSION

Figure 3 shows BER versus Eg/N, with PBTJ fraction § in percentile as a parameter for a
given E;/N; = 5 dB, given small Rician factor K = 0.1, and given quadrature hse shift keying
(QPSK) modulation. Observe that when there is no jamming, the BER curve is close to the BER
of Rayleigh fading. This is because Rician factor is small; K = 0.1. Also observe that the
optimum (i.e., worst) jamming fraction is 100 percentile.

Figure 4 shows the BER versus E;/N, in dB for QPSK under Rician of factor K = 0.9,
E;/N, =10dB, PBTJ fraction g = 0.1 with MPSK as a parameter. Observe that even the
jamming power spectral density is 10 dB smaller than the symbol energy as E;/N; = 10 dB, the

BER is unacceptably high for all modulations.

18
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Figure 5 shows the BER versus PBTJ fraction g for binary phase shift keying (BPSK) under
Rician fading of factor K = 0.1, E,/N, = 10 dB with E}, /N, as a parameter in dB. Observe that
the optimum fraction 5 is 1 for all E,,/N;. This is an interesting result. If the LOS is small, then
the channel becomes almost completely subject to Rayleigh fading. Then, the worst jamming
fraction is 1. If the PBTJ jammer is aware that the communicators are under a Rayleigh fading
environment, he would use a broadband jamming strategy.

Figure 6 shows the corresponding BER versus PBT]J fraction g for BPSK under Rician fading
of a strong LOS component case with K = 5, using (32) and (33), E,/N, = 10dB with E, /N,
as a parameter in dB. Observe that the optimum jamming fraction can be less than 1 when Ej, /N,
is high. For example, the PBTJ has an insufficient jamming power such as E, /N, = 5 dB, the
optimum jamming fraction is 0.1.

Figure 7 also shows BER versus PBTJ jamming fraction g with Eg/N; as a parameter, using
(34) for no fading but under AWGN and PBTJ, for a given E,/N, = 10 dB and for BPSK
modulation. Again, observe that the optimum jamming fraction can be less than 1 when E}, /N, is
high, i.e., the total available jamming power is insufficient. For example, if the PBTJ has an
insufficient jamming power such as E}, /N, = 5 dB, the optimum jamming fraction is 0.3.

An important observation can be made in Figs. 3 to 5 that when NLOS is dominant, e.g.,
Rician factor K is very small such as 0.1 or 0.9, the fading channel becomes Rayleigh dominated,
and the BER worsens as the PBTJ fraction £ increases. Thus, the optimum jamming fraction
would be 1. In other words, wideband PBTJ is more effective against the desired user than
narrowband PBTJ. This may be because when there is no LOS or weak LOS components in the
fading, the received signal spectrum can be more spread over in the signal bandwidth than a

Rician fading channel of a strong factor.
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However, as shown in Figs. 6 to 7, when no fading but only AWGN and PBT]J are present in
the system (in other words only the LOS component is present with K = o), or with Rician
fading of a strong LOS component having K = 5, the optimum PBTJ jamming fraction becomes
smaller than 1 as E,/N, increases (i.e., as jamming power gets weaker). For example, the
optimum beta is around 0.3 in Fig. 7 when E,/N; = 5dB, E,/N, = 10 dB, and BPSK is used
with no fading. And the optimum beta decreases from 0.3 to 0.08 when E, /N, increases from
5dB to 10 dB. Hence, a narrower PBTJ would be more effective than a wider PBTJ when the
jamming power gets weaker for the AWGN or for the AWGN plus Rician fading of a strong LOS
component such as K =5 and PBTJ channel. The optimum beta shown in Fig. 7 agrees with
those obtained through numerical searches using (35).

These observations can be useful in the game-theoretic, protected, tactical waveform design
[19]-[22]. For example, when a soldier is located in an NLOS environment, then the jammer is
likely to use a broad band jamming signal, whereas when a soldier is placed in a strong LOS
environment, then the jammer is likely to employ a narrow band jamming, depending on his
available jamming power. Using this hypothesis, we may design a strategically more effective FH
pattern. For example, when a jammer employs a narrow band jamming, then a random FH pattern
is not the best strategy in the SER performance perspective although the random FH pattern can
show a low probability of detection. If a probability of a certain tone frequency being jammed is
high, then a smart FH pattern generator can avoid that tone and use the FH tones of less
probability being jammed more frequently.

Finally, Figs. 8 and 9 show BER versus E;, /N, SNR in dB for BPSK under Rician fading with
K = 0.1 (weak) and K = 10 (strong) LOS components, respectively. Here, the number of

receiver BF antennas (N, = 1,10,100) is a parameter, and the PBTJ fraction (8 = 0.5) and
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E,/N;, = 5dB are assumed. Observe that the BER performance can be improved significantly
when the receiver employs multiple antenna elements for the BF purpose. Rationale for this

significant receiver BF gain can be stated as follows: The average received SINR y; under the

fading and jamming environment in (24) and the average received SNR y, under fading and

AWGN become, respectively,

_ Ny
)/]:( 1 1

ﬁEs/N] Eg/Ng

)E|h1|2[|h1|2] (36)

and

Yn = Nr(Es/No)E|h1|2[|h1|2] (37)

when a receiver employs N,. (humber of) receiver BF antennas. Here, h, is the Rician multipath
fading coefficient at the first antenna; the fading coefficients received at all antenna elements are
independent and identically distributed when the antenna elements are separated with sufficiently
large distance, e.g., larger than a half wavelength, and maximum ratio combing (MRC) is used at
the receiver [25, Chapter 7]. This is called the diversity gain. The averaged SINR y; and SNR yy
under jamming and no jamming in (36) and (37) are used in (31) and (32), respectively, for the
exact calculation of the average SER for a given jamming fraction ratio 5. The results are plotted
in Figs. 8 and 9 for two different Rician fadings with (K = 0.1) weak and (K = 10) strong LOS

components under the 50% partial band tone jamming fraction ratio.
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0.9, Beta=0.1, Es/Nj =10 dB

ko =

—o— §-PSK

—— 16-PSK |

-~~~ ~"~"~"a~~"~"~"=~"=~"=~"="71~"~"~""~""~"~"~"°"*(~""°"°"°"°"~"°~"°"~°""*"=”"~"~"°"r°~"°”"°°
U | U U |

R

O

10

20 25 30 35 40
Es/N0 (dB)

15

10

10 dB,

0.1 with MPSK as a parameter.

s/No in dB for QPSK under Rician of factor K = 0.9, E;/N,

PBTJ fraction 3

Figure 4. BER versus E

23

Approved for public release; distribution is unlimited.



10dB

Optimum Beta for BPSK, K=0.1, Es/N]

0.8 0.9

0.5 0.6 0.7
Beta
24

0.4
Approved for public release; distribution is unlimited.

0.3
10 dB with E,/N; as a parameter in dB.

0.2
Ew/No

0.1

) T - = === = = = 4. ||||||| - - -
[T T T T | 1 1 1 [ L | 1 1
oo 1 1 T i 1 [ (] L “
[T T T T | 1 1 doo | [T I Y| o
[T T T T | 1 1 1 [ T I | 1 1 'l
oo 1 1 @ m 1 [ (] L ]
[T T T T | 1 1 ! h [T I Y| o
[ N | 1 1 1 el 1 1 'l
B Tl i Tenils Bl Tl Bl el s el L srr1-r¥c-r--mEfEr--- - ="
[T T T T | 1 1 dit i [T I Y| o
[T T T T | 1 1 1 [ L T I 1 1 'l
oo 1 1 i L 1 [ (] L ]
[T T T T | 1 1 g th [T I Y| o H
[T T T T | 1 1 [ T I V| 1 1
[} 1 1 1 1 1 1 I i 1 1 _L'- 1 .l'- -
Il4=-F-A=-d-A-=—4-=-l-==-=-fH-=-==-=-H~--FFA-F4# -F - -1-&|3+ - - = -———
[T T T T | 1 1 4 R R A (R Vo -
[} 1 1 1 1 1 1 1 1 1 1 1 1 -
[ I T T I | 1 1 1 11 1] [ I I | 1 [ e | .
[T T T T | 1 1 [ 1 1 1
[} 1 1 1 1 1 1 ' i 1 1 1 im 1 .l'- -
[ I T T I | 1 1 1 i 1] [ I I | 1 [ e |
Va_Ld_a_1 1 1 L [ 1 1 1 |
e e i T e T N e i i e Sl Sk el d -TT"
I I R B | 1 1 1 [ 0 1 1 1 - 1 (R | i
[T T T T | 1 1 1 [ 1 1 1
[} 1 1 1 1 1 1 T ik LI B | 1 -—F 1 "- ..
[T T T T | 1 1 s I [ i
[T T T T | 1 1 1 [ 1 1 1
[T T T T | 1 1 1 By 0 T v o 1|
1M=FrA=a=a-=r=-=====-=a-fi-=-=-=-fFrra-r—$-r---fFr--- ===
[T T T T | 1 1 [ L 1o |
[T T T T | 1 1 1 [ 1 1 1 1|
[ T 1 1 o IRV I [ = i
[T T T T | 1 1 1 [ 1 1 1
[T T T T | 1 1 1 R T 1 v o 1|
[ T 1 1 1 Iy h v 1 10 [ =
ldeb dededecdcmale = d = = RN - | N Y S N - T R, Al R
[T T T T | 1 1 1 [ T B | 1 1 'l
[ T 1 1 1 ! oo 1 TR ]
[T T T T | 1 1 1 h 1. L 1 [
[T T T T | 1 1 1 [ L 1 1 'l
[ T 1 1 1 b 0 0 TR ]
[T T T T | 1 1 1 I U [
[ N | 1 1 1 R 1 1 'l
[T Tl i Tl Ml Tl B iy Bl it - | e Tl ol r=--pr--- - -T=-
[T T T T | 1 1 1 I Mmoo g [
[T T T T | 1 1 1 1 oo 1 1 'l
[ T 1 1 1 I [ T i vl ]
[T T T T | 1 1 1 . L 1 [
[T T T T | 1 1 1 1 oo 1 ] |
1 L1 1 1 I Y oaoH 0 T v A ]
1 -4 ~-H-FHB - F -F %F - 1= =+ - = = - -———
_ Mmmm| & e o
1 (U] [ [ T 1 1
s 00T T T T AR S = 4 |
f b 2o o g o o f i
' =Ty B T I T B L T vk ]
! 1 im o u u u L - ] i
iNME & 2 2 = £ = [t R ]|
1 Ty, e e Tme e, e [ "] 1 1 | ¥
1 (73] (V5] L (¥ 5] (¥ 5] (4 5] (¥ 5] [ 1 1 oF i
S N I NN A TN N | . N . |
1 [ g1 1= |
1 ' . i
1 -===rra-r- B - - =aE - -- ===
1 [ N A T H
1 o ! '
1 [ I T T I | [ & _J..t.
1 [ T R B | - 2 H
1 o 1 s . i
I : I ... .
1
=] —_
- —

434

Figure 5. BER versus PBTJ fraction § for BPSK under Rician fading of factor K = 0.1,



T I i o I R
_ M mm . i AR
1 [ 1 1
l m O m = = i n o
s BT OO YT ﬂ ! '
! (== N Y B i Y YT & ' !
1| ] I3 1 ]
H I T TR T T R e
E 222 E LT g
] p . p p p 1 4 ] 1
| @ wnomin [ A 1 1
| W W [ .m [
] | ] 1
1 === b I i - -1 [
m . n’v n’u $ k’l * E: m . _
] 1 ] 1
= . ﬂ ] 1
— " 1 al ] 1
I
n [ 11 ] 1
S RIS TR R
_ vt 1 [ ﬂ ] 1
w [N B | 1 [ ﬂ 1 1
IR . .
o IR CT ¥ P
—a--r---1p ---- e O - --—
TR HEn kA
L 1 1 ﬂ ] 1
] 1
TR | v
IR 1 1 ] 1
o [N | 1 1 ﬂ ' 1
L nmrrrrAa-a--r--- ---- T ﬂ -1 r--—
CLorrrvv 1 1 - ] 1
M v o0 | kSR
IR | T
r.m IR 1 ' ﬂ ] 1
mreErA=--F--- ---- ﬂ - ===
S o
@ g, [ 1 h ] 1
I [ 1 el ] 1
IR 1 ﬂ ] 1
] 1
E il SR IEEN s S
= TN A 1 ﬂ ] 1
m [T T T O R | 1 |3 1 1
= N T | 1 n 1 1
IR 1 3 ] 1
..ml [N B | 1 m 1 1
SRR SIIL IRE S (SN B
IR 1 ﬂ ] 1
L I I R R | 1 |3 1 1
1 [ 1 ] n ] 1
[ 1 ] ] ] 1
[ 1 ] ﬂ ] 1
o 1 ] oy ] 1
HEFFFA=d==k=-==-4 - o = ---—
IR 1 ] ﬂ ] 1
L I I R R | 1 1 g 1 1
IR 1 ] <] ] 1
R ‘ Lo
I 1 | =) ] 1
T | 1 1 1
S " By i
= = = =
— — — —

04 0.5 0.6 07 0.8 0.9
Beta

0.3

0.2

0.1

Figure 6. BER versus PBTJ fraction 8 for BPSK under Rician fading of factor K =5, E,/N,

10 dB with E,/N; as a parameter in dB.

25
Approved for public release; distribution is unlimited.



_._._l_ﬂ_l_l._..ﬂlllgu_l_._.ﬂl_l._..m.ﬂw.l__._._l_l_l_l_ll_ll TS TmAarrr r A°T1T- 7
" Mmoo, " P
ni m O 0T T T T | 1 [
HEE 2SS 23 " .
rr L T Ty | | Y 1 - 1T
nf = = = = = = " o
=== == R == N | ‘o
w| WL W W W, 1 1o
& n’v ﬁAv V’A | | P
= 1 1 1o
= 1 1 [
T Uy TrogEoweT T 4 [ J4-1_ 4
I " C
ﬂu 1 1 1
W 1 1 1
£ | ‘o
uL - 4w
=] 1 o
5 | '
a 1 1
o | :
L Lo L -
L ' | :
m " | ;
B m i :
m - Rr—
o ' '
m ' :
E : :
2 Hiiiii =
= m :
- 1 1
: 11
=] ._.u__
= =

0.9

0.8

0.7

0.6

0.5

04

0.3

0.2

0.1

Beta

=10 dB with

E,/N; as a parameter in dB

Figure 7. BER versus PBTJ fraction  for BPSK under no fading and £, /N,

26
Approved for public release; distribution is unlimited.



M=2,K=0.1,Beta=0.5 Es/N=5dB
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Figure 8. BER versus E;,/N, SNR in dB for BPSK under Rician fading with factor
K = 0.1 weak LOS component, PBTJ fraction § =0.5,E,/N;=5 d B, and the
number of receiver BF antennas (N, = 1, 10, 100) as a parameter.
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Figure 9. BER versus E;,/N, SNR in dB for BPSK under Rician fading with factor
K =10 strong LOS component, PBTJ fraction 5 =0.5,E,/N;=5 d B, and the
number of receiver BF antennas N, =1, 10, 100 as a parameter.
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5.0 CONCLUSIONS

We derived an exact symbol error rate expression for the FH system under partial-band tone
jamming and Rician fading environments. The expression can be easily extended to other fading
environments such as Rayleigh and Nakagami and other modulations such as MQAM. In
addition, we studied the optimal weighting coefficients, called beamforming coefficients, to
minimize the SER when channel coefficients are available. Furthermore, we presented an implicit
expression of the worst PBTJ fraction ratio, which maximizes the SER of the FH system, and
verified that the analytically derived optimal PBTJ fraction ratio agrees with those obtained
through numerical computations. It was found that when the NLOS component in Rician fading is
stronger than the LOS component, in other words when Rician factor K is small such as between
0.1 and 0.9, the worst PBTJ fraction ratio is 1. On the other hand, when Rician factor K gets
larger than 1 and jamming power weakens, the optimum jamming fraction can be smaller than 1.
For this case, narrowband PBTJ is more effective than wideband PBTJ. Results and observations
in this paper would be useful in designing a future, efficient protected tactical waveform FH

satellite and mobile communications system under PBTJ and fading or no-fading environments.
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AF:

AWGN:

BER:

BF:

BPF:
BPSK:
dB:

E,/Ny:
Es/N;:
Es/Ny:
FH:

FHSS:

HSDPA:

JTIDS:

LOS:

L1ST OF ACRONYMS AND ABBREVIATIONS

amplify-and-forward

additive white Gaussian noise

bit error rate

beamforming

partial-band tone jamming fraction

band-pass filter

binary-phase-shift keying

decibel

bit-energy-to-jamming power spectral density ratio
symbol-energy-to-jamming power spectral density ratio
symbol-energy-to-noise power spectral density ratio
frequency-hopping

frequency-hopping spread-spectrum

high-speed downlink packet access

in-phase

joint tactical information distribution system

Rician fading factor

the number of time hops per frame

line-of-sight
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LTE:
MA:
MDPSK:
MFSK:
MGF:
MIDS:
MPSK:
MQAM:

MRC:

NLOS:
PBNJ:

PBTJ:

QPSK:
RRC:

SC:

long-term evolution

multiple access

M-ary differential phase-shift keying

M-ary frequency-shift keying

moment generating function

multifunctional information distribution system
M-ary phase-shift keying

M-ary quadrature amplitude-shift keying
maximum ratio combining

the total number of frequency positions in the entire hopping spectrum
jamming power spectral density ratio

the number of receiver antennas

the number of symbols transmitted per hop

the number o

non-line-of-sight

partial-band noise jamming

partial-band tone jamming

quadrature-phase

quadrature-phase-shift keying

root-raised cosine filter

system controller

35
Approved for public release; distribution is unlimited.



SDBF: spatial domain beam-forming
SER: symbol error rate

SINCGARS: single-channel ground and airborne radio system

SIMO: single input multiple output

SISO: single input single output

SINR: signal-to-jamming plus noise power ratio
SNR: signal-to-noise power spectral density ratio
SS: spread spectrum

Ty: a hopping time interval

TRANSEC: transmission security

W-CDMA:  wideband-code division multiple access
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