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Abstract
We attempt to further improve the Subjective Utility Quantal Response (SUQR) model used to handle boundedly rational human
adversaries in Stackelberg security game (SSG) algorithms. Given recent work on human decision-making, we adjust the existing subjective
utility function to account for adversary probability perceptions of defender coverage. We then compare the predictive accuracy of this
expanded model to the existing SUQR model utilizing data from previous security game experiments with human subjects. Our results
show the incorporation of probability perceptions into the SUQR can provide improvements in the ability to predict probabilities of attack
in certain games.

Introduction

The problem we address involves a SSG where a defender has limited security resources to deploy in order to protect valuable
targets, and an attacker has incentives to hit these targets. The defender can cover each of the targets with some probability,
and the attacker can choose to strike the targets which will provide the most benefit to them. The real-life applications of the
Stackelberg security environment include gate security at airports, illegal fishing activity in coastal waters, and illegal
poaching in protected forests. Security games have been successfully applied to aid securi ty agencies to allocate their limited
resources against potential threats (Pita et al 2008). The motivation behind this research is to improve upon existing models
which predict attacker responses to defender strategies so that defenders can better deter attacks. By increasing costs for
attackers. hopefully it will lead to less terrorist, poaching, and illegal fishing activity. To evaluate the model, we analyzed data
from human subject experiments playing security games. We transformed the original model to include perceived probabilities.
Then, we tested this expanded model against a previous model which did not include perceived probability weighting.

Our research focuses on improving the subjective utility function in the SUQR model which predicts probabilities of
attack. The existing SUQR model is an advanced model that departs from the assumption that attackers are perfectly rational.
Specifically. the model assumes “bounded rationality” which allows better prediction of more uncertain human behavior
consistent with real world observations. Still, the previous work does not address an adversary’s perception of defender
coverage probability, in other words. the probability that an attacker thinks he will be caught. In reality. adversaries may
underestimate or overestimate the true probability that they will be caught. Our work seeks to account for these probability
perceptions. Probability weighting functions have not been applied to the SUQR model. so the question as to whether it will
improve with their addition is yet to be answered. Our work could lead to an improved model which more accurately predicts
attack probability because of increased weighting on probability perception.

We relied upon previously collected data from SSGs originally deployed on Amazon Mechanical Turk (AMT) for
“Analyzing the Effectiveness of Adversary Modeling in Security Games™ (Nguyen et al. 2013). This game data provides us
potential attackers® strategies where the attacker is not completely rational.



Figure 1. Game Interface

The games simulate the security environment at an airport with 8 or 24 gates (targets), which are protected by 3 or 9
guards, respectively. The Graphical User Interface (GUI) seen in Figure 1 displays the coverage probability (probability of a
guard being present) along with the reward for a successful attack and the penalty for a failure at each gate. If the attacked
gate is unguarded, the attacker receives a reward and the defender gets a penalty. and vice versa. For both the 8 and 24 gate
games, we examined 44 separate payoff structures randomly generated from the multivariate normal distribution, and the
presented defender coverage strategy was previously learned by the Subjective Utility Quantal Response (SUQR) model in
the same setting. i.c. 8 or 24 gate and 3 or 9 guard games with AMT workers. Each participant had one chance to choose their
point of attack in each game. An average of 45 participants, all from the the United States, played each of these games. For the
8 gate games, we utilized a total of 2086 observed attacks (1636 for training and 450 for testing). For the 24 gate games, we
utilized a total of 1903 observed attacks (1508 for training and 395 for testing). After learning “simple’ SUQR and new
‘expanded’ SUQR models with perceived probabilities, we evaluate the ditferent models with the real-world data in order to
provide credible recommendations. Ideally. this work will lead to the application of more effective defender strategies for
security in actual airports and other real-world environments.

Background and Related Work

In SSGs. a great deal of previous work has contributed to modeling the decisions of attackers as quantal response problems.
This idea of quantal response simply means attackers have a quantifiable number of ways to attack. For example, an attacker
in the 8-gate security game has 8 possible strategies. A practical approach to the specification of these decisions stems from
Luce's choice model. often referred to as the strict utility model (McFadden 1976). When independence of irrelevant
alternatives criterion are met. Luce’s model explains that the relative odds of a specific choice remain the same even when
additional choices are introduced (Luce 1959). In this model, all responses or choices have non-zero probabilities, but it is
unlikely an individual will make an extremely low valued choice. In our domain of SSGs. this model can represent the quantal
response of an adversary, or the probability of attack for a gate 7 as seen in equation 1. The 1" notation represents /=1 to the
total number of gates.
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q,= (equation 1)
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In behavioral game theory, the concept of quantal response equilibrium suggests instead of strictly maximizing utility,
individuals make errors in games (Mckelvey and Palfrey 1995). Luce’s model was expanded upon by introducing a rationality
parameter. ). , which represents the amount of noise in an attacker’s response. A A of 0 implies completely irrational play and



results in a uniform attack strategy, while a % of infinity implies perfect rationality and a strategy that oplimizes an attacker’s
utility. This model is represented below in equation 2 (Nguyen et al. 2013).
My

9=~ (equation 2)

More previous research in the SSG domain has also investigated applying different utility functions to this model.
Work initially examined using an expected utility function as represented in equation 3. In this equation. the defender
coverage probability is represented by x, while the adversary's rewards and penalties are represented by R/ and P

respectively.
Uy = xPi+(1-x)R (equation 3)

To account for attacker utility. researchers also examined another human behavior theory, the nobel-prize winning
Prospect Theory, which suggests individuals make decisions via maximizing their ‘prospect” (Kahneman and Tvesky. 1979).
The “prospect” can be represented as a function of the perceived probability and value of an outcome. The researchers
adjusted the probability weighting and value functions of the above expected utility equation according to the behavioral
theory. Surprisingly. the results found the model incorporating Prospect Theory never outperformed the QR model with the
simpler expected utility function (Yang et al 2011).

Since the QR model outperformed the model applying Prospect Theory. further work focused on different utility
functions which led to the improved SUQR model. This model combined, in a linear function, the information presented to the
attacker about each target choice (i.e. potential rewards. penalties and target coverage). Equation 4 shows the 3-parameter
version of this function.

Uf = wyix; + woRE + wo P2
(equation 4)

A possible explanation for the success of this function in accurately modeling utility is that humans use simple
heuristics in their decision making (Nguyen et al. 2013). Another possible explanation stems from the Lens model, which has
been proposed to explain the human judgement process as coming from cues (Hammond 1955). Specifically in this case, some
combination of a multiplicity of cues. like potential rewards. penalties and target coverage, may reflect an adversary's
likelihood to attack a target. In addition to the 3-parameter function introduced above, rescarchers also investi gated the use of
a 5-parameter function with defender rewards and penalties. They found the 3-parameter function performed better than both
the 5-parameter function and the basic expected utility function (Nguyen et al. 2013). Equation 5 displays the incorporation of
the subjective utility function into the probability of attack function for the model (Nguyen et al. 2013).
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Although applying the previously mentioned Prospect Theory to the basic QR model did not significantly improve
performance, a great deal of theoretical and empirical research still suggests humans do not accurately perceive probabilities.
This research provides insight on reasons the original application may not have been successful and also potential ways to
improve the SUQR model. Prospect Theory requires the adjustment of both probabilities and values. Given the SUQR model
does not directly pair probability with values, we limit our discussion in this research to probability transformations. In
Prospect Theory. the probability weighting function must follow an inverse S-shape to account for the Allais paradox
(Birnbaum 2006). While this shape has been widely observed in subsequent research, many recent studies have also found
S-shaped probability curves at the aggregate level (Etchart-Vincent 2009). Additionally, the later work improving upon
Prospect Theory. known as Cumulative Prospect Theory, suspects “decision weights may be sensitive to the formulation of
the prospects, as well as to the number, the spacing and the level of outcomes™ and the cumulative functional “unlikely to be
accurate in detail”™ (Tversky and Kahneman 1992). In the security games, attackers are forced to pick between a minimum of 8
gates while most previous research experiments just present two or three options.  Additionally, attackers face a large
combination of outcome levels and spacing with cach possible choice. Given the different research observations on



probability transformations, a probability weighting function that allows for both S-shapes and inverse S-shapes seems most
appropriate for work in the SSG domain.

The most popular specification of the probability weighting function contains parameters that allow for adjustment of
both curvature and elevation (Etchart-Vincent 2009). The specifics of this function originally suggested by Goldstein and
Einhorn (1987) will be discussed in the next section.

Model

We expanded the original SUQR model to account for attackers™ perceptions of target coverage probabilities by including a
probability weighting function. In order to combine the SUQR model and a probability weighting function. we began with the
basic SUQR model which includes the previously introduced 3-parameter utility function (equation 4). We replace the x,
representing actual defender coverage probability with p(x,) representing perceived defender coverage probability. as seen in
equation 6.
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Equation 7 illustrates the 2-parameter probability weighting function to calculate p(x,).
ax T .
px) = i (equation 7)

The & term governs elevation and gives information about where the attraction level of the gamble changes from optimism to
pessimism or vice versa. The y term governs curvature and gives information about discriminability between probabilities. As
y approaches 1. the curve becomes flatter, and the individual can more easily discriminate between probabilities. Additionally.
v > | generates the S-shape and y <1 generates an inverse S-shape (Etchart-Vincent 2009).

In order to learn parameters, both for the basic SUQR model and our expanded SUQR model, we employed maximum
likelihood estimation (MLE) (Hastie, Tibshirani, and Friedman 2009). We attempt to model the decision making of the general
population vice individuals as insufficient data exists for specific individuals. Additionally, we set A = 1 without loss of’
generality.

For the simple model with a set of J games each with a set of 7 targets and the given defender strategy x, we
represent the log-likelihood of (w,, w,. w;) in equation 8. N, represents the number of subjects attacking target /.

log L (w.wy,ws| x) = ZI, }El N, log [g, (wy. wy, w3 X)] (equation 8)
g=l e
As demonstrated in previous work. this function can be shown as concave and having a unique local maximum point (Nguyen
et al 2013).  After separating our real-world observations into training, validation and test sets, we used Microsoft Excel’s
Generalized Reduced Gradient (GRG) nonlinear solver function to obtain the weights(w,. w,, w;) for the basic SUQR model.

For the expanded model with a set of J games each with a set of T"targets and the given defender strategy x. we
represent the log-likelihood of (v, 8, w1, w2, w3) in equation 9. where & and yare > 0. N, represents the number of subjects
attacking target 1.

J T
log L (1.8, wi,wy,wil ¥)= ¥ ¥ N, log [q, (v.8,w;,wp,w5| )] (equation 9)
j=Li=1

Unlike the simple model, the expanded model is nonlinear and convex making it extremely difficult to solve for a global
maximum. Consequently. we focused on methods to find local optima that have increased probability of being a global
solution. First. we utilized Microsoft Excel’s GRG nonlinear solver to find an initial local optimum for each of the training sets.
Then. the initial solutions of these parameters helped us set bounds to conduct a more robust search for a solution. Given the
maximum and minimum of our initial solutions. we selected inclusive bounds for § and y ot 0 to 150 and inclusive bounds for
each of the weights of -50 to 50. Next. we employed the multi-start feature to run the GRG nonlinear solver trom 100 difTerent
random starting points. This provides an increased level of coverage within the bounds and results in the best selection of
several locally optimal solutions. No constraints were found to be binding during this process. While this method does not
guarantee a global solution. the probability of reaching it certainly increases.

Model Evaluation Methodology



We performed model validation to be able to better assess how our results will apply to an independent data set. Specifically.
we employed 5-fold cross validation to evaluate the parameters we found in each model. This method optimizes the model
across all the data while minimizing any bias. The folds for training and validation each contained 7 games. The test set
consisted of 9 randomly selected separate games. After learning the parameters from the training sets, we compared them
against the validation sets. Finally, we selected the parameters providing the smallest MLE value in validation and then
applied them to the testing data to determine the model’s goodness of fit on an independent data set.

We then calculated a Mean Absolute Deviation (MAD) and a Mean Squared Error (MSE) in order to compare the two
models. This allowed us to quantity how close the predicted response was to the observed real-world response. We compared
each of these values for both models assuming the model providing lower values would be better.

In order to directly compare the basic SUQR with our expanded model, we used a likelihood ratio test (LRT) to
determine if the difference in value is statistically significant (Neyman and Pearson 1933). This test can be used to compare a
simple model nested in an expanded model. First, we establish our null and alternative hypothesis as below.

Hy:y=8=1

Hy:y,8%1
Then. we calculate the test statistic. Equation 10 represents the basic formula for the ratio test. The likelihoods of the simple
model and expanded models are depicted as Lmpte AN £, 0 TESpectively.

i
LRT = —2 |n|-Simple
expanded (equation 10)

The quotient rule of the natural logarithm allows the basic equation to be transformed as seen in equation 11.

LRT = -2 (ln(fcsimple) - ln(Lexpanded))

With a large sample size. this test statistic approximates y2 with the degrees of freedom equal to the difference in the number

(equation 11)

of parameters between the two models (Wilks 1938). For our model comparisons, the degrees of freedom equal 2. The test
statistic can then be used to find a corresponding p-value using a 32 look-up table.

Experiment Data and Results

Our data is described in the introduction. We applied both a simple and an expanded variation of the SUQR model to the data
in order to compare which provides a better approximation of perceived coverage probabilities when compared to the actual
data from AMT workers,

Figure 2 displays parameter estimation results and model metrics following a 5-fold cross validation of the expanded
and simple SUQR models for the 8-gate data. In 4 out of the 5 validation rounds, the expanded model resulted in an improved
MAD. MSE, and MLE. When evaluating the test data, the simple model produced slightly better MAD and MSE values and
the expanded model produced a better MLE value. Next, we conducted the LRT for the 8-gate game data. We calculated a test
slatistic of 3.61 which corresponds to a p-value of 0.16. This means we must fail to reject the null hypothesis at the 90% and
95% significance level. So for the 8 gate game, we cannot say the expanded model provides significant improvement over the
simple model.

Simple|Expanded

100 | 2.86
1.00 | 16.65
&
£ [ao 587
B 043 | 047
= 0.30 | 0.30

0.0392 | 0.0427
0.0040 | 0.0051
-510.38| -508.58




Figure 2.

Figure 3 displays parameter estimation results and model metrics following a 5-fold cross validation of the expanded
and simple SUQR models for the 24-gate game data. In all five validation rounds. the expanded model had better values for
MAD. MSE. and MLE than the simple model. After evaluating the test data, we found the expanded model also outperformed
the simple model in regards to MAD, MSE and MLE. We also conducted an LRT for the 24-gate game data and got a value of
27.06 which corresponds to a p-value of 0. This led us to reject the null hypothesis at the 90% and 95% significance level. For
the 24-gate game, we can conclude that the expanded model provides significant improvement over the simple model.

Simple |Expanded

1.00 3.91
1.00 67.32
?:D -15.94 -3.83
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IE 0.61 0.57
0.30 0.28
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Figure 3.
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Figure 4.

Figure 4 shows a graphical representation of the perceived probability weighting function (equation 7) using our
optimal parameters. The blue line (Y7) represents actual coverage probability ranging from 0 to 1. The dotted green line (P(Xt)
8) represents the 8-gate perceived probabilities using yof 2.86 and & of 16.65. The dashed red line (P(Xt) 24) represents the
24-gate perceived probabilities using v of 3.91 and & of 67.32. The point where these lines change from underweighting
coverage probability to overweighting coverage probability is approximately 0.18. Both curves signify that people tend to
underestimate low probabilities and overestimate high probabilities.



In the context of security games, the results of the model show small increases in defender coverage probability at
certain points can lead to larger decreases in the probability a defender will attack. Specifically, the 24-gate model shows
increasing defender coverage 10% at a gate with an average coverage level of 29% will actually reduce the average likelihood
of attack by 14% (from 18% to 4%).

Conclusions

Our results from the 24 gate game show the expanded model can provide significant improvement with respect to the simple
model. In these cases. defenders should be able to seize upon the increased knowledge of a point where adversaries begin to
overestimate defender coverage and improve their strategies throu gh a reallocation of security resources. In other cases, the
results from the 8 gate game still suggest the expanded model is unlikely to substantially reduce predictive accuracy. The
increased computational requircments of the expanded model should still be considered before deployment in new
environments.

At this point, our evidence does not allow us to draw definitive conclusions regarding other cases where the
expanded model will result in improvement. Still, the increase in the & and Y parameters between the 8 and 24 gate games may
provide possible insight for future work. Given the rewards and penalties for the games were all taken from the same
distribution. those games with increased number of gates may result in more extreme probability distortions and be better
suited to the expanded model.
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