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THE DILEMMA OF DEPARTMENT OF DEFENSE BUSINESS
SYSTEM MODERNIZATION EFFORTS: WHY INTENDED
OUTCOMES HAVE NOT BEEN FULLY MET AND WHAT NEEDS
TO CHANGE

ABSTRACT

Over the last twenty (20) years, the Government Accountability Office (GAO) has
repeatedly found that the Department of Defense’s (DOD) business systems have little
continuity and that many systems perform similar taskings and were classified as “high
risk.” Despite this designation being made over twenty (20) years ago, the DOD has made

little progress implementing the GAO’s recommendations.

The intent of this joint applied project (JAP) is not to merely discuss prior
recommendations and findings regarding the DOD’s business system modernization
program from the GAO and other stakeholders, but to identify and thoroughly discuss root
cause(s) that have prohibited the DOD from achieving full-implementation over the past
twenty (20) years. The goal of this research is to expand upon data and information that is
available through published literature and other sources by applying the unique work
experiences of the authors as DOD Contact Specialists, as well as the authors’ academic
perspectives resulting from knowledge obtained through the Contract Management cohort
at Naval Postgraduate School (NPS). Based on the authors’ experience and familiarity, the

emphasis of this research was on the DOD contract writing systems (CWS).

This JAP seeks to report on the progress of DOD business system modernization
efforts and develop a better way forward based on the findings to the following primary

research questions:

1) What was the catalyst for the DOD’s recent business systems modernization
efforts, and what is the current nature of that need?

2) Why has the DOD failed to fully meet its business systems modernization
objectives in a timely manner?

3) What additional action is needed for the DOD to fully achieve intended outcomes
of its business system modernization objectives?
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4) Are there other potential outcomes of DOD’s business systems modernization
efforts that have not been previously accounted for, or particular focus areas that
may yield better results?
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EXECUTIVE SUMMARY

In 1995, the Government Accountability Office (GAO) issued a report designating
the Department of Defense (DOD) business systems as high risk. The DOD is responsible
for seven (7) of GAO’s high risk areas, including: DOD’s approach to business
transformation, support infrastructure, financial management, supply chain management,

weapon system acquisition, and contract management (Department of Defense, 2015).

Since that time, the GAO has made over 200 recommendations to strengthen DOD
modernization efforts and reduce risks related to the modernization efforts (DOD Business
System Modernization, 2016). However, the DOD is experiencing ongoing difficulties of
implementing procedures and controls, which would allow for the proper management of
the modernization effort while at the same time minimizing risks (DOD Business System
Modernization, 2016).

Since the high risk designation by GAO, many important policies and regulations
have been issued, however, of particular importance was the issuance of Section 332 of the
National Defense Authorization Act (NDAA) for Fiscal Year (FY) 2005, which required
the DOD to take specific actions based upon GAO’s recommendations (GAO, 2015). The
NDAA also required that milestones for the modernization efforts be established, and, in
order for funding to be provided for modernization, DOD must show that progress has been
with respect to streamlining each system (GAO, 2015). The act also details that the DOD
must, to the maximum extent practicable, use commercial off-the-shelf (COTS) systems
that are modified to meet the DOD’s unique requirements and to remove unique interfaces

that inhibit competition.

This Joint Applied Project (JAP) examines the policy, regulations, and reports that
have been issued on the topic of business system modernization efforts within the DOD
and takes an in depth analysis at the progress made toward acquisition related business
systems, specifically CWSs. Specifically, a CWS is any computer-based system used
within the Federal Government to create solicitations, contracts, and modification
documents (Lloyd, 2012). Because the DOD business systems environment is incredibly

XiX



complex, as such, this JAP focused on analysis of CWSs being utilized by the authors to
better enable the identification of specific improvement areas—SPS, SeaPort-e, and
PADDS CWSs. Using the selected three (3) CWSs, the JAP focused on the background,
key functionalities, and problems/issues associated with each of the aforementioned CWSs.
Using these case studies, in-depth analyses were formed, which, ultimately led to

recommendations for improving DOD’s business system modernization efforts.

Following the review of the CWS, the authors utilized an analytical model to assess
the current state of the DOD CWSs and provided three (3) alternatives for implementation:

1) Alternative 1 — Enterprise Wide CWS
2) Alternative 2 — Department Specific CWS
3) Alternative 3 — Maintain Status Quo

The three (3) alternatives were then evaluated based on the utilization six (6)
evaluation criteria—resources, the complexity of implementation, infrastructure,
compatibility, GAO compliance, and cybersecurity risk. Using the established criteria an
analysis was conducted to dissect the current state of the DOD CWS, and, ultimately
provide a recommendation for implementation. The authors offered (7) recommendations
to help address maturity gaps; however, the below listed recommendations, in particular,

provide for a more focused approached on DOD’s CWSs.

1) Recommendation 5: Focus modernization efforts more exclusively on CWS

development and implementation
2) Recommendation 6: Implement Alternative 2 (Department Specific CWS)

While the seven (7) recommendations provided by the authors are not intended to
be all-inclusive of potential improvement areas, the authors contend that the proffered
recommendations will adequately address DOD’s business system modernization efforts.
However, additional questions were posed in this JAP to further refine the suggested

recommendation.
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l. INTRODUCTION

A. PURPOSE

Delivering modernized business systems is at the heart of the Department

of Defense (DOD) efforts to transform its business operations. These

systems include timeworn and duplicative systems that support DOD

business operations. Since 1995, Government Accountability Office (GAO)

has designated the department’s business systems modernization efforts as

high risk. Because DOD spends over $10 billion each year on its business

systems, the potential for identifying (and avoiding) the costs associated

with duplicative functionality across its business systems investment is

significant. (GAO-11-318SP, 2011a)

The purpose of this Joint Applied Project (JAP) is to discuss the prior
recommendations and findings regarding the DOD business systems modernization
program from the GAO and other stakeholders, as well as identify and thoroughly discuss
root cause(s) that have prohibited DOD from achieving full-implementation of prior
recommendations over the past twenty (20) years. Figure 1 illustrates the number of DOD
business systems. This research will examine the areas of the Acquisition business systems,

with a specific concentration on contract writing system(s) (CWS) used within the DOD.

The above mentioned GAO report was in response to new statutory legislation that
required the GAO to identify initiatives that have duplicate functions throughout the
government and various federal programs. Part of Pub. L. No. 111-139, § 21, 124 Stat. 29
(2010), 31 U.S.C. § 712, this report requires GAO to report to these findings to congress
annually in order to allow policymakers to make informed decisions in response to the
fiscal pressures that make up the current economic environment. Due to the decreasing
DOD budget, successfully modernizing the business system becomes more difficult every
year while receiving more and more visibility. In terms of technology, it is known that the
Federal Government lags the private sector and still uses antiquated technology first
introduced in the early 1970s. Following a detailed analysis of the DOD business system
modernization program, recommendations will be provided for improvement, with a
concentrated focus on DOD CWSs



Figure 1.  Certified and Approved Department of Defense Business Systems

0.08% —————— Enterprise Information Technology

Infrastructure (1)
0.51% ———— Security Cooperation (6)
0.93% — Other (11)

1.44% Defense Security Enterprise (17)
6.68% — Acquisition (79)

Installations and Environment (109)

Financial Management (179)

Logistics and Materiel Readiness (344)

Human Resources Management (436)
Source: GAO 15-627 (2015b)

B. RESEARCH QUESTIONS

To report on the progress of DOD business systems modernization efforts, and

develop a better way forward, the following research questions will be asked:

1. What was the catalyst for the DOD’s recent business systems modernization

efforts, and what is the current nature of that need?

2. Why has the DOD failed to fully meet its business systems modernization

objectives in a timely manner?

a. Is there adequate representation from functional/execution-related

personnel to fully demonstrate the scope of problem(s) / issue(s)?



b. How entrenched are legacy systems within each service /

component, and how feasible is it to change the status quo?

c. Is DOD resourced (e.g., personnel, funding, facilities/technology,

etc.) appropriately for this effort?

3. What additional action is needed for the DOD to fully achieve intended

outcomes of its business system modernization objectives?

a. Is DOD resourced (personnel, funding, facilities/technology, etc.)

appropriately for this effort?

b. Is there a more effective organizational structure/model for Chief
Management Officer (CMO)/Deputy Chief Management Officer
(DCMO) and other stakeholders who are responsible for this effort?

4. Are there other potential outcomes of DOD’s business system
modernization efforts that have not been previously accounted for, or

particular focus areas that may yield better results?

a. What are the risks associated with prior recommendations from
GAO and other stakeholders?

b. Are there better recommendations not previously accounted for?

c. Are there specific focus areas (e.g., contract writing system(s),
integrated contract/financial system(s), etc.) that should be

emphasized over other areas?

C. SCOPE

This project will attempt to identify and thoroughly discuss root cause(s) that have
prohibited DOD from achieving full-implementation of prior recommendations from GAO
(and other stakeholders) regarding its business system modernization program. This will

be accomplished through the following:

1. Expand upon data or information available through published literature.



2. Review GAO reports and recommendations on business system

modernization efforts.

3. Analyze past and current business system modernization efforts to assess

areas in need for further improvement.

D. METHODOLOGY

Research for this JAP will be based upon data or information available through
published literature to include procurement related policies, audits, Appropriation Bills,
and various reports. The analysis of the research material is based upon academic
perspectives resulting from knowledge obtained through the workplace and our curriculum
at Naval Postgraduate School (NPS), specifically the use of analytical framework to

appropriately analyze the problem and provide a recommendation for implementation.

E. ASSUMPTIONS

This JAP makes the assumption that the reader has a basic understanding of the
DOD hbusiness systems, specifically the complexities and current challenges that exist
within the antiquated DOD contract writing systems. This JAP also makes the assumption
that the reader has an understanding of Information Technology (IT) terminology and

concepts.
F. DEFINITION OF KEY TERMS

Defense Business System (DBS) — “An information system, other than a national
security system, operated by, for, or on behalf of the DOD, including financial systems,
mixed systems, financial data feeder systems, and information technology and information
assurance infrastructure, used to support business activities, such as acquisition, financial
management, logistics, strategic planning and budgeting, installations and environment,

and human resource management” (Public Law 108-375, 2004).

Defense business system modernization — “The acquisition or development of a new
defense business system; or any significant modification or enhancement of an existing
defense business system” (Public Law 108-375, 2004).
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Contract Writing System (CWS) — The term “contract writing system” is not defined
in the Federal Acquisition Regulation (FAR) or the DOD Federal Acquisition Regulation
Supplement (DFARS), nor is it included with the definitions of other related terms within
Public Law 108-375 or Title 10 U.S.C. § 2222. This JAP refers to CWSs in the same
manner as Robert E. Lloyd in his fall 2012 article entitled “Public Contract Writing
Systems: A House Divided” as published in the Journal of Public Procurement.
Specifically, a CWS is any computer-based system used within the Federal Government to
create solicitations, contracts, and modification documents (Lloyd, 2012).

Enterprise Transition Plan (ETP) — The transition plan for implementing the
Business Enterprise Architecture (BEA) for defense business systems (FY 2014 Enterprise
Transition Plan (ETP) Overview, 2014). The 2014 ETP Overview identifies an ETP as the
desired set of business and IT capabilities as well as defines how the DOD will transition
from current state to the target defense business systems computing environment within a

specified timeframe.

Legacy system — Any system with a sunset date within thirty-six (36) months of the
date of the certification approval, or for non-covered defense business systems, enduring
systems with operations and support life cycle dates of less than thirty-six (36) months
from the start of the fiscal year in Organizational Execution Plan (OEP) (FY 2014
Enterprise Transition Plan (ETP) Overview, 2014). The 2014 ETP Overview goes on to
state that legacy systems are not required to undertake efforts to assert Business Enterprise
Architecture (BEA) compliance but must identify a sunset date and the system(s) it is being
replaced by. In addition, the source states that legacy systems are not allowed to obligate

modernization dollars.

G. STUDY ORGANIZATION

This JAP is organized into seven (7) chapters. Chapter I introduces the research
project, outlines the research objectives, identifies the research questions, author
assumptions, and methodologies used to construct the JAP. Chapter Il provides
background information, to include the evolution of policy and reform that have shaped
the DOD business system modernization program. This chapter covers multiple National
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Defense Authorization Acts, the Clinger-Cohen Act, and various GAO and DODIG
reports. Chapter 111 discusses the current procurement system environment. This discussion
will consist of the current governance and organizations with influence over the
modernization effort, as well as, the current strategic plan and future goals. Chapter IV
presents case studies that are relevant to the CWS portion of DOD’s business system
modernization efforts. Specifically, the case studies will provide the historical background
and functionalities for the following three (3) CWSs that are currently being utilized by the
authors: SPS, SeaPort-e, and PADDS. Chapter V applies an analytical framework to better
address problems pertaining to DOD’s business system modernization efforts, and includes
an evaluation of three (3) potential CWS alternatives. Chapter VI provides
recommendations for the purposes of improving the efficiency and effectiveness of DOD’s
utilization of electronic procurement systems to accomplish its mission objectives. These
recommendations will be based on information presented herein, as well as the authors’
conclusions based on applicable work experience. Finally, Chapter VII will provide the

authors’ overall conclusions as a result of this research endeavor.

H. CHAPTER SUMMARY

This chapter has introduced the problems of DOD business system modernization
efforts and framed the outline of this research project. Specifically, this chapter identified
the scope of this JAP as well as presented the four (4) research questions that this research
project will address. Finally, the methodology was described in how this analysis was
conducted. The next chapter will provide a detailed timeline and background of the
evolution of policy reform within the DOD, with particular emphasis on that of DOD

business systems.



II.  EVOLUTION OF POLICY REFORM

Chapter | provided an introduction to the background of this research project and
described the research questions that this JAP will address. This chapter will focus on the
evolution of policy reform within the DOD, specifically highlighting the historical
information that led to the DOD business system modernization being designated as high
risk over twenty (20) years ago. This chapter will go into greater detail about additional

reports, policies, and documentation that have created this problem.

As emphasized by GAO-15-627 (DOD Business System Modernization), the
current DOD systems are excessively complex and, due to this attribute, the systems are
prone to issues and malfunctions. The GAO also found that there is little to no continuity,
that the DOD has several systems completing the same tasking (which lead to the same
data being saved in multiple locations), as well as, an unnecessary amount of manual data
entry (GAO 15-627, 2015b). This chapter reviews the policies, regulations, reports, and
acts that impacted the DOD business system modernization efforts from 1995 to 2015;
while examining the GAO high risk designation and the regulations that have been issued

to mitigate the risk assessment.

A BACKGROUND

The DOD spends billions of dollars annually on its modernization efforts, which
consist of over 2,300 business systems that support all aspects of operations and business
functions (GAO 15-627, 2015b).

GAO designated DOD’s multibillion dollar business systems
modernization program as high risk in 1995, and since then has provided a
series of recommendations aimed at strengthening its institutional approach
to modernizing its business system investments. Section 332 of the NDAA
for Fiscal Year (FY) 2005, as amended, requires the department to take
specific actions consistent with GAO’s prior recommendations and
included a provision for GAO to review DOD’s efforts. In addition, the
Senate Armed Services Committee Report for the NDAA for FY 2015
included a provision for GAO to evaluate the usefulness and effectiveness
of DOD’s business enterprise architecture and business process
reengineering processes. (GAO 15-627, 2015b)
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B. ACTS, GAO, AND DEPARTMENT OF DEFENSE INSPECTOR
GENERAL (DODIG) REPORTS

1. National Defense Authorization Act for Fiscal Year 2005

Section 332 of Public Law 108-375, also known as the “Ronald W. Reagan
National Defense Authorization Act for Fiscal Year 2005” amended Chapter 131 of Title
10 U.S.C. § 2222, by inserting the following new section, “Defense business systems:
architecture, accountability, and modernization.” Under this act, an annual report is
submitted by 15 March to various congressional defense committees in order to ensure
compliance with the requirements of the NDAA for FY 05 (GAO 15-627, 2015b). As
amended, NDAA for FY 2005, requires the DOD accomplish tasks consistent with prior

suggestions made by the GAO. Section 332 of the act addresses the following provisions:
a) Business Enterprise Architecture (BEA)
b) Enterprise Transition Plan (ETP)
¢) Investment Management
d) Investment Certification and Approval (ICA)
e) Mandated Budgetary Reporting
f) Other (Human Capital)

In addition, this NDAA requires that the DOD submit the following information to
the appropriate congressional committees in an annual report on compliance with the

provisions outlined in the act:

Detail actions taken and milestones for meeting the acts requirements.
Specific milestones and performance metrics against stated performance
measures, along with any amendments. Executions on any system
modernization submitted for certification under the appropriate subsection.
Detail specific improvements in business operations and cost savings
initiatives on successful modernization efforts. Detail the number of system
modernizations that have been certified; and, identify any obligation in
excess of $1 million for the system modernization that has not been certified
the prior year. (Public Law 108-375, 2004)



The NDAA for FY 2005 consists of various requirements, one of which states that
the DOD should implement milestones to ensure the modernization effort is kept on track
and establish metrics to capture performance data, funding needs, and non-financial needs.
The NDAA for FY 2005 asserts that in order for funding to be approved for specific
business systems, the DOD must demonstrate the organization has taken the appropriate
steps required to guarantee that each system is as streamlined and efficient as possible. The
act also details that the DOD must, to the maximum extent practicable, use commercial
off-the-shelf (COTS) systems that are modified to meet the DOD’s unique requirements
and to remove unique interfaces that inhibit competition (GAO 15-627, 2015b).

Contained within Section 332 of NDAA for FY 2005 is language that requires that
the DOD must have the GAO assess the specific actions taken as part of the modernization
effort that allows for an independent audit on modernization progress. A summary of the
status of the implementation of those recommendations is contained in Table 1. A more

detailed listing of GAO recommendations is provided by Appendix A.

Table 1. NDAA for FY 2005: Status of Recommendations

NDAA provision Implemented Partially Total
Implemented
Business Enterprise Architecture 1 2 3
Enterprise Transition Plan - 1 1
Investment Management 1 3 4
Investment Certification and Approval 2 3 5
Mandated Budgetary Reporting 1 - 1
Other (Human Capital) - 2 2
Total 5 11 16

Source: GAO 15-627 (2015b)

2. Clinger-Cohen Act

The Clinger-Cohen Act, enacted in 1996, was implemented to improve how the
Government procures and disposes of IT hardware. This act also requires the DOD to
appoint a Chief Information Officer (Cl1O) that has authority to ensure various aspects of
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the act are implemented appropriately and successfully, thus creating accountability. The
Act also holds the Director of the Office of Management and Budget (OMB) accountable
for the improvement in the procurement through discarding of IT by the federal
government (Clinger-Cohen Act, 2015).

3. GAO Reports

Since 1995, the GAO has stated the modernization of business systems is high-risk
to the Government and has also issued multiple reports covering the progress with the
modernization efforts. Section 804 of the Bob Stump NDAA for FY 2003 requires the
Office of Secretary of Defense (OSD) and the DOD to implement various process
improvements. Similar requirements have also been outlined in Section 332 of NDAA for
FY 2005. Each statue requires that the DOD submit an annual report on the required aspects
of the modernization efforts. The report is to contain specific actions taken and milestones
met for meeting the requirements, detail specific improvements in operations and cost
savings initiatives, the number of systems certified, and to identify any obligation on a
system that exceeds $1 million. The modernization topic is of such a great importance due
to the fact that the DOD allocates billions of dollars annually in order to maintain existing
systems, as well as, develop new IT systems in order to support the warfighter and execute
the mission. In 2011, it was reported that the DOD have over two thousand (2,000) IT
systems in use that are covered by statutory requirements.

The GAO has performed multiple studies on the modernization effort by analyzing
key information about each business system architecture in relation to identified core
elements of the Enterprise Architecture Management Framework. Figure 2 provides a
timeline of the various business system modernization reports issued by GAO. When
evaluating the DOD’s compliance with the act, the GAO analyzed policy and procedures
of investment management, certification documentation for applicable system investments,
and the latest transition plan. The cases below represent only a cross section of the available
GAO reports, but show the gains and losses experienced by the DOD.
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Figure 2.  Timeline of GAO Reports

GAO 09-088
GAO 11-902
GAO 13-557
GAO 15-290

GAO 10-663
GAO 12-685
GAO 14-486
GAO 15-627

a. GAO 09-888: DOD Software and System Process Improvement

In the GAO-09-888 report, it was found that while OSD had implemented various
process improvements that were required by statute, OSD had failed to implement any
oversight measures in order to capture required metrics. OSD countered that “process
improvement is a component of responsibility and thus it does not view oversight of
component Software and System Process Improvement (SSPI) efforts as necessary” (GAO
09-888, 2009). According to the GAO, due to the lack of strong leadership over these
efforts, OSD is not compliant with elements of Section 804 of the NDAA for FY 2003.

The GAO also found that while the DOD had implemented various process
improvements, two (2) processes were not implemented in the mandated timeframe and
that the implemented processes did not accurately fulfill the intent of the statue and other
guidance (GAO 09-888, 2009).
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b. GAO 10-663: Business Systems Modernization

In the DOD’s FY 2010 report, the GAO found the content was incomplete, not
capturing the appropriate rate of information needed to permit the meaningful oversight
and understanding. The GAO stated that while the report included pertinent information,
“other important performance measures, such as measures of progress against program
cost, capability, and benefit commitments were not included in the report” (GAO 10-663,
2010). DOD officials countered that the lack of pertinent information was because these
investments have not “progressed far enough in their life cycles to measure cost, capability,
and benefit performance” (GAO 10-663, 2010). However, the GAO review found that the
report did contain information on multiple investments that have produced savings and,
therefore, these other investments can provide the same level of information related to
program expenditures. The GAO also noted the DOD failed to provide key information
about system investments due to the lack of reliable inventory of all DOD business systems.
The report stated that the DOD can report on investments relative to expected costs even if
capabilities and or benefits have not been partially or fully delivered. To further this lack
of information, the DOD also had not fully defined policies and procedures at the corporate
or component level. Based on these findings, the GAO indicated that some of the
certification actions exclude meaningful and material information about known
weaknesses in the system investments and the resulting actions are not sufficiently
substantiated. Therefore, the provided congressional report was of “questionable
reliability” due to the information used to substantiate and support budget requests and
transition plans (GAO 10-663, 2010).

The GAO report details the metrics for key milestone statuses. Of the two hundred
and twenty-four (224) acquisition, compliance and interim milestones: one hundred and
twenty-six (126) were met, forty-six (46) were deleted and fifty-two (52) were delayed
(GAO 10-663, 2010). However, when broken down, sixty-six (66%) percent of acquisition

milestones and fifty (50%) percent of compliance milestones were not being met.
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c. GAO 11-902: Organizational Transformation

The GAO found that the DOD agencies and the Army concurred that a plan should
be developed for meeting elements contained within the GAO framework; however, the
Navy and Air Force did not concur with the recommended plan. While the DOD and Army
concurred, the Navy and Air Force did not. The DOD countered that both the Navy and
Air Force do not have the *“valid business case” for that would warrant the execution of all
framework components (GAO, GAO 11-902, 2011b). This report shows that on average
the DOD has only fully satisfied twenty (20%) percent of elements, partially satisfied forty-
four (44%) percent of elements, and not satisfied thirty-seven (37%) percent of identified
elements (GAO 11-902, 2011b).

DOD officials have listed various issues that have impeded the modernization
efforts to include lack of human capital resources with the applicable experience in upper
management and a lack of funding (GAO 11-902, 2011b). Overall, the GAO once again
concluded that the DOD is not positioned to fully maximize potential benefits of
modernization efforts to include reducing the cost associated with *“duplicative
functionality” (GAO 11-902, 2011b).

d. GAO 12-685: DOD Business Systems Modernization

As with previous reports, the GAO reiterated the DOD’s inability to fully
demonstrate its capacity to gather metrics in order to accurately measure the success of the
modernization process. The GAO found that the DOD still has “not fully defined roles and
responsibilities associated with the effort” and that the DOD still lacks a comprehensive
database of all the business systems utilized by the department. While the DOD included
data on over one thousand six hundred (1,600) systems for the FY 2013 submission, the
GAO found that this lack of a comprehensive list potentially includes five-hundred (500)
business systems, thus bringing to total of potential systems up to 2,100. It was also stated
that the DOD still has yet to implement GAO Information Technology Investment

Management framework key practices since the last review in 2011.

As with previous reports, the GAO again highlighted the DOD’s inability to gather

and analyze metrics in order to realize the full benefits of the modernization efforts. The
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GAO noted that the DOD approved one hundred and ninety-eight (198) actions to run
through the certification process that represents about $2.2 billion of the total
modernization spending. While these actions were determined to need certification,
decertification, or recertification, the GAO stated that the documentation for the basis of
these actions is limited and, therefore, the grounds for which approvals were made are
incomplete (GAO 12-685, 2012).

e. GAO 13-557: DOD Business Systems Modernization

The GAO found that the DOD still has challenges in regards to fulfilling certain
actions to be compliant with NDAA for FY 2005 mandates. The act required that the DOD
develop business enterprise architecture systems; however, the DOD still lacks a detailed
implementation plan even though $379 million has been spent over ten (10) years. The act
also requires that the DOD develop a transition plan, but the GAO found the latest version
is missing key elements of the acts requirements (i.e., time-phased milestones and
performance measures). The DOD also has to “establish an investment approval and
accountability structure along with an investment review process,” but the GAO found that
the DOD still has not fully defined “the criteria and procedures for making portfolio-based
investment decisions” nor a process (GAO 13-557, 2013). Lastly the act required that the
DOD certify any system in excess of $1 million as compliant. While the DOD’s approach
included certifying over one thousand and two hundred (1,200) business systems for FY
2013 estimated at $6.8 billion, the DOD still has not ensured the accuracy of the system
alignments through validation. The GAO also reported that reengineering assertions were
not finalized and the outcomes were not contained in the submitted report (GAO 13-557,
2013).

During the FY 2013 review, the GAO found that the DOD has not defined a
strategic approach to managing human capital requirements which restricts how
successfully the DOD can address the acts requirements. This restriction puts the billions
of dollars spent each year on over two thousand (2,000) systems at risk.  Previous
recommendations targeted “at achieving activities related to the business system

modernization effort”; however, the DOD has not implemented over forty-five (45%)
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percent or twenty-nine (29) recommendations (GAO 13-557, 2013). The DOD claims
personnel turnover and changes to the requirements which expanded the scope of targeted
systems that require certification and that the short timeline in which these activities have
to be accomplished contributed to the noted GAO weaknesses.

I GAO 14-486: DOD Business Systems Modernization

In 2014, the GAO found that the DOD certified and approved most of the business
systems and updated the required transition plan, determining it to be compliant with the
NDAA for FY 2005. However, the GAO reiterated the DOD’s ongoing challenge in
implementing certain requirements of the act. While the DOD has developed a framework
that reflected various best practices, the GAO stated that the framework is not aligned and
is lacking a review board that solely focuses of systems that are determined to be high risk.
It was found that while the DOD certified roughly $6.4 billion expenditures for almost one
thousand and two hundred (1,200) business systems; however, additional reviews are
necessary to support the certifications and that department guidance does not mandate that
pertinent information be collected to reduce duplication of business systems (GAO 14-486,
2014). However, unlike previous reports, GAO Report 14-486 concluded that the DOD did
in fact make progress in the development of a transition plan included most of the

documentation required by the act.

g GAO 15-290: High-Risk Series

The GAO reported to congressional committee a High-Risk Series report updating
progress on prior recommendations. The DOD segment of this report represents only part
of the $3.5 trillion in outlays for FY 2014. This annual report examined the DOD’s
approach to business transformation, modernization efforts, managing infrastructure,
financial and supply chain management, as well as, weapon system acquisition. While the
GAO found that the DOD has “demonstrated” commitment to improve transformation
efforts, unless the DCMO addresses prior issues (metrics to measure performance), the
progress needed to transform the DOD into a more efficient and less costly entity will not
happen (GAO 15-290, 2015a).
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This report also focused on the lack of monitoring necessary for the assessment and
reporting of progress. The GAO stated that the DOD still has not established protocol for
monitoring the progress on the business transformation efforts across all the business
functions impacted by this effort. It was noted by the GAO that the DCMO did not provide
feedback to reporting officials, it was unknown if the information being submitted was
complete or clear. However, the DCMO office later stated that the data provided by these
reporting officials were unclear and not consistent across all functions. The GAO noted
that unless standard reporting protocols and metrics are established and implemented, the
DOD cannot determine the actual extent these efforts are helping achieve the
modernization mission (GAO 15-290, 2015a).

While this report addressed the DOD Leadership’s commitment to modernization
efforts, it stated that additional steps are necessary to focus on key portfolio practices
documented in the IT Investment Management Framework. As with other reports, the
GAO once again determined that the appropriate information (cost, schedule, and
performance) is reported and accurate in order to measure and demonstrate that the DOD
IS making progress in achieving expectations. The GAO also determined that the DOD
needs to ensure that the appropriate level of resources is being allocated by conduction
needs assessments and by ensuring the appropriate roles and responsibilities are established

for future systems.

h. GAO 15-627: DOD Business Systems Modernization

The GAO preformed the study due to “the Senate Armed Services Committee
Report for the NDAA for FY 2015 which included a provision that the entity evaluate the
effectiveness of the DOD’s business enterprise architecture and reengineering processes,”
(GAO 15-627, 2015b). In GAO 15-627 the GAO interviewed twenty-four (24) military
department portfolio managers and other officials (GAO 15-627, 2015b).

Since 2011, the DOD has implemented five (5) of the sixteen (16)
recommendations that addressed the provisions contained in the NDAA for FY 2005 and
partially implemented eleven (11) of the recommendations. While progress had been made,
the GAO made the determination that the efforts still are not achieving the expected and
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intended results outlined in the statute. As reported in the aforementioned survey, portfolio
managers stated that efforts were only reasonably effective in streamlining processes,
current ineffective architecture systems constrained business system investments, and that
the architecture could not produce dependable and timely data for the purposes of making
informed decisions. The managers surveyed also reported a cultural resistance to change
and a lack of necessary skills which contributed to the DOD’s ability to achieve the acts
envisioned results. It was also noted that if the DOD implemented the portfolio managers
suggestions, that the DOD would achieve greater efficiencies in cost and performance and,
therefore, better outcomes (GAO 15-627, 2015b).

4, DODIG REPORTS
a. DODIG 2012-111 Increased Risks to DOD Auditability Goals

Due to increasing costs and delayed schedules, Congress made a request for the
DODIG to audit various DOD ERP systems. This audit was conducted in order to evaluate
six (6) specific ERP systems required to produce “auditable financial statements” (DODIG,
DODIG 2012-111, 2012). Information pertaining to each of these systems are provided in
Table 2. The DODIG audit revealed that these six (6) ERP systems cost the taxpayer $8.0
billion over the initial estimate and took up to twelve and a half (12.5) years to implement
and deploy the system. In this DODIG report, it stated that due to the reported delays, the
use of antiquated technology will decrease the projected savings that would be realized
with system modernization. The DODIG also stated that the continued use of antiquated
technology will prohibit the DOD from being able to achieve preparedness for the FY 2017
audit.
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Table 2.

ERP System Background Information

Initial Current PLEGIER) NIl 35
System Name Deployment Number of PR Numlesr o (g
Date System Users of System Users| Systems to Be
Replaced
Army
GFEBS 2008 46,000 53,000 107
LMP 2003 21,000 21,000 2
Navy
Navy ERP 2007 40,000 66,000 96
Air-Force
DEAMS 2007 1,200 30,000 8
DOD
DAI 2008 8,000 94,000 15
EBS-EC 2011 Unknown 700 7
EBS-EProcurement 2010 1,500 4,000 3

Source: DODIG, 2012-111 (2012, p. 12)

As a result of the DODIG 2012-11 audit, it was recommended that the Air Force,
Army, Navy, DCMO and CMOs implement a methodology to review internal activities in

order to restrict funding when a system cannot “demonstrate adequate business process

reengineering,” and also recommended that the Secretary of Defense (SECDEF) update

the Financial Improvement and Audit Readiness (FIAR) Plan to track the effect of the DOD
ERP systems on goals of obtaining auditable financial statements (DODIG, DODIG 2012-
111, 2012). While the CMOs agree with the DODIG recommendations, only the Navy
presented a plan for auditable data (DODIG, DODIG 2012-111, 2012).

b. DODIG 2013-111 Status of Enterprise Resource Planning Systems’ Cost,

Sc

hedule,

Recommendations

and Management Actions

Taken

to Address

Prior

After the analysis conducted under DODIG 2012-111, a request was made to update

the findings during an audit conducted from February—July 2013. The rationale behind the

audit was to ascertain whether or not there have been increases in cost or missed milestones
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within the ERP systems since DODIG 2012-111 report (DODIG 2013-111, 2013). Since
the last DODIG report, the DOD reported a $680.9 million cost reduction in four (4)of the
six (6) systems highlighted in the previous report, however, a cost increase of $298.9
million in the other two (2) systems and three (3) additional delays (DODIG 2013-111,
2013).

C. CHAPTER SUMMARY

This chapter has reviewed DOD’s continuous struggle with successfully
implementing all the requirements of the various National Defense Authorization Acts.
Part of this struggle is due to different interpretations of the statues’ requirements and lack
of resources; however, due to technological advances over the last two (2) years, reports
and findings are not a fixed target, but are continuously updated to mirror the current
technological environment. As system modernization has progressed, the requirements
contained within the act have evolved to better match the current technological
environment. While the DOD has been able to implement some process improvements, the
GAO concluded annually that the DOD is not fully executing the statute requirements and,
therefore, did not capitalize on the overall impact of the modernization efforts nor able to

effectively measure cost, schedule, and performance outcomes of these improvements.
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I11. CURRENT PROCUREMENT SYSTEM ENVIRONMENT

As thoroughly discussed in the previous chapter, the GAO has issued multiple
reports stating which programs are determined to be high risk. The DOD is responsible for
seven (7) of GAO’s high risk areas, including: DOD’s approach to business transformation,
support infrastructure, financial management, supply chain management, weapon system
acquisition, and contract management (Department of Defense, 2015b). Many of the
aforementioned GAO high risk areas are beyond the intended scope of this project;
however, in order to properly analyze business systems modernization efforts, it is
important to understand the overall structure in which DOD operates within to implement
new strategies and corrective actions. Accordingly, this chapter examines various aspects
of DOD’s organizational structure, stakeholder engagement, and strategic alignment as it
pertains to necessary improvements to its business operations. This chapter also includes
an in-depth discussion of DOD’s strategic plan for defense wide procurement capabilities

with particular emphasis on its CWSs.

A. GOVERNANCE

As emphasized by the Department’s Strategic Management Plan (SMP) for FY
2014-2015, the DOD is a highly complex organization, employing roughly three (3)
million employees at over five thousand (5,000) locations, and has an annual budget of
over $600 billion. “With such massive scale and a complex operating environment, it is
crucial for DOD to efficiently execute its business operations” (Department of Defense,
2013, p. 6). In order for the DOD to successfully complete its mission, the procurement
and other related systems are required to be efficient, agile, and effective. The SMP also
states that effectively overseeing business operations is essential to achieving desired

outcomes for improved business operations.

DOD’s recently issued ASP for FY 2015-2018 emphasizes how effective
management and oversight will drive the strategic goal of a successful implementation.
The ASP also highlights that in order to achieve desired efficiencies and end goals, all

leadership within the DOD must collaborate and take the appropriate action, specifically,
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lead organizations are appointed as response for the cross-Departmental coordination for
all goals. The stakeholders identified in Figure 3 report to the DMAG and DBC and are
responsible for the management and implementation of strategic outcomes (Department of
Defense, 2015b).

Figure 3. DOD Governance Forums, Stakeholder Roles, and
Responsibilities.

Stakeholder Responsibility
Acts on behalf of the Deputy Secretary of Defense for

executing a common management approach across disparate
Departmental processes.

Deputy’s Management
Action Group (DMAG)

Defense Business Council Provide unified direction and leadership for the Department’s
(DBOC) business mission area. including approving the ASP.

Vel TP T8 A&V Rl Prioritize investments in functional and cross-functional
Military Departments transformation initiatives.

Oversee the cross-functional development and execution of
an integrated ASP and facilitate the monitoring, analysis and
reporting of resulfs.

Deputy Chief Management
Officer (DCMO)

Principal Staff Assistants Develop and manage the execution of business goals and
(PSA) initiatives.

0001 N1 G GV T (M Implement and report on initiative performance and milestone
attainment.

Source: Department of Defense (2015b, p. 39)

1. Deputy’s Management Action Group

Serving as the DBSMC, the DMAG is accountable for implementing a consistent
approach towards managing DOD’s processes (Department of Defense, Strategic
Management Plan (SMP) for Fiscal Years 2014-2015, 2013, p. 9). The DMAG “is the
primary civilian-military management forum that supports the Secretary of Defense, and
addresses top Departmental issues that have resource, management, and broad strategic

and/or policy implications. The DMAG’s primary mission is to produce advice for the DSD
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in a collaborative environment and to ensure that the DMAG execution aligns with the
Secretary of Defense’s priorities as well as the planning and programming schedule”

(Deputy Chief Management Officer, DCMO web page, “Governance,” n.d.).

2. Defense Business Council

Section 901 of the NDAA for FY 2012, codified at Title 10 U.S.C. § 2222,
established the DOD’s single IRB, known as the Defense Business Council (DBC)
(Department of Defense, 2014, p. 6). The DBC serves as the principal subsidiary body to
the DMAG “for vetting issues related to management, improvement of defense business
operations; and other issues to include performance management, pursuant to the
Government Performance and Results Modernization Act of 2010” (Deputy Chief
Management Officer, n.d.). The DBC leads efforts to reduce costs and optimize business
operations as the DOD continues to implement institutional reforms. Because of shared
interest and responsibilities with regard to business processes and system architecture, the
DBC is now co-chaired by the DCMO and the CIO while continuing to evaluate
management and business improvement issues for the DMAG (Department of Defense,
2015a).

3. Fourth Estate Working Group and Military Departments

The DOD Fourth Estate is comprised of organizational entities which are not in the
Military departments or the Combatant Commands. These include the OSD, the Chairman
of the Joint Chiefs of Staff, the Office of the Inspector General, the Defense Agencies, and
Field Activities (Department of Defense, 2015a). The Fourth Estate business environment
includes large, diverse organizations performing a complex set of functions. DCMO
monitors baseline certification data from the Fourth Estate to pursue consolidation and
business process improvement opportunities. Recent Fourth Estate measures include the
consolidation and modernization of its portfolio, with server organizations being able to
accelerate planned retirement of legacy systems or retire systems earlier than projected
(Department of Defense, 20153, p. 39).
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4, Deputy Chief Management Officer

In 2007, the DCMO was established by Congress as an Under Secretary of Defense
level position. The DCMO was founded to “synchronize, integrate, and coordinate the
business operations of the department and ensure optimal alignment in support of the war
fighting mission” (Deputy Chief Management Officer, DCMO web page, “About,” n.d.).
Acting as PSA and advisor to the Secretary of Defense and Deputy Secretary of Defense
(DSD), the DCMO is paramount in serving as the DOD’s Process Improvement Officer,
creating a culture that is performance based which is piloted by strategy of cross-functional
procedures, tracking established metrics, and ensuring requirements are met in a timely
manner (Deputy Chief Management Officer, DCMO web page, “About,” n.d.). The
creation of the DOD’s BEA, SMP, Investment Review Process, and ETP are the primary
responsibility of the DCMO (Deputy Chief Management Officer, DCMO web page,
“About,” n.d.).

In order to fulfill the DCMO core mission, there are seven (7) core service offerings
that be provided (Deputy Chief Management Officer, DCMO web page, “About,” n.d.).
As stated on the DCMO webpage, the seven (7) core service offerings are: 1) DOD business
strategic planning, performance management, and oversight; 2) successful implementation
and acquisition oversight of DOD business systems; 3) effective business portfolio and
investment management; 4) rapid and agile business solutions provided for Combatant
Commands and other in-theater customers to ensure that expeditionary business process
work effectively and efficiently; 5) delivering the BEA, standards, and technology
innovation; 6) E2E business process optimization, integration, and alignment to enable
informed enterprise-wide decisions; and 7) business intelligence that enables data-driven,
effective decision-making for DOD and other stakeholders (Deputy Chief Management
Officer, DCMO web page, “About,” n.d.).

As depicted by Figure 4, the Office of the DCMO is comprised of a combination
of technical and industry experts that deliver a comprehensive suite of products and
services through five (5) directorates: Planning Performance & Assessment Directorate;

Defense Business Management, Analysis, & Optimization Directorate; Oversight &
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Compliance Directorate; Administration Directorate; and Organizational Policy &
Decision Support Directorate (Deputy Chief Management Officer, DCMO web page,
“About,” n.d.).

Figure 4.  Organizational Structure for the Office of the DCMO.
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Source: Deputy Chief Management Officer, DCMO web page, “About”
(n.d.)

5. Principal Staff Assistants (PSAS)

The Secretary’s PSAs act as business line owners, and fulfill a key role through the
development of functional strategies that lay the foundation for the investment
management process while also establishing the context for portfolio management efforts
(Department of Defense, 2014, p. 3).
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6. Components and Agencies

Comprised of Military of Departments, Defense Agencies, and Field Activities, the
DOD Components execute and record data on all performance and milestone fulfillment
(Department of Defense, 2015b, p. 39) During the inv