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ABSTRACT

Discovering true and meaningful communities in dark networks is a non-trivial
yet useful task. Because terrorists work hard to hide their relationships/network, analysts
have an incomplete picture of their strategy; even worse, the degree of incompleteness
is unknown. To better protect our nation, analysts would benefit from a tool that helps
them identify meaningful terrorist communities. This thesis introduces a general-purpose
algorithm for community detection in multiplex dark networks using the layers of the
network based on edge attributes. The methodology includes community detection details
from each layer, yet it is still flexible enough to be meaningful in a variety of networks based
on the user’s interest. The aim of this thesis is to build on current layer aggregation
methodologies as well as preexisting community detection algorithms. We apply our
algorithm to three multiplex terrorist networks: Noordin Top Network, Boko Haram and
Fuerzas Armadas Revolucionarias de Colombia (FARC). We validate our algorithm by
measuring adjusted conductance and cluster adequacy with respect to community quality.
We demonstrate the utility of our community partitions by developing a community guided

network shortest path interdiction model, which disrupts the information flow in the Noordin

Top Network.
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Executive Summary

Network science allows us to visualize large data sets in the form of a mathematical model.
Partitioning a network into communities based on its topology, helps reduce the complexity
of large networks by placing vertices into groups based on similar attributes. Detecting
communities in single layer networks is a well-studied problem. However, detecting com-
munities in multiplex networks that contain many layers is challenging. Network layer
aggregation approaches reduce a multiplex network to a single weighted graph, which sim-
plifies the network to a single layer community detection problem. However, aggregating
all of the layers causes the detailed information associated with each layer to be lost. A
new algorithm that detects communities in multiplex networks that reduces the cost of

information loss is needed.

This thesis proposes a purpose-driven community detection algorithm for multiplex net-
works that is user-engaged at multiple steps to develop analytically useful communities.
The algorithm focuses on a user-defined goal, which directs the algorithm to select and
combine layers appropriately in support of that goal. In addition, the user selects weights
and an information threshold that results in a spectrum of community numbers and sizes.
To test our algorithm, we used three dark network data sets from the NPS Common Op-
erational Research Environment Lab, with a user defined goal of network disruption. We
specifically tailored the algorithm to reduce the effects of incomplete information on dark

network analysis.

In total, we explored 81 subcases from our dark networks that included different weights
and information threshold choices. To determine community quality, we measured cluster
adequacy and average adjusted conductance of the resultant communities from each subcase.
The community quality generally increased with the size of the community. The larger
communities were developed under the provisions of the most relaxed threshold values.
However, we also observed that graph components that were identified as communities

resulted in perfect community quality scores regardless of the community size.

The main purpose of our community development was to disrupt a terrorist network. With
this goal in mind, we formulated a community guided shortest path interdiction network

flow model. Subcase 3.9 provided the necessary community compositions to guide the

XVii



shortest path interdiction model towards a faster solution. We recommend more trials
using other subcases to reveal the optimal community composition. However, subcase 3.9
demonstrated the utility of our communities to reduce the complexity of our network model
from 1196 to 698 edges. We believe there exists an optimal community composition for
each network, which depends on the associated community purpose as well as community
quality.

This thesis presented an alternative method for conducting community detection in multiplex
networks. By analysing our resultant community properties, we enhanced current optimal
shortest path interdiction results. The community guided approach achieved similar optimal
results while significantly reducing solution time. Our focus on first defining a purpose for
community detection helped guide our algorithm development into a working procedure
with tangible results. We believe that detecting purpose-driven communities in multiplex
networks by thresholding user-engaged layer aggregation is a promising area of research

that should be continued and examined with more data sets in the future.
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CHAPTER 1.

Introduction

Beginning early in our lives, we are instructed to develop our skills to describe and under-
stand the complex world around us. We label, or define, other people based on our type
of connection or relationship to them. Social networks such as LinkedIn offer a platform
for capturing our professional relationships, and we can visually describe or model these
relationships using tools from network science. This abstract model can be created by
representing each object as a dot or vertex with a corresponding label. This group of objects
could then be divided or partitioned into smaller groups, or communities, based on similar
attributes. Any two vertices that are related by the same attribute form a connection, or
edge, between them. Modeling the information from LinkedIn as a graph and analyzing
the graph using network science enables us to mathematically articulate relationships. This
leads to increased understanding of the local and global importance of people, or groups,

of people in our graph.

For example, we can arrange the people from a LinkedIn network into communities based
on physical attributes or other characteristics such as age, gender, type of profession,
educational background, job title, or history of employment. Which arrangement is correct?
All arrangements are technically correct, but one relationship or set of relationships may
be more appropriate depending on our goal. First, we need to understand why we are
sorting people into communities. Imagine we are retiring from the military and searching
for a new job that requires credible references. This end-user goal focuses our choice(s) of
relationships or layers on type of profession, educational background, job title, and history

of employment.

We can build a graph for each relationship by first plotting each vertex and then connecting
vertices with an edge if they have that relationship. For example, in the graph of the
profession layer, two people are connected if they have the same type of profession. This
visualisation of relationships as graphs allows us to identify communities based on the type

of profession.

Network science is concerned with describing systems, such as social interactions, by



representing objects and their relationships as graphs with information known as networks.
Typically the term graph is used in theoretical contexts whereas the term network is used
in reference to the application of graph theory. For the purposes of this thesis, graph
and network are used interchangeably. If we want to describe our system using multiple
relationships between the same vertices, Bianconi [ 1] explains we can build collective layers
of graphs called multiplex networks. Defining and detecting communities across multiple
layers with large and diverse information data sets can become increasingly complex.
According to Radicchi et al. [2], community detection can be applied to help understand and
solve numerous technical and social problems. In the next section, we illustrate the utility
of community detection and describe the associated challenges of applying community

detection to multiplex dark networks.

1.1 Problem Description

Fear is not a new concept, yet organizations whose purpose is to spread fear remain difficult to
fully comprehend. These groups are known by many names, such as terrorists, insurgents,
or simply criminal organizations. In social network analysis, Bakker et al. [3] refer to
these organizations as dark networks. The complex structure of dark networks challenges
network science to develop more precise analytical methods to model and enhance our
understanding of these networks. Section 2.4 covers dark networks and their associated
analytical challenges in more detail. The following motivational anecdote builds from my

professional military experience with dark networks as an Explosive Ordnance Disposal
Officer.

As the senior Counter-Improvised Explosive Device Officer for Nangarhar Province in
Afghanistan, my mission required me to eliminate explosive threats produced by dark
networks and to provide counsel to the combatant commander on predicting and preventing
future attacks. To succeed at this mission, my teams required information to begin mapping

out the networks.

The evidence and intelligence my teams gathered as part of sensitive site exploitation was
catalogued and processed for the dual purpose of prosecuting members of dark networks
and assembling targeting packages for future missions. My reports were supplemented by

other intelligence sources and reports from various other units to form a collective database.

2



Over the years, this temporal database has grown to include a wide spectrum and high
volume of information. How do we take advantage of this data to enhance our analysis of
a given network? Researchers visualize each aspect of a diverse data set as independent

graphs within a complex network.

Network science has developed several tools for analyzing single layers or aggregated
weighted graphs, which Kiveli et al. [4] define as monoplex networks. Community detection
is one such tool that, when wielded appropriately, can increase our understanding of dark
networks. Community detection partitions the vertices of the graph into densely connected
groups. The properties of these communities can be studied both locally and within the
context of the global graph to build community profiles. The knowledge gained through
community profiles has the potential to assist the analyst in developing more robust targeting
packages for network disruption. Developing a method that maximizes the information
gathered increases the depth of the analysis by producing more meaningful profiles of

network communities.

Analyzing layers independently or collapsing all layers into a monoplex network both fail
to capture the true details of the multiplex network. In the first case, we do not study the
network holistically, and in the second, we lose information by oversimplifying the network.
Researchers have made substantial progress on detecting communities in single layer net-
works. However, community detection in multiplex and multilayer networks has proven to
be particularly challenging. Several algorithms have successfully detected communities on
synthetic networks. However, when many of these algorithms are implemented on real net-
works, most have difficulty partitioning the network into the predetermined communities.
In this thesis, we explore a mathematical approach to defining and detecting communities

in multiplex networks.

1.2 Thesis Contribution

This research seeks a general purpose algorithm for multiplex networks that is detailed
enough to detect meaningful communities as well as flexible enough to be applied to a
variety of networks. The aim of this thesis is to build on research conducted on the merits

of layer aggregation methodologies used in multilayer community detection.

This thesis proposes a new algorithm that sorts the layers into aggregate weighted categories

3



to enhance network data integrity and ultimately, to detect more meaningful communities.
Our method allows the user to choose the appropriate community detection algorithm and
the threshold that produces the most relevant community partition. We claim that this
new algorithm enhances network data integrity, resulting in more analytically meaningful
partitioned communities than current layer aggregation methods. Flexibility is achieved by
engaging the user at multiple stages throughout the methodology implementation process,
but also by offering a default. User input develops detailed and meaningful communities

within the context of the user’s analytical goals.

The goal of our proposed methodology is to increase the analytical depth of the resultant
multiplex communities. This objective is achieved by first allowing the user to choose
the appropriate combination of layers and weights per category. Next, the user picks the
appropriate community detection algorithm based on the data. Finally, the user enhances
both of these choices by selecting the threshold that gives the most relevant community
partition in the multiplex. This thesis focuses on real network data sets and attempts
to extend the methodology for general purposes. The resultant communities from this
proposed algorithm have the potential to enhance our current understanding of multiplex
networks. When this increased understanding is specifically applied to dark networks, it
has the potential to aid analysts in network disruption and consequently, to restore safety

and stability to terror inflicted regions.

In this thesis, we examine three dark multiplex network case studies to test our algorithm.
The Noordin Top Network provided the inspiration for our method and is discussed in
great detail. The Fuerzas Armadas Revolucionarias de Colombia (FARC) and Boko Haram
Terrorist Networks were used as further verification of our methodology. For each network,
we validate our algorithm by determining the adjusted conductance and cluster adequacy of
the resultant communities. To demonstrate the utility of finding communities for network
disruption purposes, we built a network flow shortest path interdiction model. The model
determines the optimal strategy, given a finite number of attacks, to disrupt the flow of
information from a set of supply sources to a set of demand destinations. We enhance
the optimal solution strategy for this model by examining the properties of the detected
communities in the Noordin Network. The goal of this enhancement is to achieve similar

optimal solutions while increasing the algorithm performance efficiency.



1.3 Organization

This thesis is organized into six chapters including Introduction, Background, Data and
Methodology, Results and Analysis, Modeling and Application, and Future Work and
Recommendations. In the next chapter, Chapter 2, we examine prior work in network
science on community detection algorithms and dark networks. Chapter 3 provides an
overview of our data sets and a detailed explanation and justification for our methodology
using the Noordin Top Network. Chapter 4 presents our community detection results for
different threshold values in each data set and discusses the resultant community topological
characteristics, modularity, and conductance plots. Chapter 5 develops an attack and defend
model that demonstrates the application of the results from Chapter 4. The final chapter,
Chapter 6, recommends some potential extensions of this research to improve our detection

algorithm and our approach to disrupting networks using community properties.
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CHAPTER 2:
Background

In this chapter, we explore prior research contributions to community detection in multi-
layer networks. This research is organized into four sections including Network Science
Overview, General Community Detection, Multilayer/Multiplex Community Detection, and
Dark Networks. Network Science Overview introduces the reader to the basic terms and
concepts used in this mathematical field. General Community Detection covers some of the
challenges and current algorithms implemented for single layer networks. Multilayer/Mul-
tiplex Community Detection specifically focuses on efforts to develop algorithms that are
applicable to multilayer or multiplex networks. Dark Networks highlights the prior research
that has been conducted to specifically analyze the dark network case studies we examine

in Chapter 3.

2.1 Network Science Overview

Network science is a relatively new and progressive area of study within the field of discrete
mathematics. According to Newman [5], "network science is concerned with understanding
and modeling the behaviour of real-world networked systems." Notably, depending on the
field of study and context, many authors use nodes and vertices interchangeably in reference
to an object. For clarity purposes, vertices is used exclusively in this thesis. Network
science builds upon the mathematical framework established by graph theory. The study of
graphs provides the foundation for all of the analytical tools network science has developed
to describe complex systems. In Chapter 1, we introduced the concept of a graph using
edges and vertices. According to Bollobds [6], a graph, G, is defined as:

Definition 2.1.1. Graph

an ordered pair of finite disjoint sets (V, E) such that E is a subset of the set
V' xV of unordered pairs of V. The set V is the set of vertices and E is the set of
edges. If G is a graph, then V = V(G) is the vertex set of G, and E = E(G) is
the edge set. An edge {x, y} is said to join the vertices x and y and is denoted

7



by xy. Thus xy and yx means exactly the same edge; the vertices x and y are

the end vertices of this edge.

Definition 2.1.1 can be generalized to networks to describe complex systems, by capturing
more than just the vertex-to-vertex relationship. Networks are more complex than graphs,
but they still simplify reality to develop a mathematical model for analytical purposes.

Newman [5] explains this connection by defining a network as:

Definition 2.1.2. Network

a simplified representation that reduces a system to an abstract structure cap-

turing only the basics of connection patterns and little else.

Definition 2.1.2 can be augmented to describe diverse data sets as multilayered networks.
Kiveld et al. [4] introduce the term aspect, d, where an aspect represents a different level
of dimensionality within a layer. For example, one aspect of a layer could be time, while
another aspect of the same layer could be displacement. Kiveld et al. further explain
that an elementary layer refers to one aspect and they distinguish the term layer to mean
the combination of elementary layers that belong to all aspects, much like the category of
elementary layers we will use in our research. The notation L represents a sequence of sets
of elementary layers, L = {La}jzl, where one set of elementary layers, L,, is identified for

each aspect, a.

Kiveld et al. use the cartesian product Ly X ... X Ly to construct each layer in a multilayer
network by building a set of all of the linear combinations of elementary layers. To allow
for vertices to be absent in certain layers, they introduce Vy; € V X L{ X ... X Ly. They
add that two vertices are described as adjacent if they are connected to each other in the
same layer. However, two vertices are described as incident to each other if the vertices are
connected across different layers. Kiveld et al. provide the following notation to identify
the layer of the source vertex and the terminal vertex of an edge relationship: the set of
edges as Ey, where Ey C Vi X V. Kiveld et al. use the preceding notation to define a

multilayer network, M as:



Definition 2.1.3. Multilayer Network

M = (VMa EM7 Va L)a (21)

where V is the total number of vertices in the Network, L = {La}j=1 for
elementary layers L, for each aspect a, Vjyy € VX L X ... X Ly, and Ep C
Vi X Vi [4].

Figure 2.1 depicts an example of a multilayer network using Human HIV genetic interaction.

Differentiating between these types of connections allows Kiveld et al. to define connections

PhAssoc

Dirlnt Coloc

Assoc
SupGen Aggregate

Figure 2.1: Human HIV-1 genetic interaction network. Adapted from [7].

between vertices within layers and between layers. If there is only one aspect type and the
set of vertices considered in each layer are identical, then we can further classify the

multilayered network as a multiplex. Kiveld et al. [4] state that a multiplex network is:

Definition 2.1.4. Multiplex Network

a sequence of graphs such that

{Goa¥o_, = {(Vas E)}Y2_), (2.2)

where E, C V, XV, is the set of edges and « indexes the graphs.
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Alternatively, Kiveld et al. [4] describe multiplex networks using the termedge-colored

multigraphs, G.. They define edge-colored multigraphs as:

G.=(V,EC), (2.3)

where V is the vertex set; C is the color set, which is used for labelling the type
of edge; and E c V x V x C is the edge set.

Figure 2.2 depicts an example multiplex network using social interactions on Twitter and
representing people as vertices, V. Connections between any two people, E, are plotted in
three separate graphs corresponding to retweeting, replying, and mentioning. Kiveld et al.
would consider these graphs as elementary layers that belong to the same aspect. However,
if temporal data was collected for when each action of retweeting, replying, and mentioning
occurred then we could build an additional layer of data as a separate aspect of the network.
Gray lines in Figure 2.2 depict vertices of one layer incident to vertices of another layer.
For a deeper explanation of this network see the paper written by Domenico et al. [8], The

Anatomy of a Scientific Rumor.

Layer 3

Layer 2

Layer 1

Figure 2.2: HIGGS multiplex social interaction Twitter data. Source: [8].
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When all the layers are collapsed into a single network with parallel edges or single edges
with weights, we can further classify the network as monoplex. Kiveli et al. [4] define a

monoplex network, O, as:

Definition 2.1.5. Monoplex Network

the aggregation of all of the layers of a multiplex network into a single weighted
layer. Aggregation is achieved by defining edge weights, m, between vertices
in each layer and expressing the final weight as a linear combination of m from

each layer.

When there is no order in layer importance, Kiveld et al. propose a default uniform
distribution of weights where m = 1 for each layer. We incorporate this default weight
concept into our methodology development in the next chapter. Figure 2.3 depicts a
multiplex network example, which represents airports as vertices, V; direct connections
between airports as, E; and airline names as colors, C, for each layer. The far right layer
labelled Aggregate in Figure 2.3 is the resulting monoplex network after aggregating all
of the layers of the multiplex European Airport Network. The previous definitions have
explained our complex systems as networks and categorized them according to the types of
information they display. In our next set of definitions, Newman [5] describes some of the

vocabulary used to analyze network topology. He defines the topology of the network as:

Definition 2.1.6. Network Topology

the physical or logical arrangement and structure of the network.

Network topology can be described using a variety of quantities and measures of features
within a network. Some of these measures include centrality, components, diameter, density,
average path length, and clustering coefficient. The preceding list of network topological
characteristics is not intended to be exhaustive. However, the topological characteristics
defined in Section 2.1.1 provide the reader with enough background to understand their

application within the context of this thesis.
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Ryanair

Figure 2.3: Multiplex European Airport Network. Adapted from [7].

2.1.1 Topological Characteristics

Centrality refers to how influential or important a vertex is within the scope of the network.
The influence of a vertex can be described locally amongst its neighbors or globally within
the context of the entire network. Some of the more popular measures of centrality include
degree, eigenvector, and betweeness centrality. Newman [5] defines degree and Eigenvector
centrality and Orman et al. [9] define betweeness centrality measures in the following

manner:

Definition 2.1.7. Centrality

the degree centrality, k; of vertex i, measures the involvement of a vertex in
a network by the number of vertices connected to it. Eigenvector centrality
calculates a degree centrality score proportional to the sum of the degree
centrality scores of its neighbors. Betweeness centrality asserts the ability of a
vertex to play a ’broker’ role in the network by measuring how well it lies on

the shortest paths connecting other vertices.
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For our purposes, betweeness centrality is particularly interesting since it involves the
connections between vertices on the shortest paths. Many network disruption techniques
involve some variation on increasing the lengths of the shortest paths. This makes vertices
with high betweeness centrality excellent targets. We attempt to apply this reasoning to
measure community centrality in Chapter 5 to build community targeting profiles. In
addition to betweeness centrality, another useful metric that involves shortest paths is the

average path length. Newman [5] defines the average path length as:

Definition 2.1.8. Average Path Length

the mean geodesic or shortest-path distance between pairs of vertices.

Average path length is a global measure that determines on average, the fewest number of
edges required to traverse between any two vertices. A small average path length number
implies there exists multiple redundancies in paths to connect vertices. This is typically the
case unless the network is not completely connected. It is often useful to describe a graph
by the number of independently connected groups of vertices or components. If a path
exists between every vertex in the graph to all other vertices in the graph, then the graph
is referred to as a connected graph and has only one component. Newman [5] defines the

component in an undirected network as:

Definition 2.1.9. Components

a maximal subset of vertices such that each is reachable by some path from

each of the others.

In the context of community detection, small components of graphs typically form their own
communities since they have no outward connections to the rest of the graph. Graphs with
one component are desirable for many analytical algorithms that rely upon high connectivity
and the ability to detect the shortest path in the network. Another characteristic that assists

in describing the relative size of a given network is the network diameter.
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According to Newman [5], the diameter is:

Definition 2.1.10. Diameter
the length of the longest finite geodesic path anywhere in the network.

We can visualize this metric by thinking of the network as a road map where each edge
represents a length of road between cities or vertices. The diameter is essentially the
maximum of the lengths of all the shortest paths between vertices in the network w