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ABSTRACT

Incorporating inexpensive low-impact targeted surface charging (plasma) and
total ionizing dose (radiation) sensors onto national security spacecraft to monitor real-
time environments local to each spacecraft will close a gap in the U.S. space weather
observation network. Evaluation of the current space weather monitoring architecture
identified key stakeholders and their needs, as well as a gap in targeted data. This paper
outlines a solution to improve national security spacecraft anomaly resolution and
resiliency while decreasing system life-cycle cost. A technical assessment of available
products found that low-cost, low-impact spacecraft charging and radiation sensors exist
that meet stakeholder needs. However, upon evaluating the acquisition process,
weaknesses in the Joint Capabilities Integration and Development System (JCIDS)
prevented the stakeholder’s requirements being met. Physical modifications essential for
the current space weather observation network to meet the stakeholder’s needs were
identified in an IDEFO model that represented the functional decomposition for integrated
and proliferated targeted sensors using ViTech® CORE system architecting software. A
risk assessment for sensor integration during each phase of the acquisition process
resulted in a recommendation for national security space enterprise leadership to bypass
the JCIDS process and require all national security space systems integrate low-impact
space weather sensors prior to Milestone-C.
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EXECUTIVE SUMMARY

The objective of this thesis is to explore the potential benefits of equipping U.S.
national security spacecraft with low-impact and inexpensive targeted space environment
sensors, review the systems engineering and acquisition challenges that exist in executing
this proposal, and provide recommendations for overcoming these challenges to meet the

needs of national security space.

In the earliest days of space exploration, the Soviet’s Sputnik 2 and the United
States’ Explorer 1 observed the earth’s magnetic field and its trapped charged particles,
now known as the Van Allen radiation belts. As the number of spacecraft on orbit
increased, so did the United States’ understanding of space weather and its effects on
technology. Today, it is understood that “energetic particles and plasma in the space
environment can be hazardous to space systems, causing system outages, shortening
mission lifetimes, reducing functional capabilities, and potentially masking hostile
actions” (O’Brien et al. 2008, 8). Despite these known threats, “the ability to observe,
predict, and warn of impending solar activity is in its childhood” (Poppe and Jorden
2006, 1).

The United States is limited in its ability to understand current environmental
conditions in space and forecast space weather and its effects partly due to the relatively
small number of environment sensors currently on orbit. Two classes of sensors are

employed to track the near-earth space environment:

(1) Targeted sensors capable of measuring the environment and effects at

a level sufficient for providing situational awareness for the host

spacecraft; and (2) Comprehensive sensors capable of providing detailed

environment measurements that can be mapped to a broad region of near-

Earth space, providing global situational awareness and quantitative

characterization of the environment. (O’Brien et al. 2008, iii)

Additionally, due to the lack of space weather situational awareness, determining
if environmental factors contributed to an on-orbit spacecraft anomaly is “time-
consuming, inaccurate, and of a low confidence level” (O’Brien et al. 2008, 7). Finally,
U.S. national security is increasingly dependent on the capabilities of space systems.

Xix



Space is now a recognized domain of warfare (White House 2010, 22). In this
increasingly contested environment, “real-time, spatially accurate space environment data
from a targeted sensor is critical to determining whether a specific anomaly event might

be the result of hostile activity rather than natural phenomena” (O’Brien et al. 2008, 7).

National security space system development, deployment, and operations would
benefit greatly from improved space environment situational awareness; however, at this
time, a comprehensive strategy to improve U.S. capabilities has not been approved.
Sensor technology is at a readiness level that accommodates multiple targeted sensors
incorporated onto the spacecraft structure with minimal impact to the host. Currently,
monitoring the environment around individual spacecraft is rarely a requirement. Without
a requirement, program managers are not able to invest in this capability despite the

known benefits.

To overcome these challenges, a low- to no-cost schedule impact integration plan
is recommended. This strategy will allow the spacecraft operators to benefit immediately
from the data provided by targeted spacecraft sensors. Over time, it will improve the
general understanding of the space radiation and plasma environments over all orbital
regimes where national security spacecraft operate. This comprehensive amalgamation of
targeted spacecraft sensors will improve space weather models that influence both space
weather forecasting and spacecraft design. These immediate and comprehensive
improvements to the understanding of the space environment will allow space operators
to respond proactively to space weather threats, differentiate between space weather and
adversarial impacts, and allow spacecraft designers to engineer spacecraft with more
accurate margins to survive space weather effects. These benefits ultimately improve
spacecraft operational availability and space weather monitoring resiliency, and will help

drive down spacecraft cost.
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l. INTRODUCTION

The U.S. space program matured from a need to understand the unknown. The
desire to expand this nation’s reach outside the earth’s atmosphere was not only inspired
by the desire to explore unknown new worlds or gain familiarity with the little
understood natural environment outside Earth’s atmosphere, but also was driven more
from the fear of the unknown residing on the other side of the planet. The former Union
of Soviet Socialist Republics (USSR) had detonated their first atomic weapon in 1949
and launched their first satellite in 1957. If the Soviets had the ability to launch a radio
transmitter into orbit over the United States, then they could potentially launch a nuclear
weapon on a ballistic trajectory to U.S. military targets and population centers, as well as
this country’s allies. Instantly, the vast oceans on either side of North America that had
provided some level of isolation and security for almost the last two centuries became

significantly less protective.

Japan’s surprise attack on Pearl Harbor was still fresh in the minds of U.S.
political and military leadership during the early years of the Cold War. The United
States was confronted with the conditions for yet another surprise attack, this time
coming from high above the outer edges of Earth’s atmosphere and over the North Pole
instead of across the Pacific. The Soviet’s launch of Sputnik displayed advanced
aerospace technology superior to the American’s, and U.S. national security was
perceived to be critically at risk. Even more problematic, the United States did not know
just how far advanced the Soviet technology was over its own technology. Human
intelligence (HUMINT) had its limitations and overflight of denied Soviet territory to
gain insight into current activities could possibly result in shooting down an American
pilot, at best, and at worst, provoke war. The United States needed to kick-start its
aerospace development programs to contest and counter the Soviet Union’s capabilities

and gain intelligence on Soviet advancements in development.

The U.S. Air Force, led by General Curtis E. Lemay, was focused on building
more and more strategic bomber aircraft to penetrate Soviet borders as a method of

deployment for nuclear weapons instead of investing in rocket technology and
1



developing intercontinental ballistic missiles (ICBM). The Air Force was also not yet
interested in overhead reconnaissance. The Central Intelligence Agency (CIA), intent on
gaining insight into Soviet military posture and aerospace advances, developed the U-2
Dragon Lady with Lockheed’s Skunk Works to overfly Soviet territory and gain key
intelligence. After early program success, both the Navy and the Air Force embraced
overhead reconnaissance as a means to gain intelligence, and with timely and accurate
information, they hoped to prevent the war that seemed inevitable. Unfortunately, Soviet
advances in anti-aircraft missiles allowed for the embarrassing shoot down of Francis
Gary Powers in a U-2 aircraft over the USSR. Soviet advanced missiles limited the
capabilities of both strategic bombers and high-flying reconnaissance aircraft. Even the
CIA’s supersonic and stealthy A-12 Oxcart and the Air Force’s SR-71 were vulnerable
by the time they became operational. The Sputnik crisis in 1957 followed by the “U-2
Incident” in 1960 only intensified the pervasive fear of impending nuclear war. The edges
of the Earth’s atmosphere were vulnerable and the Soviets had the advantage in space;

the United States needed to invest in the ultimate high ground.

The president of the United States and Congress prioritized U.S. space
capabilities by establishing and heavily investing in both civil and military organizations
whose mission was to push the limits of aerospace technology. Despite trailing Soviet
capabilities in early years and having to overcome the continuous challenges inherent to
advanced aerospace activities, the United States’ private and government space industries
are flourishing today. U.S. national security is no longer dependent on beating the Soviets
in space; however, assured access and a continuous operational presence in space remains
pervasively critical to U.S. national security and an average citizen’s current way of life:

Satellites contribute to increased transparency and stability among

nations...The utilization of space has created new markets; helped save

lives by warning us of natural disasters, expediting search and rescue

operations, and making recovery efforts faster and more effective; made

agriculture and natural resource management more efficient and
sustainable; expanded our frontiers; and provided global access to advance
medicine, weather forecasting, geospatial information, financial

operations, broadband and other communications, and scores of other
activities worldwide. (White House 2010b)



The national security interests of the United States, military, political, and
economic, are all increasingly reliant on the capabilities space systems provide. As a
result, “no other state spends as much on its space activity (75 percent of global space
funding is by the United States), or has a greater stake in a safe and secure space (43

percent of all active satellites are U.S. owned)” (Zenko 2014, 6).

A consequence of U.S. dependence on space-based capabilities is the emergence
of a constant threat to U.S. national security, the space environment. Today, it is
understood that “energetic particles and plasma in the space environment can be
hazardous to space systems, causing system outages, shortening mission lifetimes,
reducing functional capabilities, and potentially masking hostile actions” (O’Brien et al.
2008, 1). Despite these known threats, “the ability to observe, predict, and warn of

impending solar activity is in its childhood” (Poppe and Jorden 2006, 1).

Partly due to the relatively small number of environment sensors currently on-
orbit, the United States is limited in its ability to understand current environmental
conditions in space and forecast space weather and its effects. Two classes of sensors are
employed to track the near-earth space environment:

(1) Targeted sensors capable of measuring the environment and effects at

a level sufficient for providing situational awareness for the host

spacecraft; and (2) Comprehensive sensors capable of providing detailed

environment measurements that can be mapped to a broad region of near-

Earth space, providing global situational awareness and quantitative

characterization of the environment. (O’Brien et al. 2008, iii; emphasis
added)

Additionally, due to the lack of space weather situational awareness, determining
if environmental factors contributed to an on-orbit spacecraft anomaly is “time-
consuming, inaccurate, and of a low confidence level” (O’Brien et al. 2008, 7). Finally,
U.S. national security is increasingly dependent on the capabilities of space systems, and
space is now a recognized domain of warfare (White House 2010a, 22). In this
increasingly contested environment, “real-time, spatially accurate space environment data
from a targeted sensor is critical to determining whether a specific anomaly event might

be the result of hostile activity rather than natural phenomena” (O’Brien et al. 2008, 7).

3



National security space system development, deployment, and operations would
benefit greatly from improved space environment situational awareness; however, at this
time, a comprehensive strategy to improve U.S. capabilities has not been approved.
Sensor technology is at a readiness level that accommodates multiple targeted sensors
incorporated onto the spacecraft structure with minimal impact to the host. Currently,
monitoring the environment around individual spacecraft is rarely a requirement. Without
a requirement, program managers are not able to invest in this capability despite the

known benefits.

Increasing space environment situational awareness does require an investment.
Traditionally, investment in emerging space capabilities is prioritized to those deemed
critical to national security. Astronomer and astrophysicist Carl Sagan was acutely aware
of this paradigm:

The lesson to me seems clear: there may be no way to send humans to

Mars [or back to the Moon] in the comparatively near future, despite the

fact that it is entirely within our technological capability. Governments do

not spend vast sums just for science, or merely to explore. They need
another purpose, and it must make real political sense. (Sadeh 2002)

Significant scientific value can be gained in increased space situational
awareness; however, pure scientific interests not directly supporting military, economic,
or political security are not considered during this study. This paper focuses on the
operational benefits critical to national security space systems realized from increased

space weather situational awareness.

A. PROBLEM STATEMENT AND OBJECTIVE

The U.S. national security is increasingly dependent on the capabilities of space
systems. Space weather poses a threat to national security space systems. The United
States is limited in its ability to counter space weather and its effects. National security
space system development, deployment, and operations would benefit greatly from
targeted and local space environment situational awareness around each spacecraft.
Equipping spacecraft with low-impact and inexpensive space weather sensors may help

solve this problem.



This paper first assesses the current space environmental situational awareness
capability. Then, it addresses the operational benefits realized from increased space
weather situational awareness. Finally, it examines and addresses the dimensions of an
acquisitions strategy, both programmatic and technical, to equip U.S. national security

spacecraft with low-impact and inexpensive space weather sensors.

B. RESEARCH QUESTIONS

This research is divided into primary and secondary research questions that are
addressed throughout each chapter and summarized in the conclusion. The intent of the
primary questions is to provide decision makers the information required to decide if
investing in targeted space weather sensors on all national security space satellites is
worth their consideration and investment. While answering the secondary questions, this
research will provide the decision makers with a foundational understanding of the
environmental conditions that affect U.S. spacecraft, what technology exists today that
supports the U.S. national security interests, and a response to how the proposed
architecture of proliferated low-impact sensors will advance operations for each

spacecraft with integrated sensors and the entire national security space enterprise.

1. Primary Research Questions

) What are the expected benefits of increased space weather situational
awareness local to the space vehicle?

. If the national space community desires those benefits, what are the
dimensions of an acquisitions strategy, both programmatic and technical,
that must be addressed?

2. Secondary Research Questions

. What is space weather and how does it affect space systems?

o What are the current operational space weather monitoring capabilities?

. What technology exists today or in the near future that could provide real-

time local space environment data for individual space vehicles?

. How can localized sensors contribute to a comprehensive understanding of
space weather conditions and forecasting?
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C. BENEFIT OF STUDY

This thesis would benefit the national security space enterprise by defining the
benefits of localized space vehicle environment situational awareness and laying the
groundwork for an approach to achieve those benefits. The study examines how low-cost,
low-impact targeted sensors when combined with data from comprehensive sensors and
space weather models can significantly increase near earth space environment situational

awareness.

The recommendations of this study could also improve operational
responsiveness to satellite anomalies from space weather effects and adversarial attacks.
Organizations that could benefit from this study include the Department of Defense
(DOD), national space programs, the National Oceanic and Atmospheric Administration
(NOAA), the National Aeronautics and Space Administration (NASA), and the larger

government and commercial space community.

D. SUMMARY OF CHAPTERS

To serve as a foundation for understanding national security space assets, space
weather, and their interaction, this thesis starts with an overview of the types of satellites
the United States currently deploys for this nation’s national security. The next chapter is
a brief overview of the satellite subsystems that can be affected by space weather. The
following chapter then introduces space environmental physics and the space weather
architecture that exists today. This thesis then introduces inexpensive low-impact space
environment sensors that may be integrated into all of today’s national security spacecraft
and discusses the benefits provided. This integration is not without challenges; this paper
recommends strategies for overcoming the technical and acquisition challenges of

integrating low-impact space environment sensors on all national security spacecraft.



Il.  U.S.NATIONAL SECURITY SPACECRAFT—THE HIGH
GROUND

To serve as a foundation for understanding the benefits and challenges of
incorporating low-impact targeted space weather sensors on all national security
satellites, this chapter provides a brief overview of the type of spacecraft critical to U.S.

national security and their subsystems that can be affected by space weather effects.

A TYPES OF SPACECRAFT

The spacecraft described as follows are currently deployed by the U.S. national
security space enterprise. Each type of vehicle operates in different orbital regimes and is
affected by the space weather environment differently relative to their orbits. These
vehicles are introduced to help the reader understand, at a general level, what vehicles are
in operations, where they operate, and the next chapter introduces how their environment

affects them.

1. Launch Vehicles

Satellites require a “velocity of at least 18,000 miles per hour to stay in orbit”
(Nelson and Lenehan 1993, 18). This velocity requires a significant amount of energy to
propel spacecraft out of the earth’s atmosphere and into a usable orbit. For context, a
successful launch requires about “400 pounds of rocket propellant to put 10 pounds of
spacecraft into [Low Earth Orbit] LEO” and “1600 pounds of rocket propellant to put 10
pounds of spacecraft into [Geosynchronous Orbit] GEO” (18). For a typical launch
vehicle, the “rocket’s weight is 90% propellant, 10% structure and electronics” (18).
Many innovative systems have been proposed to place satellites into orbit more
efficiently, including space elevators that run along carbon fiber nanotubes and electrical
powered magnetic rail guns; however, rocket powered launch vehicles continue to be the

only assured vehicles for accessing space.



2. Communications

National security communications satellites provide data links to locations across
the globe that are impossible or inconvenient to reach by terrestrial systems. Wireless
communications can be obscured when line of sight between the transmitter and receiver
is blocked by terrain, such as mountains and natural or urban canyons, or even by the
curvature of the earth. Terrestrial wired communication is impractical over great
distances over the oceans or poles, and may be impossible in denied territory.
Communications satellites can loiter with coverage of most of the earth for a significant
amount of time. Most communications satellites are in a geosynchronous (GEO) and
geostationary orbit, about 22,300 miles above the earth’s equator, where they maintain a
consistent position over the same region of earth. Four or five communication satellites
dispersed in GEO orbit can provide coverage of almost the entire planet. The polar
regions are not well covered by GEO satellites. Communications satellites in a highly

elliptical orbit (HEO) have long dwell times over the poles and can fill this gap.

In addition to providing direct communications to denied regions on earth,
communications satellites also provide a link between other spacecraft and the earth,
especially those flying in low earth orbit (LEO). For spacecraft like the International
Space Station (ISS) that travel at high rates of speed less than a few hundred miles from
the surface, it is often inefficient to transmit communications through direct downlink to
ground antennae. A constellation of communications satellites in GEO or HEO orbits are
almost always visible from the LEO vehicle and data from that vehicle passed through
the relay down to a corresponding ground station can provide consistent communications.
This relayed communications link is often referred to as a “bent pipe.” Spacecraft are
expensive but constructing, maintaining, and staffing a large number of ground stations to
support constant contact with LEO vehicles is cost prohibitive. One communications
relay on orbit can support many different types of other satellites.

3. Positioning Navigation and Timing

Perhaps, the most familiar positioning navigation and timing (PNT) satellite
system currently on orbit is the United States” Global Positioning System (GPS). This
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system is used worldwide by a very diverse set of users. Other space fairing nations are
developing competing and complimentary systems, including the European Union
(Galileo), Russia (GLONASS), China, India, and Japan. These satellites utilize a
synchronized onboard atomic clock to keep time and transmit their signals back toward
earth. A user with four satellites in view and a compatible receiver can know their
coordinate position through triangulation, and then know their exact location in time and

space.

This capability is critical to national defense. The DOD uses GPS for naval
navigation, coordination of troop movements, assistance with friend vs. foe
determination, and targeting munitions deployment. The DOD, which develops, deploys,
and maintains the GPS constellation, sustains an additional encrypted message format for
precise PNT on the GPS constellation. The unencrypted format, however, is still very
critical to national security as the world’s financial system is reliant on GPS for precise

timing worldwide.

4. Remote Sensing

Remote-sensing satellites are comprised of a wide range of vehicles with a wide
range of payloads. NASA, NOAA, the DOD and the National Reconnaissance Office
(NRO) all fly satellites critical to U.S. national security. NOAA and DOD weather
satellites help military mission planners determine the best location and time to engage
the enemy. NRO’s surveillance, reconnaissance, and intelligence spacecraft provide
overhead intelligence products of denied territories. The DOD’s Space Based Infrared
System (SBIRS) provides constant surveillance of missile launch activity across the
globe while providing missile warning, missile defense, technical intelligence, and

battlespace awareness (Chaplain 2014).

The NRO flies a constellation of satellites often referred to the nations “eyes and
ears” in space. These remote-sensing satellites, such as the declassified HEXAGON
system seen in Figure 1, are critical to gaining intelligence in denied areas across the

globe.



THE HEXAGON SYSTEM
TN
1.. . . -

A

PAYLOAD—mirrors, camera, film supply,
command & control

FILM RECOVERY (4)

STEREO PANORAMIC CAMERAS

DIMENSIONS

Length: 60 feet
Diameter: 10 feet
Weight: 30,000 pounds

Figure 1.  NRO Hexagon System. Source: Center for the Study of National
Reconnaissance (2011).

B. SATELLITES: SYSTEM OF SYSTEMS

Space systems are true systems of systems comprised of not only the vehicle on
orbit but also a significant amount of ground components, both hardware and software,
that support the vehicle.

1. Space Vehicle Segment

The space vehicle can be decomposed functionally into lower level functional
components in a few common ways. For the purposes of this summary, the space vehicle
subsystems, represented in Figure 2, are decomposed by function into components
consistent with “The New SMAD” (Wertz, Everett, and Puschell 2011, 397).
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Basic Spacecraft Subsystems

Attitude Control

Attitude Reference '
and Propulsion

Structure and
Mechanisms

Electrical Power
Telemetry, Tracking et

and Command Payload

@ THE AEROSPACE
CORPORATION

Figure 2.  Basic Spacecraft Subsystems.
Source: Nelson and Lenehan (1993, 26).

a. Payload

Payloads are the primary reason the space vehicle is put into orbit. These payloads
can vary significantly from communications relays to remote sensing payloads. The
payload and its intended mission often drive the majority of requirements throughout the
rest of the system. These requirements may determine the orbit of the space vehicle, the
power required to operate the system, and the pointing accuracy the vehicle must

maintain to achieve the mission.

b. Attitude Determination and Control Subsystem

A space vehicle needs to be able to control its orientation in space. First, one
requirement may be pointing the payload at a specific reference point. Additionally, the

communications payload may need to point back to a ground station or a relay satellite,
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such as the Tracking and Data Relay System (TDRS), to receive commands from mission
operators or transmit data back for processing. The space vehicle, unless it has a
thermonuclear power supply (usually reserved for deep space missions), also needs to
orient its solar arrays toward the sun, none of which can be accomplished without the
ability to control the vehicle’s three-dimensional orientation. Attitude Determination and
Control Subsystem (ADCS) systems “include the sensors, actuators, avionics, algorithms,
software, and ground support equipment used to determine and control the attitude of a
vehicle” (Wertz, Everett, and Puschell 2011, 565).

The vehicle recognizes its attitude in reference to known objects, which is
accomplished with sensors designed to recognize the earth and the sun, as well as the
catalog of visible stars. After the spacecraft separates from the launch vehicle, or possibly
after the satellite experiences an anomaly, the spacecraft must acquire these reference
points to establish attitude control. Star trackers are a commonly integrated subsystem
that employs optical sensors and flight software that compares what these sensors see to
““a star sensor based stellar inertial reference system” (The Aerospace Corporation 2005,
491), a catalog of known stars, and reorient into a safe configuration where the space

vehicle is power and thermal stable.

In addition to these optical sensors, a variant of inertial measurement units (IMU)
monitors the vehicle’s attitude continuously. The units use accelerometers and
gyroscopes to track the vehicle’s movements. When the space vehicle knows its location,
and tracks any changes with the IMU, then it can determine its current attitude in relation

to its previous known attitude.

A passive means to maintaining attitude while on orbit is to set the vehicle into a
spin about a single axis. Like a spinning bicycle tire, the space vehicle remains stable
while spinning about this axis; however, the agility of the vehicle to slew and point in
different directions is limited. In this case, the spacecraft mission must allow for a fixed
payload or the payload must have the ability to point itself. Control moment gyros
(CMG) or reaction wheel assemblies (RWA) are a more modern approach for attitude

control.
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CMGs and RWAs both use spinning rotors to control the vehicle’s attitude.
CMGs consist of a wheel and one or more gimbals that manipulate the consistently
spinning wheel, and as a result, its angular momentum generates a torque to maneuver the
vehicle. RWAs actually manipulate the wheel’s speed to generate a torque. Most
applications use multiple wheels; at least three are needed to provide three-axis
stabilization, and more may be incorporated for redundancy. Over time, these CMGs and
RWASs can build up a significant amount of momentum that needs to be “dumped” from
the system to operate safely and efficiently. The ADCS system can use magnetic torque
rods that use an electrical current that creates a magnetic dipole along their length that
counters the Earth’s magnetic field to remove momentum from the system. This method
is preferred over using the propulsion subsystem to remove momentum since fuel is in
limited supply and electricity is renewable. These attitude reference subsystems work in
combination with the attitude control and propulsion system to orient the vehicle as

commanded.

C. Propulsion

The propulsion system and ADCNS work together to maintain attitude control.
Typically, thrusters use onboard stored fuel to position and orient the vehicle. Propulsion
systems contain an energy source and a means to produce thrust. They are used for
spacecraft orbit adjustments, station keeping maneuvers, collision avoidance, attitude
control, and removing momentum from onboard attitude control systems like control
moment gyros, reaction wheels, and magnetic torque rods. The propulsion subsystem
includes the fuel used to supply energy, the tanks that store that fuel, the plumbing and
regulatory mechanisms that manipulate the fuel, and the thrusters that expel the energy
providing thrust. Multiple sources of energy can be used for propellant, including solid

and liquid fueled thrusters to electronic ion engines.

d. Command and Data Handling

Command and data handling (C&DH) is the system responsible for on board

processing, the storing and sending of payload data, and telemetry through the
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communications system to the ground segment. This subsystem contains the spacecraft
computers and flight software responsible for managing all the other subsystems.

e. Telemetry, Tracking, and Command

The communications payload and telemetry, tracking, and command (TT&C)
subsystems are the “lifeline of the space vehicle” (The Aerospace Corporation 2005,
541). They are the data link between the ground operators and the vehicle. Radio
frequencies (RF) are transmitted in the form of commands to the vehicle (uplink), and the
vehicle responds with vehicle telemetry and mission data through RF back to the ground
site (downlink). The system may include wideband and narrowband receivers, and
transmitters, power amplifiers, RF modulators, and the antenna. It does not matter how
well the payload performs if the vehicle cannot communicate that data back to the

ground.

f. Electrical Power System

The electrical power system (EPS) system is the subsystem that “provides, stores,
regulates, and distributes electrical power to payloads/instruments, and other flight
subsystems (i.e., thermal, communication, guidance, and navigation)” (Wertz, Everett,
and Puschell 2011, 641). The space vehicles typically use a combination of photovoltaic
solar arrays and batteries to generate and maintain electrical power requirements for the
system. For maximum efficiency, the space vehicle may adjust its attitude toward the sun
to increase access to direct sunlight or have moveable arrays that can maneuver toward
the sun independent of where the vehicle is pointing. The solar arrays can provide a direct
energy supply to the electrical distribution unit for immediate consumption by other
subsystems; however, batteries are typically used for power stability and continued
electrical power while the spacecraft is in an eclipse of the Sun. Design considerations
need to be made for spacecraft with an orbit that transfers through the Earth’s shadow.
Enough power budget must exist to transfer through this eclipse and continue its mission
while the batteries have an opportunity to recharge while in view of the Sun. Battery
technology has changed over the last several decades, and the space industry is currently
moving toward space-rated lithium ion cells to store energy. A series of electronics then
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regulates and controls the power output from the batteries and distributes power to the
other spacecraft subsystems.

Nuclear power has been used in space but is usually reserved for interplanetary or
interstellar missions, as these systems cannot utilize the Sun’s energy efficiently do to
their ever-increasing distance from the Sun, or they have long duration missions that will
not re-enter the Earth’s atmosphere, such as a Mar’s lander.

g. Structure, Mechanisms, and Thermal Control

The spacecraft structure consists of the bus frame, brackets, and fasteners. Weight
is an important design consideration; honeycomb composites and lightweight aluminum
structural components are typically used to keep weight to a minimum. This structure
must support the payload and all other subsystems during the space vehicle’s design life.
The most stressing environment for space vehicle structures is the launch environment.
During launch, the vehicle “load cases are typically provided as combination of axial and
lateral loading” (Wertz, Everett, and Puschell 2011, 670) where the most violent load
factors are observed during launch and maximum dynamic pressure (referred to as Max
Q) when the launch vehicle and space vehicle experience the harshest coupled loads

environment upon ascent.

Mechanisms include those moveable elements of the structure that support the
spacecraft functions that include solar arrays, deployable antennas, and booms, radiators,
motors, and actuators. These mechanisms have a “relatively high incidence on orbit
failure” (Wertz, Everett, and Puschell 2011, 680) and are designed to be as simple as
possible to reduce the risk of failure.

All subsystems have requirements for acceptable temperature ranges to function
properly. The thermal control subsystem manages these temperatures. Several active and
passive mechanisms are used to maintain these temperature ranges. Protective coatings
and insulation are used, as well as heat pipes that transfer heat from hot electronics to
cold areas of the space vehicle in addition to radiators that dispense waste heat into space;
all help manage the thermal environment. Active electric heaters are used throughout the
spacecraft to warm mechanisms for deployments and regulate the temperature of
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electronics. Also, “various military, commercial, and scientific projects require cooling of
infrared sensors and spectrometers, optical elements, low-noise amplifiers,
superconducting devices, and other instruments over a range of temperatures from below
10 K to more than 150 K” (Donabedian 2003, 121).

2. Ground Segment

Unlike the Hubble Space Telescope, or the ISS and other previously manned
orbital space stations that were both designed from the beginning to be serviced and
resupplied while on orbit, most satellites on orbit will not have an opportunity to be
repaired, serviced for extended life, or upgraded to improve future mission capabilities.
The limited ability to perform maintenance on the space vehicle while on orbit requires
the system be reliable without hands-on intervention, often for many years. For this
reason, it is prudent to design the vehicle with no more complexity than absolutely
necessary. Design trades are made early in a satellite system’s development to assess the

complexity, reliability, and associated risks between the space and ground segments.

The “European Cooperation for Space Standardization (ECSS) [defines the
ground segment] as composed of ground operations organizations, with the personnel
involved in the mission, and ground systems, that group together all ground infrastructure
required to support the mission from its preparatory stage to completion” (Fortescue,
Swinerd, and Stark 2011). All ground segments provide for TT&C operations while on
orbit, as well as support test, launch, and initialization activities of the satellite. The
complexity trades done during satellite design, however, result in a diverse range of
complexity in satellite ground segments. Ground segments may be single stations with a
small footprint and no operators on console maintaining the mission, health, and safety of
the vehicle. This approach is often referred to as “lights out” ops; in other words, no
reason exists to leave the lights on since operators will not be on site. Another ground
segment approach, typically used for more complex or critical satellites, is to have
multiple connected ground stations providing additional capabilities and a more resilient

architecture.

16



This architecture and implementation is common for most national security space
systems. The Air Force currently maintains a primary consolidated satellite operation
center (SOC) at Schriever Air Force Base outside Colorado Springs, Colorado, as well as
backup SOC facilities and a series of ground stations with antennas around the world to
communicate with a variety of military satellites in multiple orbits known as the Air
Force satellite control network. Figure 3 is an aerial photograph of the Defense Support
Program’s (DSP) ground station located at Buckley Air Force Base, an Air Force Space
Command (AFSPC) base located just east of Denver in Aurora, Colorado. The DSP
constellation provides overhead persistent infrared coverage in support of an early missile
warning. The large white radomes seen supporting the DSP constellation, sometimes
referred to as “golf balls,” cover antenna used to communicate with satellites providing
both protection from the weather, as well as concealing their pointing direction. The large
building contains the SOC where operators are in contact with the space vehicles and on
constant watch for threats across the globe.

Figure 3.  Defense Support Program Control Site. Source: Sellers (2004).
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A simplified ground segment is comprised of two components. One component
on the “front end” commands the vehicle and one component on the “back end” receives

information from the satellite.

a. Mission Management and Command and Control Element

The front end of the system is the Mission Management and Command and
Control System element. This element “flies” the satellite. This element generally
encompasses a scheduling component to plan and deconflict future activities of the
satellite or a constellation of satellites, as well as an element that contains executable
scripts, libraries, databases, and space vehicle constraints specific to each spacecraft. The
scheduler accesses these vehicle unique features to deconflict and plan the activities for

the command and control element to execute.

b. Processing Element

The back end of the ground segment is the processing element. This element
receives space vehicle telemetry, ephemeris, and mission data. A combination of
hardware and software receives, demodulates, and formats the downlinked data, then in
the case of many national security space assets, the downlink data may be encrypted and
need to be decrypted. Mission operators use vehicle telemetry and ephemeris to ensure
nominal health and the safety of the vehicle. Mission data from the payload may be
processed onsite or sent to an offsite location for final processing. Depending on the size
of mission data being processed, a simple central processing unit based (CPU) computer
can handle the volume; however, it may require significantly larger “monolithic” sized
computer systems. In addition, a significant amount of vehicle or mission specific
processing code and algorithm chains must be computed before the data is transformed

into its final product.

C. CHAPTER SUMMARY

This chapter introduced at a high level the types of spacecraft employed by U.S.
national security and their supporting subsystems, in space, and on the ground, that are
susceptible to space weather effects. Both space and ground segments are susceptible to
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interference and damage from space weather. The ground systems are generally well
protected by the Earth’s magnetic field and atmosphere. National security spacecraft,
however, are expected to execute their mission consistently through the harsh space

environment. The next chapter discusses that environment.
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I11. SPACE WEATHER AND ITS IMPACTS TO SPACECRAFT

To understand the effects and impacts to space vehicles from space weather, it is
important to understand the physical relationship between these spacecraft and the near
Earth space environment. The Sun’s energy interacting with the Earth’s magnetic field and
atmosphere dominate this environment. This discussion supports the recommendation for

integrating low-impact space weather sensors on national security satellites.

A THE SPACE ENVIRONMENT

The space environment has routinely been characterized as harsh and unforgiving.
In addition to space weather, vehicles unprotected by the Earth’s atmosphere must
contend with micrometeoroids and man-made debris, the effects of operating in a
vacuum, and the ever-present effects of gravity. Space weather is primarily influenced by
the relationship between the Sun’s activity and the Earth’s magnetic field (Figure 4). It is
worth briefly discussing the interaction between the Sun and the geomagnetic field, as
well as galactic cosmic rays and their impact on the environment in which U.S. national

space satellites operate.

Magnetosphere/ .

Upper
s Atmosphere:
Heliosphere xosphe
v - TheFmosphere
* Mesosphere

Figure 4.  Space Weather Domains. Source: White House Office of Science
and Technology Policy (2013).
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1. The Sun

The Earth’s closest star, the Sun, is the origin of the most dynamic space weather.
At its core, this great ball of gas produces significant energy through nuclear fusion that
converts hydrogen to helium, the two majority elements of the Sun. The Sun is
moderately sized relative to the billions of other stars in the universe, but it is still
massive, 1.99 x 1030 kg, and dense, 1.4 x 103 kg/m3. At the edge of the Sun, highly
energized plasma radiates in all directions. This “solar wind is similar to the composition
of the Sun’s upper atmosphere (~90% protons, ~10% He++)” (Olsen 2005, 72) and
travels at speeds of up to “~700 kilometers per second” (72).

The surface of the Sun’s gaseous equator spins at a faster rate than the poles. This
differential rotation causes the Sun’s magnetic field to warp and twist, causing
disturbances at the Sun’s surface that result in prominences, which are “extrusions of
‘cold’ chromospheric gas into the corona from active regions of enhanced magnetic field
strength” (Olsen 2005, 57). The twisted magnetic field also leads to the highly energetic
“hot” solar flares often from areas of activity called sunspots (Figure 5). Less frequently,
a coronal mass ejection (CME) can manifest and eject coronal material at speeds
exceeding 1,000 km/s.
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Figure 5. Sunspots as Sketched by Richard Carrington of Sunspots on
September 1, 1859. Source: Carlowicz and Lopez (2002, 54).

2. Heliosphere

The solar wind creates a barrier, or bubble, between our solar system and the
interstellar matter that exists between our Sun and the other stars, with their own
heliosphere. The distance between the earth and the Sun is just a fraction of the extent of
the heliosphere. One astronomical unit (AU) represents the distance between the Sun and
the Earth, about 150 million km. Voyager 1 was launched in 1977 to study the deep space
environment and crossed the heliopause in 2012. The heliopause is the edge of the
heliosphere, a distance of about 120 AU or “18 billion kilometers” (White House Office
of Science and Technology Policy 2013, 9) from the Sun. National security space
satellites do not operate at these great distances; however, its interaction with the Earth’s
magnetosphere is the source of dynamic near Earth space weather. “It takes
approximately eight minutes for solar photons traveling at the speed of light to reach
Earth, whereas it can take up to several days for the solar wind and intermittent solar

gases emitted from the Sun in the form of CMEs to cover the same distance” (10).
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3. Magnetosphere

This “region of space surrounding the earth in which the geomagnetic field plays
a dominant role” is the magnetosphere (Olsen 2005, 109). The interaction between the
solar wind and the Earth’s magnetic field is the primary cause of space weather (Figure
6). Significant amounts of energy are transferred into the near earth environment. The
robust and inconsistent fluctuations in the speed of the radiative output from the Sun
cause great distortions in the magnetosphere, and with it, inconsistencies and variations in
the radiation and charged environment. Often associated with CME impacts with the
Earth, “geomagnetic storms occur when energy transferred from the solar wind is
deposited in the magnetotail, sometimes building up to the point whereby a fraction of
the energy is dumped into the near-Earth space environment in the form of a magnetic

substorm” (White House Office of Science and Technology Policy 2013, 10).

Explorer I, the first U.S. satellite, was equipped with sensors that discovered the
geomagnetic field and the trapped ionized high-energy particles of the Van Allen
radiation belts named for the experiment’s lead physicist. Radiation energy varies in this
region from ~1,000 to 60,000 kilometers but some particles can reach relativistic speeds.
These particles “have velocities near the speed of light and carry tremendous amounts of
kinetic energy” (Moldwin 2008, 53).
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Figure 6.  Artist Depiction of the Magnetosphere.
Source: ESA and NASA (2015).

4. Van Allen Radiation Belts

Energetic particles trapped in the Earth’s magnetic field were hypothesized and
later proven by American astrophysicist James Van Allen. His advocacy to host a
scientific experiment perceptive to energetic particles on the United States’ first and
follow-on satellites led to the discovery of two rings of charged particles consisting of
protons and electrons trapped in the Earth’s magnetic field. These rings “are comprised of
two regions of electrons, peaking at about 3,000 km and 25,000 km, and a single region
of protons, peaking at about 3000 km” (Tribble 2003, 158). These two rings are usually
referred to as the inner and outer belts. The *“valley between them is sometimes called the
slot region” (158).

This traditional understanding of the two-belt arrangement has recently been
modified, as it is now proven that these belts are manipulated along with the Earth’s
magnetic field from the effects of space weather. Two probes named after the man who
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discovered these belts were “launched on August 30, 2012...[and] just days after the
special twin spacecraft soared into orbit...the mission has answered one long-standing
question about the nature and behavior of the belts, and revealed that the outer belt,
depicted in Figure 7, can split into two separate belts” (Zell 2013). Despite being one of
the first astronomical discoveries for U.S. satellites, scientists continue to explore and

learn new impacts from space weather in the near Earth space environment.

Figure 7. New Representation of the Van Allen Radiation Belts.
Source: Zell (2013).

5. South Atlantic Anomaly

A region of enhanced radiation is a feature at lower altitudes in the South Atlantic
region “because of the offset and tilt of the geomagnetic axis relative to Earth’s rotation
axis” (Fortescue, Swinerd, and Stark 2011, 27). Low altitude space vehicles traversing
through this region are exposed to a higher density of charged particles, particularly high-
energy protons. As a result, a strong correlation of reported spacecraft anomalies has

occurred while flying through the South Atlantic Anomaly (SAA). Figure 8 shows the
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density of these protons and their penetration into the Earth’s atmosphere with an altitude
as low as 200 km.
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Figure 8.  South Atlantic Anomaly Proton Radiation Belt.
Source: Fortescue, Swinerd, and Stark (2011, 29).
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6. lonosphere

The region of the Earth’s upper atmosphere from about 50 km to 1,000 km is a
region of free ions and electrons called the ionosphere. The charged particles have been
photoionized primarily by ultraviolet energy from the Sun. This layer is particularly
important for high-frequency communications that bounce off this layer and back to
earth. RF transmissions from communications satellites and those of the GPS can also be
influenced by the changing conditions of the ionosphere and design considerations for

these systems must be implemented to operate through these conditions.

One visual example of the interaction of geomagnetic storms can be seen in this
atmospheric layer. The dancing lights of the Aurora flow along the magnetic field lines
radiating out of the poles when atmospheric gasses are excited by charged particles near

the E-Region (Figure 9).
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AREAS OF OPERATION

Like ships at sea, satellites sail the ocean of space. And, like their
terrestrial counterparts, satellites must endure severe storms in the
environment in order to perform their mission.

—NOAA (2008, 1)

National security spacecraft operate in a variety of orbits (Figure 10). Spacecraft

operating in each of these orbits are exposed to different space environment conditions
and must be designed and built to withstand these conditions. To design and build a

spacecraft to operate through these varying conditions, the engineering team must
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understand the orbits and their relationship with space weather. A general understanding
of the space environmental conditions in each orbit is understood, but limited sensor data
restricts the ability to optimize each national security spacecraft for each specific orbit.

Each orbit presents a unigue space environment challenge.

Apogee
HEO

Orbit Types

Figure 10. The Four Main Types of Orbits.
Source: Moldwin (2008, 80).

1. Low-Earth Orbit

Space vehicles with an orbit below ~2,000 km are considered to be in LEO.
Spacecraft must orbit above an altitude of ~160 km to maintain a sustainable orbit due to
the drag induced by the upper atmosphere at that altitude. Most LEO vehicles maintain an

orbit somewhere between 300 and 1,000 km to take operational advantage of this orbit.

The advantage of this orbit is its relative closeness to the Earth’s surface,
particularly for remote sensing satellites. For example, DigitalGlobe’s WorldView
panchromatic (black and white) electro-optical and shortwave infrared imagery satellites
operate in this orbit. A disadvantage of this orbit is the spacecraft’s relative fast overflight
speed and short dwell time across the landscape below. A space vehicle in this orbit has a
very short dwell time “over the horizon” and may require multiple ground stations for

direct downlink of data or require a cross-link communications satellite at GEO or HEO
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to provide a bent-pipe communications capability. Additionally, depending on the apogee
and perigee, seen in Figure 10, of the orbit, the vehicle may encounter drag resistance and

encounter the highly energetic charged particles of the upper atmosphere.

2. Medium-Earth Orbit

By far, the most recognizable space vehicles in mid-earth orbit (MEO) are
position, navigation, and timing space vehicles, including the United States’ GPS. In
addition to GPS, the European Union’s GALILEO and the Russian Federation’s
GLONASS PNT systems are also deployed in MEQ. This orbit at ~20,000 km results in
about a 12-hour orbital period (the time it takes to complete one orbit). While most of the
satellites in MEO reside around 20,000 km, MEO is considered the appropriate category
for any space vehicle operating between LEO from ~2,000 km to GEO at 42,000 km.

3. Geosynchronous Orbit

This orbit shares a special relationship with the rotation of the Earth. A space
vehicle placed in a circular orbit about 35,000 km away from the Earth’s surface, about
6.6 RE, with low inclination along the equatorial plane, will track over the same relative
position on the ground. This orbit is both GEO and geostationary orbit. Geostationary
refers to the space vehicle’s ground track staying relatively constant over the same spot
on Earth along the equator. From this vantage point, one ground station with a fixed
antenna can communicate with the vehicle and the wvehicle has line-of-site
communications to most areas over that side of the globe. For this reason, GEO “has
become the world standard for most communications satellites” (Gordon and Morgan
1993, 5). A constellation consisting of four or five evenly spaced vehicles at GEO can
provide almost worldwide coverage. The northern and southern most latitudes are the
exception, where space vehicle transmissions must pass through significantly more

atmosphere, which degrades signal strength.

Not all GEO orbits are also geostationary. Some space vehicles are placed in a
GEO orbit with an inclination that creates a ground track oscillating between either side

of the equator into the northern and southern hemispheres. An advantage to this orbit can
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be a longer dwell time over specific regions or better direct line-of-site to a ground target;
however, this architecture would require multiple satellites for persistent coverage.

An example of this architecture is the Quasi-Zenith Satellite System (QZSS) in an
asymmetric figure-8 GEO seen in Figure 11. QZSS is designed to be a NPT and
communications augmentation satellite that improves NPT accuracy over Japan. The
vehicle loiters at higher altitudes longer over the area of Japan.

Figure 11. Asymmetric Figure-8 Geosynchronous Orbit Ground Track.
Source: Japan Aerospace Exploration Agency (2003).

This system, made up of “at least four satellites” (Japan Aerospace Exploration Agency
2003), also allows for a more advantageous angle of incidence than the GPS system to
improve accuracy in the “urban canyons,” seen in Figure 12 that are created by tall high-
rise buildings.
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Figure 12. NPT Improvement in Japanese Urban Canyons.
Source: Japan Aerospace Exploration Agency (2003).

4. High-Earth Orbit

In the same way the asymmetric figure-8 geosynchronous orbit provides specific
regional advantages, the HEO orbit provides longer dwell times over high latitudes. Due
to the disproportionate population density in the northern hemisphere, these orbits are
often characterized by long dwell times over the northern latitudes. A space vehicle in
this orbit meets its perigee at high speed over the Antarctic and loiters near apogee over

the northern hemisphere at very high altitudes.

A specific HEO orbit has often been utilized for Soviet and Russian
communications satellites, referred to as Molniya. This orbit allows the space vehicles to
dwell over the Soviet states for many hours throughout the day. HEO orbits can
complement GEO satellites for full earth coverage. SBIRS, the U.S. missile warning
constellation, combines GEO vehicles with HEO payloads to allow perceptivity to

missile launches from polar regions where Russian nuclear submarines patrol.

C. THE SPACE WEATHER ENVIRONMENT AND EFFECTS

The United States invested a significant amount of resources during the Cold War
to develop and deploy satellite systems in support of national security; however, while

“developing [space] technology provided an unprecedented vantage point for the United
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States, [it] also posed unprecedented technological challenges” (Berkowitz 2011, V). The
harsh environment of space requires distinct design considerations for the space
environment. Space environment effects can be divided into “five categories: vacuum,
neutral, plasma, radiation, and micrometeoroid/orbital debris (MMOD)” (Tribble 2003, 3).

The plasma and radiation environments are a significant contributor to spacecraft
anomalies. From 1974 to 1999, “the National Geophysical Data Center recorded over
4500 spacecraft anomalies or malfunctions that have been traced to the effects of the
space radiation environment” alone (Howard and Hardage 1999, 11). The neutral
environments also contribute to spacecraft anomalies, to a lesser degree, and are briefly
discussed later. Vacuum and MMOD environments are not significantly affected by the
Sun’s variable activity and are not relevant to the recommendations made in this paper,
and for these reasons, are not discussed. The primary focus of this paper’s
recommendation is concerned with the plasma and radiation environmental effects on

spacecraft.

For comparison, Table 1, from Aerospace Corporation report number ATR-
2008(8073)-5, lists the hazards of the plasma and radiation environment effects, the
particle population that causes these problems, and the time it takes for these the effects

to impact the spacecraft.

Table 1. Space Environment Hazards. Source: O’Brien et al. (2008, 1).

Particle Dynamics

Environmental Hazard Particle Population Timescale
Surface Charging 0.01-100 keV e Minutes
Surface Dose 0.5-100keVe ,H' O Minutes
Internal Charging 100 keV - 10 MeV e Hours
Total lonizing Dose >100 keV H", e Hours
Single Event Effects >10 MeV/amu H", Heavy ions Days
Displacement Damage >10 MeV H’, Secondary neutrons Days
Nuclear Activation >50 MeV H’, Secondary neutrons Weeks
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1. Neutral Environment

Space vehicles in LEO are still affected by the uppermost regions of the Earth’s
atmosphere. Despite the very low atmospheric density hundreds of kilometers above the
Earth’s surface, LEO vehicles traveling close to eight kilometers per second still interact
with enough atoms, mostly atomic oxygen, to affect the vehicles’ velocity. Atomic
oxygen levels also vary dependent on solar activity and react chemically with some space

vehicle materials.

a. Aerodynamic Drag

Aerodynamic drag is a real threat to LEO space vehicles as this “frictional force
causes the spacecraft to lose altitude, which moves it into a denser neutral atmosphere...
[causing] increased drag, which lowers the satellite into even denser atmosphere”
(Moldwin 2008, 81), thus worsening the problem. Many LEO vehicles, to include the
ISS, have a propulsion system with enough fuel onboard to increase their orbital altitude
periodically through the design life of the vehicle. These orbit adjust maneuvers (OAM)
are a part of basic planned space vehicle maintenance activities for many LEO vehicles.
Sun activity can affect the atmospheric density and cause problems for satellite tracking.

See Figure 13.
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Figure 13. Number of Satellites Lost in Connection with the March 13-14,
1989, Storm. Source: Space Weather Prediction Center (2015).

b. Atomic Oxygen

Ultraviolet radiation from the Sun “dissociates molecular oxygen, above 100
kilometers” (Wertz and Larson 2007, 211) from the Earth’s surface. Atomic oxygen is
known to cause “oxidation or erosion and general degradation of materials properties”
(Tribble 2003, 84). The amount of radiation from the sun varies with the solar cycle and

directly relates to the amount of atomic oxygen in the upper atmosphere.

C. Plasma Environment

The least prevalent fundamental state of matter on Earth is actually incredibly
abundant outside the Earth’s atmosphere; in fact, “over 99% of the universe, the Sun, and
the stars, is a plasma” (Tribble 2003, 115). This plasma made of very high energy
negatively charged electrons and positively charged ions can cause problems for the
spacecraft that operate in this environment. Components on the vehicle, built of differing
material, “conductors and dielectrics, will charge to different potentials in the presence of
plasma” (Tribble 2003, 115). Additionally, “an object that is subjected to an unequal flux

of ions and electrons will develop a net charge” (129). This electric potential can grow to
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the point where an electrostatic arc occurs between components, which is often referred
to as an electrostatic discharge (ESD) event. An ESD event can generate
“electromagnetic interference (EMI) from such arcs [that] can cause spacecraft to operate
erratically” (Wertz and Larson 2007, 213). When “the potential difference across a
dielectric exceeds the material’s inherent breakdown characteristics,” the dielectric can
break down as seen in Figure 14.

Figure 14. Defects in Dielectric Material after Exposure to Electric Field.
Source: Moldwin (2008, 84).

Spacecraft designers can minimize charging by preventing the “buildup of large
potentials by actively balancing currents to spacecraft surfaces [or] prevent differential
charging of surfaces by insuring that the entire surface is of uniform conductivity”
(Tribble 2003, 145). These techniques are summarized in Table 2.
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Table 2. Plasma Environment Effects Design Guidelines.
Source: Tribble (2003, 145).

Uniform Surface Conductivity Make exterior surfaces of uniform
conductivity if possible

ESD Immunity Utilize uniform spacecraft ground,
electromagnetic shielding, and filtering on
all electronic boxes

Active Current Balance Consider flying a plasma contactor or a
plasma thruster

2. Radiation Environment

The radiation trapped in the Van Allen belts “differ significantly from the lower-
energy particles that compose the plasma environment” (Tribble 2003, 153), and deserve
special consideration for the impact they have on spacecraft. In the field of spacecraft
design, radiation impacts must always be considered because a space vehicle will interact
with trapped particles or transient particles from the Sun or interstellar sources in any
orbit (Figure 15).

Cosmic Spacecraft
Rays Trajecta’ry

Radiation
Belts

oo

Figure 15. Cartoon Depicting All the Radiation Types that a Spacecraft Can
Experience. Source: Howard and Hardage (1999, 2).
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In Figure 16, the trapped particles in the Van Allen belts are illustrated in the
Earth’s radiation belts along with the impacts from solar flares and galactic cosmic
radiation. The primary source of radiation to space vehicles is “comprised of two regions
of electrons, peaking at about 3000 km and 25,000 km, and a single region of protons,
peaking at about 3000 km (Tribble 2003, 158)” as presented in Figure 16. The Van Allen
radiation belts, “proton energies range from 0.01 to 400 MeV [and] electron energies are
in the range from 0.4 to 4.5 MeV” (Fortescue, Swinerd, and Stark 2011, 27). These
particles “have a large amount of kinetic energy and can have a permanent effect upon
the material through which they pass” (30).
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Figure 16. The Structure of the Van Allen Radiation Belts.
Source: Fortescue, Swinerd, and Stark (2011, 30).

The relatively consistent solar wind is a secondary source of radiation, and
“consists of low energy electrons and protons and is typically only energetically

significant for externally mounted spacecraft components” (Howard and Hardage 1999,

39



3). Compared to other radiation sources, the solar wind is relatively insignificant. Solar

flares and galactic cosmic radiation pose more significant challenges for spacecraft
engineers.

At times, magnetic disruptions on the Sun’s surface can lead to an explosion of
energetic particles in the form of solar flares that reach the Earth a day or two after their
release. This activity can have significant influences on the magnetosphere and the
radiation environment where national security spacecraft operate. The “flare can produce
energetic protons and heavy ions that will produce effects in electronics” (Howard and
Hardage 1999, 3) Solar activity, to include sun spots and their associated solar flares,
trend on an 11-year solar cycle, as seen in Figure 17.
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Figure 17. Sunspot Activity. Source: Poppe and Jorden (2006, 25).

Finally, galactic cosmic radiation appears to exist uniformly across the universe
and “consists of a low flux, ~4 particles/cm2s of energetic, 108-1019 eV, ionized nuclei”
(Tribble 2003, 161). These particles have an ever-present impact to spacecraft on orbit,
but their effects tend to be most present in times of solar minimum. Figure 18 presents
the relationship between particle flux and particle energy for the different energetic
particles in the near earth environment. These range from the high flux, low energy solar

winds to low flux, high energy galactic cosmic rays.
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Source: MIT OCW (2006).

Energetic electrons, protons, and heavy ions can wreak havoc on a spacecraft.
Figure 19 shows how electronic and nuclear integrations can lead to total ionizing dose,

displacement damage, and single event effects.
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Figure 19. Diagram of Radiation Environment Effects on
Electronic Systems. Source: Howard and Hardage (1999, 8).

The amount of energy received by a material that results in ionization of the
material is the total ionizing dose (TID). Energy from the radiation environment can excite
an atom’s electrons into a higher energy state that frees them from the now positively
charged ion; “these electrons, or more correctly the positive charge created by ionization,
are the prime cause of the total ionizing dose effects” (Howard and Hardage 1999, 9).
When spacecraft electronics are exposed to radiation, and this ionization effect takes place
within their semiconductors, the properties of the dialectic material change and may “allow
small leakage currents to flow,...although this sounds fairly benign, it can lead to long-term
consequences” (Tribble 2003, 181). Elaboration of these consequences on spacecraft
electronics is summarized in NASA Technical Paper-1999-209373:

In general, all types of electronics are susceptible to ionization but the

charge generated inside the semiconductor material can quickly be

collected and removed without ill effect (assuming the radiation

interaction rate is at a low level of the space environment). If a
semiconductor device contains, for example, a silicon dioxide/silicon

42



interface (as in all modern integrated circuits based on complementary
metal oxide semiconductor (CMQS) technology), charge generated inside
the oxide can become trapped at the interface. This trapped charge, by
charging the potential of the interface structure, can lead to increased
“leakage” current or changed operational characteristics of any device
using this structure. (Howard and Hardage 1999)

The dose of radiation absorbed by a material is referred to as rad, and is defined as “that
amount of any kind of radiation which deposits 10-2 J per kg of material” (Tribble 2003,
176).

Excited by radiation, the entire atom’s energy level can increase, “increasing
vibrational motion of the atoms” (Howard and Hardage 1999, 11) to a state where that
atom actually escapes the influence of the nearby atoms and flows out of its position in
the material’s crystalline structure. This displacement of the atom is known as
displacement damage. The crystalline structure’s “regular order gives semiconductor
materials their unique properties, the disturbance causes changes in the operation of any
device exposed to this environment” (11). Over time, radiation induced displacement

damage degrades the performance of the semiconducting material.

One of the more susceptible components on a spacecraft to displacement damage
is the solar cell. This displacement damage is disconcerting considering the primary
means for generating electricity to power near Earth satellites are solar arrays comprised
of many small solar cells. The degradation in solar cell performance, caused by the total

dose effects, is a life limiting consideration during spacecraft design.

The ionized particles carry a charge and “a number of detectors, switches, and
current and voltage regulators can observe a pulse of charge as the particle interacts with
the circuit” (Moldwin 2008, 85) known as a single event effect. Several specific effects
are defined in Table 3 and can cause anomalies that may degrade or remove the
spacecraft from operations for a period of time, or also have the potential for devastating

effects that cause a premature end of mission.
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Table 3. Listing of Single Event Effects.
Source: Howard and Hardage (1999, 13).

Acronym Effect Description

SEU Upset Digital circuit changes logic state

SEL Latchup Device switches to a destructive, high current state

SEGR Gate Rupture Destructive failure of a power transistor

SEB Burnout Another mode of destructive failure for a power transistor

SEFI Functional Interrupt Device enters mode where it is no longer performing the designed
function

SEMBE Multiple Bit Error More than one logic state change from one ion

SET Transient Transient current in circuit

SEIDC Induce Dark Current Increased dark current in CCD arrays

Single event effects occur when *“a heavy ion is incident on the sensitive area of an
integrated circuit, producing sufficient charge in the form of electron—nhole pairs to cause a
change in the logic state of the device” (Fortescue Swinerd, and Stark, 2011, 43). These
effects can cause a minor non-permanent upset in operations but they also have the
potential to impact “critical circuitry such as a control system or decision-making logic,
[where] it can have serious consequences on the spacecraft operation—generating false
commands such as thruster firings” (43). Such events can be life limiting or life ending for
national security spacecraft.

D. CHAPTER SUMMARY

This chapter covered the space environment and the effects it can have on all
spacecraft including those deployed for U.S. national security. Vacuum, the neutral
environment, the plasma environment, radiation, and orbital debris all impact spacecraft
design and operations. The plasma and radiation environments have the potential to disrupt
national security space satellite operations significantly. The current space weather
situational awareness architecture, discussed in the next chapter, is inadequate to meet the

emerging space situational awareness needs of national space systems.
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IV. CURRENT SPACE WEATHER SITUATIONAL AWARENESS

The White House explicitly acknowledges that U.S. space capabilities are critical

to U.S. national security interests:

The United States will pursue the following goals in its national space
programs: Improve space-based Earth and solar observation capabilities
needed to conduct science, forecast terrestrial and near-Earth space
weather, monitor climate and global change, manage natural resources,
and support disaster response and recovery. (White House 2010b, 4)

A. STAKEHOLDERS

The United States is currently and increasingly reliant on space-based capabilities.
This paper is focused on national security space systems but the U.S. government deploys
many space-based satellites that support many aspects of an American’s day-to-day life.
The Department of Commerce (DOC), NASA, and the National Weather Service are
primary stakeholders concerned with current and forecasted space weather. The DOC
provides an expanded list of consumers of space weather data. The following list from
NOAA summarizes some of these consumers and their respective uses of weather data:

Electric Power Grid Operators use geomagnetic storm detection and

warning products to maximize power grid stability and to mitigate power
grid component damage and large-scale blackouts.

Spacecraft Launch Operators use radiation products to avoid electronic
problems on navigation systems, preventing launch vehicles from going
off course and being destroyed.

Spacecraft Operations and Design staff rely on space weather products to
avoid electronic problems. Space weather effects on satellites vary from
simple repairs to total mission failure.

Manned Spaceflight activities are altered to avoid or mitigate effects of
radiation storms impacting crews and technological systems.

Navigation Systems depend on space weather information to ensure the
integrity and safe use of electronic navigational systems, such as GPS.

Aviation Operators use crucial information on space weather impacts—
such as communication outages, potentially harmful radiation, and
navigation errors—to adjust routes and altitudes.
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Communications Operators anticipate and react to space weather activity
to mitigate impacts occurring over a wide range of communications
frequencies used by emergency management officials, search and rescue
systems, and many others.

Surveying and Drilling Operations rely on accurate and timely space
weather products for safe and efficient high-resolution land surveying and
sea drilling. (2012, 4)

These stakeholders represent the larger domestic community that is reliant on
space for day-to-day operations. U.S. national interests and national security are reliant
upon these stockholders’ uninterrupted access to space. This diverse community is
increasingly dependent on space-based capabilities vulnerable to space weather effects.

B. REQUIREMENTS

National security space systems support the United States’ ability to project
power in the diplomatic, information, military, and economic domains. In 2013, the
Executive Office of the President requested the Office of the Federal Coordinator for
Meteorological Services and Supporting Research (OFCM) “to lead a study to assess (1)
the current and planned space weather observing systems and (2) the capacity of those
systems to meet operational space weather forecasting requirements over the next 10
years” (White House Office of Science and Technology Policy 2013, iii). The study
assessed the following DOD, DOC, and NASA documents to consolidate space weather

observation requirements:
. NOAA Consolidated Operations Requirements List, 2011 (DOC).

o NOAA Program Observation Requirements Document—Space Weather
Program, 2009 (DOC).

. Air Force Weather Space Weather Implementation Plan, Oct 2010 (DOD).

o Initial Capabilities Document for Meteorological and Oceanographic
Environment, 2009 (DOD).

. Integrated Space Weather Analysis System Data Requirements, 2011
(NASA).

. Space Radiation Analysis Group Requirements, 2011 (NASA).
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Four-Dimensional Weather Functional Requirements for NexGen Air
Traffic Management, 2008 (Joint Planning Development Office Weather
Functional Requirements Study Group 2013, 12).

From these documents, the OFCM generated Table 4 to consolidate the United

States’ space weather observing requirements.

Table 4. Observing Requirements by Space Weather Domain Space Weather
Observing Systems. Source: White House Office of Science and
Technology Policy (2013, 13).
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requirements are generally comprehensive in nature and do not support

direct measurements from targeted sensors integrated on national security spacecraft.
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C. ARCHITECTURE

The space weather observation architecture includes systems both on the ground

and on orbit (Figure 20). These systems are poised ready to sense changes in space

weather conditions and report those changes to ground operation centers. These operation

centers receive and process the data from multiple sensors, and using models and

analytical tools, the teams at these operations centers can provide useful products to the

end users. These products include current conditions, future forecasts, and notifications of

potential space weather threats.
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