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Abstract—Real-time monitoring of physiological data can re-
duce the likelihood of injury in noncombat military personnel
and first-responders. MIT Lincoln Laboratory is developing a
tactical Real-Time Physiological Status Monitoring (RT-PSM)
system named OBAN (Open Body Area Network), the purpose
of which is to provide an open, government-owned framework
for integrating multiple wearable sensors and applications. The
current OBAN implementation accepts data from various sensors
enabling calculation of physiological strain information, which
may be used by squad leaders or medics to assess the team’s
health and enhance safety and effectiveness of mission execution.
Security in terms of measurement integrity, confidentiality, and
authentication is an area of interest because OBAN system
components exchange possibly sensitive data in military appli-
cations. In this paper, we analyse potential cyber-security threats
and their associated risks to an implementation of the OBAN
architecture and identify directions for future research. The
threat analysis is intended to inform the development of secure
RT-PSM architectures.

I. INTRODUCTION

The development of very low-power computing devices
and wireless transceivers has improved the landscape of
physiological-status monitoring and body area networks
(BANs). A BAN is a wireless network composed of wearable
computing devices, typically seen in medical and personal
fitness settings. Real-Time Physiological Status Monitoring
(RT-PSM) systems, BANs focused on physiological status
monitoring, also have tactical applications.

Both combat and noncombat military personnel endure
tough environmental conditions and physical stresses that can
lead to a variety of health issues, such as hypothermia, hyper-
thermia, musculo-skeletal injuries, hypoxia, and dehydration.
It is well documented within the armed forces that the monitor-
ing of real-time physiological data through an RT-PSM system
can aid in anticipating the onset of these conditions and could
improve soldier health and readiness during training and in the
field [1], [2]. For instance, members of a chemical, biological,
radiological and nuclear defense (CBRND) team, who are
often required to wear fully-encapsulating personal protective
equipment, face significant risk of heat exhaustion which could
be mitigated by providing CBRND team leaders a means of
monitoring their team members’ core body temperatures to
properly coordinate actions [3]. In addition to improving the
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health and resilience of soldiers, a RT-PSM system would also
be useful for increasing a team’s situational awareness and
providing actionable intelligence for mission planning.

The need for security in the BANs specifically (and in the
largely similar Internet of Things (IoT) space) is receiving
ever more attention in the media and academic communities,
especially with respect to medical devices where integrity and
availability of a system can be a matter of life and death.
Diabetic Jay Radcliffe, for instance, demonstrated a threat to
his insulin pump by compromising the wireless channel and
shutting it down [4].

The consequences of targeted adversarial attacks on BANs
and tactical RT-PSM systems can be severe. An adversary
able to create valid messages on a BAN’s wireless channel
will cause data to be unreliable, impacting both the integrity
and availability of the system and potentially the success of
the mission. A tactical RT-PSM system would necessarily
exchange sensitive health information and data relevant to
mission planning in a battlefield setting. Depending on the im-
plementation, the system components may even interconnect
to long-haul radios with access to a tactical radio network.
Despite its usefulness, if the proper security mechanisms are
not integrated into the design, tactical RT-PSM systems could
allow for more harm than good.

In this paper, we present an analysis of threats to a
generalization on an existing tactical RT-PSM system archi-
tecture called OBAN. The purpose of this analysis is to
help guide the development of RT-PSM systems that balance
security, privacy, and utility, and we define a specific set
of requirements for RT-PSM systems. While this work was
performed in the context of an RT-PSM system, many of
the results generalize to the broader BAN and IoT spaces
where sensitive information is collected and transmitted by
low-power, computationally-limited devices.

II. SYSTEM ASSUMPTIONS

Before we begin our threat analysis, we define our system
architecture and system use case. Our goal is to choose a
general use case and architecture as the basis for our anal-
ysis, to ensure our recommendations are broadly applicable
to arbitrary tactical RT-PSM systems. The architecture we
describe is based on a generalized version of the OBAN RT-
PSM architecture described in [5]. The primary aim of the
OBAN system is to improve the health, preparedness, and
overall resilience of combat military personnel through real-
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time monitoring of physiological data with devices capable of
sustaining data collection for a period of at least 7 days.

A. Core Components

An RT-PSM implementation consists of the following core
components:

• Sensors — Data collecting devices (e.g., electrocardio-
gram (ECG), core temperature, load)

• Hub — A radio enabled device that aggregates data from
connected sensors

• End User Device (EUD) — A device that provides
feedback to the user (in our use case this is a leader
or a combat medic).

Hubs are low-power, resource-constrained devices; the
OBAN prototype [5] uses boards with an ATmega 2560 micro-
controller (16 MHz, 8-bit Atmel AVR architecture, 256 KB
program space, 8 KB memory) [6] with a tunable narrow-band
radio for sending data to the EUD. Additionally, the hubs have
microSD cards to store collected sensor data for post-mission
analysis. EUDs are Android-based smartphones, and thus are
less resource constrained than hubs.

Team components are provisioned and configured to work
together via USB connections to a configuration PC. At the
beginning of a mission, multiple hubs are paired up with one
or more EUDs. Each squad member is outfitted with a hub
attached to sensors. The EUDs are carried by the squad leader
and medics. Figure 1(a) shows an example system setup.

B. RT-PSM Use Case

For this threat analysis we consider a use case of monitoring
a small team for the duration of a mission (3-7 days). Each
team member has a hub device connected to several on-body
sensors. The team leader and medic each have an EUD that
gathers data from the hubs and displays a summary of the
team’s status, as shown in Figure 1(b). The system uses an
application-level messaging protocol with distinct message
formats intended to support the target use cases. During mis-
sions, broadcast is the fundamental communication primitive,
so adversaries can take advantage of of this communication
mode to eavesdrop, destroy, or replay old messages. Messages
do contain a cyclic redundancy check (CRC) to protect against
accidental data modification.

During a mission, the system allows for a three modes of
operation:

1) Pull-style Status Updates: To monitor the physiological
strain of specific team members, the squad leader would use
the pull-style mode of operation. During the mission, on the
squad leaders prompting or at specified intervals, the display
device would request data—in this case the Physiological
Strain Index (PSI)—from the nearby hubs. The hubs expose
PSI as a virtual sensor that is calculated from heart rate (HR).
Any hub close enough to receive the request will respond. This
is the most common mode of operation.

2) Push-style Notifications: Squad leader and medic are
interested in knowing if a squad member is entering a dan-
gerous state that requires immediate action. In these cases, a
hub device must push information instead of waiting for it to
be collected by query from an EUD. This mode of operation
would be activated, for example, if a squad member’s core
temperature is in a dangerously high range, such as seen with
heat exhaustion or stroke. In the push-style mode of operation,
a hub sends a notification addressed to a particular EUD or
group of EUDs. When the message is received, the EUD
acknowledges receipt provided that acknowledgement was
requested in the notification. A hub will continue resending
a notification periodically until the message is acknowledged
or it sends the notification a set threshold number of times.

3) Streaming: The streaming mode of operation is required
if a medic is providing medical attention to a soldier and would
like access to the soldier’s health data (e.g. ECG feed). In the
stream-style mode of operation, an EUD requests that a hub
send (stream) batches of a certain type of data for a specified
amount of time. The hub responds with batches of data until
the request has been fulfilled. Dropped batches are ignored. If
the EUD wants to maintain the incoming stream it will need
to send a new stream request message after the hub completes
the previous stream request. This is the least common mode
of operation as transmitting is power intensive [7].

III. THREAT ANALYSIS

Our threat analysis considers the potential adversaries, in-
cluding their capabilities and methods of attack, and the risks
of such attacks, culminating in a prioritized list of threats.
While this threat analysis framework should be considered
qualitative, not quantitative, we endeavor to offer a comprehen-
sive framework that can be used for a variety of adversaries,
tactics, or system configurations in the RT-PSM space.

A. Adversarial Model

Following standard computer security practice, adversaries
differ from one another in four main dimensions: goals, capa-
bilities, role within the system, and attack class. Examples of
specific adversaries and respective goals are given in Table I.

1) Goals: Adversaries’ goals affect their motivation and
choice of attacks. Consider, for instance, the difference be-
tween a squad member and a nation state. The squad member
may not wish to participate in a particular mission and manipu-
late the system to that end (e.g. fake sensor readings). A nation
state, on the other hand, might be more interested in increasing
its situational awareness by determining presence of troops
and acquiring the associated physiological data. A nation state
adversary might thus mount an attack very different in stealth
and scale from one employed by a squad member.

2) Role: Adversaries relate to the system in different ways;
an adversary may be an outsider or an insider. An insider is
someone who has a legitimate role in the system’s operation,
development, or maintenance (e.g., a user, a manufacturer, a
system administrator). An outsider is an entity that comes or
puts itself in contact with the system (e.g., civilians near troops
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Fig. 1. OBAN RT-PSM System

TABLE I
EXAMPLE ADVERSARIES WITH ASSOCIATED GOALS AND ROUGH CAPABILITY LEVEL

Adversary Example Goal Capabilities

O
ut

si
de

rs Script kiddie Create personal amusement by bragging about system disruption Tier I
Hacktivist Disrupt the system or publicize sensitive information for political gain Tiers II-III

Nation state Decrease the situational awareness of RT-PSM system users Tiers V-VI

In
si

de
rs

Squad member Malingering Tiers I-II
Squad leader Improve unit appearance by faking physiological data Tiers I-II

System administrator Profit from health information extracted from the system Tiers III-IV
Hardware/Software supplier Profit from health information extracted from the system Tiers IV-V

with an RT-PSM deployment, an opposing military force, etc).
The level of access provided by a particular role plays a part
in what attacks an adversary can successfully execute.

3) Capabilities: Mounting attacks requires a set of capa-
bilities, which might include the ability to receive commu-
nications, ability to send communications, knowledge of the
RT-PSM message protocol, etc. An adversary’s capabilities are
a function of their resources; to describe adversary capabilities
we adopt the hierarchy presented in [8]. This report describes
three main tiers of adversaries separated, in part, by resource
level. Tier I and II attackers spend on the order of $10s of
dollars, Tier III and IV attackers spend on the order of $1Ms,
and Tier V and IV attackers spend on the order of $1Bs.
The higher the tier, the larger the resources and the more
capabilities the attacker can obtain.

The report stipulates that Tier I and II attackers use code
and exploits written by others, Tier III and IV attackers can
write their own code and discover vulnerabilities, and Tier
V and VI attackers are highly organized and able to implant
vulnerabilities at the development level. In other words, the
higher the tier the greater the level of sophistication. Tier
I attackers, like “script kiddies” in Table I, are unsophisti-

cated and Tier VI attackers, like a nation state, are highly
sophisticated. Note, however, that level of access within the
system also plays a role in this calculus. For example, a
hardware manufacturer can embed vulnerabilities that would
normally require Tier V level expenditures without actually
spending these resources — they already have arbitrary access
to the hardware platform. Similar logic applies to software
manufacturers and system administrators — all these insiders
are in a very trusted position with respect to the system’s
eventual security.

We model the following specific capabilities necessary to
stage attacks against the RT-PSM system:

• Receive RF — The ability to receive transmissions on the
appropriate frequencies.

• Send RF — The ability to send transmissions on the
appropriate frequencies.

• Receive Message — Decipher an RF transmission into
a message through knowledge of the application-level
messaging protocol.

• Send Message — Construct a valid message through
knowledge of the application-level messaging protocol.
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• Hub HW/SW Mod. — Ability to modify hardware or
software on the hub devices.

• EUD HW/SW Mod. — Ability to modify hardware or
software on the EUD devices.

• Hub Capture — Obtain a fielded hub device.
• EUD Capture — Obtain a fielded EUD device.

4) Attack Class: When considering attacks, we separate
them into passive, network active or full-scope attacks, as
defined below:

• Passive — passive attacks can use data sent over the
wireless communications channel.

• Network active — active attacks involve reading, creat-
ing, or destroying transmissions on any communications
channel.

• Full-scope — full-scope attacks are not limited to the
communications channel and may include software mod-
ification, hardware modification, and device capture.

Attack class is related to an adversary’s resources or desire
for stealth. In many environments passive attacks are gen-
erally seen as “cheaper” to mount than active attacks. In a
tactical RT-PSM system, this is not necessarily true. Passive
attacks require the co-location of hardware to listen for RF-
transmissions, due to the fact that our system components only
have a broadcast range of about 5-6 meters. The amount of
hardware needed to listen to transmissions from a moving RT-
PSM system deployment and the ability to access readings
from the hardware that heard the transmissions could be
expensive. This is one of the unique, inherent advantages of
the low-power RF transmissions used by the OBAN system.

B. Threat Analysis Methodology

To analyze the risk presented by a particular threat we
use a qualitative method based on a approach detailed [9].
This guide recommends using a standard model where risk
is a function of impact and likelihood. We compute risk
as the product of impact and likelihood, where impact is a
subjective measure of the magnitude of harm that can be
expected to result from a successful attack, and likelihood is
a subjective measure of the probability that a vulnerability or
set of vulnerabilities will be discovered and exploited by an
attacker.

To estimate the impact to the RT-PSM system function, we
define threat impact to be the maximum loss of confidentiality,
data or source integrity, or availability due to the attack. To
help estimate these values, we considered the extent to which
an attack would result in loss of confidentiality, loss of data
or source integrity, or loss of availability. We rank each of the
quantities on a scale from 0 to 5—5 corresponding the largest
loss possible and 0 corresponding to no loss.

To estimate threat likelihood, we consider an adversary’s
ability to obtain the requisite capabilities, his motivation to
perform an attack and its alignment with adversary’s goals,
and the difficulty of finding a vulnerability and exploiting it
to execute the attack.

C. Threats

In this section, we present threats to the system and rank
them using the methodology described in Section III-B. Many
of the security concerns that BANs face are identified in
[10] and [11]; while both of these papers are not specific to
tactical RT-PSM systems, they offer detailed exploration of
security concerns in the context of resource-constrained, RF-
enabled devices. We identify additional threats that challenge
the security of our tactical RT-PSM system, including threats
to the communication interface, the device software, and the
device hardware. Table II describes the attacks to the system
and the capabilities required by adversaries to mount the
attacks1.

Table III shows how the attacks on the system affect the
standard system security properties that inform our impact
metrics:

• The confidentiality column shows to what extent attacks
are successful at exfiltrating data from the system. Ma-
jority of attacks aim to learn identifying or health-related
information from the system and; consequently, most
entries in this column are non-zero. Attacks that leak a
larger quantity of data or more sensitive data received
higher ratings.

• The non-zero entries in the data integrity column corre-
spond to attacks that enable modification of data unde-
tected by the system. Note that certain attacks that may
result in message corruption, e.g. denial of service, are not
in this group, since these issues are detected by checking
the message’s CRC code. On the other hand, attacks
like individual privacy compromise (F1) and group data
or source spoofing (F4) that rely on hardware/software
modifications cannot be detected by the system.

• The availability column shows how much attacks dis-
rupt our system’s PSM service. Active attacks like (A2)
privacy compromise (on demand) are shown as having
an effect on availability because they cause the system
components to transmit more frequently, reducing battery
life; furthermore, such attacks do not respect the medium
access control scheme and might interfere with legitimate
message traffic.

• The last column, source integrity, shows what attacks
require or may involve impersonation of certain entities.
Existing OBAN implementation assumes that communi-
cating entities are legitimate and non-befouled system
components. The non-zero entries correspond to the at-
tacks that take advantage of this naive assumption.

In Table IV presents our estimates for the likelihood of ad-
versaries obtaining the capabilities necessary to mount attacks
against RT-PSM system. When estimating these likelihood
values, we relied on adversary descriptions and associated
resource level as described in Table I. More specifically, we
model the following conditions:

1In some cases, multiple sets of capabilities would enable an attack; we
give the most common set for each.
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TABLE II
RT-PSM SYSTEM THREATS VS. REQUIRED CAPABILITIES

Attack Name Attack Description

Capabilities Required
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Pa
ss

iv
e P1. Detect presence/location (opportunistic) Observe presence of communication on RF frequencies used by RT-PSM system X

P2. Identify team roles (opportunistic) Observe communication patterns (e.g. query/response) to identify squad leader X
P3. Identify individuals (opportunistic) Observe unique identifiers of devices in communication contents X X
P4. Privacy compromise (opportunistic) Learn sensor data from communication contents X X

A
ct

iv
e

A1. Detect presence/location (on demand) Spoof query message to trigger a response; detect/locate responding devices X X X
A2. Identify individuals (on demand) Spoof query message to trigger a response; parse response for unique ID X X X X
A3. Privacy compromise (on demand) Spoof query message to trigger a response; parse response for sensor data X X X X
A4. Identity spoofing Send fake response data from a particular device X X X X
A5. Battery drain Send “wake up” preamble repeatedly X
A6. Jamming Send garbage messages to prevent others from receiving successfully X

Fu
ll-

Sc
op

e

F1. Individual privacy compromise (on demand) Modify HW/SW on hub to broadcast sensor data as desired X X X
F2. Individual data spoofing Modify HW/SW on hub to send incorrect message data in response to queries X
F3. Group privacy compromise Modify HW/SW on EUD to leak all collected sensor data X
F4. Group data or source spoofing Modify HW/SW on EUD to store or display incorrect data to leader/medic X
F5. Individual privacy compromise (post hoc) Learn sensor data for an individual stored on the SD card X
F6. Group privacy compromise (post hoc) Learn sensor data for a group stored on the SD card X

TABLE III
RT-PSM SYSTEM THREATS VS. IMPACT

Attack Name

Loss of. . .
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A
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bi

lit
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P1. Detect presence/location (opportunistic) 1 - - -
P2. Identify team roles (opportunistic) 2 - - -
P3. Identify individuals (opportunistic) 3 - - -
P4. Privacy compromise (opportunistic) 4 - - -

A1. Detect presence/location (on demand) 2 - 2 2
A2. Identify individuals (on demand) 3 - 2 2
A3. Privacy compromise (on demand) 5 - 2 2
A4. Identity spoofing 4 - 2 2
A5. Battery drain - - 4 -
A6. Jamming - - 5 -

F1. Individual privacy compromise (on demand) 3 - 2 -
F2. Individual data spoofing - 3 2 3
F3. Group privacy compromise 5 - 1 -
F4. Group data or source spoofing - 5 - 5
F5. Individual privacy compromise (post hoc) 3 - - -
F6. Group privacy compromise (post hoc) 5 - - -

• Our model for a script kiddie adversary implies some-
one with little sophistication but with access to easily
purchasable hardware and downloadable tools. Since the
radio components are readily available, and software for
parsing message data is not difficult to obtain, we believe
this adversary can obtain capabilities to send and receive
messages. However, putting the whole system together

TABLE IV
RT-PSM SYSTEM ADVERSARIES VS. LIKELIHOOD OF OBTAINING

CAPABILITIES

Adversary

Capabilities
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E
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Script kiddie 10% 20% 10% 20% - - - -
Hacktivist 80% 80% 80% 80% - - 10% 10%
Nation state 100% 100% 100% 100% 100% 100% 80% 80%
Squad member 20% 20% 20% 20% 80% 40% 40% 40%
Leader/Medic 20% 20% 20% 20% 40% 80% 60% 60%
System admin - - - - 80% 80% 80% 80%
HW/SW supplier - - - - 100% 100% - -

requires some effort and the motivation for this adversary
is fairly low, thus the overall likelihood is rated at 20%.

• A hacktivist adversary is similar in nature to script kiddie.
However, hacktivists differ in having a much stronger
motive, which may embolden them (though with low
probability) to attempt capturing a hub or EUD device.
Because a hacktivist’s motivation is higher, the corre-
sponding likelihood of obtaining capability to send and
receive messages is rated higher as well.

• Our model for a nation state adversary is one that is
able to obtain any of the required capabilities. Capturing
hub or EUD devices may prove more difficult, so those
receive less than 100% likelihood.

• A squad member is a legitimate user of the system, and
thus has access to the hardware and software running
on both hubs and EUDs. This adversary’s ability to put
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together a system from readily-available components may
be higher than that of a script kiddie, but the motivation
is lower, so the ranking for sending/receiving messages
(independent of the device they already have) remains at
20%. Due to more access to the system, this adversary
has a higher likelihood of modifying a hub or an EUD,
or possibly stealing one from another squad member or
leader.

• A leader/medic adversary is similar to the squad mem-
ber model; however, this adversary has greater access
to EUDs, thus the corresponding change in likelihood
assignments.

• Our model for a system admin is someone who is in
charge of provisioning the system for operation and thus
has ample opportunity to modify hardware or software on
hubs or EUDs, as well as steal one of the devices after
field deployment.

• A hardware/software supplier of course has ample op-
portunity to insert malicious trojans into the hardware or
software of the device they are creating.

While the specific values presented in this table are certainly
subjective, we sanity-checked that the general relationship
between adversaries and the capabilities they can obtain, as
well as the relative likelihood of obtaining capabilities between
the adversaries corresponds to the descriptions in [8].

TABLE V
TOP RT-PSM THREATS BASED ON ESTIMATED SYSTEM RISK

Attack Adversary Risk (0-5)

A3. Privacy compromise (on demand) Nation state 5
A6. Jamming Nation state 5
F3. Group privacy compromise Nation state 5

HW/SW Supplier
F4. Group data or source spoofing Nation state 5

HW/SW Supplier
A5. Battery drain Nation state 4
P4. Privacy compromise (opportunistic) Nation state 4
A4. Identity spoofing Nation state 4
F6. Group privacy compromise Nation state 4

System Admin
A3. Privacy compromise (on demand) Hacktivists 4
A6. Jamming Hacktivists 4
F3. Group privacy compromise Leader/Medic 4

System Admin
F4. Group data or source spoofing Leader/Medic 4

System Admin
P4. Privacy compromise Hacktivists 3
A4. Identity spoofing Hacktivists 3
A5. Battery drain Hacktivists 3

Table V presents the top-ranked threats against RT-PSM
given our adversary models. This ranking was obtained by
computing risk as a product of attack’s impact to the system
(maximum value across Table III) and attack’s likelihood
(minimum value across required capabilities in Table IV). We
selected the maximum impact to highlight where the attack is
most damaging; this assumes loss of confidentiality, data in-
tegrity, availability or source integrity are equally damaging to
the system. We selected the minimum likelihood for obtaining
required capabilities since the likelihoods listed in the table are

often not independent, and the minimum likelihood represents
the “limiting reagent” notion of capability acquisition.

As expected, the more capable adversaries pose the most
threat; however, it appears that hacktivist-level attacks can
cause as much impact to the system (in certain categories)
as nation states. Most of the top threats center on loss of
confidentiality due to leakage of sensor data that represents
the health information of RT-PSM users; however, the ways
of achieving this privacy violation vary significantly. While
loss of privacy is certainly undesirable, these threats do not
by themselves make the system unusable.

Another group of top threats pertains to information in-
tegrity, enabling adversaries to spoof identity of sender or fake
the data itself. Since integrity violations bring into question
the trustworthiness of the system, they are potentially more
worrisome than privacy risks. For example, a leader or medic
can be misled about a team member’s health status resulting in
incorrect decisions that risk the mission and the team’s well-
being.

Finally, the jamming and battery drain attacks also make
an appearance. These attacks strike at the availability of the
RT-PSM system to perform its function; if these attacks are
relatively easy to mount, this risk brings the reliability of the
resulting system into question.

IV. REQUIREMENTS FOR RT-PSM SYSTEM SECURITY

Informed by the analysis in Section III-C, we would like
to reduce the risk of threats resulting from cyber and EW
attacks to an acceptable level of risk. In order to accomplish
this, we can decrease the likelihood of a threat (e.g., increase
the difficultly in obtaining the necessary capabilities to mount
the attack) or reduce the impact of the threat (e.g., increase
the systems ability to recover from a certain attack).

To reduce threat to the RT-PSM system, we propose the
following security requirements, tailored to RT-PSM systems.

• Data integrity — Data in transit between a hub and
an EUD should not be corrupted or modified without
detection. This is required to mitigate several of the
identify spoofing attacks.

• Authentication and Authorization — Components should
be able to verify that a particular entity (or group of
entities) created a message. This is required to mitigate
attacks that rely on spoofing identity of a system user
(e.g. squad leader), who may have privileges that other
members do not (e.g. requesting status updates). This
capability would help mitigate attacks A1-4, F2, and F4.
Furthermore, an authorization service would allow us to
revoke privileges from misbehaving devices, like those
that result from F2 and F4.

• Data confidentiality (encryption) — Data should only
be readable to properly authenticated and authorized
components of our system. Parties outside our BAN
should not be able to read sensor data in flight or from
the memory or storage of a compromised device. The
second requirement may be difficult to achieve given
that we are required to store any cryptographic keys in
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device memory. Encrypting the data in transit will help
mitigate attacks P3, P4, A1-A3; encrypting data at rest
will mitigate F5-F6.

• Data freshness — Authentication and confidentiality are
not enough to prevent harm from active attacks that replay
valid messages. In order to prevent replay attacks, hubs
and EUDs must be able to ascertain the freshness of re-
ceived messages by including and verifying a timestamp,
sequence number, or nonce in the message.

• Software integrity checking — Using code signing or
other methods of checking software integrity can help
mitigate attacks F1-F4 by verifying that software placed
on hubs and EUDs has not been tampered with to
leak data or provide incorrect information to the squad
leader. While hardware modifications may still be able to
accomplish these attacks, they are typically much more
expensive to execute successfully.

• Availability and Sustainability (power) — Hubs and
displays should always be able to send and receive
data. All components of our system should support data
collection for the duration of a mission (3-7 days)2. Any
means of achieving our other requirements must take
this into account. For instance, encryption and decryption
algorithms should not be overly expensive in terms of
required network bandwidth or computational power.

The requirements are in no particular order, since a precise
ranking would be use case dependent. For instance, availability
may not be as important to an application constantly streaming
ECG data as it might be for an application notifying users
of exposure to hazardous chemical agents. That said, these
properties are applicable to the majority of tactical RT-PSM
systems. Designing and building technologies that can provide
these properties in low-power devices is an ongoing research
effort at MIT Lincoln Laboratory.

V. RELATED AND FUTURE WORK

In this section, we consider the next steps necessary to create
a secure tactical RT-PSM system architecture. To support sys-
tem requirements detailed in Section IV, we need to identify
appropriate cryptographic techniques that will work in low-
power devices without compromising our system’s original
goal of improving the health and resilience of noncombat
military personnel and first-responders. Although much of the
research around BANs and wireless sensor networks has gone
into making them possible and useful, an increasing number
of researchers are investigating the problem of how to provide
cryptographic services to resource-constrained devices.

In [12], [7], the authors construct a secure wireless sensor
network built on resource-constrained devices that commu-
nicate exclusively with a more powerful central base station.
The system aims to provide data confidentiality, data authenti-
cation, data integrity, and data freshness. The authors evaluate
several block ciphers, and settle on running a finely tuned RC5

2Hub and EUD lifetime depends on the exact amount of time spent in each
of the three modes of operation. We assume that the bulk of time is spent in
push or notify modes and that the streaming mode is rare.

[13] cipher in counter mode, due to the cipher’s small code size
and high speed. For message authentication, they use CBC-
MAC [14], allowing them to reuse the same RC5 block cipher.
A lot of their design decisions are relevant to our tactical RT-
PSM system, but they do not offer a complete solution for
our use case due to placing strong trust assumptions in the
central base station and low data rates that would not support
RT-PSM streaming mode of operation.

Much of the BAN research focuses on implantable and
wearable devices in the context of modern medicine [11],
[15], [16], [17], [18]. In medicine, small embedded devices are
responsible for relaying sensitive patient information or admin-
istering doses of medication. The need for security and privacy
in this domain comes as a result of increased legislation
around protecting patient information and understanding of
the consequences of an insecure system; however, the hacking
of medical devices is far from the number-one risk to public
health [17]. Security mechanisms create additional opportunity
for bugs and can slow down regulatory approval [16]; as a
result, typical BAN components have been designed to trans-
mit unencrypted data on unauthenticated channels, allowing
eavesdropping and identity spoofing attacks.

In order to build a trustworthy system designers must (1)
consider security early in the development process, (2) encrypt
sensitive information (at rest and in transit), (3) develop a real-
istic threat model, and (4) use industry-standard cryptographic
building blocks [18]. The last design goal proves the most
difficult to apply in practice. Cryptographic building blocks
are not available for the most resource-constrained devices.
Medical device manufactures do not make their source code
public and the research community has not produced any
complete, widely-accepted solutions. While many authenti-
cation and key agreement protocols exist, majority require
computational power or code space exceeding capacity of
these resource-constrained devices.

Significant efforts have been expended on porting solu-
tions from existing computing environments. For instance,
researchers have gone through great lengths to tune the AES
block cipher for lightweight applications. The best known
hardware implementation of AES-128 fits in 2400 gate equiv-
alents [19]—an impressive accomplishment3 but may still
be incompatible with our system components’ other goals
(e.g., low-cost and low-current draw during sleep) [10], [20].
This motivates the development of lightweight cryptographic
primitives and BAN-specific authentication techniques.

Recently, the U.S. National Security Agency developed
Simon and Speck—families of block ciphers designed for
severely resource-constrained environments and optimized for
hardware and software implementations, respectively. Simon
and Speck require a fraction of the power that optimized AES
cores do for equivalent encryption strength [20]. Similarly,
the SoK literature study evaluates several BAN-specific au-

3To put this in context, according to [10], the amount of power it takes
certain AES circuitry to encrypt a 29-byte packet is 10 times less than it
takes a TI MSP430g2553 (an extremely low-power micro-controller) to turn
on!
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thentication techniques, including relying on biometrics, close
proximity, or out-of-band channels (e.g. audio or video) for
authentication purposes [11].

Lightweight cryptographic primitives and BAN-specific au-
thentication techniques are pieces of the solution for providing
security mechanisms to our RT-PSM system, but there is
also a need for ultra light-weight key management and key
distribution. Key management and distribution systems handle
the generation, storage, exchange, and replacement of the
cryptographic keys which enable the cryptographic primitives.
Strong cryptographic primitives are powerless without equally
solid key management4. Future tactical RT-PSM applications
may not allow for pre-placement of keys; for these applica-
tions, light-weight, usable key management and key distribu-
tion solutions, such as the Lincoln Open Cryptographic Key
Management Architecture [22], will be necessary.

One of the challenges in developing general purpose secu-
rity mechanisms for BANs is that compute resources, power
resources, and specific use cases differ drastically. Tactical
RT-PSM system components fall somewhere between medical
devices and fitness trackers. Medical devices are on the ex-
treme end of power efficiency5 and in the absolute worst case
a compromise of the wireless channel could result in death.
Fitness trackers on the other hand are typically recharged once
per day and in the worst case a compromise of the wireless
channel would result in a small privacy violation.

VI. CONCLUSION

In this paper, we have provided an adversarial model and
methodology for analyzing threats to a prototype of a tactical
RT-PSM system. The analysis in Section III-C shows what
threats present the most risk to the system. We have given areas
for future work, mainly the need to determine what mech-
anisms are best suited to provide the security requirements
derived in Section IV. Significant work remains in comparing
and demonstrating the feasibility of the different mechanisms
in low-power devices used for RT-PSM. Our hope is that this
analysis and the security building blocks we develop will be
useful to RT-PSM systems and to broader BAN-related and
IoT applications.
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