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Table 1. Average percentage overhead of N:1 mux for 5% 
camouflaged nets 

Gate Area  Delay  Power 
2:1 MUX 15% 20% 14% 
4:1 MUX 22.43% 38.12% 13.99% 
8:1 MUX 25.32% 41.08% 16.23% 
16:1 MUX 34.99% 49.29% 19.41% 

Threshold Voltage Defined Interconnects 
In contrast to previous works revolving around camouflaging 
gates to maximize the RE effort, we camouflage the nets that 
cannot be reverse engineered through simple intuition. For 
example, if net N1 (which is a single fan-out net) in Fig. 5(a) 
is camouflaged using a mux as shown in Fig. 5(b) then 
reverse engineering becomes straightforward. This is due to 
the fact that N1 cannot float in a valid design. This leaves the 
adversary to conclude that N1 and N2 are connected without 
running any simulation. We discard such single fan-out nets 
from the selection algorithm. However, if a multi-fan-outs 
net such as N2 is selected for mux insertion, then the 
adversary cannot figure out the connection between N2 and 
N3 (Fig. 5(c)). Such nets are considered qualified nets in the 
proposed camouflaging procedure.  
In addition to utilizing interconnects, our technique also 
identifies interconnects based on quantifiable values to 
maximize the RE effort. We first compute the controllability 
(CC) and observability (Obs) values for every nets and its 
number of fan-outs in a circuit. The ‘0’ and ‘1’ 
controllability (CC0 and CC1) and observability values 
provides a relative difficulty of controlling and observing a 
logic signal of a particular net. By selecting a net with low 
CC0, CC1 and Obs values, it is possible to increase the 
adversary RE. Note that, the controllability and observability 
of the net is assigned the same value as the controllability 
and observability of the gate that is driving the net. For the 
nets with fan-outs, the controllability and observability is 
propagated to all fan-out nets. Fig. 5(d) shows the RE effort 
for 2:1 mux using controllability / observability based 
selection. This was evaluated using Synopsis Design 
Compiler for ISCAS85 benchmarks [10]. Since threshold-
defined muxs are not included in standard cell library, we 
have created a liberty file of the proposed muxs with values 
characterized using HSPICE simulation. 

Results and Discussions 
Fig. 6(a-c) shows area, delay, and power of benchmarks 
replaced with 2:1 muxs for 5%, 10% and 15% camouflaging 
using the controllability/observability based net selection 
methodology. Comparing to the original (“No Mux”) design, 
the average overhead is found to be 15% (area), 25% (delay) 
and 14% (power) for 5% camouflaging. The values for 10% 
camouflaging are 26%, 41% and 22%. For 15% 
camouflaging, the values are 33%, 44% and 29%. From 
these results, we can observe the linear relation of overhead 
with respect to the number of camouflaged nets. In order to 
further increase the RE effort (discussed next) and to test the 
flexibility of our proposed mux, we also tested our 

methodology using wider 4:1, 8:1 and 16:1muxes. For these 
simulations, we only replaced 5% of the nets. Fig. 7(a-c), 
8(a-c), and 9(a-c) shows area, delay, and power values of 
benchmarks. The result of these overhead is shown in Table 
1. From this, we can conclude that wider input muxs can 
incur affordable increase in design overhead. 

Conclusions  
We propose threshold voltage-defined pass transistor based 
multiplexer to camouflage the interconnects of IPs both 
logically and physically. Compared to existing split 
manufacturing, the proposed interconnect camouflaging does 
not require any process change and does not incur extra 
assembly cost while promises to increase the RE effort. 
Careful selection of nets for camouflaging can mitigate the 
overhead compared to gate camouflaging technique.  
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