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A Framework for Assessing Counterterrorism Actions
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Abstract: Since the 9/11 attacks, Ametica has dedicated an extraordinary amount
of time, money, and effort to countering terrorism. It has devoted, however,
comparatively little effort to developing rigorous and useful assessment frame-
works to help policy makers and practitioners understand how effective these
counterterrorism (CT) actions have been. To address this shortfall, this article
first identifies and characterizes today’s prevailing terrorism theories and their
associated CT actions. For each theory, an assessment framework is created con-
sisting of specific questions that help gauge the success or failure of CT actions
and indicators that could be used to answer those questions. These assessment
frameworks, which rigorously link policy to practice, should enable CT practi-
tioners to provide policy makers and commanders direct and actionable feedback

on whether the approaches chosen are having the expected impact.
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he United States has dedicated an extraordinary amount of time, money,
and effort to countering terrorism since the attacks on 11 September
2001." Yet, for all the emphasis on counterterrorism (CT) operations

and other U.S. government programs designed to prevent, to detet, or to count-

Dr. Jonathan Schroden is the director of CNA’s Center for Stability and Development, which
focuses on issues of terrorism/counterterrorism and assessing the effectiveness of U.S. govern-
ment actions, among other topics. Schroden also directs CNA’s Special Operations Program.
Dr. William Rosenau is a senior analyst and policy historian at CNA who has written extensively
and advises senior U.S. government officials on issues of counterterrorism. Emily Warner is an
analyst at CNA with extensive experience in intelligence and counterterrorism activities. She is
currently on assignment with the I Marine Expeditionary Force.

MCU Journal vol. 7, no. 2

Fall 2016
www.usmcu.edu/mcupress

https://doi.org/10.21140/mcuj.2016070204

77



MCU Journal

78

er terrorism worldwide, the United States has devoted comparatively little ef-
fort to rigorously linking its actions to theories of terrorism/CT or to logically
deriving indicators that could be used to assess how effective those actions have
been.” The literature on terrorism/CT theory is robust, but policy makers are
often unclear as to which theories they use to craft policy. As illustrated in this
article, the literature on CT assessment is much less robust and many of the
articles that discuss specific metrics or means of assessing CT operations do so
in the absence of linkages to theories of terrorism and CT.

Because of the general absence of linkages between the “why” (theories)
of terrotism/CT, the “how” (actions), and the “what to measure” (metrics),
the latter are often ill-suited to address whether theories and their associated
actions are successfully practiced. In essence, a standard quantitative mettic,
such as the number of terrorist incidents over time, is easy to compute but
difficult to interpret without context, an inherent baseline for comparison, and
a clear, unambiguous linkage to a specific theory of terrorism/CT.” This mis-
match can and often does result in miscommunications between policy makers,
practitioners, and broader audiences, such as the media and general public, as
to why certain CT actions are being employed and whether they are achieving
desired outcomes. Worse, it has the potential to result in ineffective or coun-
terproductive decision making by policy makers and practitioners, since the
assessments they receive may not be linked to the explicit or implicit theories
guiding their actions.

In this article, we will develop and present a logical and comprehensive
framework for linking theories of terrorism and their associated actions to indi-
cators that could be used to assess U.S. government CT actions and programs.
Specifically, we will answer the following questions as they pertain to the prac-
tice and assessment of countering terrorism. What is the current state of CT
assessment and why is a new approach needed? What are the predominant
theories of terrorism today? What types of actions are most associated with
each theory for countering terrorism? What questions would need to be an-
swered to know whether these actions are successfully addressing terrorism as
predicted by theory? What specific pieces of data and information (indicators)
would need to be gathered and analyzed to answer those questions?* These are
difficult questions to answer, and definitively doing so is not possible in the
space available in this forum. By providing an initial set of responses as a proof
of concept of what a comprehensive, theory-derived assessment framework
might look like for countering terrorism, we hope to provide a starting point
for CT policy makers and practitioners interested in more rigorous approaches
to assessing their policies and actions. We also hope to stimulate a broader and
more rigorous discussion of the theoties, the actions, the questions, and the in-

dicators for countering terrorism and assessing U.S. performance and outcomes.
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Our approach to answering the above questions parallels the organization
of this article.® First, we examine the literature on assessment of counterterror-
ism actions to highlight the lack of an effective approach and to motivate the
creation of a new one. Second, we summarize bodies of research from both
the academic and operational worlds to identify the most common theories of
why groups or individuals engage in terrorism. Third, we identify the actions
these theories suggest are most appropriate for countering terrorism in its var-
ious forms. Fourth, we use literature research, discussions with subject matter
experts, and a logical reductionist approach to identify the questions that would
need to be answered to know whether each theory’s associated actions are ef-
fective in practice. Fifth, we use a similar approach to identify the indicators
that would be used to answer these questions of effectiveness. We conclude the
article with a brief discussion of how our preliminary CT assessment frame-

work might be implemented and improved upon going forward.

The State of Counterterrorism Assessment

When considering the literature on CT assessment, it is helpful to divide the re-
search into four major bodies by identifying the underlying motivation or start-
ing point for each author’s approach. In the first body, a relatively small number
of authors examine and assess specific CT operations that have taken place in
the past. The indicators that they use may be explicitly stated or implied, but
these authors typically conclude their discussions with a final determination of
the specific operation’s success or failure.

The remaining bodies, which constitute the vast majority of the literature,
examine the topic of CT assessment itself and typically highlight faults in past
approaches. These publications roughly fall into one or two of three broad
categories depending on whether they see CT assessments as being based on
(1) method ot process, (2) political dynamics or policy, ot (3) theory or concept.
The first category is the dominant one, as most authors approach CT assess-
ment with the intent to improve the effectiveness of CT methods. The most
common manifestation of this type of work identifies past errors in CT as-
sessment and an original (or at least partially original) set of metrics, measures,
indicators, or approaches. Other authors point to political dynamics and policy
decisions as the origins of faulty CT assessments. These writers often cite a
lack of clear policy goals or shifting strategies to account for deficiencies in
assessment. Some of these authors offer recommendations for improvements,
but not all do so. Finally, there are those who identify a more fundamental issue:
one cannot conduct a CT assessment with integrity without first articulating an
understanding of what terrorism is on a theoretical or conceptual basis. This
final category is less common than work that emphasizes methods and metrics

alone. Consequently, CT assessment methods often begin with a series of un-
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identified or unarticulated assumptions that drive the focus and development
of the method. We will explore specific examples from each of the four bodies

of literature in the next section.

Assessments of Past CT Efforts

The literature includes several examples of CT assessments that examine a spe-
cific operation and offer analysis and commentary on its effectiveness. These
assessments are useful because they implement the process of CT assessment,
rather than simply describing it. Some are stronger than others in offering the
explicit criteria and methods used in their assessments, but all benefit from
being confined to a specific instance of CT actions, which helps bound the
problem. These examples tend to argue that CT assessment has no one-size-
fits-all approach. Rather, they suggest that assessments must be tailored to the
specific operation of interest.

The subject of one CT assessment that uses the number of attacks as a pri-
mary indicator for success or failure, for example, is CT operations against the
Irish Republican Army (IRA) in Northern Ireland. Authors Gary LaFree, Laura
Dugan, and Raven Korte understand these numbers in terms of deterrence
or backlash, where CT operations that reduce the risk of future terrorist acts
represent deterrence and those that increase that risk correspond to a back-
lash.® The authors ultimately conclude that terrotist interventions in Northern
Ireland more often resulted in backlash than in deterrence, highlighting that CT
operations have the potential to decrease or increase terrorist activity depend-
ing on specific conditions.

Author Nadav Morag examines a common subject of CT assessment: Isra-
el and its neighbors. He uses seven parameters—human life, economic impact,
political impact, internal stability, international standing, economic power, and
the ethical component—to study the effectiveness of Israeli CT efforts.” Of
note in Morag’s method is his statement that “a truly scientific and unassailable
analysis” of CT effectiveness is unachievable, so he offers a general idea of
Israeli success.” This balance between the art and science of CT assessment
is a fairly common theme, with many authors emphasizing a balance between
qualitative and quantitative methods when approaching the complex problem
of gauging the effectiveness of CT operations.

A final, representative example demonstrates how authors have examined
tactics instead of specific groups or locations to assess effectiveness. Michele
Malvesti looks at the effectiveness of air strikes as a CT tool, focusing on a few
examples—Libya, Iraq, and Osama bin Laden—and attempting to determine
whether air strikes resulted in or contributed to the desired outcome.” Malvesti
asks three questions to build her conclusions. Was terrorism prevented? Were

the perpetrators held accountable? And were critical nodes destroyed? Based
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on this loose set of criteria, Malvesti concludes that air strikes are generally not

an effective tool for countering terrorism."

Method Focused

Most of the literature on CT assessment focuses on methods or processes used
to evaluate CT actions. Authors often acknowledge the insufficiency of current
methods, pointing to pervasive issues, such as problematic metrics (e.g., body
counts), data challenges, and the lack of clear objectives. The most comprehen-
sive review of past methods comes from authors Cynthia Lum, Leslie Kennedy,
and Alison Sherley in their 2006 publication, The Effectiveness of Counter-Terrorism
Strategies, a systematic review of more than 20,000 studies on the subject that
found CT assessments with “moderately strong evaluation designs” in only
seven studies. "' Five of the seven subjects related to measuring the effective-
ness of efforts ensuring the safety of airline passengers from would-be terror-
ist attacks (i.e., preventing skyjackings and providing airport security). These
studies also used data that were more easily quantifiable than data sets found
in other CT assessments."” Despite the comprehensiveness of the 2006 study,
the authors did not offer concrete alternative methods that avoid the pitfalls of
past approaches.

Similarly, Teun Walter van Dongen, an independent security expert, lays
out a myriad of problems with current approaches to CT assessment in two
publications. In 2009, the author identifies problems with attributing metrics,
such as the numbers of terrorist attacks and actual victims, to the correct cause
and points out that, ultimately, reduced numbers may not reflect progress."
Instead, van Dongen recommends breaking success into its components and
establishing a causal chain for each component. The list of components, or
success factors, includes international cooperation, intelligence gathering, and a
counternarrative to terrorism." In 2015, van Dongen also identified problem-
atic metrics; failure to account for second- and third-order effects or counter-
balancing setbacks that occur concurrent with progress; and general challenges
associated with establishing causality in CT assessment; however, a viable alter-
native approach was not provided."

Other treatments of CT assessment do, however, offer critical insight by
focusing on alternatives to current methods and defending their validity and
value. Some of the authors emphasize the merits of borrowing from other
fields where similar work has been done. Anthony Ellis et al., for example,
point to the potential application of monitoring and evaluation tools used in
the development arena to CT assessment. The approach would bring in qualita-
tive inputs, including the results of interviews and focus groups, and quantita-
tive inputs resulting from applied new technologies.'® Other authors, including

Gentry White et al., highlight the potential uniquely found in quantitative ap-
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proaches, proposing a self-exciting point process model, which posits that the
occurrence of an event increases the probability of another future event with
the rate of increase diminishing over time."” The authors used this model to
study responses to terrorist events in Southeast Asia with results that reveal
varying levels of CT effectiveness across the region. The authors recommend
that these results be compared with expert assessments to help validate the
method, making the implicit acknowledgment that quantitative methods alone
do not suffice in building CT assessments."®

Some of the literature critical of current approaches to CT assessment
does go so far as to offer alternative metrics in an attempt to move this debate
forward. Edward F. Mickolus, a former CIA agent who writes extensively about
CT, compares the metits of event- and group-based approaches to measuring
CT effectiveness, ultimately encouraging the use of the latter."” Event-based
approaches measure things such as the numbers of terrorist incidents, where-
as group-based methods emphasize the importance of terrorist behavior and
include such metrics as group size, leadership, ties to other groups, ideologies,
weapons, and tactics.”

While some authors try to balance the need for both qualitative and quantita-
tive methods, other authors on CT assessment bridge the gap between method-
focused and policy-focused approaches, dedicating time to discussing the value
and failings of both. The work of Alex P. Schmid and Rashmi Singh illustrate
this balance by offering a broad set of hard and soft indicators that focused
on the post-9/11 effort to counter al-Qaeda. While hard indicators focused
on increases or decreases of quantitative factors (e.g., the number of al-Qaeda
affiliate groups, sophistication of attacks, or recruits compared with losses),
soft indicators focused on the qualitative information (e.g., petceptions of local
populations toward al-Qaeda). The authors base this need for better indicators
on problems with past metrics and on policy problems, such as the lack of clear

objectives.”

Policy Focused

Another group of work on CT assessment has emerged with a more political
approach that emphasizes the values, or more often the shortcomings, of CT
strategy and policies. In one examination of the U.S. strategy for the Global
War on Terrorism, author Harlan Ullman lists five shortfalls, called #nfinished
business, which reveal the lack of progress in the war on terror.** These five
items include the United States’ failure to understand the nature of threats to
national security; operation under dysfunctional organizations; the shift from
a threat of massive destruction to one of massive disruption; failure to mod-

ernize and build alliances; and lack of a strategy addressing undetlying causes.
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Even more frequently than Ullman, Daniel Byman has written fairly con-
sistently on the topic of CT assessment since 2001. While Byman’s work touch-

he focuses on the

es on all three categories—method, policy, and theory:
political underpinnings that influence measures of CT success. The proposed
metrics often include such factors as cost, policy impact, and domestic and
international support for CT efforts.”> Byman also points to the inflation that
can occur when the U.S. government touts its CT successes, due in part to the

weakness of the metrics used.?

Theory Focused

Publications that fall into the theory-focused category identify a more funda-
mental problem in conducting CT assessments—the lack of a theoretical or
conceptual grounding of CT policies and actions on which an assessment can
be built. Michael Stohl expresses this problem succinctly by highlighting the
“failure to ground metrics in a theoretical understanding of the problem.””
He points to the over politicization of CT, which has resulted in far more po-
litical—rather than scholatly—approaches to assessment. Stohl offers metrics
that move away from quantitative measures such as the number of incidents;
instead, he emphasizes audience reactions to a terrorist act and how the act
affects dynamics such as human rights. Alexander Spencer, an international
relations scholar, takes a similar tack by highlighting the inherent weaknesses
of a rationalist approach to measuring CT, including an overreliance on quan-
titative measures. Instead, Spencer recommends a constructivist approach that
accounts for fear, consumer confidence, domestic and international support,
and public opinion.*

Additionally, Eric van Um and Daniela Pisoiu identity problems in CT
assessment using the critical analysis of international relations theory.”” They
identify a theoretical underdevelopment in the way analysts have approached CT
assessment in the past, particularly when it comes to determining attribution
ot causation.” To mitigate this problem, the authors propose explicitly stating
which of three categories an assessment falls into—output effectiveness (the
behavior of those doing CT); outcome effectiveness (the behavior of policy
makers and the targeted group); or impact effectiveness (the impact on a target

audience).”

The State of Assessment Is Weak

The significant debate as to the most appropriate ways to assess the effec-
tiveness of CT actions is evident when looking across the literature on CT
assessments. As we have observed in the literature on other related topics (i.e.,

counterinsurgency), much of this debate centers on what the right metrics for
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assessment should be. But, because relatively few examinations of CT assess-
ment begin by identifying the CT theories that underpin the approach or ap-
proaches used, much of the literature presupposes or infers that a particular
theory is true. This tendency often leaves the argument as to the validity of a
proposed assessment approach unbounded and ungrounded. The proposed in-
dicators that many authors present may indeed be worthy of consideration, but
their validity as representations of a thorough and deliberate examination of
CT assessment comes into question if they are derived from an unclear, or at
least unarticulated, theoretical starting point. The demonstration of a possible,
rigorous, logically derived CT assessment framework begins with an identifica-

tion of the predominant CT theories of the day.

Theoretical Foundations of Counterterrorism

To elucidate how to assess the effectiveness of CT approaches, the five promi-
nent theories that explain the phenomenon of terrorism must first be identified
and made explicit. A brief summary of each theory—ideology, root causes,
state sponsorship, rational choice, and group dynamics—introduced in this sec-
tion includes a discussion of associated key components, assumptions, illustra-
tive examples, and activities associated with each theory.

To be clear, this group of five theoties is not intended to be historically
comprehensive. Some theoretical approaches, such as psychopathology, were
prominent in the 1970s when the field of terrorism studies was emerging, but
have since fallen out of favor among specialists.”” Over time, new theoties are
likely to be developed. As a result, the discussion below should be viewed as
a snapshot of the current state of thinking on terrorism and CT. As well, the
boundaries between the five theories are necessarily fuzzy; for example, small-
group dynamics and rational choice can overlap, and some state sponsorship
and ideology adherents point to Baathist Iraq as a prime mover in both spheres.
Subscribing to more than one theory simultaneously, therefore, is possible and
reasonable given the range of positions and viewpoints among proponents of
each theory.

While these categories might not speak to past theoretical approaches,
these five schools of thought could be used for any future theories of terror-
ism. Additionally, the assessment frameworks described below are not seen
as mutually exclusive. Questions and indicators may be selected from within
each school of thought to generate a blended framework that spans multiple
theories. More important, effective CT assessments ensure that a theory or
theories are chosen and made explicit before CT actions or programs begin so
that appropriate questions can be asked and indicators can be gathered at the

outset of new initiatives.
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Ideology (Jihadism)

At the foundation of the theoretical approach focused on ideology is the no-
tion that certain systems of belief drive individuals to engage in terrorist activi-
ties. Specific ideologies that have been the focus of attention in the past include
Communism in the decades of the Cold War and ethnonationalisn in the 1970s
and 1980s. Today, a militant, militarized, and politicized Islam, also known as
Jihadism, is the ideological engine most commonly cited for powering the most
dangerous terrorist threats to the United States specifically and the West gener-
ally. The view of those espousing a jibadist theory of terrorism is that jihadists
are deeply and indeed inevitably opposed to Western civilization, as evidenced
by their quest for the reestablishment of the caliphate, the imposition of sharia
law, and the spread of a reformed and purified Islamic faith.”

In the view of writer Paul Berman, a leading proponent of the jihadist
theory of terrorism, militant Islam is a form of totalitarianism that draws on
an ideational wellspring shared by communism, fascism, and Nazism where
“People throw themselves into campaigns of murder and suicide because they
have come under the influence of malign doctrinal systems, which appear to
address the most profound and pressing of human problems—and do so by
openly rebelling against the gravest of moral considerations.””

Jihadists engage in a total, protracted war against those they consider the
enemies of Islam—a Manichean struggle that will only end with the total West-
ern withdrawal from “occupied” Muslim lands and the destruction of Israel.”
As such, jihadism represents an “ideology of conquest” and a “significant threat
to America,” according to Richard Perle and David Frum, two prominent eatly
advocates for the post-9/11 “War on Terror.”** Like Britain confronting the
armed doctrine of the French Revolution, this school of thought argues that the
West faces a comparable ideological challenge today.”

For many who subscribe to the jihadist theory of terrorism, the use of
military force is first among equals, but not the only counterterrorist instru-
ment in their repertoire. Countering extremist ideology, promoting the spread
of democracy and human rights, and maintaining a broad political coalition
against jihadism all have their place, but these are secondary. Operation Iraqi
Freedom, Operation Enduring Freedom, and other named and unnamed mil-
itary campaigns have had two objectives. The first was to degrade and destroy
Islamist armed groups, and in the case of Iraq and Afghanistan, the regimes
that supported them. The second aim was to produce a powerful demonstra-
tion effect designed to signal to potential state and nonstate aggressors that the
United States would commit its overwhelming military might to eliminating

anti-Western terrorism.*
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Root Causes

Central to the root causes theory is the tenet that economic, social, political,
and environmental conditions enable, contribute to, and perhaps have a causal
relationship with terrorism. At the very least, sociopolitical conditions, such as
poverty, relative and absolute inequality, and the lack of political freedom, cre-
ate a climate amenable to exploitation by terrorists. In a February 2015 speech,
President Barack H. Obama highlighted links between terrorism and various
social, political, and economic ills: “The link is undeniable. When people are
oppressed and human rights are denied—particularly along sectarian lines or
ethnic lines—when dissent is silenced, it feeds violent extremism. It creates

an environment that is ripe for terrorists to exploit.”””’

For their part, terrot-
ism theorists generally argue that such conditions are insufficient to lead to
terrorism. Terrorism also requires grievances, political or otherwise, and what
one specialist refers to as “precipitant factors—such as leadership, funding,
state sponsorship, [and] political upheaval [that] form essential intervening vari-
ables.” Scholars also point to so-called trigger causes, which are described
as events or situations that provoke or entice people to engage in terrorist
actions.” An example is Israeli Prime Minister Ariel Sharon’s visit in 2000 to
the Temple Mount and al-Agsa Mosque in Jerusalem, which helped ignite the
second intifada (2000-5).%

Adherents of the root causes theory argue that addressing the underlying
causes of terrorism is essential for suppressing it on a long-term basis. Like
adherents of other theories, they believe that the use of military force and
other repressive instruments have a necessary role in combating terrorism, but
the nature of the “engines” of terrorism (e.g., poverty, weak states, and demo-
graphic pressures) is more critical to rely on than the short-term use of mili-
tary powet.”" In this school of thought, relevant counterterrorism approaches
include the promotion of economic development, the rule of law, good
governance, education, and social justice more generally.* Without such sys-
temic approaches, adherents argue that counterterrorism becomes an exercise
in “mowing the grass” rather than performing the “weeding and landscaping”

aimed at reducing if not eliminating the threat.”

State Sponsorship

As noted above, the boundaries between the five theories discussed in this
article are blurry, and subscribing to one or more of them simultaneously is
possible. Adherents of the state sponsorship framework do not necessarily rule
out ideology, small-group dynamics, or rational choice as contributors to the
phenomenon of terrorism. They seek, rather, to highlight the idea that terror-
ism is not always a nonstate phenomenon; regimes support terrorist groups for

various raisons d’état. That assistance can be relatively passive (e.g., allowing
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terrorists sanctuary or safe passage) or more active (e.g, providing direct fi-
nancing, weapons, travel documents, or intelligence and propaganda support).*

During the Cold War, U.S. leaders, such as President Ronald W. Reagan and
his senior advisors, advanced the notion that the Soviet Union was the well-
spring of international terror in the Middle East, Africa, Central America, and
the Caribbean.® Since 1979, the U.S. Department of State has designated state
sponsors of terrorism. That list once included Cuba, Iraq, Iran, Libya, Sudan,
Syria, and North Korea—though interestingly, never the Soviet Union—but
has dwindled to three—Iran, Syria, and Sudan.*

The United States and its international partners apply a full spectrum of
instruments—including unilateral and multilateral sanctions, capacity-building
and foreign assistance programs, and intelligence and law enforcement coop-
eration—against countries they deem to be sponsors of terrorism.*” Since the
1980s, the United States also has used military force against a variety of state
sponsors—including Libya, Iraq, Sudan, and Afghanistan—to compel them
to abandon terrorism, turn over terrorist suspects, and depose troublesome

regimes as in Iraq and Afghanistan.*®

Rational Choice

Politicians and policy makers frequently use terms such as senseless and mind-
Jess to describe attacks by terrorists. The US. embassy in Kuwait dectied the
“senseless terrorist attack” on worshippers that took place on 26 June 2015
at the al-Imam Mosque in Kuwait City.* But within terrorism studies, the
near-consensus is that terrorism is not the work of madmen but rather a ratio-
nal, even if deplorable, strategic choice.”” Neatly summarizing this theoretical
stance, economists Tim Krieger and Daniel Meierrieks explain, “The average
terrorist behaves more or less as a homo economicus. . . . As rational actors
terrorists act violently to maximize their utility, given certain benefits, costs and
constraints that are linked to these actions. . . . The utility-maximizing level of
terrorism is the level at which the marginal costs equal the marginal benefits of
terrorism.”"!

Although detived from microeconomics, this theory—at least in the way it is
typically employed by terrorism specialists—offers explanations that are based
on more than narrow considerations of monetary costs and benefits.”? In this
paradigm, terrorism is instrumental and can be employed as a cost-effective
strategy for broader political, religious, and social aims, as well as personal
gain.”

If terrorists are indeed rational actors, it follows that manipulating their
cost-benefit calculations may be an effective tool for deterring terrorism. To-
ward that end, counterterrorism policies can be directed in two ways: raising the

costs of terrorism or reducing the benefits, political or otherwise. Increasing
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the cost could include both defensive measures, such as hardening potential
targets, and offensive steps, such as direct military action or a no-concessions
policy with respect to negotiations.” Reducing the benefits of terrorism could
include granting concessions to aggrieved groups on whose behalf terrorists
claim to be acting or by promoting democracy as a nonviolent forum for re-

dressing political problems.*

Group Dynamics

Although so-called lone wolves have been responsible for major acts of terros-
ism in North America and Western Europe, terrorism is fundamentally a group
or social activity. Writing in 1968, one right-wing French extremist described
the internal social demands of the terrorist underground in vivid terms: “Un-
der the rigorous precautions of underground life, [the terrorist’s| only society
is that of his brothers in arms. These ties are very strong, but they are limited
to a handful of men who are bound together by danger and secrecy.””*® Propo-
nents of organizational or group dynamics approach terrorism by pointing to
considerable theoretical and empirical evidence that argues individuals join and
remain in violent underground groups to develop or maintain affective ties.”’
Scholars such as Marc Sageman have advanced the “bunch of guys” approach
to explain the entry of young Western men into jihadist groups.®™ In the view
of these theorists, radicalization, recruitment, and mobilization are better un-
derstood as collective rather than individual activities.”

Given the collective nature of terrorism, organization—structure, internal
dynamics, and leadership—is of paramount importance. In her studies of It-
aly’s Red Brigades and other European terrorists, sociologist Donatella Della
Porta highlights the fozalitarian nature of underground armed groups, where to-
tal commitment is required. According to Della Porta, “The very fact of being
in an underground group requires commitment to it to become the absolute

priority with respect to the other roles an individual plays.”*

The group itself
shapes the cognitive dynamics and perceptions of the outside world among
its members by functioning as a filter—all external information is sorted and
processed by the group.®!

Law enforcement and intelligence operations designed to erode group co-
hesion have a prominent place in campaigns designed to counter terrorism at
the organizational level. Such measures could include any of the following: di-
rect action and targeted killings, the widespread use of informants, and repen-
tance laws intended to encourage members to renounce violence and provide
information in exchange for shorter prison sentences. Programs to counter
violent extremism would have an obvious role, as would information opera-
tions intended to highlight the grim, dangerous, and futile nature of life inside

a terrorist group. Given the importance of leadership, such operations could
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also convey messages designed to undercut the authority and standing of se-
nior figures—for example, criminal behavior for personal gain, sexual abuse of

members, or deviation from the group’s stated goals.

Questions for Counterterrorism Assessment

With an understanding of the five theories of terrorism and their associated
actions, the questions that must be answered to know whether each theory’s
actions are having their intended effects will be developed. These questions
were developed by reviewing the CT literature, discussing the theories with
CNA’s subject-matter experts and using a reductionist approach to parse the
theories” CT actions into assessable components; however, no claim is made to
have captured the universe of possible questions. This step of developing an
assessment framework is inherently a blend of art and science; therefore, the
questions we present below should be viewed as a starting point for further

iteration by practitioners.

Ideology (Jihadism)

We identified four main actions for countering jihadist terrorism from the liter-
ature: using military force; countering extremist ideology; promoting the spread
of democracy and human rights; and maintaining broad political coalitions.

Below, we present sample assessment topics that we created for each action.

Using Military Force
To what extent have military operations degraded a terrorist group’s capabilities
* directly?
* indirectly?
To what extent can partner nations conduct military operations
* independently?
*  assisted by the United States?

Countering Extremist Ideology
To what extent are terrorist, counterterrorist, and identified moderate groups’
messages comparatively able to

* reach target audiences?

* resonate with target audiences?

* lead the target audience to desired actions?

* compete in the messaging space with extremist groups?

Promoting Spread of Democracy and Human Rights®
To what extent is the political community sovereign based on

¢ Participation
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o

[e)

Who is allowed to freely and fairly vote in an election?
Who actually votes?

*  Leadership

o

o

Who is eligible for public office?
Who attains public office?

*  Legislature

o

o

Do officials reflect the population’s characteristics?

To what extent is the body independent and empowered?

*  Chief executive(s)

o

o

(o]

How is a chief executive selected?
How is he ot she held accountable?

How independent, empowered, and effective is the judiciary?

e Culture

(o]

To what extent do political parties offer a variety of meaningful
choices to voters?

To what extent are political decisions the product of public delib-
eration?

To what extent are media outlets independent, representative, and
able to reach the citizenry?

To what extent is civil society independent and organized?

To what extent do citizens enjoy freedom

* of speech?

* from politically motivated persecution?

To what extent are subnational formal institutions and processes

democratic in design and operation?

Maintaining Broad Political Coalitions
*  What is the strength of the CT political coalition?

* How sensitive is the coalition to political conditions in each member

country?

Root Causes

Five main promotion actions for countering root causes of terrorism were

identified from the literature: economic development, rule of law, social justice,

good governance, and education. Below, we present sample assessment topics

that we created for each action.

Economic Development®

What is the

e level of wealth?

Asking the Right Questions



e level of production?
*  quality of life?
* level of employment?

* level of unemployment?

Rule of Law**

To what extent are government powers limited and subject to the rule of law?

*  How pervasive is corruption in the government?

*  How well does the government assure the security of people and

property?

*  How well protected are basic, fundamental human rights?

*  How open and transparent is the government?

*  How effective is the government’s enforcement of regulatory statutes?

*  Whatis the level of access to civil, criminal, and informal or traditional

justice systems?

Social Justice®

How are the following distributed among the population based on

*  wealth?
* goods and services?

* employment?

What is the level of access to
e health care?
¢ consumet information?

¢ education?

What is the level of participation in
*  economy?
*  society?
e civics?

*  politics?

Good Governance®
What is the level of
*  citizens’ voice?
* accountability for public officials?
*  political instability?
*  violence?

* government effectiveness?
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* regulatory burden?
e rule of law?

*  corruption?

Education
How educated is the population?

To what extent is education being provided by the following organizations in

terms of
*  gtate?
*  private?

*  religious?

State Sponsorship

Three main actions for countering state sponsorship of terrorism were identified
from the literature: unilateral and multilateral sanctions, capacity-building and
foreign assistance programs, and intelligence and law enforcement cooperation.

Below, we present sample assessment topics that we created for each action.

Unilateral and Multilateral Sanctions
*  Has the United States designated the country as a state sponsor of
terrorism?
*  What is the level of congressional support for unilateral sanctions?
*  What is the level of international support for multilateral sanctions?
*  What is the impact of sanctions to the economies of the

°  state sponsor?

o

United States?

°  partner nations?

Capacity-building and Foreign Assistance Programs
How capable are partner nations of securing themselves against terrorist threats
emanating from the state sponsor?
What is the impact of US. security assistance to partner nations as it pertains
to terrorism

*  prevention?

*  response?

*  state-sponsorship?

Intelligence and Law Enforcement Cooperation
* Can intelligence and information pertaining to the actions of the state
sponsor of terrorism be gathered?

*  Have extradition agreements with partner nations been established?

Asking the Right Questions



* Have other mechanisms of effective law enforcement cooperation

with partner nations been developed?

Rational Choice

Four main actions for the rational choice theory of CT were identified from the
literature: raising the costs of terrorism for both hardening targets and offen-
sive steps and reducing the benefits of both granting concessions to aggrieved
groups and promoting democracy. Below, we present sample assessment topics

that we created for each action.

Raising the Costs of Terrorism
Hardening Targets
* Have the strategic aims of the group and individuals been analyzed
and understood?
* Do we understand the likely targets of terrorism from various groups
and individuals?
*  Have vulnerability assessments of at-risk countries been conducted or

acted upon?

Offensive Steps
To what extent have
*  military operations deterred the actions of terrorist groups?

* terrorist groups’ revenue streams and funding sources been impacted?

Reducing the Benefits of Terrorism
Granting Concessions to Aggrieved Groups
To what extent and through which sociopolitical organizations are the griev-
ances and desires of groups and individuals prone or susceptible to terrorism
* understood?
* addressed?
*  supported?

e resolved?

Promoting Democracy
The questions pertaining to participation, leadership, and culture supporting
sovereignty and political coalitions, which are presented with the spread of

democracy under ideology also apply to promoting democracy.

Group Dynamics
Three main actions for the group dynamics theory of CT were identified from

the literature: counternetwork actions; information operations; and countering

Schroden, Rosenau, and Warner

Vol. 7, No. 2

93



MCU Journal

violent extremism. Below, we present sample assessment topics that we created

for each action.

Counternetwork actions®”
To what extent have counternetwork actions
* caused members to inform on or renounce the group (through free
will or inducement)?
* removed members from the group?
* affected recruitment of new group members?
* impacted the group’s cohesion?
* impeded the group’s communication abilities?

* degraded the group’s critical skills and capabilities?

Information Operations
To what extent do
*  group members respect and abide by the authority of the group’s se-
nior figures?

* former group members willingly speak out against the group?

Countering Violent Extremism
Among populations vulnerable being recruited or radicalized
*  What is the view of the group?
* How do views vary within the demographics (e.g., gender, age, and
social standing)?
* To what extent can the group communicate
°  ideologies?
°  beliefs?

o

goals?
°  results?
* To what extent can the vulnerable population communicate back to
the group?
* To what extent are individuals providing support to the group
o

overtly?
covertly?

Indicators for Counterterrorism Assessment

The last step in deriving an assessment framework for the various theories of
terrorism and their associated CT actions is to compile indicators that could
be used to answer the assessment questions. As practitioners of assessment
will quickly point out, this is the most difficult and often most contentious

step when creating an assessment framework. In doing so, an assessor truly
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works at the interface of policy and the effects of policy—the seam in which
ideas, and potentially the individuals who originated them, are tested and held
accountable.

For the sake of brevity in this article, one set of example indicators is
presented for the ideology theory of terrorism, specifically with an emphasis
on jihadism. Example indicators for the other theories can be found in the full
version of this report.®® As with the assessment questions, these indicators were
largely generated by reviewing the literature, discussing the theories with CNA
subject-matter experts, and using logical reasoning to further deconstruct the
assessment questions into discernible bits. Invoking the same caveat as before,
these indicators should be viewed as a place for practitioners to begin and con-
tinue the evolution.

The following actions, assessment questions, and associated indicators

could be used for assessing progress in countering jihadist terrorism.

Using Military Force
To what extent have military operations directly degraded terrorist groups’ capa-
bilities based on the quantities or frequencies of such activities as

* attempted attacks?

*  successful attacks?

* recruitment rates?

*  attrition rates due to

°  death?

°  capture?

°  desertion?

* financing?
°  total

sources

*  resupply capabilities?

©  ease of access

°  prices

°  means or routes

*  tactics?

To what extent have military operations zudirectly degraded terrorist groups’ ca-
pabilities based on the frequencies, quantities, or strength of such activities as
* attempted attacks?
*  successful attacks?
* thwarted attacks?
* abandoned attacks?

* leaked intelligence?
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popular support by demographic (e.g, age, gender, ethnicity, and

socioeconomic status)?

To what extent can partner nations and their subject matter experts assess the

following military characteristics independently or with U.S. assistance?

capabilities
proficiencies
deficiencies (gaps)
force size
structure

posture

performance

Countering Extremist Ideology

To what extent are terrorist, counterterrorist, and moderate groups’ messages

comparatively able to reach target audiences based on the frequency, quality, or

quantity of the following:

print media distribution?
website views?
social media linkages (e.g., Facebook friends, Twitter followers)?

°  groups

°  members
chat rooms?

other online fora?

To what extent do terrorist, counterterrorist, and moderate groups’ messages

comparatively resonate with target audiences based on the level of the follow-

ing over time:

popular support by demographic (e.g;, age, gender, ethnicity, and socio-
economic status)?
audience consumption of media (e.g, reading or watching)?

social media following?

To what extent are terrorist and counterterrorist groups’ messages compara-

tively leading to desired actions by the target audience based on the quantity of

the following:

attempted attacks?
successful attacks?

recruitment rates?
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Promoting Spread of Democracy and Human Rights
See the assessment questions listed above. Specific indicators that align with

those questions have been identified by others.”

Maintaining Broad Political Coalitions

What is the strength of the CT political coalition for each
*  Number of involved

°  countries?

international organizations?

*  Rate over time of members in the coalition
°  joining?

°  leaving?

* Level of coalition members’ involvement or commitment over time
based on

°  troops?

°  other personnel?

°  monetary support?

°  diplomatic support?

*  How sensitive is the coalition to political conditions in each member
country?
°  Number of elections or other political transitions of coalition

members scheduled over time

Levels of

*  populat support of coalition members’ political leadership

* support for counter/antiterrorist policies from the

o

political party

o

population

Conclusion

In our experience, debates about whether the United States is successfully
countering terrorism tend to focus on actions the U.S. government has taken
and whether those actions by themselves have had their intended effects. Lost
in those debates is the bigger picture of whether those actions are appropriate
for the theoties of terrorism/CT that are guiding policy or whether those the-
ories are the “right” ones. In the absence of this bigger picture, assessments
and specific indicators used as part of the debate are often ambiguous and
ineffective for those trying to make decisions pertaining to the allocation of
resources, designation of priorities, or communications to various audiences.
We conclude that the failure of the United States to rigorously and effectively
assess its CT actions to date is the result of the general absence of linkages

between the theories of terrorism guiding U.S. policy and their associated CT
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actions, the questions that need to be answered to assess those actions, and the
indicators that need to be gathered and analyzed to answer those questions.

As a means of addressing this issue, we created a comprehensive assess-
ment framework for each of the five predominant theories of terrorism and
their associated actions for CT. To our knowledge, this is the first time such a
comprehensive mapping of terrorism theories to CT indicators has been pet-
formed. As is likely apparent in this article, creating an assessment framework
of this type is an inherently difficult exetcise that requires a blend of art, sci-
ence, and subject-matter expertise; therefore, we do not intend for the present-
ed framework to be prescriptive nor do we believe it should be the final word
on this subject.

So how then should this framework be used? In an ideal world, policy
makers would choose the prominent theories of terrorism they believe are best,
implement CT actions that align with those theories, and receive assessments
of those actions that answer questions and provide supporting information
(e.g,, indicators) that are clearly and logically linked to their theories. Ultimately,
those assessments might indicate that the chosen theory and its associated ac-
tions are not leading to desired results, at which time policy makers would have
clear and compelling evidence for a change in policy and, therefore, actions.

Of course, we acknowledge that in the real world this ideal linkage of the-
ory to assessment may not always be possible. Policy makers are often political
actors, and may be reticent, consequently, to stake their political futures on a
specific theory of terrorism/CT that may turn out to be less effective than oth-
ers. In this instance, inferring the dominant theory being employed by policy
makers in their policy guidance and using the rest of our assessment framework
to tailor actions, assessment questions, and indicators appropriately to that the-
ory may still be possible. If even this is not feasible, it may be incumbent upon
senior implementers to question the ambiguity of the policy provided.

Ultimately, our hope is that the provided comprehensive mapping of ter-
rorism theories to CT indicators will make it easier for policy makers to ar-
ticulate, whether explicitly or implicitly, the theory of terrorism from which
they derive CT programs and actions, and for CT practitioners to design an
assessment framework that aligns logically to that theory. By providing an initial
assessment framework for today’s theories of terrorism/CT, we hope to em-
power policy makers to ask the right questions about countering terrorism and

practitioners to answer them.
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