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STEM Degrees: 4 STEM Participants: 8
Major Goals: The project consists of a main project (3 years) and an add-on project (1 year).
The research objective of the main project is centered on addressing the following fundamental questions:

----How can we "decode" the useful information about cyber threats that is "encoded" in the cyber attack data
collected by various cyber defense instruments?

----To what extent, or at what levels of abstraction, can cyber attacks be predicted with a good/useful enough
accuracy?

----What are the limits of prediction?

----How can we quantify the cyber defense (e.g., early-warning) utilities of cyber attack data collected by cyber
defense instruments?

Adequately addressing these questions not only will deepen our understanding of cyber security, but also will offer
insights for proactive cyber defense based on the prediction of incoming dynamic cyber threats.

Our technical approach is centered on an innovative "Grey-Box" Statistical Framework. This framework is centered
on investigating a new kind of mathematical objects, which we introduce and call Stochastic Cyber Attack
Processes. These processes describe cyber threats at multiple resolutions, such as: network-level (e.g.,
considering all attacks against a network as a whole), computer-level (e.g., considering all attacks against a
computer or IP address as a whole), port-level (e.g.,

the defender cares most about the attacks against certain ports or services).

The "grey-box" statistical framework formulates a new methodology of Cybersecurity Data Analytics as follows: The
analyst should extract the statistical properties exhibited by real-world data, and then use these properties to guide
the design of prediction models. Our research showed that the “*grey-box" framework is effective in predicting
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cybersecurity situational awareness. For example, our research showed that the framework can predict cyber
attack rates, which reflect on aspect of cybersecurity situational awareness, at a 88\% prediction accuracy 1-hour
ahead of time, while noting that 93\% is the prediction upper bound (i.e., the limit of prediction).

An initial study also showed that the framework could be further enhanced to predict the emergence of zero-day
attacks, which will be further investigated in the future.

The ““grey-box" statistical framework has been invited to present at a DoD meeting.

The research objective of the add-on project is centered at systematizing the knowledge and understanding of
security metrics and identifying future research directions towards ultimately tackling this hard problem of high
importance.

Accomplishments: Please refer to the 182-page PDF document entitled "ARO Project Final Report: A Statistical
Framework for Analyzing Cyber Threats".

Training Opportunities: Nothing to Report

Results Dissemination: Research results are disseminated via scientific and academic venues, including journal
and conference publications. Some research results are also disseminated through presentations at other
institutes, including USAF RATPAC Working Group (April 6, 2016), Army Research Lab (December 13, 2016), and
ARO Invitational Workshop on Foundations and Challenges for Proactive and Dynamic Network Defense (Nov.
30-Dec. 1, 2017). Some research results are incorporated into the graduate courses the Pl taught.

Honors and Awards: The Pl received UTSA College of Sciences Dean's Research Achievement Awards in 2015
and 2016.

Protocol Activity Status:
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Technology Transfer: 1. The Pl delivered the following presentations at the following DOD institutes:
---US Air Force Research Lab (August 26, 2014)

---US Air Force Research Lab (June 9, 2015)

---USAF RATPAC Working Group (April 6, 2016)

---Army Research Lab (December 13, 2016)

---ARO Invitational Workshop on Foundations and Challenges for Proactive and Dynamic Network Defense (Nov.
30-Dec. 1, 2017).

2. The PI has the following joint publications with DOD researchers:

---J. Mireles, E. Ficke, J. Cho, P. Hurley, and S. Xu. Metrics Towards Measuring Cyber Agility. Paper under journal
review.

-—-P. Du, Z. Sun, H. Chen, J. Cho, and S. Xu. Statistical Estimation of Malware Detection Metrics in the Absence of
Ground Truth. Paper under journal review.

---J. Cho, S. Xu, P. Hurley, M. Mackay, T. Benjamin, and M. Beaumont. STRAM: Measuring the Trustworthiness of
Computer-based Systems. Paper under journal review.

---M. Pendleton, R. Garcia-Lebron, J. Cho, and S. Xu. A Survey on Systems Security Metrics, ACM Computing
Survey, 49(4): 62:1-62:35 (2017).

---M. Saleh, P. Ratazzi, and S. Xu. A Control Flow Graph-based Signature for Packer Identification. Proceedings of
Milcom'2017.

---J. Mireles, J. Cho, and S. Xu. Extracting Attack Narratives from Traffic Datasets. The 1st International
Conference on Cyber Conflict in the U.S. (CyCon U.S. '2016).

---J. Cho, P. Hurley, and S. Xu. Metrics and Measurement of Trustworthy Systems. Milcom'2016.
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Article Title: Characterizing Honeypot-Captured Cyber Attacks: Statistical Framework and Case Study
Authors:

Keywords: Cyber security, cyber attacks, stochastic cyberattack process, statistical properties, long-range
dependence(LRD), cyber attack prediction

Abstract: Rigorously characterizing the statistical properties of cyber attacks is an important problem. In this
paper, we propose the first statistical framework for rigorously analyzing honeypot-captured cyber attack data.
The framework is built on the novel concept of stochastic cyber attack process, a new kind of mathematical
objects for describing cyber attacks. To demonstrate use of the framework, we apply it to analyze a lowinteraction
honeypot dataset, while noting that the framework can be equally applied to analyze high-interaction honeypot
data that contains richer information about the attacks. The case study finds, for the first time, that Long-Range
Dependence (LRD) is exhibited by honeypot-captured cyber attacks. The case study confirms that by exploiting
the statistical properties (LRD in this case), it is feasible to predict cyber attacks (at least in terms of attack rate)
with good accuracy. This kind of prediction capability would provide sufficient early-warning time for defe
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Article Title: Analyzing the Extreme-Value PhenomenonExhibited by Honeypot-Captured Cyber Attacks
Authors: Zhenxin Zhan, Maochao Xu, and Shouhuai Xu

Keywords: Cyber attack analytics, extreme value phenomenon,extreme value theory, prediction, intense attacks
Abstract: It is important to understand and characterize the statistical phenomena/propeties of cyber attacks. In
this paper, we rigorously characterize the extreme-value phenomenon exhibited by honeypot-captured cyber
attacks, namely the outlier attack rates (per unit time) that are above certain thresholds. To the best of our
knowledge, we are the first to study the extreme-value phenomenon in the domain of cyber security analytics. Our
study is based on a novel methodology, which aims to integrate two complementary statistical approaches that
analyze the same data but from different perspectives: the Extreme Value Theory (EVT) and the Time Series
Theory (TST). We investigate an interesting connection between the two approaches, when applying them to
predict extreme attack rates. Besides the methodological novelty, we propose a novel family of time-series
FARIMA+GARCH models, which can accommodate both the extreme-value phenomenon and the Long-Range
Dependence (LRD) phenomenon that are exhibit
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Abstract: A relatively unexplored issue in cybersecurity science and engineering is whether there exist intrinsic
patterns of cyberattacks. Conventional wisdom favors absence of such patterns due to the overwhelming
complexity of the modern cyberspace. Surprisingly, through a detailed analysis of an extensive data set that
records the time-dependent frequencies of attacks over a relatively wide range of consecutive IP addresses, we
successfully uncover intrinsic spatiotemporal patterns underlying cyberattacks, where the term “spatio” refers to
the IP address space. In particular, we focus on analyzing macroscopic properties of the attack traffic flows and
identify two main patterns with distinct spatiotemporal characteristics: deterministic and stochastic. Strikingly,
there are very few sets of major attackers committing almost all the attacks, since their attack “fingerprints” and
target selection scheme can be unequivocally identified according to the very limited number of unique
spatiotempor
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Keywords: Extreme values, extreme value theory,prediction, gray-box models, time series.

Abstract: It is important to understand to what extent, and in what perspectives, cyber attacks can be predicted.
Despite its evident importance, this problem was not investigated until very recently, when we proposed using the
innovative methodology of gray-box prediction. This methodology advocates the use of gray-box models, which
accommodate the statistical properties/phenomena exhibited by the data. Specifically, we showed that gray-box
models that accommodate the long-range dependence phenomenon can predict the attack rate (i.e., the number
of attacks per unit time) 1-h ahead-of-time with an accuracy of 70.2%—-82.1%. To the best of our knowledge, this
is the first result showing the feasibility of prediction in this domain. We observe that the prediction errors are
partly caused by the models’ incapability in predicting the large attack rates, which are called extreme values in
statistics. This motivates us to analyze the extreme-value phenomenon, using two complementary approaches: 1)
the
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Article Title: Cyber Epidemic Models with Dependencies
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Abstract: Studyingmodels of cyber epidemics over arbitrary complex networks can deepen our understanding of
cyber security from a whole-system perspective. In this work, we initiate the investigation of cyber epidemic
models that accommodate the dependences between the cyber attack events. Due to the notorious difficulty in
dealing with such dependences, essentially all existing cyber epidemic models have disregarded them.
Specifically, we introduce the idea of copulas into cyber epidemic models for accommodating the dependences
between the cyber attack events. We investigate the epidemic equilibrium thresholds as well as the bounds for
both equilibrium and nonequilibrium infection probabilities. We further characterize the side effects of disregarding
the due dependences between the cyber attack events by showing that the results thereof are unnecessarily
restrictive or even incorrect.
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Article Title: VINE COPULA MODELS FOR CHARACTERIZING AND PREDICTING THE EFFECTIVENESS OF
EARLY-WARNING IN CYBER DEFENSE

Authors:

Keywords: Dependence, Prediction, Earlywaring, Secuity Metrics

Abstract: Internet-based computer information systems play critical roles in many aspects of the modern society.
However, these systems are constantly under cyber attacks that can cause catastrophic consequences. In order
to defend these systems, it is necessary to predict the effectiveness of cyber defense mechanisms. In this paper,
we investigate how to predict the effectiveness of an important cyber defense mechanism that is known as
early-warning. This turns out to be a challenge because we must accommodate the dependence between time
series. This motivates us to introduce an innovative Vine Copula model. We show that the model offers accurate
predictions on the effectiveness of early-warning.
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Authors: Peng Chen, Maochao Xu, Shouhuai Xu, Taizhong Hu

Keywords: Autoregressive conditional duration; Extreme value theory; Generalized Pareto distribution; Intensity
Abstract: Cyber attacks have become a problem that is threatening the economy, human privacy, and even
national security. Before we can adequately address the problem, we need to have a crystal clear understanding
about cyber attacks from various perspectives. This is a challenge because the Internet is a large-scale complex
system with humans in the loop. In this paper, we investigate a particularperspective of the problem, namely the
extreme value phenomenon that is exhibited by cyber attack rates, which are the numbers of attacks against a
system of interest per time unit. It is important to explore this perspective because understanding the statistical
properties of extreme cyber attack rates will pave the way for cost-effective, if not optimal, allocation of resources
in real-life cyber defense operations. Specifically, we propose modeling and predicting extreme cyber attack rates
via marked point processes, while using the Value-at-Risk (VaR) as a natural measure of intense cyber attacks.
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Article Title: A Survey on Systems Security Metrics

Authors: Marcus Pendleton, Richard Garcia-Lebron, Jin-Hee Cho, Shouhuai Xu

Keywords: Security metrics, security measurement, security foundation, quantitative security

Abstract: Security metrics have received significant attention. However, they have not been systematically
explored based on the understanding of attack-defense interactions, which are affected by various factors,
includingthe degree of system vulnerabilities, the power of system defense mechanisms, attack (or threat)
severity, and situations a system at risk faces. This survey particularly focuses on how a system security state can
evolve as an outcome of cyber attack-defense interactions. This survey concerns how to measure system-level
security by proposing a security metrics framework based on the following four sub-metrics: (1) metrics of system
vulnerabilities, (2)metrics of defense power, (3)metrics of attack or threat severity, and (4) metrics of situations. To
investigate the relationships among these four sub-metrics, we propose a hierarchical ontology with four
sub-ontologies corresponding to the four sub-metrics and discuss how they are related to each other.
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Authors: Adam Tyra, Jingtao Li, Yilun Shang, Shuo Jiang, Yanjun Zhao, Shouhuai Xu
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Abstract: Robustness of complex networks has been extensively studied via the notion of site percolation, which
typically models {\em independent} and {\em non-adaptive} attacks (or disruptions). However, real-life attacks are
often {\em dependent} and/or {\em adaptive}. This motivates us to characterize the robustness of complex
networks, including non-interdependent and interdependent ones, against dependent and adaptive attacks. For
this purpose, dependent attacks are accommodated by $L$-hop percolation where the nodes within some
$LS$-hop ($L\geq 0%) distance of a chosen node are all deleted during one attack (with $L=0$ degenerating to site
percolation). Whereas, adaptive attacks are launched by attackers who can make node-selection decisions based
on the network state in the beginning of each attack. The resulting characterization enriches the body of
knowledge with new insights.
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Authors: Maochao Xu, Lei Hua, Shouhuai Xu
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Abstract: Internet-based computer information systems play critical roles in many aspects of the modern society.
However, these systems are constantly under cyber attacks that can cause catastrophic consequences. In order
to defend these systems effectively, it is necessary to measure and predict the effectiveness of cyber defense
mechanisms. In this paper, we investigate how to measure and predict the effectiveness of an important cyber
defense mechanism that is known as early-warning. This turns out to be a challenging problem because we must
accommodate the dependence among certain 4-dimensional time series. In the course of using a dataset to
demonstrate the prediction methodology, we discover a new non-exchangeable and rotationally symmetric
dependence structure, which may be of independent value. We propose a new vine copula model to
accommodate the newly discovered dependence structure, and show that the new model can predict the
effectiveness of early-warning accurately.
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Abstract: Malware detection is still an open problem. There are numerous attacks that take place every day
where malware is used to steal private information, disrupt services, or sabotage industrial systems. In this paper,
we combine three kinds of contextual information, namely static, dynamic, and instruction-based, for malware
detection. This leads to the definition of more than thirty thousand features, which is a large features set that
covers a wide range of a sample characteristics. Through experiments with one million files, we show that this
features set leads to machine learning based models that can detect both malware seen roughly at the time when
the models are built, and malware first seen even months after the models were built (i.e., the detection models
remain effective months ahead of time). This may be due to the comprehensiveness of the features set.
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Abstract: Various system metrics have been proposed for measuring the quality of computer-based systems,
such as dependability and security metrics for estimating their performance and security characteristics. As
computer-based systems grow in complexity with many sub-systems or components, measuring their quality in
multiple dimensions is a challenging task. In this work, we tackle the problem of measuring the quality of
computer-based systems based on the four key attributes of trustworthiness we developed, namely security, trust,
resilience and agility. In addition to conducting a systematic survey on metrics, measurements, attributes of
metrics and associated ontologies, we propose a system-level trustworthiness metric framework that
accommodates four submetrics, called STRAM (Security, Trust, Resilience, and Agility Metrics). The proposed
STRAM framework offers a hierarchical ontology structure where each submetric is defined as a sub-ontology.
Moreover, this work proposes develop...
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1 Executive Summary

This 4-year project consists of a 3-year main project on building a statistical framework for
analyzing cyber threats, called the main project thereafter, and a 1-year add-on project on
investigating security metrics, call the add-on project thereafter.

The research objective of the main project is centered on addressing the following fun-
damental questions:

e How can we “decode” the useful information about cyber threats that is “encoded”
in the cyber attack data collected by various cyber defense instruments?

e To what extent, or at what levels of abstraction, can cyber attacks be predicted with
a good /useful enough accuracy?

e What are the limits of prediction?

e How can we quantify the cyber defense (e.g., earlywarning) utilities of cyber attack
data collected by cyber defense instruments?

Adequately addressing these questions not only will deepen our understanding of cyber
security, but also will offer insights for proactive cyber defense based on the prediction of
incoming dynamic cyber threats.

Our technical approach is centered on an innovative “Grey-Box” Statistical Frame-
work. This framework is centered on investigating a new kind of mathematical objects,
which we introduce and call Stochastic Cyber Attack Processes. These processes de-
scribe cyber threats at multiple resolutions, such as: network-level (e.g., considering all
attacks against a network as a whole), computer-level (e.g., considering all attacks against
a computer or IP address as a whole), port-level (e.g., the defender cares most about the
attacks against certain ports or services).

The “grey-box” statistical framework formulates a new methodology of Cybersecurity
Data Analytics as follows: The analyst should extract the statistical properties exhibited
by real-world data, and then use these properties to guide the design of prediction models.
Our research showed that the “grey-box” framework is effective in predicting cybersecurity
situational awareness. For example, our research showed that the framework can predict
cyber attack rates, which reflect on aspect of cybersecurity situational awareness, at a 88%
prediction accuracy 1-hour ahead of time, while noting that 93% is the prediction upper
bound (i.e., the limit of prediction). An initial study also showed that the framework could
be further enhanced to predict the emergence of zero-day attacks, which will be further
investigated in the future.

The “grey-box” statistical framework has been invited to present at a DoD meeting [1].

The research objective of the add-on project is centered at systematizing the knowledge
and understanding of security metrics and identifying future research directions towards
ultimately tackling this hard problem of high importance.



2 The Main Project: The “Grey-Box” Statistical Frame-
work and Its Applications

We aim to systematically analyze various cyber attack data collected by cyber defense in-
struments, including (client) honeypots and network telescopes (also known as blackhole,
darknet, or network sink). At the same time, we want to assure that the resulting method-
ologies are equally applicable to analyze cyber attack data that would contain much richer
information (e.g., the data that would be collected in production networks).

2.1 The “Grey-Box” Statistical Framework

The research objective of the project is centered on addressing the following fundamental
questions:

e How can we “decode” the useful information about cyber threats that is “encoded”
in the cyber attack data collected by various cyber defense instruments?

e To what extent, or at what levels of abstraction, can cyber attacks be predicted with
a good/useful enough accuracy?

e What are the limits of prediction?

e How can we quantify the cyber defense (e.g., earlywarning) utilities of cyber attack
data collected by cyber defense instruments?

Adequately addressing these questions not only will deepen our understanding of cyber
security, but also will offer insights for proactive cyber defense based on the prediction of
incoming dynamic cyber threats.

Our technical approach is centered on an innovative “Grey-Box” Statistical Frame-
work. This framework is centered on investigating a new kind of mathematical objects,
which we introduce and call Stochastic Cyber Attack Processes. These processes de-
scribe cyber threats at multiple resolutions, such as: network-level (e.g., considering all
attacks against a network as a whole), computer-level (e.g., considering all attacks against
a computer or IP address as a whole), port-level (e.g., the defender cares most about the
attacks against certain ports or services).

As highlighted in Figure 1, the “grey-box” statistical framework first extracts the sta-
tistical properties exhibited by real-world data, and then uses these properties to guide the
design of prediction models. Our research showed that the “grey-box” framework is effective
in predicting cybersecurity situational awareness. For example, our research showed that the
framework can predict cyber attack rates, which reflect on aspect of cybersecurity situational
awareness, at a 88% prediction accuracy 1-hour ahead of time, while noting that 93% is the
prediction upper bound (i.e., the limit of prediction). An initial study also showed that the
framework could be further enhanced to predict the emergence of zero-day attacks, which
will be further investigated in the future.

The “grey-box” statistical framework has been invited to present at an AF/DoD meeting

[1].
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Figure 1: The “grey-box” statistical framework, where the statistical properties that
we have investigated include Long Range Dependence, Extreme value, and Dependence.
These properties are used to guide the design of statistical models for predicting cyberse-
curity situational awareness from various aspects (e.g., cyber attack rates). “Grey-box”
means that the prediction models are devised to accommodate the statistical properties
exhibited by real-world data.

2.2 Using the Framework to Predict Cyber Threats

Statistical prediction models accommodating the Long-Range Dependence prop-
erty. In [2, 3], we propose the first statistical framework for systematically analyzing and
exploiting honeypot-captured cyber attack data. The framework is centered on a novel con-
cept and abstraction, which we introduce and call Stochastic Cyber Attack Processes — a
new kind of mathematical objects that can naturally model cyber attacks. Based on some
real data, we find that stochastic cyber attack processes are not Poisson, but instead can
exhibit Long-Range Dependence (LRD), which is not known to be relevant in the cyber
security domain until now. This finding has profound implications for modeling cyber at-
tacks. In particular, we show that LRD can be exploited to predict the incoming attacks
at least in terms of attack rate (i.e., number of attacks per time unit). This demonstrates the
power of “grey-box” prediction, where prediction models can accommodate the relevant
statistical properties. We find that the cause of the LRD that is exhibited by cyber attacks
might be different from the cause of the LRD that is exhibited by the benign traffic. In [2],
we show that based on the “grey-box” methodology, we can predict attack rates one hour
ahead with an accuracy about 80%.

Statistical prediction models accommodating the Long-Range Dependence prop-
erty and the Extreme-Value Property. In [4], we initiate the investigation of the
extreme-value phenomenon exhibited by honeypot-captured cyber attacks. The extreme-
value phenomenon refers to the many outliers above certain thresholds, such as the large
attack rates (per unit time) against a target of interest. We propose the first methodology
for investigating the extreme-value phenomenon exhibited by cyber attacks. The methodol-
ogy aims to integrate two complementary statistical approaches: the Extreme Value Theory
(EVT) and the Time Series Theory (TST). We find that these two predictive approaches
should be used together in practice, because EVT-based methods are more appropriate
for long-term predictions and TST-based methods are more appropriate for short-term pre-
dictions. For example, we propose a family of time-series FARIMA+GARCH models,
where GARCH (Generalized AutoRegressive Conditional Heteroskedasticity) accommodates
the extreme-value phenomenon, and FARIMA (Fractional AutoRegressive Integrated Mov-
ing Average) accommodates the LRD phenomenon. We show that FARIMA+GARCH can



indeed better predict the attack rates with good accuracy. Specifically, we can use the
“grey-box” methodology to predict attack rates one hour ahead with an accuracy about

88% [4].

Characterizing the spatiotemporal predictability of cyber attack rates. The afore-
mentioned studies essentially focus on the temporal properties of cyber attacks. In [5], we
discover the existence of intrinsic spatiotemporal patterns underlying cyber attacks. We
show, for the first time, that robust macroscopic spatialtemporal patterns exist in the seem-
ingly random cyberspace. More specifically, we find that majority of the attacks are governed
by a few very limited number of patterns, indicating that cyber attacks are mainly commit-
ted by a few types of major attackers, each with unique spatiotemporal characteristics.
Moreover, the patterns can be divided into two types: deterministic and stochastic attack
patterns. The emergence of deterministic patterns implies predictability. The stochastic
patterns can be quantitatively characterized by the flux-fluctuation laws in statistical and
nonlinear physics. Our study suggests an upper bound of about 93% accuracy when pre-
dicting attack rates. This hints future research directions to further improve the “grey-box”
prediction models mentioned above.

Predicting extreme cyber attack rates via marked point processes. In [6], we
investigate a new approach to predicting extreme cyber attack rates. Specifically, we propose
modeling and predicting extreme cyber attack rates via marked point processes, while using
the Value-at-Risk (VaR) as a natural measure of intense cyber attacks. The approach is
featured by its capability of simultaneously accommodating the magnitudes of extreme values
(i.e., extreme attack rates in the context of the present paper), the inter-exceedance times
between extreme values, and the dependence between the inter-arrival times of extreme
values. Our empirical analysis, which is based on two real-world datasets that are collected
by network telescope and honeypot, shows that the approach can accurately describe and
predict extreme cyber attack rates. The approach is interesting on its own from a theoretical
perspective, and useful in practice because it enables the defender to dynamically allocate
defense resources based on the predicted extreme attack rates.

2.3 Using the Framework to Characterize Situational Awareness

Characterizing cybersecurity posture. In [7], we characterize the cybersecurity pos-
ture based on a dataset collected by CAIDA’s /8 network telescope (i.e., 22* TP addresses)
during the month of March 2013. We describe cybersecurity posture by using three time
series: the number of victims, the number of attackers, and the number of attacks. We
define the notion of sweep-time, namely the time it takes for (e.g.) at least 85% telescope
IP addresses to be attacked at least once. We find that sweep-time cannot be described
by a probabilistic distribution, despite that a proper subset of the large sweep-times follows
the power-law distribution; instead, we show that an appropriate stochastic process can de-
scribe the sweep-time. This means that when incorporating sweep-time into first-principle
cybersecurity models, it cannot be always treated as a random variable and may need to be
treated as a stochastic process. We investigate whether or not substantially smaller network



telescopes would give approximately the same statistics as what would be offered by a single,
large network telescope. This question is interesting on its own and, if answered affirma-
tively, could lead to more cost-effective operation of network telescopes. Unfortunately, our
analysis shows that substantially smaller telescopes might not be as useful a single, large
telescope (of 22 IP addresses).

Characterizing the effectiveness of cyber defense earlywarning. In [8], we investi-
gate how to predict the effectiveness of cyber defense earlywarning, which is to filter (some
of) the attackers that are observed at monitoring instruments such as network telescope or
honeypot. The study is centered on predicting a set of cyber security metrics we introduce,
such as cyber attack pressure, victim defense pressure reduction rate, and cyber attack pres-
sure reduction rate. In the course of pursuing accurate prediction of these cyber security
metrics, we encounter a particular challenge imposed by the dependence between time se-
ries. The technical research is therefore to adequately deal with the dependence, which is
one of the inherent barriers that must be overcome before we can deeply understand and
assure cyber security [9]. We discover a new type of non-exchangeable and approximately
rotational symmetric dependence structure among the before- and after- earlywarning time
series, which can be adequately described by a mixed copula structure we introduce. We
show that the model offers accurate predictions on the effectiveness of earlywarning.

Characterizing the effectiveness of preventive and reactive cyber defense. Pre-
ventive and reactive defense dynamics, where the defender only employs preventive and
reactive defenses, is one type of Cybersecurity Dynamics [9]. Recently, we proved that pre-
ventive and reactive dynamics is globally stable [10], meaning that the global cybersecurity
state always converges to a unique equilibrium regardless of the initial global cybersecurity
state. However, the theoretical result does not give the location of the unique equilibrium.
In [11], we propose a novel method for constructing upper bounds of the equilibrium global
cybersecurity state. This represents a significant step towards ultimately predicting the
equilibrium global cybersecurity state.

2.4 Applying the Framework in Other Cybersecurity Settings

We believe that the “grey-box” statistical framework can be extended to predict other kinds
of threats, such as the emergence of zero-day vulnerabilities and attacks. In what follows we
report our initial work towards the ultimate goal of predicting zero-day vulnerabilities and
attacks.

Automating the detection of software vulnerabilities. In [12], we investigate the
automated detection of software vulnerabilities using real-world data. The problem is im-
portant because software vulnerabilities are the root cause of many attacks. The problem
remains relevant despite the employment of rapid vulnerability patching because, for ex-
ample, instances of the same vulnerability may exist in multiple software copies that are
difficult to track in real life (e.g., different versions of libraries and applications). This calls
for methods by which we can automatically detect and predict software vulnerabilities. In



this paper [12], we move a step forward in this direction by presenting Vulnerability Pecker
(VulPecker), a system for automatically detecting whether or not the software source code
contains a given vulnerability. The key insight underlying VulPecker is to leverage (i) a set
of features that we define to characterize patches, and (ii) code-similarity algorithms that
have been proposed for various purposes. Experiments show that VulPecker detected 40 vul-
nerabilities that were not published in the National Vulnerability Database (NVD). Among
these vulnerabilities, 18 are not known for their existence and the other 22 vulnerabilities
have been “silently” patched by vendors. We believe this first-step exhibits the high promise
in detecting and predicting zero-day vulnerabilities and attacks.

Characterizing the robustness of non-interdependent and interdependent net-
works against dependent and adaptive attacks. Robustness of complex networks
has been extensively studied via the notion of site percolation, which typically models in-
dependent and non-adaptive attacks (or disruptions). However, real-life attacks are often
dependent and/or adaptive. This motivates us to characterize the robustness of complex
networks, including non-interdependent and interdependent ones, against dependent and
adaptive attacks. For this purpose, dependent attacks are accommodated by L-hop perco-
lation where the nodes within some L-hop (L > 0) distance of a chosen node are all deleted
during one attack (with L = 0 degenerating to site percolation). Whereas, adaptive at-
tacks are launched by attackers who can make node-selection decisions based on the network
state in the beginning of each attack. The resulting characterization enriches the body of
knowledge with new insights, such as [13]: (i) the Achilles’ Heel phenomenon is only valid
for independent attacks, but not for dependent attacks; (i) powerful attack strategies (e.g.,
targeted attacks and dependent attacks, dependent attacks and adaptive attacks) are not
compatible and cannot help the attacker when used collectively. Our results shed some light
on the design of robust complex networks.

Characterizing multiple cyber attacks against a target with observation errors
and dependent outcomes. In [14] we investigate a cybersecurity model: An attacker
can launch multiple attacks against a target with a termination strategy that says that the
attacker will stop after observing a number of successful attacks or when the attacker is
out of attack resources. However, the attacker’s observation of the attack outcomes (i.e.,
random variables indicating whether the target is compromised or not) has an observation
error that is specified by both a false-negative and a false-positive probability. The novelty of
the model we study is the accommodation of the dependence between the attack outcomes,
because the dependence was assumed away in the literature. In this model, we characterize
the monotonicity and bounds of the compromise probability (i.e., the probability that the
target is compromised). In addition to extensively showing the impact of dependence on
quantities such as compromise probability and attack cost, we give methods for finding the
optimal strategy that leads to maximum compromise probability or minimum attack cost.
This study highlights that the dependence between random variables cannot be assumed
away, because the results will be misleading.



Extracting attack narratives from traffic datasets. Parsing through large amounts of
network traffic to extract attack signatures is a complex and time consuming process. It is an
even harder process to piece together those signatures to formulate an attack narrative. An
attack narrative can be defined as the set of attack signatures, that when combined provides
an overview of the attack and the attacker themselves. In [15], we propose a framework
for extracting attack narratives from traffic datasets. Within this framework, we propose
the re-examination of packet grepping for attack signatures in network traffic as a viable,
fast, and effective means to extract attack narratives from large amounts of network traffic.
By combining attack signature packet grepping with Mandiant’s Attack Lifecycle Model,
we increase the effectiveness of packet grepping and create a methodology that is simple
and powerful for constructing attack narratives. In order to show the effectiveness of the
framework, we conduct a case study by using the 2015 National Collegiate Cyber Defense
Competition (NCCDC) network traffic. Our preliminary results show that the framework is
promising.

2.5 Future Research Directions

Our research has opened the door for exciting future research opportunities:

e Building a full-fledged statistical framework to predict the holistic cybersecurity situ-
ational awareness, including the the emergence of zero-day vulnerabilities and attacks.
Our study already showed the capabilities of predicting cyber threats [2, 3, 4, 5, 6, 7, 8],
while our initial study [12] has demonstrated the great potential of predicting the emer-
gence of zero-day vulnerabilities and attacks.

e Investigating prediction models that accommodate the dependence between cy-
ber attacks exhibited by high-dimensional data: In principle, cyber attacks are not
independent; rather, they are dependent. Accommodating the due dependence into
first-principle cyber defense dynamics models is an important, although difficult, prob-
lem. Our result in [16] can accommodate some classes of dependence between cyber
attacks via the idea of Copulas. It is important to systematically investigate what
kinds of dependence are exhibited by real-world cyber attack data.

e Predicting the evolution of malicious websites: In [17, 18], we show that sophisticated
attacks can evade the defense against malicious websites, which are often exploited
to launch drive-by download attacks. Our investigation hints that current attacks
are already evolving. This motivates us to systematically characterize the attack
evolution process. Moreover, this further inspires us to study resilient predictions
against evasive attacks, where the attacker knows the defender’s predictions models
and therefore can adjust its attacker to disrupt the defender’s predictions (e.g., attack
rate).

3 The Add-On Project: Security Metrics

How to develop security metrics has been identified as one of the hard problems by many key
organizations including the US INFOSEC Research Council and the US National Science and



Technology Council. However, the gaps or limitations between the state-of-the-art security
metrics and the desirable ultimate goals, and how to fill these gaps, have not been discussed in
the literature. This 1-year add-on project aims to deepen our understanding of the problem,
systematizing the knowledge that has been presented in the literature, and shedding a light
on future research directions.

3.1 Systematization of Security Metrics Knowledge

Systematizing systems security metrics. Security metrics have not been systemati-
cally explored based on the understanding of attack-defense interactions, which are affected
by various factors, including the degree of system vulnerabilities, the power of system defense
mechanisms, attack (or threat) severity, and situations a system at risk faces. This survey
particularly focuses on how a system security state can evolve as an outcome of cyber attack-
defense interactions. In [19], we discuss how to measure system-level security by proposing
a security metrics framework based on the following four sub-metrics: (1) metrics of system
vulnerabilities; (2) metrics of defense power; (3) metrics of attack or threat severity; (4) met-
rics of situations. To investigate the relationships between these four sub-metrics, we propose
a hierarchical ontology with four sub-ontologies corresponding to the four sub-metrics and
discuss how they are related to each other. Using the four sub-metrics, we discuss the state-
of-art existing security metrics and their advantages and disadvantages (or limitations) to
obtain lessons and insight in order to achieve an ideal goal in developing security metrics.
Finally we discuss open research questions in the security metrics research domain and we
suggest key factors to enhance security metrics from a system security perspective.

Systematizing systems trustworthiness metrics. Various system metrics have been
proposed for measuring the quality of computer-based systems, such as dependability and
security metrics for estimating their performance and security characteristics. As computer-
based systems grow in complexity with many sub-systems or components, measuring their
quality in multiple dimensions is a challenging task. In [20, 21], we tackle the problem of
measuring the quality of computer-based systems based on the four key attributes of trust-
worthiness we developed, namely security, trust, resilience and agility. In addition to con-
ducting a systematic survey on metrics, measurements, attributes of metrics and associated
ontologies, we propose a system-level trustwothiness metric framework that accommodates
four submetrics, called STRAM (Security, Trust, Resilience, and Agility Metrics). The
proposed STRAM framework offers a hierarchical ontology structure where each submetric
is defined as a sub-ontology. Moreover, this work proposes developing and incorporating
metrics describing key assessment tools, including Vulnerability Assessment, Risk Assess-
ment and Red Teaming, to provide additional evidence into the measurement and quality
of trustworthy systems. We further discuss how assessment tools are related to measuring
the quality of computer-based systems and the limitations of the state-of-the-art metrics
and measurements. Finally, we suggest future research directions for system-level metrics
research towards measuring fundamental attributes of the quality of computer-based systems
and improving the current metric and measurement methodologies.
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3.2 Defining and Measuring Novel Security Metrics

Defining metrics to measure cyber agility. In cyberspace, adaptive strategies are
commonly used by both attackers and defenders. For example, an attacker’s new strategy
often triggers a defender’s countermeasures to deal with the new attacks, and vice versa. It
is therefore important to have a set of quantitative metrics by which we can characterize
and understand the effectiveness of attackers’ and defenders’ adaptation strategies as an
outcome of their interplay. Despite its clear importance, there are no systematic metrics
that quantify the effectiveness of cyber attack and defense adaptations. In [22], we propose
the first security metric framework with the aim of measuring system agility in terms of the
effectiveness of dynamic adaptations by cyber attackers and defenders. The proposed frame-
work is generic and applicable to transform any relevant, quantitative, and/or conventional
security metric (e.g., static metrics such as false-positives and false-negatives) into dynamic
metrics to capture dynamics of system behaviors. To validate the usefulness of the proposed
framework, we conducted a case study that measures the adaptations by cyber attackers and
defenders using two real datasets. Through defining a set of adaptation metrics to measure
system agility and conducting case studies using real datasets, we discuss the limitations of
the current work as well as identify the future work directions that can further enhance the
efforts made by this work.

Estimating malware detection metrics in the absence of ground truth. The accu-
rate measurement of security metrics is a critical research problem because an improper or
inaccurate measurement process can ruin the usefulness of the metrics, no matter how well
they are defined. This is a highly challenging problem particularly when the ground truth is
unknown or noisy. In contrast to the well perceived importance of defining security metrics,
the measurement of security metrics has been little understood in the literature. In [23], we
measure five malware detection metrics in the absence of ground truth, which is a realistic
setting that imposes many technical challenges. The ultimate goal is to develop principled,
automated methods for measuring these metrics at the maximum accuracy possible. The
problem naturally calls for investigations into statistical estimators by casting the measure-
ment problem as a statistical estimation problem. We propose statistical estimators for these
five malware detection metrics. By investigating the statistical properties of these estima-
tors, we are able to characterize when the estimators are accurate, and what adjustments
can be made to improve them under what circumstances. We use synthetic data with known
ground truth to validate these statistical estimators. Then, we employ these estimators to
measure five metrics with respect to a large dataset collected from VirusTotal. We believe
our study touches upon a vital problem that has not been paid due attention and will inspire
many future investigations.

3.3 Future Directions

We suggest the following action items:

e Security publications should specify explicit definitions of security metrics they use.
This effort can be made in terms of both bottom-up and top-down approaches. For the

11



bottom-up approach, each publication should define specific security metrics and their
attributes. For the top-down approach, the security metrics used should achieve secu-
rity goals in a broad sense such as five security goals including availability, integrity,
confidentiality, non-repudiation, and authentication. One may consider a security met-
ric in terms of its temporal characteristics, its spatial characteristics, and connect them
with the above high-level security goals.

Security curriculum should include substantial materials for educating and training
future generations of security researchers and practitioners with a systematic body of
knowledge in security metrics. This has been largely hindered by the lack of systematic
treatment. We hope to see more curriculum materials on security metrics.

Security metrics research should be proceeded based on productive collaboration be-
tween the government, industry, and academia. Only leading by one party, either the
government or industry /academia, cannot achieve developing a generic security metric
framework which can be widely accepted and used by research community. In particu-
lar, while academic researchers tend to be obligated to propose what to measure, they
often encounter the lack of real data for verification and validation of their proposed
metrics. The industry may have datasets, but is often prohibited from sharing them
with academic researchers because of legitimate concerns (e.g., privacy). Although the
government has already incentivized data sharing through projects such as PREDICT
(www.predict.org), our research experience hints that semantically richer data is imper-
ative for tackling the problem of security metrics. Thus, the productive collaboration
between these three parties is the first step for security metrics research to be fruitful
in a meaningful way.
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