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ABSTRACT 


In this thesis, we develop a method of using a noise-masking system to increase the 


security in a multiple-input, multiple-output communication system by using known 


channel-state information to calculate a specific masking signal for each block of a space-


time block-coded signal. This masking signal is invisible to the intended receiver since it 


is designed to cancel out within the equalization process. Using mathematical analysis and 


numerical simulation of the communication system, we find that it is possible to design an 


effective security system by employing this method. Finally, we extend this insight to a 


communication system involving wavelet packet modulation and find that this masking 


method can be adjusted to this more complicated system. 
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I. INTRODUCTION 


A. OBJECTIVE 


Military wireless communication systems require continuous improvement and 


application of increasingly secure and covert methods to stay ahead of today’s 


sophisticated threats. As our reliance on wireless communication grows, this need becomes 


even more vital. While wireless communication systems offer the enemy the ability to 


intercept communication signals without making physical contact or even revealing their 


existence, these systems also offer a variety of avenues for security. In any wireless 


communication system, two major fundamental challenges are added to that of a wired 


system: fading and interference [1]. In this thesis, we attempt to take advantage of a known 


set of channel states to increase the security of multiple-input, multiple-output (MIMO) 


wireless communication by understanding the communication link between multiple 


antennas, then using that information to devise an additive masking signal that will 


intentionally degrade the message quality to any receiver other than the intended receiver. 


The final objective is to apply this masking scheme to a previously developed 


communication system utilizing wavelet packet modulation (WPM). 


B. MOTIVATION 


In this work, we explore an alternative or additional layer of security beyond 


encryption. In [2], Cribbs designed and tested a functional software defined radio system 


for a MIMO channel utilizing WPM. In [3], Tollefson, Jordan, and Gaeddert described a 


method for using a masking signal to drastically increase the security of a line-of-sight 


communication system. We apply the ideas in [3] to the complex communication system 


designed in [2] using analytic decomposition of the channel and signal and computer 


simulation to provide bit error rate statistics. Our application also extends to non-line-of-


sight communications. In possible military applications, this method could transfer some 


responsibility for communication security to physical security as the signal would only able 


to be correctly deciphered within a small physical radius of the intended receiver. The use 







 2 


of WPM may also allow for increased covertness and subcarriers with a variety of 


simultaneous data rates. 


C. THESIS CHAPTER BREAKDOWN 


In this thesis, the background, modeling, simulation, and application of the masking 


method to a WPM system are discussed. The background discussed in Chapter II presents 


the underlying theory and motivation for the work including the concepts of the wireless 


channel, noise masking as a method of covert communication, and MIMO. The method 


described in Chapter III includes a conceptual and detailed description of the mathematical 


implementation of the masking method. In Chapter IV, simulation setup and results are 


presented. These results are the extended to apply to a WPM system in Chapter V, where 


the intricacies and theoretical challenges of applying the masking technique to a WPM 


system as well as simulation results are detailed. Finally, we present conclusions and 


recommendations in Chapter VI, including an overall summary of results and highlighting 


opportunities for future research into the topic. 
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II. BACKGROUND 


A. WIRELESS CHANNEL 


Among the greatest obstacles to the development and advancement of wireless 


communications is understanding the wireless channel. Durgin begins his book stating, 


“There are few things in nature more unwieldy than the power-limited, space-varying, 


time-varying, frequency-varying wireless channel” [4]. This complication is due to the 


interaction of the propagating waves with the diverse and changing environment between 


transmitters and receivers [4]. While a signal in a wired system is subject to relatively small 


and predictable degradation to the signal as it travels from transmitter to receiver, the 


airborne wireless electromagnetic signal is not confined to a conductive medium and, 


therefore, degrades as it expands through time and space [5]. This fading is compounded 


by physical obstacles between transmitter and receiver. Interference is the additional 


degradation of the signal due to other signals existing in the same frequency band at the 


same time in the same space [1]. The fading phenomena are captured quantitatively in 


wireless communications by the channel state h . Mathematically, h  is a complex value 


which, when multiplied by the complex envelope of the transmitted signal in the absence 


of noise, produces the complex envelope signal received by the receiver. Very early in the 


development of wireless technology, engineers realized that calculating channel conditions 


based on a known set of environmental parameters was quantitatively possible for only 


very geometrically simple channels. 


1. Channel Simulation 


Since quantitatively predicting wireless channel conditions is not practical, 


statistical methods for modeling behavior were developed. In 1944, Rice introduced the 


concept of utilizing random propagation models in the calculation of wireless channels [6]. 


The Ricean channel was predictive under certain conditions, particularly 


amplitude-modulated (AM) and some frequency-modulated (FM) radio transmissions, as 


it incorporated both line-of-sight transmission and multipath transmission or scatter [4]. 


The omnidirectional Rayleigh fading channel is a method of statistical estimation based on 
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the assumption that the multiple paths that the signal takes lead to (on average) an equal 


amount of energy encountering the receiver from all directions [1]. In this thesis, we 


implement the common example of the Rayleigh channel model for all simulations and 


hope that future work will show satisfactory performance for other common channel 


conditions   


2. Channel Estimation 


Channel estimation is the process by which the channel state is calculated. This 


estimate is then used to calculate the sent signal from the received signal [1]. Though 


channel estimation is important in most communication systems, it is absolutely vital to 


implementation of this masking method because those estimates are used directly in the 


calculation of the mask. We implement training symbols at prescribed intervals to 


accomplish this task. When the receiver is expecting to receive a training symbol whose 


value is known to both sender and receiver, it is able to calculate the channel condition by 


examining the difference in the known sent symbol and the actual received result [1]. As 


with most communication systems, these training symbols allow the receiver to estimate 


the channel states for equalization of the received signals. In this method, these channel 


states are also used by the transmitter to calculate the masking component, as discussed in 


Chapter III. 


B. NOISE MASKING 


Every wireless communication system relies on the concept of signal-to-noise ratio 


(SNR). In order for a message to be received clearly, the signal-power-to-noise-power ratio 


at the receiver must be greater than or equal to some prescribed minimum value that 


corresponds to minimum acceptable performance; therefore, one way to degrade an 


eavesdropper’s ability to effectively receive communication is to add noise to the 


environment. Unfortunately, adding noise to the environment tends to degrade the ability 


of all receivers, both intended and otherwise. When multiple antennas are involved, this is 


no longer true because more than one signal is in the environment at the same time, 


allowing us to design additive noise signals that cancel out at the intended receiver. Signals 


with common frequency, propagation direction, and polarization will interfere with each 
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other additively, resulting in perceived gain where maxima coincide and perceived fade 


where they oppose [1]. When done intentionally by multiple transmit antennas, this is 


known as beamforming. Beamforming is a method of leveraging this characteristic by 


controlling the phase shifts of each specifically spaced transmit antenna to direct signal 


energy to a desired location. Noise masking is related to beamforming, but the goal is to 


spread the masking signal over a wide range of possible receiver locations except in the 


direction of the intended receiver [7]. In [7], Goel and Negi show that secrecy capacity 


defined in [8] can be significantly improved using noise masking techniques. In [3] the 


authors show a comparison of the effectiveness and power economy of different masking 


signals. These sources lay the groundwork for many of our masking calculations. The 


conceptual system used in [3] is shown in Figure 1. Their goal, like ours, was to eliminate 


the ability of an eavesdropper to receive a decodable signal in the side lobes by using a 


tailored masking signal. The important aspect is the red colored masking signal radiant 


intensity as compared to the blue colored communication signal radiant intensity. The 


masking signal overwhelms the communication signal in the side lobes but does not affect 


the signal in the intended direction of communication. In non-line-of-sight 


communications, this concept becomes more complex since the channel is time-varying, 


space-varying, and stochastic. This makes the mask calculation a complicated task that 


must be done in real time with frequent recalculations. 


The research in [3] proved that as the mask-to-signal ratio (MSR) was increased, 


the communication system could effectively eliminate signal reception in the side lobes as 


seen in Figure 2. In this thesis, we attempt to accomplish a similar outcome in the more 


complex multipath wireless environment. 
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Figure 1.  Noise Masking System for a Line of Sight Communication Link. 
Source: [3]. 


 


Figure 2.  Secrecy Performance of OPALS.  
Source: [3]. 
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C. MULTIPLE-INPUT, MULTIPLE-OUTPUT (MIMO) 


In the wireless channel as described previously, each of the many paths a signal 


may take between transmitter and receiver yield both positive and negative interference, 


resulting in times and frequencies with widely varying quality of transmission. Wireless 


channel states tend to be complex, short-lived, and very difficult to predict. Diversity 


techniques attempt to overcome the losses in transmission ability due to deep fades by 


finding independent signal paths for communications [9]. 


1. Time Diversity 


The simplest way to find these independent paths is to simply repeat the message 


in a known pattern. This is precisely how we overcome poor reception on a radio channel 


or phone line: we have the speaker repeat the message and use the two transmissions of the 


same message to fill in the missed sections of each individual transmission. This is an 


example of time diversity. In this example the amount of data sent per repetition is called 


a block. Time diversity is simple in that it requires no additional complexity in either the 


transmitter or receiver but has the drawback of lowering transmission rate. 


2. Spatial Diversity 


Instead of repeating the message from one antenna, an alternate diversity measure 


is to send the message or receive the message with multiple antennas. Spatial diversity, or 


antenna diversity, is the technique to achieve a gain in signal-to-noise ratio (SNR) 


accomplished by implementing multiple antennas at the transmitter and/or the receiver as 


compared to the same system with one transmit and one receive antenna by utilizing 


independent paths for propagation [9]. The drawback to spatial diversity is the interference 


that multiple copies of the same message have on each other at the receiver. This effect is 


mitigated with coding techniques that allow receivers to discriminate between the channels. 


3. Alamouti Space-Time Block Coding 


Alamouti space-time block coding (STBC), or Alamouti code, combines the spatial 


and time-diversity techniques previously described. Alamouti code describes a widely used 


space-time code first described in 1998 in [10] that utilizes two transmit antennas to 







 8 


transmit two data stream samples in each of two time slots. In the first time slot, antennas 


one and two transmit the first and second sample ( 0s  and 1s ), respectively. In the next 


time slot, antennas one and two transmit the negative complex conjugate of the second 


sample and the complex conjugate of the first message section ( *
1s−  and *


0s  ), respectively. 


The * superscript denotes the complex conjugate. This coding is often represented in matrix 


form, with the columns representing time slots and the rows representing the transmit 


antennas [11]; i.e., 


 
*


0 1
*


1 0


.
s s
s s
 −


=  
 


G  (1) 


This is more explicitly delineated in Table 1, where the time slots and antennas are 


identified. In each time slot, each receive antenna receives a symbol from each transmit 


antenna over a channel with channel condition as defined in Table 2.  In later chapters, this 


is referred to as the unmasked case. 


Table 1.   Encoding Scheme Assignment. 
Adapted from [2] and [12]. 


Output Data Stream 
Time Sample 


TX Antenna 0 
Data Stream 


TX Antenna 1 
Data Stream 


N  Ns  1Ns +  
1N +  *


1Ns +−  
*
Ns  


 


Table 2.   Variables Used for Channel Estimation and Equalization. 
Adapted from [2] and [12]. 


Channel 
Variables 


RX 
Antenna 0 


RX 
Antenna 1 


 Sample 
Number 


RX 
Antenna 0 


RX 
Antenna 1 


TX Antenna 0 
0h  2h  


 N  0r  2r  
TX Antenna 1 


1h  3h  
 1N +  1r  3r  
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The four transmissions are then received by the two receive antennas after passing 


through Rayleigh fading channels. In the noiseless case, the set of received signals is 


 


0 0 1 1
* *


1 0 1 1


2 2 3 1
* *


3 2 1 3 .


N N


N N


N N


N N


r h s h s
r h s h s
r h s h s
r h s h s


+


+


+


+


= +


= − +
= +


= − +


 (2) 


Note that the channel estimate values are assumed constant throughout the transmission of 


both samples. Given known training symbols, the receiver calculates the channel states and 


then deduces the sent symbols by comparing the decision metrics  


 
* * * *
0 0 1 1 2 2 3 3


2 2 2 2
0 1 2 3


N
h r h r h r h rx
h h h h


+ +
= =


+ +
 (3) 


and 


 
* * * *
1 0 0 1 3 2 2 3


1 2 2 2 2
0 1 2 3


N
h r h r h r h rx
h h h h+


− −
= =


+ +
 (4) 


to the known set of possible vectors.  


Throughout this thesis, the receiver’s specific method of calculating and combining 


these decision metrics is vital to constructing a masking vector that meets the objectives. 


D. WAVELET PACKET MODULATION 


Wavelet packet modulation (WPM), introduced in [13], is similar to the much more 


common orthogonal frequency-division multiplexing (OFDM) in that it is also a multiple 


subcarrier modulation scheme which utilizes a transform and inverse transform pair to 


mathematically convert a system involving frequency-selective fading to one involving flat 


fading [12]. Much like OFDM utilizes the inverse discrete Fourier transform (IDFT) and 


discrete Fourier transform (DFT) pair, WPM utilizes the inverse discrete wavelet transform 


(IDWT) at the transmitter and the discrete wavelet transform (DWT) at the receiver [13]. 


We build our description of the WPM by first briefly describing, the Fourier Transform 


(FT), DFT, and finally DWT.  
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1. Fourier Transform (FT) 


The well-known FT is used in a wide variety of mathematics and engineering areas 


of study and is heavily used by communication engineers. Among many other uses, the FT 


can be utilized to extract frequency information from a sinusoidal signal. The FT requires 


infinite time, so it is not ideal for use with non-stationary signals. 


2. Discrete Fourier Transform (DFT) 


The DFT improves on the FT for communication uses by segmenting a time-


varying signal and performing the transform on each segment, then sampling in both time 


and frequency. For a discrete time sequence [ ]x n  where 0 1n N≤ ≤ − , the DFT of [ ]x n  is 


 [ ] [ ]
1


2 /


0


1  , 0 1
N


j nk N


n
X k x nT e k N


N
π


−
−


=


= ≤ ≤ −∑  (5) 


where k  is the frequency-domain index, T  is the time between samples, and N  is the total 


number of samples [1]. The quantity NT , referred to as the window, represents the time-


domain portion of the signal which is considered. As the window is made larger, more time 


information is involved. This leads to a refinement of frequency resolution which is k NT


in Hz, and the DFT approaches the FT. As the window gets smaller, the opposite effect 


occurs: the DFT involves less time information, and frequency resolution is lowered. This 


is a physical manifestation of the well-known Heisenberg uncertainty principle originally 


applied to calculation of momentum and position of moving particles. [14]. 


3. Discrete Wavelet Transform (DWT) 


The DWT was developed in an effort to mitigate the uncertainty weaknesses in the 


DFT [14]. Where the DFT achieves constant resolution at all times and frequencies by 


specifying a window, the DWT divides the time-frequency spectrum differently, such that 


higher frequency portions of the signal are calculated at better time resolution and poorer 


frequency resolution, while the lower frequency portions of the signal are calculated with 


poorer time resolution and better frequency resolution [14]. 
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The process involves multiple steps of filtering and downsampling, where 


downsampling describes the process of eliminating some percentage of the samples. For 


example, downsampling by two means removing every other sample in the set. We now 


describe an example used in [14] where we are applying the DWT to a signal containing 


512 discrete samples and frequencies ranging between zero and 1000 Hz. The first step is 


filtering the signal through both a low pass filter that results in an output frequency range 


of zero to 500 Hz and a high pass filter that results in an output frequency range of 500 to 


1000 Hz. Looking only at the result of the filters, the output is now oversampled per the 


Nyquist limit since the bandwidth is reduced by half and can, therefore, be downsampled 


by two without losing any additional information with respect to the ability to reconstruct 


the discrete time signal. By downsampling this output by two we have completed the first 


step of the DWT. Overall we have reduced the time resolution by half by removing half of 


the samples but doubled the frequency resolution since each of the high and low frequency 


portions of the signal covers half of the previous amount of the frequency spectrum. The 


transform is completed by iterative application of this method to break the signal into 


subcarriers. In Chapter IV, we mathematically implement this form of modulation and 


devise a means of applying the masking method developed in Chapter III. 


4. Application 


WPM has been shown to outperform other modulation methods in specific severe 


interference environments, such as in the presence of a narrow band jammer in concert 


with an impulsive time-domain interferer in [13], and has been shown effective in wireless 


fading environments in [15]. The significant difference that allows these gains in BER and 


bandwidth efficiency is that OFDM subcarriers are all of equal bandwidth (and, therefore, 


equal data rate), whereas WPM subcarriers do not have this limitation, allowing for 


increased flexibility in signal construction [12], [16].  
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III. METHOD


This scheme involves developing a masking signal to be applied to a 


two-transmitter, two-receiver (2x2) multiple-input, multiple-output (MIMO) Alamouti 


space-time block code (STBC) signal such that the masking signal does not affect 


communication with an intended receiver but degrades an eavesdropper’s ability to 


decipher the signal. To accomplish this, we design a masking signal that adds zero to the 


decision metrics at the intended receiver and a nonzero additive value to the decision 


metrics at an eavesdropper’s receiver.  


A. TERMINOLOGY 


1. Masking Vector


The masking signal consists of four complex-valued quantities which are added to 


the four transmissions of the Alamouti STBC. These values need to be recalculated rapidly 


enough to remain consistent with channel state. These quantities are denoted 0M , 1M , 


2 ,M  and 3M  and are collectively referred to as M , the masking vector. The masking 


vector elements 0M  and 1M  are added to 0s  and 1s , respectively, and transmitted during 


time slot one; 2M  and 3M  are added to the negative complex conjugate of 1s  and the 


complex conjugate of 0s , respectively, and transmitted during the second time slot. This 


masking vector is calculated to pair with a corresponding set of channel states that identify 


the intended receiver.  


2. Channel State Vector


The set of four channel states that describe the channel between each transmit and 


receive antenna at a certain time is referred to as H . As discussed in Chapter II, these 


channel states are modeled as complex-valued Gaussian random variables. By modeling 


the channel in this way, we assume that the coherence bandwidth of the channel is larger 


than the bandwidth of the transmitted signal, with the result that the entire frequency range 


of the signal experiences identical fading [9]. This type of fading is referred to as flat 
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fading. The channel-state vector is the fingerprint of the communication channel, affected 


by fading, scattering, reflection, physical objects, interference, humidity, and many other 


factors. Our method uses this fingerprint to tailor an additive masking signal that makes 


the signal decipherable only at the intended receiver. Due to the rapidly changing nature of 


these factors, the channel states are a rapidly changing function of time and position. 


For the purposes of this thesis, the channel-state information (CSI) must be 


measured by the receiver and communicated back to the transmitter. This is an important 


additional task that our masking method requires of the receiver. To accomplish this, the 


transmitter sends known training symbols with all components of the masking vector set 


to zero at a known interval. The receiver can then calculate the channel states and 


communicate them back to the transmitter. From this point forward it is assumed that the 


transmitter has perfect knowledge of channel states. 


3. Intended Receiver 


The intended receiver refers to a receive antenna pair at the location and time that 


produces the channel state H  which the transmitter uses to derive the masking signal M . 


This receiver uses the training symbols to calculate the channel- state vector that describes 


the channel from transmitter to receiver. This scheme uses this information as a seed to an 


algorithm that calculates an additive mask to allow minimum bit error ratio (BER) at a 


receiver with this channel-state vector and much larger BER at a receiver with a different 


H . To do this we take advantage of the decision metric calculations employed by the 


receive antennas. 


4. Eavesdropper 


An eavesdropper is any receiver whose position results in a channel state H  


significantly different from that of the intended receiver. This can vary widely based on 


real world conditions, but to get a realistic estimate we use calculations based on [9]. 


Coherence time and Doppler spread are the time and frequency domain descriptions of the 


effects of small scale fading [9]. Doppler spread describes the range of frequencies within 


which the broadening effect of the Doppler effect is significantly greater than zero [9]. 


Coherence time is the time-domain view of Doppler broadening, and it represents the 
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amount of time that the channel impulse response is essentially non-changing [9]. The two 


values are inversely proportional to one another. Though these can be estimated in many 


ways based on the range of values considered to be significantly greater than zero, those 


studying modern digital communications tend to use an estimate for coherence time that is 


descriptive but not overly restrictive [9]. This conservative estimate of coherence time is 


 2


9 ,
16C


m


T
fπ


=  (6) 


where mf  is the maximum Doppler shift, calculated as the ratio of receiver 


velocity-to-signal wavelength, mf v λ= [9]. This quantity can now be used to calculate the 


spatial sampling interval x∆ , the amount of distance covered by the receiver after which 


the channel-state information has changed significantly 


 ,
2


CvTx∆ =  (7) 


where x∆  is the sample spacing interval and v  is the target velocity [9]. We can 


manipulate these equations by substituting (6) into (7) and incorporating the relationship 


between the center signal frequency and signal wavelength λ  to calculate the effective 


receive radius by eliminating velocity, yielding 


 
9 .


64
x λ


π
∆ =  (8) 


This estimate gives us an idea of the physical area around the intended receiver 


where the masking components add to zero, or the distance between intended receiver and 


eavesdropper that makes their channels essentially uncorrelated. If our transmission 


frequency is 900 MHz, this indicates an effective receive radius of approximately 6 cm. 


For all but the lowest carrier frequencies, the plaintext region is very small, meaning a 


greater level of security for our method. 
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B. CALCULATION 


1. Mask Effect 


We start by investigating the effect of adding a generalized unitless complex-valued 


masking vector M  to unitless Alamouti-coded symbols and evaluating its effect on the 


receiver’s decision metrics. We then use this known effect to calculate a specific M  such 


that it cancels at the receiver. In order to perform this calculation, it is essential to assume 


the transmitter has perfect knowledge of the channel state as discussed previously. 


Adding a component of the additive masking vector 0 1 2 3[ ]M M M M=M  to 


each individual coded transmission in (1) yields 


 
*


0 0 1 2
*


1 1 0 3


.
s M s M
s M s M
 + − +


=  + + 
G  (9) 


Following the assignment pattern from Chapter II, we assign the encoding scheme and 


channel variables in Tables 3 and 4. 


Table 3.   Encoding Scheme Assignment. 
Adapted from [2] and [12]. 


Output Data Stream 
Time Sample 


TX Antenna 0 
Data Stream 


TX Antenna 1 
Data Stream 


N  0Ns M+  1 1Ns M+ +  
1N +  *


1 2Ns M+− +  *
3Ns M+  


 


Table 4.   Variables Used for Channel Estimation and Equalization. 
Adapted from [2] and [12]. 


Channel 
Variables 


RX 
Antenna 0 


RX 
Antenna 1 


 Sample 
Number 


RX 
Antenna 0 


RX 
Antenna 1 


TX Antenna 0 
0h  2h  


 N  0r  2r  
TX Antenna 1 


1h  3h  
 1N +  1r  3r  
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The four transmissions are then received by the two receive antennas after passing through 


a faded channel. In a noiseless environment, the set of received transmissions is 


 


0 0 0 1 1 1
* *


1 0 1 2 1 3


2 2 0 3 1 1
* *


3 2 1 2 3 3


( ) ( )


( ) ( )
( ) ( )


( ) ( ).


N N


N N


N N


N N


r h s M h s M
r h s M h s M
r h s M h s M
r h s M h s M


+


+


+


+


= + + +


= − + + +
= + + +


= − + + +


 (10) 


Note that the channel estimate values are assumed constant throughout the transmission of 


both samples. Now at receive antenna 0 we can conclude 


 ( ) ( )2 2 2 2* * * * *
0 0 1 1 0 1 0 0 0 1 1 2 1 3 .Nh r h r s h h h M h h M M h M+ = + + + + +  (11) 


Solving for the transmitted symbol yields 


 ( )2 2* * ** *
0 0 0 1 1 2 1 30 0 1 1


2 2 2 2
0 1 0 1


.N


h M h h M M h Mh r h rs
h h h h


+ + ++
= −


+ +
 (12) 


Similarly, at receive antenna 1 


 ( ) ( )2 2 2 2* * * * *
2 2 3 3 2 3 2 0 2 3 1 2 3 3Nh r h r s h h h M h h M M h M+ = + + + + +  (13) 


and 


 ( )2 2* * ** *
2 0 2 3 1 2 3 32 2 3 3


2 2 2 2
2 3 2 3


.N


h M h h M M h Mh r h rs
h h h h


+ + ++
= −


+ +
 (14) 


By implementing these calculations, each receive antenna can calculate the sent 


symbol as in the multiple-input, single-output (MISO) case. Per [11] and [17], the 


maximum-ratio combining (MRC) decision statistic is calculated by finding the weights to 


apply to the terms from each antenna in order to maximize SNR: 


 
( ) ( )( ) ( )


* * * *
0 0 1 1 2 2 3 3


2 2 2 2
0 1 2 3


2 2 2 2* * * *
0 2 0 0 1 2 3 1 2 1 3 3


2 2 2 2
0 1 2 3


  .


N
h r h r h r h rx
h h h h


h h M h h h h M M h h M


h h h h


+ + +
= −


+ + +


+ + + + + +


+ + +


  (15) 
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The specific method of equalization and decoding utilized by the receiver is 


essential to the correct calculation of the mask elements. This constitutes necessary a priori 


agreement or a dedicated hardware constraint in the design phase. For the purposes of this 


chapter, we implement MRC due to its common usage and its maximization of SNR. This 


masked decision metric differs from the unmasked decision metric discussed in Chapter II 


only in the addition of the second term containing members of the masking vector. This 


term represents the effect of the masking vector M  on the receiver’s calculation of the 


decision metric for Nx . Note that if no masking vector were applied or if each component 


of the masking vector were set to zero, the results would be the same as in [2] and [12], 


allowing the decision statistic to be calculated directly.  


In our case, a receiver armed with the received signal and the calculated channel 


states can calculate the decision statistic Nx  with high accuracy only if all terms including 


a member of the M  vector add to zero or are insignificant compared to the first term; i.e., 


 ( ) ( )( ) ( )2 2 2 2* * * *
0 2 0 0 1 2 3 1 2 1 3 3 0.h h M h h h h M M h h M+ + + + + + =  (16) 


This is the first equation required to determine the components of the masking vector. With 


this condition met (that is, at the intended receiver), the MRC decision variable is exactly 


as it is in the unmasked case, and successful resolution is available. This is the desired 


effect at the intended receiver. At an eavesdropper, the channel conditions are uncorrelated 


with the channel conditions at the intended receiver within the limitations of the faded 


channel; therefore, the term added to the decision metric does not equal zero and negatively 


affects the accuracy of the adversary decision statistic, increasing BER. This is the desired 


effect of the masking vector. Similar manipulation to solve for 1Nx +  gives 


 ( )2 2 2 2* * * * * *
1 0 0 1 1 0 1 0 1 0 1 1 0 2 0 1 3Nh r h r s h h h h M h M h M h h M+− = + + + − −  (17) 


and 


 ( )2 2 2 2* * * * * *
3 2 2 3 1 2 3 2 3 0 3 1 2 2 2 3 3 .Nh r h r s h h h h M h M h M h h M+− = + + + − −  (18) 


Now the 1Nx +  decision statistic is 
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( ) ( ) ( ) ( )


* * * *
1 0 0 1 3 2 2 3


1 2 2 2 2
0 1 2 3


2 2 2 2* * * * * *
0 1 2 3 0 1 3 1 0 2 2 0 1 2 3 3


2 2 2 2
0 1 2 3


.


N
h r h r h r h rx
h h h h


h h h h M h h M h h M h h h h M


h h h h


+


− + −
= −


+ + +


+ + + − + − +


+ + +


 (19) 


This is resolvable without mask impact by the receiver when 


( ) ( ) ( ) ( )2 2 2 2* * * * * *
0 1 2 3 0 1 3 1 0 2 2 0 1 2 3 3 0.h h h h M h h M h h M h h h h M+ + + − + − + =  (20) 


A masking vector which meets the requirements of (16) and (20), therefore, is 


undetectable to the intended receiver but degrades the eavesdropper’s fidelity. 


2. Signal Power and Mask Power 


In the calculation of both the signal power and the mask power, we use the one-Ohm 


normalization convention, which results in normalized power in units of 2volts . 


Specifically, the average normalized mask power from the combination of the two transmit 


antennas is 


 
3


22


0


1
2 i


i
P A M


=


= ∑   (21) 


 where A  is an amplitude in volts. For this thesis, we refer to the unitless sum of the 


magnitude of the masking vector components 
3


2


0
i


i
M


=
∑  as mask power. Similarly, we refer 


to the unitless sum of the magnitudes of the signal components 
3


2


0
i


i
s


=
∑ as signal power. 


3. Additional Constraints 


First, we must consider how to bound the mask power. Setting all mask components 


to zero meets the criteria of (16) and (20) but fails to degrade the eavesdropper’s ability to 


intercept the message. If mask power is permitted to be arbitrarily large, we are not creating 


a realistic model. To ensure that total masking power is limited we require 
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3


2


0
1.i


i
M


=


=∑  (22) 


As stated in the previous section, we refer to this quantity as the power of the mask using 


the one-Ohm normalization convention. In the simulations presented in Chapter IV, we 


alter (22) to control the signal-to-mask ratio (SMR) by changing the right-hand side to the 


appropriate constant. This affects the mask value but only affects the mask calculation 


process trivially. 


Additionally, following [3], we introduce an arbitrary but convenient constraint on 


the sum of the masking vector components 


 
3


0
0.i


i
M


=


=∑  (23) 


4. Mask Vector Calculation 


Now that we know that effect of the mask on the receiver, we must use the 


channel-state vector H  that represents the channel from transmitter to intended receiver to 


find acceptable values for M . Acceptable values include those sets of complex mask 


numbers that result in zero alteration of the decision statistics for either the odd- or even- 


indexed symbols, sum to zero, and have unity power. To calculate M , we must solve three 


complex linear equations, (16), (20), and (23), with four complex-valued unknowns and 


one nonlinear constraint (22). Treating the real and imaginary part of each variable and 


equation separately, we are left with seven equations and eight unknowns. To approach 


this problem, we temporarily neglect the nonlinear constraint and focus on the three linear 


constraints. This set of three equations and four complex-valued unknowns is an 


underdetermined system and, therefore, has many possible solutions.  


First, we bound the system by adding an additional linear constraint. This linear 


constraint must be independent of the other three linear constraints and must add to a 


nonzero constant, e.g., 


 0 1 2 3
1 1 1 1 1.
4 4 4 4


M M M M+ + − =  (24) 
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When we include (24) with (16), (20), and (23), we have four complex linear equations 


with four complex-valued unknowns. This system has a distinct solution which can be 


found quickly. We call this solution B . We now take advantage of the fact that the constant 


(right-hand side) term of each of the linear equations which are essential to the calculation 


is zero. Any valid solution to these three can be scaled by any constant, and the result is 


another solution to the three essential equations. Note that a scaled B  no longer solves the 


full system of equations, specifically it does not solve (24). This is not problematic since 


(24) was arbitrarily but conveniently chosen. 


 Now we must find the constant by which to scale B  to meet our power constraint. 


We calculate the average power of B , then apply the scale that forces it to unity, which 


yields 


 =
BM
B


. (25) 


The resulting vector M  is a solution to (16), (20), (22), and (23) and therefore represents 


a masking agent which meets the requirements of not affecting communication to the 


intended receiver and significantly degrading effectiveness of an eavesdropper. 


With M  calculated, the transmitter appends the mask components to each coded 


symbol prior to transmission as described in Table 3. When received by the intended 


receiver, all terms containing a member of M  add to zero in the decision statistic, and the 


message is received. An eavesdropper calculates each decision statistic with a nonzero 


additive complex-valued term which degrades their eavesdropping ability. 
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IV. RESULTS 


A. SIMULATION 


Simulation was conducted using MATLAB software. Though some Alamouti 


simulation code is available, all tend to simplify channel calculations by using a 


mathematical manipulation to apply the coding scheme to the channel vice the data 


symbols. The additive nature of our masking scheme precluded this manipulation, so we 


produced encoding software. After coding the basic two-transmitter, two-receiver (2x2) 


scheme but before adding mask, we verified that our software produced equivalent results 


for both simulation [17] and theory [10], [18]. The basic layout of the simulation is shown 


in Figure 3.  


 


Figure 3.  Alamouti-Encoded Scheme Showing Mask Addition 
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1. Signal Generation 


To simulate a random bit stream, we utilized the randi function. We then modulated 


that bit stream into gray coded quadrature phase-shift keying (QPSK) symbols by first 


grouping the bits into sets of two, then encoding that pair as the magnitudes of the real and 


imaginary portions of the symbol. We now have one symbol for every two bits. At this 


point we normalize the symbols to have unit energy by multiplying each by 1 2 . This 


allows simpler implementation of a range of energy-per-bit-to-noise-power-spectral- 


density ratio ( )0bE N  values. 


2. Channel 


In the case of a 2x2 MIMO system, the channel-state vector H  consists of four 


complex values per block of the Alamouti coded signal. For the purpose of simulation, 


each member of the state vector H  is modeled as a circularly symmetric complex Gaussian 


random variable based on the Rayleigh channel model. This assumption is valid when there 


are a large number of statistically independent paths due to scattering and reflection [1]. 


These statistically independent paths combine to create each of the channel-state values, 


so by the central limit theorem, it is reasonable to use independent and identically 


distributed zero-mean Gaussian random variables for both the real and complex portions 


of the variable [1]. In MATLAB this is implemented by using the randn function to create 


both the real and imaginary parts of each member of H . These values are also normalized 


to unit energy since the channel states are used to model fading, not gross attenuation due 


to distance. 


3. Alamouti Coding 


In order to fit the Alamouti coding scheme, the QPSK symbols are separated into 


blocks of two symbols. In MATLAB, this is done using the reshape function to convert 


the one by n  row vector into a two by 2n  matrix. Now each column is a set of two 


consecutive symbols. Each column must be replicated in order to create the second copy 


for the time diversity aspect of the STBC. This was accomplished using the kron function. 
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Each even column must have its two members switch positions, the complex conjugate is 


calculated, and the resulting first column multiplied by 1− . For example, 


 [ ]
* *


0 1 2 3
0 1 2 3 * *


1 0 3 2


...
... .


...
s s s s


s s s s
s s s s
 − −


→  
 


 (26) 


4. Mask Addition 


The mask is calculated as described in Chapter III. In order to add correctly to the 


matrix of coded symbols, the mask vector is reshaped into a two-row matrix, and each 


block of four state parameters is replicated. The vector addition yields the masked signal 


at the transmitter, i.e., 


 
* *


0 0 1 2 2 4 3 6
* *


1 1 0 3 3 5 2 7


...
.


...
s M s M s M s M
s M s M s M s M
 + − + + − +
 + + + + 


 (27) 


5. Receiver 


These coded, masked symbols now travel via their respective channels to the two 


receive antennas. Mathematically, this involves multiplying each transmission by its 


respective channel-state value and adding white Gaussian noise (AWGN). The state 


vectors are created as explained previously, and the AWGN is modeled as a circularly 


symmetric complex Gaussian random variable with zero mean. The noise variance is easily 


calculated for a range of 0bE N  because the energy per bit is normalized. For example, 


during the first time slot, antenna 0 receives 


 ( ) ( )0 0 0 0 1 1 1 0r̂ s M h s M h n= + + + + , (28) 


where 0n  represents the complex component of the noise vector associated with receive 


antenna 0 and time slot 0. In order to execute this over a large matrix, the state vector is 


reshaped into a two-row matrix then array multiplied by the masked symbols matrix. The 


columns of this resulting matrix are summed and noise is added. 
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6. Equalization 


The receiver now has a row vector of received data with two entries per data 


symbol. These are mathematically manipulated to produce the MRC decision statistic as 


described in Chapter II. In MATLAB, this requires multiple reshaping and replicating 


operations on the channel-state matrix. First, we must recognize that even and odd indexed 


symbols are calculated with different equations. Note that MATLAB array indexing begins 


with one, so even-subscripted members of a row vector occupy odd-valued columns. To 


solve for odd-indexed decision metrics, the channel-state matrix is treated as a row vector, 


and the complex conjugate of each odd-indexed term is taken. Then we take the complex 


conjugate of each even-indexed component of the received matrix r. Finally, these are 


combined by array multiplication, reshaping, and summing columns to yield 
* * * *


0 0 0 1 1 2 2 3 3x h r h r h r h r= + + +  for the first two symbols. Even-indexed decision metrics are 


found similarly, except the complex conjugate is taken on the even-indexed terms of the 


received vector and the odd-indexed terms of the channel-state vector. Additionally, the 


odd-indexed terms of the channel-state vector must be multiplied by negative one per the 


Alamouti code to yield * * * *
1 1 0 0 1 3 2 2 3x h r h r h r h r= − + − . 


7. Decision 


For true MRC per [10] and [11], these decision statistics are normalized by dividing 


them by the sum of the square of the absolute values of the channel states, but for QPSK 


maximum-likelihood (ML) decision making this is unnecessary since the normalization 


affects only the magnitude. The decision is made based only on the phase; therefore, the 


ML decider only has to test the phase of the decision metric against a range of known 


possible symbols and select the symbol closest in phase. Simply, since the encoded 


symbols have phases of 4π  , 3 4π , 5 4π  , and 7 4π , the detector only needs to find 


the quadrant of the phase of each decision metric and assign it to the symbol associated 


with that quadrant of the complex plane. MATLAB allows this easily using the discretize 


function on the angle of the decision metrics.  
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8. Demodulation 


Once the received symbols have been decided, each symbol must be broken into its 


two-bit content. This is done immediately following the discretize function, as we assign a 


two-bit output corresponding to each symbol decision.  


9. Error Analysis 


We now must find erroneously passed information by comparing the sent bit stream 


to the received bit stream. The errors are counted by summing the absolute values of the 


difference of the two vectors, and the BER is calculated by dividing that sum by the number 


of bits transmitted. 


10. Results 


To simulate BER performance, we implemented a sample size of 107 bits and a 


signal-power-to-mask-power ratio (SMR) of 0-dB for each of the three scenarios, where 


SMR is defined as 


 
{ }2


2


E
SMR =


s


M
, (29) 


where { }E  is the expectation. The mask power is not an expectation because (22) forces 


the mask power to a chosen constant. For consistency in units, we again use the one-Ohm 


normalized power convention for both the signal power and the mask power. 


 The results of the three simulations displayed in Figure 4 demonstrate the 


effectiveness of the mask to degrade the signal at an eavesdropper while not affecting the 


signal at the intended receiver. First, the blue line represents an unmasked case which acts 


as the baseline for unmasked signals and also represents the real situation when training 


symbols are passed. These results are consistent with the theoretical BER in [18] and 


simulation results in [10] and [17]. This result is valid for any receiver (intended or 


eavesdropper) because no mask is applied. The second case is the signal with mask applied 


and sent to the intended receiver. The result verifies that the mask does not cause a 


detectable change at the intended receiver. Finally, the third case is the BER of the masked 
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signal at an eavesdropper. This eavesdropper was simulated by resetting the H  to an 


independent circularly symmetric complex random value after each calculation of M . 


 


Figure 4.  Simulated BER Performance for QPSK Modulated 2x2 Alamouti 
STBC 


In Figure 5, we examine the BER results at an eavesdropper over a range of 


signal-to-mask ratios for five values of SNR. In order to independently examine the effect 


of changing the signal-power-to-mask-power ratio without affecting 0bE N , we altered 


the mask calculation algorithm to force the power of the mask to certain values, then 


applied these masks to a range of 0bE N . With a small signal-to-mask ratio, the noise 


dominates as the error source and results are consistent with the masked case in Figure 4. 


As the mask power is raised while signal power is held constant, its effect becomes 


significant as the error source. This shows that for any 0bE N , as the 
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signal-power-to-mask-power ratio decreases, the BER at the eavesdropper increases. It also 


shows that for a larger 0bE N , the effect of the mask is even more pronounced. The total 


effect is that enhanced security can be accomplished either by decreasing 0bE N  or by 


increasing the mask power. In a radio designed with adjustable mask power, raising mask 


power effectively moves left along the horizontal axis, raising BER and, therefore, 


increasing security. 


 


Figure 5.  BER at Eavesdropper, Masked Signal 
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B. SUMMARY 


In order to simulate the effect of our masking method, we designed MATLAB 


software to analyze each step of the communication process from message bit stream at the 


sender to message bit stream at the receiver. After verifying this process to be consistent 


with published theoretical and experimental results, we designed and implemented 


software to use known CSI to calculate a mask vector added to the Alamouti-coded 


symbols before entering the channel such that its effect added to zero at the intended 


receiver but distorted reception for an eavesdropper. These simulations revealed that this 


process did in fact degrade reception at an eavesdropper as shown in Figure 4, and the 


amount of degradation was dependent on the ratio of transmitted power between the signal 


and mask. This lends itself to the possibility of building a radio with the ability to vary or 


eliminate this mask effect depending on power constraints and threat environment. 
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V. APPLICATION TO WPM 


In this chapter, we investigate the challenges and opportunities encountered in 


attempting to apply the noise masking method of Chapter III to a wavelet packet modulated 


(WPM) Alamouti space-time block-coded (STBC) signal. First, we determine the simplest 


order in which to apply the WPM and STBC. To do so, we rely on the framework for 


application of a general STBC signal to a WPM scheme as laid out in Appendix C of [12] 


and theoretical background from [19], then incorporate our masking scheme and, finally, 


add receive antenna diversity. 


A. WPM AND STBC ORDER 


First, we investigate possible orders of operation for the proposed radio. Results 


from [2] and [12] suggest that the WPM should follow the STBC. Per [13] and [19], the 


complex envelope of a WPM signal yields 


 ( )
1


22 ,
i


i


i


lJ
l i


WPM m n
i m


ts t A p m
T


α
∞


= =−∞


 
= − 


 
∑ ∑  (30) 


where in +∈  , il +− ∈  , +  is the set of non-negative integers, ()
inp  are orthogonal 


pulses that each define one of J  subchannels, and i
mα  are the transmitted channel symbols. 


Applying Alamouti STBC to this type of signal is  troublesome because the first summation 


over the J  subcarriers acts to spread scaled versions of the encoded pulses over both time 


and frequency; however, on a per subchannel basis, we let 1J =  because J  represents the 


number of subchannels. This eliminates the first summation and results in 1Jn n=  and 


1Jl l= . The first member of each of the sets in  and il  is zero; therefore, 1 0Jn n= =  and 


1 0Jl l= = , which yields  


 ( )1 0 ,m
m


ts t A p m
T


α
∞


=−∞


 = − 
 


∑  (31) 


which is recognizable as the complex envelope of a quadrature amplitude modulation 


(QAM) encoded pulse train. In Chapter III, we showed that the masking scheme is effective 
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on a per subchannel basis. For these reasons, we prove the viability of the masking scheme 


in a radio in which the transmitter applies WPM to the signal following STBC encoding 


and before the transmit antennas, as shown in Figure 6. This order is also followed in [2] 


and [12]. 


 


Figure 6.  Flow Chart for WPM Mask Addition 


B. EQUALIZATION 


As in Chapter III, the key to devising a masking method that cancels at the intended 


receiver is taking advantage of knowledge of the method of equalization at the receiver. 


Previously, we devised a masking signal calculation based on the assumption of the use of 


maximum-ratio combining (MRC) at the receive end. This is not the case in both [2] and 


[12]; therefore, the masking signal designed previously does not work for the Cribbs SDR. 


As discussed in Chapter II, each receive antenna has the ability to calculate a decision 


metric for each symbol on its own. By employing two receive antennas, the system has two 


values for the decision metric for each symbol. In Chapter III, we discussed the MRC 


method to maximize the likelihood of correct symbol selection. This is not the only method 


available for equalization. Though MRC gives the best results, it requires a relatively 


complex calculation. Cribbs chose instead to calculate the decision metrics as the sum of 
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the decision metrics from the two receive antennas for each symbol. This significantly 


changes the mask equalization and the required mask calculation. 


C. MASK CALCULATION 


 The equalization method for the WPM system proposed in [2] works by calculating 


the decision metric for each symbol independently in each receive antenna as if each were 


part of a multiple-input, single-output (MISO) system. These complex results are then 


averaged to yield the decision statistic; therefore, we must alter the calculations from 


Chapter III. 


In an identical fashion to Chapter III, the set of four transmissions received by the 


two receive antennas after passing through noiseless fading channels is 
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At receive antenna 0 


 ( )2 2* * ** *
0 0 0 1 1 2 1 30 0 1 1


2 2 2 2
0 1 0 1


N


h M h h M M h Mh r h rs
h h h h


+ + ++
= −


+ +
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and at receive antenna 1 


 ( )2 2* * ** *
2 0 2 3 1 2 3 32 2 3 3


2 2 2 2
2 3 2 3


.N


h M h h M M h Mh r h rs
h h h h


+ + ++
= −


+ +
 (34) 


Due to the weighted averaging method employed, the new decision statistic yields 
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At the intended receiver, we desire that the final two terms add to zero; i.e., 


( ) ( )2 2 2 2* * * * * *
0 0 0 1 1 2 1 3 2 0 2 3 1 2 3 3


2 2 2 2
0 1 2 3


0.
h M h h M M h M h M h h M M h M


h h h h


+ + + + + +
+ =


+ +
 (36) 


Similar manipulation to solve for 1Nx +  yields 
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 (37) 


This is resolvable by the receiver when the final two terms add to zero; i.e., 


2 2 2 2* * * * * * * *
0 1 0 1 1 0 2 0 1 3 2 3 0 3 1 2 2 2 3 3


2 2 2 2
0 1 2 3


0.
h h M h M h M h h M h h M h M h M h h M


h h h h
+ − − + − −


+ =
+ +


 (38) 


In order to update the mask calculator to accommodate this change, (36) and (38) 


replace (16) and (20). Additionally, the equalizing software must be updated to implement 


this scheme.  
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D. RESULTS 


In order to test this new setup, the software used in Chapter III was used in its 


original form with the exception of the mask calculator and the equalizer. These were 


edited to reflect the calculations shown in Section C. Simulation results for this method 


were nearly identical to the previous method with the exception of larger BER for all cases 


due to non-ideal equalization as shown in Figure 7. This system requires at least a 2.0-dB 


increase in 0bE N  to achieve results similar to the MRC case described in Chapters III 


and IV. Note that these results represent BER for one subchannel of the WPM transmission. 


The mask still successfully and significantly degraded eavesdropper performance while not 


affecting BER at the intended receiver. 


 


Figure 7.  Simulated BER Performance 2x2 Alamouti STBC Using Additive 
vice MRC Equalization 
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Based on these results, this method can be applied to a communication system that 


employs WPM by applying it on a per-subchannel basis following MIMO encoding 


provided that the method of equalization is known and accounted for in the mask 


calculation. 
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VI. CONCLUSIONS AND RECOMMENDATIONS 


Through an analytical approach and computer simulations, we have shown in this 


research that with known channel-state information a masking signal can be calculated that 


physically and severely limits the area in which a multiple-input, multiple-output (MIMO) 


encoded, wavelet packet modulated (WPM) signal can be deciphered, thereby foiling 


would-be eavesdroppers. 


A. OBJECTIVES 


The first objective of this research was to analytically break down the Alamouti 


space-time block code method and investigate the effect of a complex-valued additive 


noise signal on a receiver’s decision statistics. In this pursuit we realized that this was 


possible and that it depended heavily on the equalization method employed. By first 


breaking down the maximal ratio combining method, we analytically solved for a masking 


vector that resulted in zero effect at the receiver with the known channel-state information 


and a nonzero effect elsewhere. We then designed software to perform this calculation with 


additional constraints in order to efficiently add an effective masking vector to the 


transmitted signal. Results displayed in Figures 4 and 5 in Chapter IV show that this 


method is effective, and the first objective was met. 


The second objective was to determine if this method could be manipulated to be 


effective in a specific, more complex communication system proposed by [12] and 


implemented in software defined radio by [2]. We analytically showed in Chapter V that 


the masking method could be effective on a wavelet packet modulated version of the 


system used in Chapter III but only when applied to each individual subchannel. A second 


issue was that this system used a different method of equalization, requiring significant 


changes to the calculation of the masking vector. These calculations and subsequent results 


are shown in Chapter V. 
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B. CHALLENGES AND FURTHER RESEARCH OPPORTUNITIES 


Though the objectives were met, significant challenges revealed many areas 


available for additional research. 


1.  Channel-State Information (CSI) Methods 


Though training symbols are a well understood and popular method of 


determination of channel states, the lower throughput that results from this method has led 


to significant research into channel reciprocity [20], [21]. These methods involve the 


transmitter calculating the channel states via feedback and passing the estimates to the 


receiver, mitigating the throughput lost to training symbols [22]. These methods rely on 


the electromagnetic principle that waves traveling over the same channel in either direction 


encounter the same set of obstacles causing interference and, therefore, can be used for 


estimation [21]. These methods could be applied to further improve the throughput of the 


method described in this thesis by removing the need for the receiver to communicate the 


channel states back to the transmitter. 


2. Optimization of Mask Calculator 


Our method of calculating the mask from the channel state is effective but has room 


for optimization. Specifically, the final equation created to bound the linear solution before 


scaling can be manipulated significantly as long as it meets the requirements of 


independence and resulting in a nonzero sum. Deeper analysis to determine which 


components of this equation yield more effective mask vectors is yet to be determined. 


3. Build SDR and Simulate. 


A final logical step in further research is to recreate Cribbs’ software-defined radio 


(SDR) utilizing gnu radio and implement a system to sense channel conditions, calculate 


mask vectors, and prove the utility of the system, utilizing guidance in [2] and [23]. It may 


also be possible to devise a system that could work with an automatic gain control 


algorithm in the receiver. This system would allow deeper research into optimization of 


mask power, as this is a limiting factor on final system performance. Additionally, 


maximal-ratio combining can be implemented to enhance receiver performance. 
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4. Alternate Channel Performance 


Further research into a masking agent’s performance in a Ricean or unfaded 


channel will give increased insight into the flexibility of this method. Differing channel 


estimation methods will involve different channel-state parameters and significantly 


different calculations. 
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SUPPLEMENTAL 


Included in this section is a list of all supplemental files that are available upon 


request. To obtain a copy of these files, contact the Dudley Knox Library located on the 


campus of the Naval Postgraduate School in Monterey, California. In all of the following, 


MRC refers to those scripts and functions required for maximal ratio combining analysis 


as described in Chapters III and IV. WPM refers to those scripts and functions required for 


wavelet packet modulation subchannel analysis, as described in Chapter V. Files without 


MRC or WPM in their file names are compatible with both types of simulations. 


A. MATLAB SCRIPTS 


• MRC_System.m 


• WPM_System.m 


• SMR_vs_BER.m 


• Theory_MIMO_BER.m 


B. MATLAB FUNCTIONS 


• Analytic_SER.m 


• Data_Symbols.m 


• Decider.m 


• Encoder.m 


• MRC_Equalizer.m 


• MRC_Mask_Calculator.m 


• WPM_Equalizer.m 


• WPM_Mask_Calculator.m 
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C. SUPPORTING DOCUMENTATION 


• Readme.txt 


• Gnu Radio Quick Start.pdf 
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%restore filename to MRC_System

clear

EbN0=0:20;                                                                  %set desired range

n=100000;                                                                    %set bits per EbN0                       

Output_Data=zeros(3,length(EbN0));



for iii=1:3

errorcount=zeros(1,length(EbN0));

symbolerrors=zeros(1,length(EbN0));                                         %sets up counters



for ii= 1 : length(EbN0)

  

   bits=randi(2,1,n)-1;                                                     %generate n random bits [1xn]

   QPSK_Symbols=1/sqrt(2)*Data_Symbols(bits);                               %bits to grey coded unit energy qpsk symbols

    

   h = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                              %create Rayleigh channel

   

   Mask=zeros(1,n);                                                         %always use, will be replaced for all but unmasked case

   if iii~=1

       Mask=MRC_Mask_Calculator(h);

   end

   if iii==3

       h = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                          %reset h to random for eavesdropper

   end

   

   Alamouti_syms=Encoder(QPSK_Symbols,Mask);                                %symbols to STBC encoded symbols

      

   noise = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                          %simulate AWGN

   hMod=kron(reshape(h,2,n/2),ones(1,2));                                   %set up for Rx calc   h0 h0 h2 h2

                                                                            %                     h1 h1 h3 h3                             

   r(1,:)=sum(hMod.*Alamouti_syms,1)+...

       sqrt(10.^(-EbN0(ii)/10))*noise;                                      %received symbols: r0 r1 r2 r3

  

   X=MRC_Equalizer(r,h);                                                        %decision metrics

   Bitstream=Decider(X);

   

   errorcount(ii)=sum(abs(bits-Bitstream));

end

errorcount;

errorrate=errorcount./n;

Output_Data(iii,:)=errorrate;



end

Y = Analytic_SER(EbN0);                                                     %add analytic solution adjusted to EbN0 vs BER

semilogy(EbN0(1:2:21),Output_Data(1,1:2:21),'x-','LineWidth',1.5);hold on

semilogy(EbN0(2:2:20),Output_Data(2,2:2:20),'+--','LineWidth',1.5)

semilogy(EbN0,Output_Data(3,:),'x-','LineWidth',1.5)

semilogy(EbN0,0.5*Y,'o','MarkerSize',9,'MarkerEdgeColor','black')

hold on

grid on

axis([0 14 10^-5 0.5])

legend('sim no Mask at any receiver','sim with Mask at intended receiver','sim with Mask at eavesdropper','Analytic solution per [18]');

xlabel('$E_b/N_0$ in dB','interpreter', 'latex');

ylabel('$BER$', 'interpreter', 'latex');


% accepts row vector of state conditions and produces

% a row vector of masks



function M_Row=MRC_Mask_Calculator(h_row)

n=length(h_row);

h_cols=reshape(h_row,4,n/4);

M_out=zeros(size(h_cols));



for iii=1:n/4                               

    h=reshape(h_cols(:,iii),1,4);        

    

   C= [abs(h(1))^2+abs(h(3))^2 conj(h(1))*h(2)+conj(h(3))*h(4) ...

    conj(h(1))*h(2)+conj(h(3))*h(4) abs(h(2))^2+abs(h(4))^2;...

    conj(h(2))*h(1)+conj(h(4))*h(3) abs(h(2))^2+abs(h(4))^2 ...

    -1*(abs(h(1))^2+abs(h(3))^2) -1*(conj(h(2))*h(1)+conj(h(4))*h(3));...

    1 1 1 1;.25 .25 .25 -.25];



A=[0; 0; 0; 1];



B=C\A;



D=sum(abs(B).^2);



M=B/sqrt(D); 



M_out(:,iii)=M;



end

M_Row=reshape(M_out,1,length(h_row));

end










%this function takes the received vector in 1xn form [r0 r1 r2 r3 r4 r5...]

%and 1xn h vector and outputs received decision metrics



function X = WPM_Equalizer(r,h)



%first row (solving for s0,s2,s4...)

h_conj1=h;                                            

h_conj1(1:2:end)=conj(h(1:2:end));                                          %conj each odd column h0* h1 h2* h3

r_conj=r;

r_conj(2:2:end)=conj(r(2:2:end));                                           %conj each even column r0 r1* r2 r3*

n=length(h);

for_s0 = sum(reshape(h_conj1.*r_conj,2,n/2),1);                             %gives h0*r0+h1r1* h2*r2+h3r3*



%normalize

                                                                            %ONLY DIFF FOR MISO IS HERE

h_norm=sum(reshape(abs(h).^2,2,n/2),1);                                                                                                                        

s0_norm=for_s0./h_norm;

X(1,:)=sum(reshape(s0_norm,2,n/4),1)./2;



%Now solve for s1,s3,s5,.....

h_conj2=h;

h_conj2(1:2:end)=-1*h(1:2:end);

h_conj2(2:2:end)=conj(h(2:2:end));                                          % -h0 h1* -h2 h3*...

temp=reshape(r_conj,2,n/2);

rMod=reshape([temp(2,:);temp(1,:)],1,n);                                    % r1* r0 r3* r2 r5*....

for_s1 = sum(reshape(h_conj2.*rMod,2,n/2),1);                               %-h0r1*+h1*r0 -h2*r3*+h3*r2



%Normalize

s1_norm=for_s1./h_norm;

X(2,:)=sum(reshape(s1_norm,2,n/4),1)./2;



X=reshape(X,1,n/2);


% accepts row vector of state conditions and produces

% a row vector of masks



function M_Row=WPM_Mask_Calculator(h_row)

n=length(h_row);

h_cols=reshape(h_row,4,n/4);

M_out=zeros(size(h_cols));



for iii=1:n/4                               

    h=reshape(h_cols(:,iii),1,4);      

    

    a=abs(h(1))^2+abs(h(2))^2;

    b=abs(h(3))^2+abs(h(4))^2;

    

   C= [abs(h(1))^2/a+abs(h(3))^2/b conj(h(1))*h(2)/a+conj(h(3))*h(4)/b ...

    conj(h(1))*h(2)/a+conj(h(3))*h(4)/b abs(h(2))^2/a+abs(h(4))^2/b;...

    conj(h(2))*h(1)/a+conj(h(4))*h(3)/b abs(h(2))^2/a+abs(h(4))^2/b ...

    -1*(abs(h(1))^2/a+abs(h(3))^2/b) -1*(conj(h(2))*h(1)/a+conj(h(4))*h(3)/b);...

    1 1 1 1;1 0 0 0];



A=[0; 0; 0; 1];



B=C\A;



D=sum(abs(B).^2);



M=B/sqrt(D); 



M_out(:,iii)=M;



end

M_Row=reshape(M_out,1,length(h_row));

end
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Included in this section is a list of all supplemental files that are available upon request. To obtain a copy of these files, contact the Dudley Knox Library located on the campus of the Naval Postgraduate School in Monterey, California. In all of the following, MRC refers to those scripts and functions required for maximal ratio combining analysis as described in Chapters III and IV. WPM refers to those scripts and functions required for wavelet packet modulation subchannel analysis as described in Chapter V.



A.      Matlab scripts

1.	MRC_System.m – This script accepts a number of input bits and range of SNR values and creates channel conditions, calculates mask applies as necessary, and displays output, utilizing most functions below.

2.	WPM_System.m – Same function as above but utilizes WPM mask calculation and equalization.

3.	SMR_vs_BER.m – Performs SMR analysis. This script requires user to create channel condition/ mask sets corresponding to each SMR. Do this by varying line 24 of the mask calculator for each mask power level. (Remember the signal power is normalized to unity.) 

4.	Theory_MIMO_BER.m – Calculates and displays theoretical MIMO BER.



B.      Matlab functions

1.	Analytic_SER.m – Utilizes (20) from [18], and the two hypergeometric functions below to calculate analytic error rate for a 2x2 MIMO system.

2.	Data_Symbols.m

3.	Decider.m

4.	Encoder.m

5.	MRC_Equalizer.m

6.	MRC_Mask_Calculator.m

7.	WPM_Equalizer.m

8.	WPM_Mask_Calculator.m



C.	Also needed for theoretical BER:



1.	Hypergeometric2F1ODE.m - Find it here: https://www.mathworks.com/matlabcentral/fileexchange/21444-gauss-hypergeometric-function

2.	HypergeometricAppellF1.m - Find it here: https://www.mathworks.com/matlabcentral/fileexchange/61066-bivariate-appel-hypergeometric-function-of-the-first-kind?focused=7185745&tab=function&requestedDomain=true
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GNU RADIO Quick Start Guide 


R.C. Sellin                                                                                                                                        Dec 2017 


This guide is meant for an MSEE student whose research dictates use of SDR, but who has no 
experience with gnu radio. Gnu radio is an open source software platform that allows 
communication hobbyists and engineers develop and share pieces of software defined 
communication and signal processing systems. Though all aspects can be done through Python 
coding and command line interaction, the real power for students is in the gnu radio 
companion (GRC). Basically, the blocks are written in C/C++ and connected by Python, but really 
executed via GRC. Plan to avoid coding until you run into a block/connection need that is not 
already met by GRC. 


 


1. Download and install correct version for your machine from 
http://www.gcndevelopment.com/gnuradio/downloads.htm. 


Follow instructions for your hardware and software setup. You may be tempted to partition a 
hard drive like you would for a vm, but that is not necessary for even advanced gnu 
functionality. 


 


2. Watch Intro to Gnu radio Part 1 (1 hr):  https://www.youtube.com/watch?v=_hGNT1w-jig  .  
Mostly install and very basic communications and DSP concepts. Alternatively you can jump 
straight into the tutorials at  https://wiki.gnuradio.org/index.php/Guided_Tutorial_GRC. 


 


The linked tutorials are relatively straightforward and should be done in order. 


 


Important Basics (READ AFTER YOU HAVE INSTALLED BUT BEFORE TUTORIALS):  


a. Use blocks from the right side column list to build your flow graph, editing the specific 
properties of each along the way. Then connect up your components (blocks), generate your 
flow graph (think compile), and execute. Inputs can be real (through an antenna or 
microphone) or generated by the software. Output can be real (through a soundcard or 
external device) or can be displayed in many fashions. 


b. When a flow graph is displayed in the main space of GRC, each parameter has a value 
displayed. This may or may not be the actual assignment for that parameter; therefore, a 
screen capture of a flow graph is NOT SUFFICIENT to reproduce it. See example from tutorial 
2.2.3 below. 



http://www.gcndevelopment.com/gnuradio/downloads.htm

https://www.youtube.com/watch?v=_hGNT1w-jig

https://wiki.gnuradio.org/index.php/Guided_Tutorial_GRC





Here is the flow graph: 


 


Instead of trying to digest the whole thing, let’s get some basics down. Look at the source block: 


 


This represents a simple wave generator. This signal source block shows its sample rate as 10k, 
the waveform as Sine, frequency as 2k, and amplitude as 1. What you cannot tell from the 
block is whether those are static values or the default of a variable value.  Double clicking on 
the block (or right clicking and selecting “Properties”), will bring up the following window: 


 


This window reveals that the amplitude is in fact a static value of 1, but the sample rate and 
frequency are controlled by the variables samp_rate (the default variable for every flow graph), 
and freq. (Note separately that the output type ‘float’ is represented as the color orange on the 







output of the block. See Help-Types for more.) These variables (samp_rate and freq) must be 
located on the flow graph so that the signal source block can call these values. Find the block 
that contains the variable freq: 


 


This block tells you that freq value is 2k, but again, that may or may not be a static value, check 
out the properties. 


 


This is in fact a static value. So why would I ever set up a flow graph like this? In general, we 
build simple things, test them, and then add complexity and repeat. This approach will easily 
allow us to make the value of freq variable in later instances and apply that variability to the 
output.  


Check out the block containing the other variable, samp_rate (remember we are still figuring 
out our source): 


 


This one is clearly not a constant, but can take on a range of values that will be controlled by 
the GUI your flow graph is going to output. Notice that the default value is the value that is 
displayed on your source block. The tutorial does a pretty good job of explaining the GUI 
control (see 2 below for more there). If you get stuck at any point, switch to YouTube and 
watch: 


1. Intro to Gnu radio Part 2 (1 hr) : https://www.youtube.com/watch?v=cg3TA3EDx78 . Covered 
basic filter construction and gui interaction. Built and see basic noise filter with real-time 
bandwidth slider control. Throttle block introduced. –OR- 


2. The following is a particularly good resource is you are stuck, or if you have SDR experience 
but need a refresher. (also very helpful if you get sidetracked from your research for a few 
weeks and need to get back up to speed): https://hackaday.com/2015/11/11/getting-started-
with-gnu-radio/. This source explains the display concepts, particularly the “GUI hint” range. 



https://www.youtube.com/watch?v=cg3TA3EDx78

https://hackaday.com/2015/11/11/getting-started-with-gnu-radio/

https://hackaday.com/2015/11/11/getting-started-with-gnu-radio/





If you are interested in the depths of software design and filtering, see:. 


1. Intro to Gnu radio Part 3 (1 hr ): https://www.youtube.com/watch?v=nemfS9QAYHc. More 
on throttle and sample rate. Overall the first 30 mins are good and get the user past the point 
of the first tutorial but with much more background. 


2. Reading for the python tutorials 
https://wiki.gnuradio.org/index.php/TutorialsWritePythonApplications 


3. Intro to Gnu Radio Part 4 (1 hr): https://www.youtube.com/watch?v=94R2qE7mEc4 .  


4. And for a much more advanced project, try: 
https://hackaday.com/2015/11/12/your-first-gnu-radio-receiver-with-sdrplay/ 


 


 


 



https://www.youtube.com/watch?v=nemfS9QAYHc

https://wiki.gnuradio.org/index.php/TutorialsWritePythonApplications

https://www.youtube.com/watch?v=94R2qE7mEc4

https://hackaday.com/2015/11/12/your-first-gnu-radio-receiver-with-sdrplay/
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%restore filename to WPM_System

clear

EbN0=0:20;                                                                  %set desired range

n=100000;                                                                    %set bits per EbN0                       

Output_Data=zeros(3,length(EbN0));



for iii=1:3

errorcount=zeros(1,length(EbN0));

symbolerrors=zeros(1,length(EbN0));                                         %sets up counters



for ii= 1 : length(EbN0)

  

   bits=randi(2,1,n)-1;                                                     %generate n random bits [1xn]

   QPSK_Symbols=1/sqrt(2)*Data_Symbols(bits);                               %bits to grey coded unit energy qpsk symbols

    

   h = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                              %create Rayleigh channel

   

   Mask=zeros(1,n);                                                         %always use, will be replaced for all but unmasked case

   if iii~=1

       Mask=WPM_Mask_Calculator(h);   

   end

   if iii==3

       h = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                          %reset h to random for eavesdropper

   end

   

   Alamouti_syms=Encoder(QPSK_Symbols,Mask);                                %symbols to STBC encoded symbols

      

   noise = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                          %simulate AWGN

   hMod=kron(reshape(h,2,n/2),ones(1,2));                                   %set up for Rx calc   h0 h0 h2 h2

                                                                            %                     h1 h1 h3 h3                             

   r(1,:)=sum(hMod.*Alamouti_syms,1)+...

       sqrt(10.^(-EbN0(ii)/10))*noise;                                      %received symbols: r0 r1 r2 r3

  

   X=WPM_Equalizer(r,h);                                                        %decision metrics

   Bitstream=Decider(X);

   

   errorcount(ii)=sum(abs(bits-Bitstream));

end

errorcount;

errorrate=errorcount./n;

Output_Data(iii,:)=errorrate;



end

Y = Analytic_SER(EbN0);                                                     %add analytic solution adjusted to EbN0 vs BER

semilogy(EbN0(1:2:21),Output_Data(1,1:2:21),'x-','LineWidth',1.5);hold on

semilogy(EbN0(2:2:20),Output_Data(2,2:2:20),'+--','LineWidth',1.5)

semilogy(EbN0,Output_Data(3,:),'x-','LineWidth',1.5)

semilogy(EbN0,0.5*Y,'o','MarkerSize',9,'MarkerEdgeColor','black')

hold on

grid on

axis([0 14 10^-5 0.5])

legend('sim no Mask at any receiver','sim with Mask at intended receiver','sim with Mask at eavesdropper','Analytic solution per [18]');

xlabel('$E_b/N_0$ in dB','interpreter', 'latex');

ylabel('$BER$', 'interpreter', 'latex');


%restore filename to SMR_vs_BER

clear

figure()

EbN0=[0 2 4 6 8];                                                           %set desired range



n=1000000;                                                                  %set bits per EbN0

load('SMR_neg4_dB.mat')

load('SMR_neg2_dB.mat')

load('M_1_mil.mat')

load('SMR_2_dB.mat')

load('SMR_4_dB.mat')

GiantMask = [SMR_neg4_dB SMR_neg2_dB Million_Bit_Mask SMR_2_dB SMR_4_dB];

StM=[-4 -2 0 2 4];



StM_Output_Data=zeros(3,length(StM));



errorcount=zeros(1,length(StM));

symbolerrors=zeros(1,length(StM));                                          %sets up counters



for iii=1:length(EbN0)



for ii= 1 : length(StM)

  

   bits=randi(2,1,n)-1;                                                     %generate n random bits [1xn]

   QPSK_Symbols=1/sqrt(2)*Data_Symbols(bits);                               %bits to grey coded unit energy qpsk symbols

   

   h = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                              %create Rayleigh channel

   

 Mask=reshape(GiantMask(:,250000*ii-249999:250000*ii),1,length(h));         %use for masked at intended receiver

  

   Alamouti_syms=Encoder(QPSK_Symbols,Mask);                                %symbols to encoded symbols

      

   noise = 1/sqrt(2)*(randn(1,n) + 1i*randn(1,n));                          %simulate AWGN

   hMod=kron(reshape(h,2,n/2),ones(1,2));                                   %set up for Rx calc   h0 h0 h2 h2

                                                                                                % h1 h1 h3 h3                             

   r(1,:)=sum(hMod.*Alamouti_syms,1)+...

       sqrt(10.^(-EbN0(iii)/10))*noise;                                     %r0 r1 r2 r3

  

   X=Equalizer(r,h);                                                        %decision metrics

   Bitstream=Decider(X);

   

   errorcount(ii)=sum(abs(bits-Bitstream));

end

errorcount;

errorrate=errorcount./n;

StM_Output_Data(ii,:)=errorrate;

semilogy(StM,errorrate,'x-','LineWidth',2)



hold on

grid on

end

vvv=legend('$E_b/N_0$=0dB', '$E_b/N_0$=2dB', '$E_b/N_0$=4dB','$E_b/N_0$=6dB','$E_b/N_0$=8dB');

xlabel('Signal Power to Mask Power Ratio in dB');

ylabel('$BER$', 'interpreter', 'latex');

set(vvv,'Interpreter','latex')

set(vvv,'Location','southwest')

%title('BER at Eavesdropper, Masked Signal');

axis([-4 4 10^-3 0.5])






Eb_N0_dB = [0:25]; % multiple Eb/N0 values

EbN0Lin = 10.^(Eb_N0_dB/10);

theoryBer_nRx1 = 0.5.*(1-1*(1+1./EbN0Lin).^(-0.5)); 



p = 1/2 - 1/2*(1+1./EbN0Lin).^(-1/2);

theoryBerMRC_nRx2 = p.^2.*(1+2*(1-p)); 



pAlamouti = 1/2 - 1/2*(1+2./EbN0Lin).^(-1/2);

theoryBerAlamouti_nTx2_nRx1 = pAlamouti.^2.*(1+2*(1-pAlamouti)); 



close all

figure

semilogy(Eb_N0_dB,theoryBer_nRx1,'bp-','LineWidth',2);

hold on

semilogy(Eb_N0_dB,theoryBerMRC_nRx2,'kd-','LineWidth',2);

semilogy(Eb_N0_dB,theoryBerAlamouti_nTx2_nRx1,'c+-','LineWidth',2);



Y = Analytic_SER(Eb_N0_dB); 



semilogy(Eb_N0_dB,0.5*Y,'mo-','LineWidth',2);

axis([0 25 10^-5 0.5])

grid on

legend('theory (nTx=1,nRx=1)', 'theory (nTx=1,nRx=2)', 'theory (nTx=2, nRx=1, Alamouti)', 'theory (nTx=2, nRx=2, Alamouti)');

xlabel('$E_b/N_0$ in dB','interpreter', 'latex');

ylabel('$BER$', 'interpreter', 'latex');

title('BER for QPSK modulation with 2Tx, 2Rx Alamouti STBC (Rayleigh channel)');










%Code to calculate SER for QPSK 2x2 Alamouti STBC per Shin and Lee



function Y = Analytic_SER(EbN0)



EsN0=EbN0+3.01;                                                             %adjust to EbN0 for QPSK

EsN0_lin=10.^(EsN0./10);

M=4;                                                                        %M-PSK

g=(sin(pi/M))^2;

nT=2;                                                                       %number of transmit antennas

nR=2;                                                                       %number of receove antennas

R=1;                                                                        %code rate (1 for Alamouti)



gamma_bar = EsN0_lin./nT./R;                                                %per Shin

phi_gamma = (1+g*gamma_bar).^(-1*nT*nR);



Gauss_Hypergeo=zeros(1,length(gamma_bar));

Appell_Hypergeo=zeros(1,length(gamma_bar));

SER=zeros(1,length(gamma_bar));

for i=1:length(gamma_bar)

    [z,y]=hypergeometric2F1ODE(nT*nR, 0.5, nT*nR+1, [0 (1+g*gamma_bar(i))^-1]);

    Gauss_Hypergeo(i)=y(end,1);

    Appell_Hypergeo(i)=HypergeometricAppellF1(0.5, nT*nR, 0.5-nT*nR, 1.5, (1-g)/(1+g*gamma_bar(i)), 1-g);

    SER(i)=phi_gamma(i)*((1/2/sqrt(pi)*gamma(nT*nR+0.5)/gamma(nT*nR+1)*Gauss_Hypergeo(i))+sqrt(1-g)/pi*Appell_Hypergeo(i));

end

Y=SER;

end












%converts [1xn] row of bits to [1xn/2] row of gray coded qpsk symbols

function Data_Symbols=Data_Symbols(n)

n=2.*n-1;

n(2:2:end)=1i*n(2:2:end);

p=zeros(1,length(n)/2);

p(1:1:end)=n(1:2:end)+n(2:2:end);

Data_Symbols=p;

end


%MRC Decider

%X is a 1xn complex decision metric input for a QPSK signal

function D = Decider(X)

n=length(X)*2;

edges=[-pi -pi/2 0 pi/2 pi];

decision=discretize(angle(X),edges);

Angle_to_bits=[0 0;1 0;1 1;0 1];

received_bits=Angle_to_bits(decision,:);

D=reshape(transpose(received_bits),1,n);


%y is an n-bit unit-energy QPSK symbol row matrix input,

%output is a [2x2n] Almouti Encoded output



function B=Encoder(y,Mask)



n=length(y);

Tx_ant=reshape(y,2,n/2);                                                    %row1=sN's(Tx0), row2=sN+1's(Tx2)

g=kron(Tx_ant,ones(1,2)) ;                                                  %repeat each column to set up for coding

Coded_Data=g;

Coded_Data(1,2:2:end)=-conj(g(2,2:2:end));                                  %s0 -s1*  <---Tx0

Coded_Data(2,2:2:end)=conj(g(1,2:2:end));                                   %s1  s0*  <---Tx1



%now apply mask correctly, it is currently in M0 M1 M2 M3...form:

corrected_Mask=Mask;

corrected_Mask(1,3:4:end)=conj(corrected_Mask(1,3:4:end));

corrected_Mask(1,4:4:end)=conj(corrected_Mask(1,4:4:end));

Masked_Coded_Data=Coded_Data+reshape(corrected_Mask,2,n);

temp=kron(Masked_Coded_Data,ones(1,2));                                     %replicate each column

temp(:,[2:4:end 3:4:end])=temp(:,[3:4:end 2:4:end]);                        %s0 -s1* s0 -s1*  <---Tx0 [2xn]

B=temp           ;                                                          %s1  s0* s1  s0*  <---Tx1


%this function takes the received vector in 1xn form [r0 r1 r2 r3 r4 r5...]

%and 1xn h vector and outputs received decision metrics



function X = MRC_Equalizer(r,h)



%first row (solving for s0,s2,s4...)

h_conj1=h;                                            

h_conj1(1:2:end)=conj(h(1:2:end));                                          %conj each odd column h0* h1 h2* h3

r_conj=r;

r_conj(2:2:end)=conj(r(2:2:end));                                           %conj each even column r0 r1* r2 r3*

n=length(h);

for_s0 = sum(reshape(h_conj1.*r_conj,2,n/2),1);                             %gives h0*r0+h1r1* h2*r2+h3r3*



%normalize

                                                                            %for non MRC (averaged MISO) eq, just change h_norm calc as follows

                                                                            %h_norm=sum(reshape(abs(h).^2,2,n/2),1); 

h_norm=sum(reshape(abs(h).^2,4,n/4),1);

h_norm=kron(h_norm,ones(1,2));                                              %and remove this step

s0_norm=for_s0./h_norm;

X(1,:)=sum(reshape(s0_norm,2,n/4),1)./2;



%Now solve for s1,s3,s5,.....

h_conj2=h;

h_conj2(1:2:end)=-1*h(1:2:end);

h_conj2(2:2:end)=conj(h(2:2:end));                                          % -h0 h1* -h2 h3*...

temp=reshape(r_conj,2,n/2);

rMod=reshape([temp(2,:);temp(1,:)],1,n);                                    % r1* r0 r3* r2 r5*....

for_s1 = sum(reshape(h_conj2.*rMod,2,n/2),1);                               %-h0r1*+h1*r0 -h2*r3*+h3*r2



%Normalize

s1_norm=for_s1./h_norm;

X(2,:)=sum(reshape(s1_norm,2,n/4),1)./2;



X=reshape(X,1,n/2);

