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Abstract

Low-Rate Wireless Personal Area Networks (LR-WPAN) are increasingly being fielded

to complete tasks in autonomous sensor networks, industrial control systems, and

other critical infrastructure. ZigBee is a versatile LR-WPAN platform that also open

to risks of sophisticated bit-level attacks. Physical-Layer (PHY) based security mea-

sures have been shown in previous research efforts as effective supplemental security

measures that a not susceptible to bit-level attacks. This research effort intends to

quantify the differences in various RF fingerprinting techniques via comparative analy-

sis of Multiple Discriminant Analysis/Maximum Likelihood (MDA/ML) classification

results. The findings herein demonstrate a methodology for the generation of Con-

stellation Based-Distinct Native Attributes (CB-DNA), Radio Frequency-Distinct Na-

tive Attributes (RF-DNA), and Correlation Based-Distinct Native Attributes (COR-

DNA) fingerprints. The results show that CB-DNA generated fingerprints had the

highest mean correct classification rates followed by COR-DNA and then RF-DNA

in most test cases and especially in low Eb/N0 ranges, where ZigBee is designed to

operate.
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COMPARATIVE ANALYSIS OF RF EMISSION BASED FINGERPRINTING

TECHNIQUES FOR ZIGBEE DEVICE CLASSIFICATION

I. Introduction

The applications of wireless communication networks continue to grow as does

the demand for more autonomous sensor networks. Inexpensive Low-Rate Wireless

Personal Area Networks (LR-WPAN) are increasingly being used to meet demand.

ZigBee, a LR-WPAN framework, is often chosen for its low-cost, low-power, and

versatility in assuming many different topologies[4]. As ZigBee is becoming more

common in critical infrastructure, from civilian and military hospitals to industrial

control systems [5], its degradation from intentional attacks is increasingly devastat-

ing. Many systems employ security efforts based on presenting and verifying device

bit-level credentials, however, these securities are at risk with open source tools that

are designed to capture and replay ZigBee signals that mimic authorized network

devices. Previous research efforts have studied the effectiveness of Physical-Layer

(PHY) based security in order to supplement security measures already in place in

ZigBee devices. These research efforts have shown positive results but most research

has only focused on one technique. The research contained in this document exam-

ined many different PHY security techniques on a single platform and provides a

comparative analysis of results.

1



1.1 Research Background

1.1.1 ZigBee Devices.

ZigBee is a low-power communication technology used in low-data rate applica-

tions that require long battery life and secure networking[6]. ZigBee networks are

currently deployed and tasked for functions in Wireless Sensor Network(s) (WSN)

such as monitoring medical devices, electrical usage information in smart grid sys-

tems, and home automation[7, 8, 9]. ZigBee networks are vulnerable to attacks from

rogue devices that extract and present network key information. Bit-layer keys are

susceptible to attacks through mimicry, but PHY security measures are independent

of network bit-level attacks. For this reason, PHY security techniques are the focus

of this research.

1.1.2 Physical Layer Security.

PHY security is based on the knowledge that every RF device’s PHY is unique.

The PHY difference in one device to the next can be attributed to differences in

manufacturing tolerances and techniques, materials used, component configuration,

etc. External factors, such as operating temperature, can affect a device PHY. The

differences are manifested in intentional and unintentional RF emissions. Quantifying

differences in RF emissions is akin to creating a human biological profile with markers

like fingerprints and DNA. Device fingerprints are profiles of statistical measurements

from unique distributions of data derived from their RF emissions. The profiles can

be used for device classification and verification.

1.1.3 Fingerprinting Techniques.

Constellation Based-Distinct Native Attributes (CB-DNA) is a PHY security

method where fingerprints are developed in the symbol constellation space. The
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symbol constellation space is defined by the modulation method that the device uses.

Previous research shows that CB-DNA provided an average rogue reject rates (RRR)

of 85.2% < RRR < 93.1% at SNR > 26.0 dB in Ethernet cards using unintentional

Ethernet cable emissions[1].

Radio Frequency-Distinct Native Attributes (RF-DNA) is another fingerprinting

technique where a unique profile is generated from Spectral Domain (SD) or Time

Domain (TD) RF features such as amplitude, frequency, and/or phase. RF-DNA

has been researched in microwave devices[10], 802.16e WiMAX mobile subscribers

classification[11], and ZigBee networks[12, 13].

The third PHY security technique examined for this research is Correlation Based-

Distinct Native Attributes (COR-DNA). COR-DNA is closely related to CB-DNA

wherein they both require demodulation and both use correlation operations in the

demodulation. The difference is that, when using ZigBee demodulation, COR-DNA

uses a 16-ary correlation receiver as opposed to a dual correlation receiver for CB-

DNA. The implementation of COR-DNA for ZigBee devices is a new method devel-

oped during this research.

1.2 Research Goal

The intent of this thesis is to provide a comparative analysis of different finger-

printing techniques on ZigBee devices. The majority of previously published research

is limited in scope to one type of fingerprinting technique. The research of this thesis

is necessary because it expands the scope to include multiple fingerprinting techniques

so that a comparison of fingerprinting methods can be made. It provides information

necessary in determining best methods to use to achieve desired results.
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1.3 Research Approach

A comprehensive literature review was done to develop the foundational knowledge

needed to execute fingerprinting methods and tests. The review included articles pub-

lished in Institute of Electrical and Electronics Engineers (IEEE) journals, commonly

used academic text books, and previous AFIT students’ theses and dissertations.

The research was conducted in a manner to create an equal testing bed for all

experiments while only varying the devices and fingerprinting methods. This goal

was to eliminate all outside influences that could be attributed to affecting results.

The quantity and devices used in this research were 10 Atmel AVR RZ USBstick,

a ZigBee device and network development tool, and 8 HackRF One, a Software-

Defined Radio (SDR) programmed to mimic ZigBee devices. The devices all trans-

mitted the same predetermined data packets and all were received with the Ettus

USRP X310-USB160 SDR. All post capture digital signal processes were completed

with MATLAB. The devices were all individually fingerprinted and tested in varying

combinations to represent different real world scenarios.

The three fingerprinting techniques that were tested were CB-DNA, RF-DNA, and

COR-DNA. CB-DNA and COR-DNA fingerprinting required two different demodu-

lation implementations. The two implemented receivers were verified with Symbol

Error Rate (SER).

1.4 Thesis Organization

The thesis is presented in four main chapters with each chapter divided further

into sections and subsections. Chapter II presents some of the relevant background

obtained from the literature review. Chapter III describes the methodology and

design of experiments along with the necessary verification. Chapter IV displays
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the results and analysis of the experiments. Chapter V provides a summary and

conclusions based on the results as well as a recommendation for future research.
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II. Background

2.1 Overview

This chapter provides background on methods used in this research, as described

in Chapter III. It also explains other relevant techniques used in related research. Sec-

tion 2.2 provides details on ZigBee networks and signal protocol as defined by Institute

of Electrical and Electronics Engineers (IEEE) 802.15.4 standard for Wireless Per-

sonal Area Networks (WPANs)[3]. Section 2.3 describes a Python based framework

and tool set for exploring and exploiting the security of ZigBee and IEEE 802.15.4 net-

works called KillerBee. Section 2.4 briefly covers the HackRF One Software-Defined

Radio (SDR). Section 2.5 gives the foundation for Offset-Quadrature Phase Shift Key-

ing (O-QPSK) modulation and how, specifically, ZigBee utilizes it. Section 2.6 gives

a general background on Physical-Layer (PHY) based fingerprinting. Subsections

2.6.1, 2.6.2, and 2.6.3 explain different techniques of fingerprinting, more specifically.

Lastly, Section 2.7 gives details about the Multiple Discriminant Analysis/Maximum

Likelihood (MDA/ML) classifier that was utilized, which allows comparative analysis

of the fingerprinting techniques.

2.2 ZigBee Protocol

ZigBee is a low-power communication technology used in low-data rate applica-

tions that requires a long battery life and secure networking[6]. ZigBee has many

applications in the private and public sector, as well as military applications. Zig-

Bee is used in, but not limited to, home automation, smart grid technology, military

hospitals to help track movement of patients, and for temperature monitoring in

automated control systems[7, 8, 9, 14].
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ZigBee follows IEEE 802.15.4 standard for Low-Rate Wireless Personal Area

Networks[3]. According to IEEE 802.15.4, ZigBee has different protocols it must abide

by: dependent on is operating frequency range (Wrng), specifically either Wrng = 779-

787 MHz, Wrng = 868.0-868.6 MHz, Wrng = 902-928 MHz, or Wrng = 2400.0-2483.5

MHz. This research only focuses on ZigBee devices operating in Wrng = 2400.0-2483.5

MHz[15].

In the frequency range Wrng = 2400.0-2483.5 MHz, ZigBee uses a 16-ary O-QPSK

modulation, as expounded upon in section 2.5. Wrng is divided into 16 channels.

Each channel has a bandwidth of WRF = 2.0 MHz, and a channel spacing of ∆Ch =

5.0 MHz[12]. Furthermore, ZigBee has a low-data bit rate of Rb = 250 kb/s.

ZigBee utilizes Direct Sequence Spread Spectrum (DSSS) to encode the bits. First,

four bits are mapped to one of sixteen data symbol(s) (DS), where the DS are num-

bered DS = [0 − 15]. Due to the DSSS, the DS rate (RDS) is RDS = Rb/4 =

62.5kDS/s. Each DS mapped to a 32-chip pseudo-random noise (PN) nearly orthog-

onal sequence, Table 1, which results in a chip rate (Rc) of Rc = 4000 kc/s. The

32-chip PN sequences are modulated into communication symbols with O-QPSK,

figure 1.

IEEE 802.15.4 defines the protocol of a ZigBee transmission including that all

transmissions must start with a Synchronization Header (SHR), which includes a

preamble and a State-of-Frame Delimiter (SFD)[3]. The preamble was defined as

eight consecutive DS=0 and the SFD was DS = [7,10]. Thus, each ZigBee burst

began with DS = [0 0 0 0 0 0 0 0 7 10]. This known sequence of DS was exploited for

Figure 1. Spreading and Modulation Functions for ZigBee Devices
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Table 1. ZigBee data symbol-to-chip mapping for 2450 MHz band.[3]

Radio Frequency-Distinct Native Attributes (RF-DNA), Section 2.6.3, and for burst

detection and alignment, section 3.2.5.
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2.3 KillerBee: ZigBee Attack Platform

KillerBee is a framework that was developed to exploit ZigBee networks. It has

been used to aid others in many previous ZigBee network security and attack research

efforts[16, 17, 18].

The framework includes the following tools [17, 19]:

• zbassocflood - Transmit a flood of associate requests to a target network.

• zbconvert- Convert Daintree Sensor Network Analyzer (SNA) files to libcap

format and vice-versa.

• zbdump- Tcpdump-like tool to capture IEEE 802.15.4 frames to a libpcap or a

Daintree SNA packet capture file.

• zbfind - A Graphical User Interface (GUI) for tracking the location of a ZigBee

transmitter by measuring Received Signal Strength Indicator (RSSI).

• zbgoodfind - Search a binary file to identify the encryption key for a given SNA

• zbid - Identifies available interfaces that can be used by KillerBee and associated

tools

• zbreplay- Replay ZigBee/802.15.4 network traffic from libpcap or Daintree files.

• zbdsniff - Decode plaintext key ZigBee delivery from a capture file. When a key

is found, it prints the key to stdout.

• zbstumbler - Transmit beacon request frames to the broadcast address.

• zbwireshark - Similar to zbdump but exposes a named pipe for real-time capture

and viewing in Wireshark.
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Previous research efforts have had to use the KillerBee platform of tools to obtain

control over the transmitted information, to include control of content and timing of

transmissions[13]. Killerbee firmware and tools were utilized in this research because

it gave necessary control over transmitted data to develop quality fingerprints.

2.4 HackRF OneTM

HackRF OneTM is a SDR manufactured by Great Scott GadgetsTM[20]. It is

capable of transmission or reception of radio signals for Wrng = 1 MHz - 6 GHz.

This SDR was designed to enable test and development of current and future radio

technologies. It can be programmed for stand-alone operation.

2.5 O-QPSK Modulation

Quadrature Phase Shift Keying (QPSK) can be described as two orthogonal Bi-

nary Phase Shift Keying (BPSK) signals. The In-Phase, or I-Channel, consists of the

modulation of the even chips and the Quadrature-Phase, or Q-Channel, consists of

the odd chips, as follows[3]:

CI(t) = c0, c2, c4, ... (even chips) (1)

CQ(t) = c1, c3, c5, ... (odd chips),

where the values of the chips ck(t) = ±1, represent binary one and zero[21].

The I-Channel and Q-Channel are modulated onto carrier waves that are orthog-

onal cosine and sine functions defined as[21]:

s(t) =
1√
2
cI(t)cos

(
2πf0t+

π

4

)
+

1√
2
cQ(t)sin

(
2πf0t+

π

4

)
. (2)
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Due to orthogonality of QPSK, the two BPSK signals can be detected separately.

Because this relationship, both QPSK and O-QPSK can be demodulated as two

separate BPSK signals[21, 22].

QPSK can also be expressed in exponential form as:

s(t) = A(t)e(j2πfot), where A(t) =
[
ej

π
4 , ej

3π
4 , ej

5π
4 , ej

7π
4

]
. (3)

A(t) is a function of the four possible combinations of cI(t) and cQ(t). A(t) determines

the orientation of the symbol constellation as illustrated in Figure 2.

O-QPSK and QPSK have the same symbol constellation because O-QPSK is a

form of QPSK. Furthermore, O-QPSK is also represented by Equation (3). The main

difference between O-QPSK and QPSK is that QPSK can transition from any symbol

to any other symbol. O-QPSK has a channel offset which limits transitions only to

adjacent symbols. The offset occurs in the timing of the two BPSK channels where

the I-Channel and Q-Channel are offset in time by Tc, where

Tc =
1

Rc

. (4)

The effect of the offset is that only one channel can change at a time eliminating the

possibility of a phase shift (φs) of φs = π[21]. The only shifts possible are φs = 0, ±π
2
.

The offset is shown in Figure 3.

The ZigBee PN chip sequences are shaped with a half sine pulse filter as given by:

p(t) =


sin
(
π t

2Tc

)
, 0 ≤ t ≤ 2Tc

0, otherwise,

(5)

to minimize inter-symbol interference and bandwidth utilization [3].
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Figure 2. O-QPSK symbol constellation with gray coding. The symbols are located on
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2 and a phase offset φo = π
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Figure 3. O-QPSK modulated bits in the (a) In-Phase and (b) Quadrature-Phase. The
Quadrature-Phase is delayed by the constellation symbol time Tc.
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2.6 Fingerprinting

Fingerprinting is a method of creating a mathematical profile of a device based on

various statistical measurements of its RF emissions. The fingerprint is unique to the

device and is based on the device’s PHY. It has been shown in previous research that

it is possible to distinguish devices based on their fingerprints[12, 23, 24]. The age

of the device, its manufacturing methods and tolerances, and operating temperature

can all attribute to a unique fingerprint[25].

The fingerprint is a collection of statistical features such as standard deviation

(σ), variance (σ2), skewness (γ), and kurtosis (κ) whose values are calculated as

follows:[26]

σ =

√√√√ 1

N − 1

N−1∑
n=0

(x[n]− µ)2, (6)

σ2 =
1

N − 1

N−1∑
n=0

(x[n]− µ)2, (7)

γ =
1

(N − 1)σ3

N−1∑
n=0

(x[n]− µ)3, (8)

κ =
1

(N − 1)σ4

N−1∑
n=0

(x[n]− µ)4, (9)

where µ is the mean of x[n],

µ =
1

N − 1

N−1∑
n=0

x[n]. (10)

These statistical moments are calculated for regions Ri in the Signal of Interest (SOI)

where x[n] represents a signal characteristic, such as amplitude or frequency, in a

specific Ri. The distinguishable fingerprints are generated by combining the statistical
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moments into new vectors for each given Ri as follows:

Fα
Ri

= [σα, σ
2
α, γα, κα]1×4, (11)

where α denotes a specific property of the sampled signal (e.g. amplitude, phase, or

frequency). The vectors Fα
Ri

are concatenated as:

Fα
R =

[
Fα
R1

... Fα
R2

· · · Fα
RN

]
1×NR×NM

, (12)

where NRi is the number of Ri and NM is the number of statistical metrics. Equa-

tion (12) is the devices’ fingerprint and the total number of features (Nfeats) is

Nfeats = NRi × NM . The method of fingerprinting will determine the value of α,

the SOI, the different Ri, and x[n], which, in turn, determines the contents of the

fingerprint, equation (12). Three different fingerprinting methods were used in this

research, namely, Constellation Based-Distinct Native Attributes (CB-DNA), Corre-

lation Based-Distinct Native Attributes (COR-DNA), and RF-DNA.

2.6.1 Constellation-Based Fingerprinting.

CB-DNA fingerprinting performed by generating the devices’ statistical profile

based on measurements of intentional RF emissions in the symbol constellation space.

A received communication symbol is projected as a point, cproj, on the I/Q plane

through demodulation. The I/Q plane has decision boundaries and regions that map

to a bit assignment dependent on the location of cproj. Each type of modulation has

an ideal configuration of its symbol constellation to optimize signal performance[27].

However, cproj is not likely to be projected at the ideal location, but will be offset by

some amplitude and/or phase, illustrated in Figure 4. Two reasons for the offset are

noise and the device’s unique PHY.
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Figure 4. Ideal constellation projection vs notional received constellation projection.
The magnitude of (Î , Ô) and subsequent phase (φ).
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The RF burst provides a complex vector of projections (cproj) where each element

(cproj[n]) has a real component in the In-Phase and an imaginary component in the

Quadrature-Phase as follows:

cproj[n] = Î[n] + jQ̂[n]. (13)

The vector cproj was normalized as follows:

cproj[n] =
cproj[n]

µ(|cproj|)
, (14)

to account for the difference of energy in each burst.

Previous research in CB-DNA [1, 28], shows that a unique fingerprint can be

generated from statistical metrics, Equations(6)-(9), from the magnitude vector a[n],

a[n] = |cproj[n]| =
√
|Î[n]|2 + |Q̂[n]|2, (15)

and phase vector φ[n],

φ[n] = tan−1

(
Î[n]

Q̂[n]

)
, (16)

for each Ri in the constellation.

In the constellation space, Ri are conditional sub-clusters within the original

constellation[1]. The conditions are successive cproj, where [Cp, Cc, Cn] are the pre-

vious, current, and next cproj, respectively. Figure 5 shows an example of previous

research where different Ri with unique distributions can be seen as they relate to

successive cproj[1].

Each conditional transition distribution is a Ri and the statistical measurements

of the Ri are features of the devices fingerprint, Equations (11),(12). As a result of

using the constellation symbol space, the SOI is the entire burst.
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Figure 5. Binary symbol constellation projections showing different conditional tran-
sition distributions from unintentional 10BASE-T Ethernet cable emissions.[1]

2.6.2 Correlation-Based Fingerprinting.

COR-DNA is a new fingerprinting method that was tested for this research. Zig-

Bee uses 16 PN near orthogonal chips[3], which allowed demodulation with a 16-ary

orthogonal signaling receiver. Previous research shows that orthogonal signal re-

ceivers are suited for low-power signals in noisy environments[29]. The design and

performance of this receiver is shown in section 3.4.1.

The output of the 16 correlators were put into vector form,

z(T ) = [z0, z1, · · · , z15]1x16, (17)
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which then are ordered into an matrix,

ZD̂S =


z0 z1 · · · z15
...

. . .
...

z0 z1 · · · z15


ND̂Sx16

(18)

where the number of rows ND̂S is the number of times that a particular DS was

estimated. This will create 16 different ZD̂S The moments vectors, equation (11), are

generated by calculating the various ordered moments across the columns of ZD̂S for

each matrix. The columns of the matrices are the Ri. As explained in section 2.6,

the moments vector from each Ri are concatenated into the device’s final fingerprint,

equation (12).

2.6.3 Radio Frequency Fingerprinting.

RF-DNA fingerprints are generated from the collection of RF emissions and can be

generated from both the Time Domain (TD) and the Spectral Domain (SD) [28]. The

fingerprints are derived from the synchronization parameters (preambles, midambles,

postambles, etc). For ZigBee transmissions, the SOI for RF-DNA is the SHR because

it is the portion of the signal that is constant burst to burst. The SOI can be

divided many different ways in the TD to generate multiple Ri. In previous research

the SOI was equally partitioned in the TD such that all Ri are equal in time plus

one Ri that encompasses the entire SOI [12, 13]. The sampled complex signal is

written as r[n] = sI [n] + jsQ[n], where sI and sQ are the I-Channel and Q-Channel

components of the signal, respectively. The common signal characteristics used in

RF-DNA fingerprinting are the instantaneous amplitude (a)

a[n] =
√
|sI [n]|2 + |sQ[n]|2, n = {0, 1, 2, ..., N − 1}, (19)
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instantaneous phase (φ)

φ[n] = tan−1

(
sQ[n]

sI [n]

)
, sI [n] 6= 0, n = {0, 1, 2, ..., N − 1}, (20)

and instantaneous frequency (f)

f [n] =
1

2π

(
dφ[n]

dn

)
n = {0, 1, 2, ..., N − 1}. (21)

2.7 Multiple Discriminant Analysis/Maximum Likelihood

The intent of fingerprints is to classify a device based on its RF emissions. Clas-

sification consists of processes that can effectively detect the differences in the finger-

prints in a manner that maximizes device discrimination. MDA/ML is a parametric

classification process consisting of a transformation (MDA) followed by a parametric

classification decision (ML)[30]. The intent of MDA is to minimize feature dimen-

sionality while also maximizing the separation between input classes. This is done by

taking a projection of a full-dimension fingerprint in a lower-dimension space, Figure

6. The MDA model is created with fingerprints from known sources.

After the model is created, classification is the next step. Classification is per-

formed by a ML estimation process based on Bayesian posterior probablity with

uniform cost and equal prior probability given as[31]:

P (Hi|x) =
p(x|Hi)P (Hi)

p(x)
. (22)

Classification is made by taking a fingerprint from an unkown source and estimating

the device that most likely matches that fingerprint across a range of energy per bit

to noise power spectral density ratio (Eb/N0). The accuracy of the classifier is the

metric by which the fingerprinting techniques are compared.
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Figure 6. MDA/ML Projection of 3D Space into 2D Space [2]. In this case, the plane
W1 shows the maximum separation between input classes while minimizing feature
dimensions.
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III. Methodology

Wireless Sensor Network(s) (WSN) are proliferating as we desire more and more

autonomous technology. As WSN start to control more of our critical infrastruc-

ture and systems the protection of their wireless communications are also critical.

Physical-Layer (PHY) based fingerprinting techniques have shown to be effective in

adding an additional layer of security for RF emitting devices. As there are multiple

fingerprinting methods with varying effectiveness, this research aims to provide a com-

parative analysis of Constellation Based-Distinct Native Attributes (CB-DNA), Ra-

dio Frequency-Distinct Native Attributes (RF-DNA), and Correlation Based-Distinct

Native Attributes (COR-DNA) using ZigBee devices, a WSN platform.

This chapter will cover the methodology used in experimentation of fingerprinting

techniques. This chapter also provides mathematical and graphical verification for

the described methodology. The results of the experiments are presented in Chapter

IV.

3.1 Experimentation Equipment and Set Up

Fingerprints were generated for ten Atmel AVR RZUSB Sticks and 8 HackRF

One SDRs. The MAC addresses for the RZUSB Sticks were used through out the

documentation for differentiating purposes, Table 2, and the HackRF One SDRs

were simply assigned a number. The only receiver used was an Ettus Research USRP

with a X310/UBX-160 motherboard/daughterboard configuration. All transmissions

with the RZUSB Sticks and collections were done inside a Ramsey STE4400 shielded

test enclosure, which has a > 90dB@2GHz isolation rating[32]. The HackRF One

transmissions and collections were done in the open air with their antennas in close

proximity because the HackRF One could not be configured inside the STE4400. The
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signal was collected at an Signal to Noise Ratio (SNR) of Eb/N0 ≥ 30 dB to mitigate

adverse affects of open air collections. The sampling frequency of the receiver was

constant for all transmissions at FSamp = 5MSamp/s. This FSamp value was chosen

because it exceeds the Nyquist sampling rate for the ZigBee signal bandwidth of

WRF = 2MHz and it is a closer representation of a real network where oversampling

is computationally expensive.

The experiments were designed to minimize any unintentional exterior influences

on the fingerprinting processes. As such, a transmission file was created that all

the devices transmitted. The file consisted of 1500 data packets. It was empirically

determined that the maximum number of data symbol(s) (DS), (NDS) packets was

NDS = 212DS, including the 10 DS of the Synchronization Header (SHR). The SHR

was inherent to the RZUSBstick and could not be altered. The other 202 DS were

drawn from a uniform random integer distribution from 0-15 with probability of:

pDS[n] =
1

16
. (23)

The RZUSBstick factory installed firmware does not allow for the manipulation

of timing nor contents in the data packets. In order to control the data packets

Table 2. MAC Addresses of RZUSBSTICK Devices

Device MAC
0 A0F69FE0
1 A0F69FE7
2 A0014370
3 A0015D34
4 A0F6A068
5 A0F6A04E
6 A0F69FFF
7 A0F6A00C
8 A0F6A004
9 A0F69FEA
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transmission, KillerBee firmware was flashed onto each RZUSBsticks with an Atmel

AVR One!. The Atmel AVR One! is a development tool for all AVR devices with

On-Chip coding and debugging capabilities. It provides a high-speed data transfer

between a host PC and the target AVR device. The AVR One! allowed for the

KillerBee firmware upgrade through the RZUSBstick JTAG interface.

The data packets were converted from a text file to a libpcap file with the Killer-

Bee zbconvert function. Next, the zbreplay function allowed the RZUSB Sticks to

transmitted the data packets. There was a delay of Tdelay = 0.05s between packet

transmissions to avoid any inner-packet overlap.

3.2 Receiver Design

With the intent to analyze multiple fingerprinting techniques, multiple receivers

were simulated in MATLAB. A single block diagram with the multiple receivers are

shown in Figure 7. Each demodulation and fingerprint generation technique that was

used required the signal to go through an initial series of processes that enabled the

signal to be demodulated and the device to be fingerprinted. The initial signal pro-

cesses were, namely, Energy Based Burst Detector 3.2.1, Lowpass Interpolation 3.2.2,

Frequency Offset Detector 3.2.3, Phase Correction 3.2.4, and Correlation Alignment

3.2.5.

The end result of the initial signal process were aligned equal-length sampled

bursts. The total number of samples in each received burst was calculated as:

NSamp/burst = NDS/burst ×NCS/DS ×NSamp/CS = 33, 920Samp/burst, (24)
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where the number of DS per burst was NDS/burst = 212DS/burst, the number of

constellation symbol(s) (CS) per DS was NCS/DS = 16CS/DS, and the number of

samples per CS was NSamp/CS = 10Samp/CS.

3.2.1 Burst Detection.

The input of the Burst Detector was the ZigBee signal that was captured and

sampled at fSamp = 5MSamp/s by an X-310/UBX-160 SDR with a UX-160. The

output was a single burst with a predetermined length of 36000 samples. The bursts

were extracted using an energy detection technique, where a portion of the signal was

determined to be a ZigBee data packet if the energy of the signal exceeded a empir-

ically predetermined threshold for more than 250 samples. This method protected

against falsely identifying a noise spike that exceeded the threshold for a few samples

as a true ZigBee burst.

3.2.2 Lowpass Interpolation.

The sample frequency (fSamp) of the Software-Defined Radio (SDR) receiver was

set to fSamp = 5MSamp/s to exceed Nyquist sampling rate for a signal bandwidth

of WRF = 2MHz and to simulate a true receiver’s fSamp, where oversampling would

Figure 7. Offset-Quadrature Phase Shift Keying (O-QPSK) and 16-ary Orthogonal
Signaling Receiver and Fingerprint Generator.
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be cost prohibitive. As explained in section 2.5, O-QPSK delays the Q-channel by

Ts, such that at fSamp = 5MSamp/s. In terms of Samples per Constellation Symbol

(SPS), where

NSPS =
fs
Rs

, (25)

NSPS = 5, thus the sample delay (Sampd) of the Q-channel was Sampd = 2.5 samples.

Having Sampd as a non-integer required interpolation of the data as part of the pro-

cess. Simple linear interpolation is not ideal for a sinusoidal signal as the interpolated

data would be a best fit match for a straight line between two sampled data points.

For these reasons, Lowpass Interpolation (LPI) was used.

LPI is a defined as a two-step process to interpolate data with a lowpass filter as

follows[33]:

1. Up-sample the signal by the interpolation factor of L samples. This introduces

a high frequency component to the signal.

2. Apply a lowpass filter that is designed specifically to remove high frequencies

and interpolate the data. The frequency response of an ideal LPI filter is defined

as:

Hline
(jω) =

1

L

[
sin(ωL/2)

sin(ω/2)

]2
. (26)

The LPI that was used had an interpolation factor of L = 2 to both, minimize the

amount of interpolated data and make the Q-Channel Sampd an integer, specifically

Sampd = 5 samples. The filter was implemented in MATLAB as a fourth order

Butterworth filter with a bandwidth of WRF = 2.48MHz. WRF is slightly less than

the original maximum sampling bandwidth for FSamp = 5MSamp/s for two reasons:

1. It ensures that no upsampled copies of the signal remain.

2. MATLAB filtering can be problematic if WRF =
FSamp

2
exactly.
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The filter was implemented with the filtfilt function and had a magnitude response

as shown in Figure 8 and a zero-phase response [34].

As a result of the LPI, all subsequent digital signal processes, including finger-

printing, were completed with the parameters of FSamp = 10MSamp/s, fSPSym =

10SPSym, and Q-Channel Sampd = 5 samples. The process and effect of the LPI

in the spectral domain is shown in a series of figures in Figure 9.

3.2.3 Frequency Correction.

The purpose of frequency correction is to remove the frequency carrier offset (fc).

The fc was estimated using the modified rife algorithm which has been shown in

previous research as a valid approach to identify fc in a Minimum Shift Keying (MSK)

signal[35]. The algorithm applies also to ZigBee transmissions because MSK is a

special case of O-QPSK with sinusoidal symbol weighting[21]. The square of a MSK

signal is given as[35]:

s2(t) = A2exp

(
j4π

[
fc +

a(t)

4Ts

]
t+ 2φ0

)
, (27)

where Ts is the symbol interval and φ0 is an equivalent phase. Equation (27) shows

the the square of MSK signal is a Frequency Shift Keying (FSK) signal with two

carrier frequencies

f1 = 2fc +
1

2Ts
, f2 = 2fc −

1

2Ts
. (28)

The summation of f1 and f2 gives fc as:

fc =
1

4
(f1 + f2). (29)

The estimation and removal of fc was accomplished through the following steps:
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Figure 8. Magnitude Response of implemented Lowpass Interpolation filter.

1. Apply a square operation to the burst b(t).

2. Compute a Discrete Fourier Transform (DFT) of (b(t))2

3. Record the position of the two peaks in the DFT. These are the estimates f̂1

and f̂2 and are displayed in Figure 10.

4. Apply equation 29 to derive the estimate f̂c.

5. Remove f̂c from b(t),

bbaseband(t) = b(t) ∗ exp(−j2πf̂ct). (30)

The accuracy of f̂c is dependent on the accuracy of f̂1 and f̂2 which are factors

the resolution of the DFT and energy per bit to noise power spectral density ratio

(Eb/N0). Due to these factors, an estimation error (errf̂c) will still exist. It is given
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Figure 9. Frequency domain representation of Lowpass Interpolation. (a)Original O-
QPSK signal with FSamp = 5MSamp/s. (b)Post up-sampling by a factor of L = 2. The
signal has an added high frequency component. (c)After LPI, the filter removed the
high frequency component and interpolated the data as if FSamp = 10MSamp/s.
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Figure 10. DFT of a squared O-QPSK ZigBee burst. f̂1 and f̂2 are defined in equation
(28) and are used in equation (29) to derive f̂c.

as:

errf̂c =
∣∣∣fc − f̂c∣∣∣ . (31)

The mean and variance of errf̂c was calculated as a function of Eb/N0 via adding a

known fc to an ideal signal and comparing it with the derived f̂c. Figure 11 shows

how the mean errf̂c diminished to the resolution of the implemented DFT given as

resDFT =
WDFT

Npoints

= 1.19Hz, (32)

where WDFT = 10MHz and Npoints = 223. Due to the remaining errf̂c , the constella-

tion symbols will rotate during the time of the burst (TB). If the symbols rotate more

than their phase separation of φs = π
2
radians the demodulation will not be correct

because the receiver cannot synchronize the symbol constellation and the burst. The

30



-6 -4 -2 0 2 4 6 8

E
b
/N

0
 (dB)

10 -2

10 0

10 2

10 4

10 6

10 8

10 10

10 12

F
re

q
u
e
n
c
y
 (

H
z
)

Mean of Error

Variance of Error

Figure 11. Mean and Variance of errf̂c Error vs Eb/N0. For Eb/N0 < 3.5 dB the frequency
correction exceeds operational bounds.

maximum allowable errf̂c can be derived from the following equation:

sin
(

2π(errf̂c)TB

)
≤ π

2
. (33)

Solving equation (33) for errf̂c shows that

errf̂c ≤
sin−1(π/2)

2πTB
≈ 47Hz, (34)

where,

TB =
212DS/burst

RDS

= 3.39× 10−3 s. (35)

The maximum errf̂c was verified by adding a known errf̂c and examining the normal-

ized symbol projection as a factor of time for an entire burst. If the add errf̂c caused

the projections to rotate beyond constellation symbol boundary. Figure 12 illustrated

the effect of errf̂c on the constellation projections by examining just the In-Phase of
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the signal, thus becoming a Binary Phase Shift Keying (BPSK) signal and having one

constellation symbol boundary. At errf̂c = 0 there is no rotation in the projections.

At errf̂c = 48 the projections cross the symbol boundary before TB = 3.39 × 10−3s.

For errf̂c >> 47Hz, synchronization fails and demodulation is meaningless.

3.2.4 Phase Correction.

There was a phase ambiguity in the received burst, the purpose of phase correction

is to estimate the phase offset of the burst and correct for it. A previously documented

approach has been shown to remove the phase offset by shifting the signal sample by

sample and tracking the opening of the eye[36]. A similar approach was used where

a phase shift (φ̂) intentionally added to the burst and incremented in small steps

for φ̂ = 0, 0.1, ..., pi
2
radians. After each incrementation the constellation projection

samples were overlaid, similarly to an eye-diagram. The maximum opening of the eye

was tracked and the φ̂ attributed to the maximum opening was added to the burst

to correct the phase offset as follows:

out(t) = in(t) ∗ exp(jφ̂). (36)

3.2.5 Correlation Alignment.

Determining the beginning sample of a received signal and the correct orientation

of the symbol constellation are essential steps in the demodulation and fingerprinting

processes. The correlation alignment section of the receiver solved these inherent

ambiguities through a series of cross correlation and inner product operations.

The starting position of the received signal was found by calculating the maximum

cross correlation (RXY ) value between the received signal and a simulated ZigBee
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Figure 12. Simulated BPSK symbol projections vs time with: (a) errf̂c = 0Hz, (b)

errf̂c ≥ 48Hz, and (c) errf̂c = 480Hz. At errf̂c = 48Hz symbol projections will cross the

MLE symbol boundary within TB = 3.39× 10−3 seconds.
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Figure 13. Eye-diagram showing: (a) Burst with no phase correction, (b) Burst after
phase offset corrected.
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preamble. RXY is given as[26]:

RXY [n1, n2] = E [X[n1]Y [n2]] , (37)

where X[n1] is the sampled received signal and Y [n2] is the simulated preamble. The

exact sample of maximum RXY differed burst-to-burst but all had a very distinguish-

able maximum value, as shown in Figure 14. Furthermore, to determine the proper

orientation of the symbol constellation, the inner product, given as[37]:

a · b =
N∑
n=1

a[n]× b[n], (38)

of the In-Phase of the received signal and In-Phase simulated SHR (IRx · Isim) was

compared to the inner product of the In-Phase of the received signal and Quadrature-

Phase of the simulated preamble (IRx ·Qsim). If IRx ·Isim > IRx ·Qsim, then the phase

were determined to be correct as received. Otherwise, they were switched. Likewise,

if IRx · Isim > 0 and QRx ·Qsim > 0, then the received symbol constellation axes were

not inverted. The proper configuration of the symbol constellation is shown in figure

2.
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Figure 14. Cross Correlation of received sampled signal with simulated SHR. The peak
signifies maximum correlation and the starting sample of the burst.

3.3 CB-DNA

CB-DNA fingerprinting was a two-step process. The first step was demodulation

of the signal to acquire constellation projections, discussed in section 3.3.1. The

second step was a create meaningful statistical profile of the projections, as described

in section 3.3.2.

3.3.1 O-QPSK Demodulation.

The O-QPSK receiver operated as two separate BPSK receivers. The quadrature-

phase offset was removed in the sample space as:

Q[n] = Q

[
n+

NSPS

2

]
, (39)

where NSPS = 10. The decision stage projected the output of the I-Channel and

Q-Channel correlation receivers into the O-QPSK symbol constellation space. The
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Figure 15. Block Diagram of Simulated O-QPSK Demodulator.

projection was estimated, rightly or wrongly, to be 1 of 4 constellation symbols. Any

error attributed to the receiver’s Symbol Error Rate (SER).

The performance of the receiver was verified by comparing simulated SER with

the theoretical probability of SER (PE(M)) for O-QPSK given as[21]:

PE(4) = 2Q

(√
2Eb
N0

)
, (40)

where M is the number of constellation symbols. Equation 40 is valid for both

Quadrature Phase Shift Keying (QPSK) and O-QPSK. Figure 16 denotes that the

simulated curve is consistent with the theoretical PE within a normal operational

energy per symbol to noise power spectral density ratio (Es/N0) range. The receiver

could not match the theoretical for ES/N0 < −1 dB because below that symbol energy

the frequency offset could not be removed with enough precision, or in other words,

when errfo > 47Hz the symbol constellation rotated beyond its maximum limit for
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Figure 16. Simulated SER with 95% Confidence Intervals and theoretical PE(M), where
M = 4 the number constellation symbols, for O-QSPK vs Es/N0.
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the receiver to work as explained in section 3.2.3. Figure 16 verified the performance

of the receiver and that the constellation projections could be used for fingerprinting.

3.3.2 Fingerprinting: CB-DNA.

CB-DNA fingerprints were derived from features in the symbol constellation space

for the entire burst. Thus, the Signal of Interest (SOI) was the entire data packet.

The constellation projections were partitioned to create unique regions (Ri) within

the entire burst. The Ri were all current projections (Cc) that had the same con-

ditional transitions in the constellation symbol space. In other words, the Ri were

defined as all projections with equal symbol estimation and equal previous and next

symbol estimation, denoted in section 2.6.1 as [Cp, Cc, Cn]. The offset in O-QPSK

eliminates diagonal transitions, i.e. a transition phase shift of φs >
π
2
. For fin-

gerprinting purposes, the offset was removed, thus allowed any transition and more

possible Ri. Figure 17 is a visual example of how projections with different previous

and next symbol estimations, and also how the same Ri from two different devices

can have different distributions. The maximum number of regions is NR = 64 using

Ri = [Cp, Cc, Cn] and 4 constellation symbols. However, it was discovered through

experimentation that the spreading codes do not allow for all transitions. The PDF

of the a transitions for uniform random data symbols was calculated by aligning the

spreading codes in all possible orientations and numbering all occurrences of the same

transition (N[Cp,Cc,Cn]) divided by the total number of transitions (Ntrans) as follows,

P[Cp,Cc,Cn]([cp, cccn]) =
N[Cp,Cc,Cn]

Ntrans

. (41)

In order to have a large enough sample for sufficient statistics in each Region(s) of

Interest (ROI), the only transitions that were used had an E[N[Cp,Cc,Cn]] ≥ 50, where
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(a) (b)

Figure 17. QPSK Symbol Constellation projections with equal symbol estimation
(D̂S(Cc) = 3) and unequal Single constellation symbol showing conditional transition
distributions for RZ USBstick with MAC addresses: (a) A0F69FFF and (b) A0F69FEA.

the expected value for a discrete random variables is [26]

E[X] =
∑
k

xkPX(xk). (42)

As explained in section 3.1, each burst had 212 total data symbols with 202 that

were uniform random from 0 to 15, and 1 data symbol = 16 constellation symbols.

Equation 42, can be solved for the minimum PX(xk) where
∑

x xk = Ntrans = 16 ∗

212 = 3392 and E[NC−p,Cc,Cn ] = 50 as

PX(xk) ≥
50

3392
= 0.015. (43)

The PDF shown in figure 18 indicated that only 30 Ri satisfied PX(xk) ≥ 0.015.

The following features for each Ri were extracted:

• Variance of projected magnitude and projected phase angle

• Skewness of projected magnitude and projected phase angle

• Kurtosis of projected magnitude and projected phase angle
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Figure 18. PDF of symbol transition for [Past,Current,Next] estimated symbols in the
QPSK symbol constellation space for ZigBee transmissions with uniform random data
symbols.

• All unique features of the covariance (auto covariance of In-Phase and Quadrature-

Phase and their cross-covariance)

The total number of features was Nfeats = 9feats
Ri
× 30Ri = 270 features.

3.4 COR-DNA

COR-DNA was similar to CB-DNA in that both use a correlation receiver in a

two-step process to generate fingerprints. The difference is that COR-DNA uses a 16-

ary quasi-orthogonal signaling receiver, section 3.4.1. Subsequently, the fingerprinting

method differed as well, section 3.4.2.

3.4.1 16-ary Quasi-Orthogonal Signaling Receiver.

ZigBee data symbols map to a 32-PN chip sequence, section 2.2. The chips

are quasi-orthogonal and are related to each other through cyclical shifts and/or
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Figure 19. Block Diagram of 16-ary Quasi-Orthogonal Receiver.

conjugation[3]. The chips are modulated onto the carrier using O-QPSK but, the

unique chip sequences allowed for 16-ary orthogonal signaling demodulation.

The receiver, figure 19, had 16 correlation functions where, DSi(t)
∗ were the

conjugates of the ideal modulated complex chips, and TDS is the inverse of the data

symbol rate RDS = 62.5 kDS/s. The decision stage compared the outputs of the

correlation zi and estimated a data symbol based on the largest zi. The performance

of the receiver was verified with its symbol error rate as a function of Es/N0, as shown

in Figure 20.

The comparison of the simulated SER to the 16-ary orthogonal signaling proba-

bility of symbol error (PE(16)), given as[21]:

PE(M) ≤ (M − 1)Q

(√
Es
N0

)
, (44)
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Figure 20. Simulated SER with 95% Confidence Intervals and theoretical PE(16) for
16-ary Othogonal Signaling, where M = 16 the number of data symbols, vs Es/N0.
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indicates that the receiver performs similarly to a true orthogonal receiver with an

offset (∆Es/N0). The offset for PE(16) = 10−3 is ∆Es/N0 ≈ 1 dB. The offset is

attributed to the usage of quasi-orthogonal codes.

Equal energy signal are orthogonal if and only if the cross-correlation coefficient

of the spreading codes (zij) satisfies[21]

zij =
number of chip agreements-number of chip disagreement

total number of chips in the sequence

=


1, for i = j

0, otherwise.

(45)

The O-QPSK spreading codes are a combination of orthogonal and non-orthogonal

codes. The values of zij are in Table 3. For the purpose of this research, it was

assumed that the receiver is valid based on it’s symbol error performance, where the

∆ES/N0 is reasonably attributed to the zij values.

3.4.2 Fingerprinting: COR-DNA.

The features in the fingerprints were derived from the outputs of the correlation

receivers, [z0, z1, · · · , z15]. As was the case with CB-DNA, the SOI was the entirety

of the burst. The outputs were grouped together based on equal estimated data

symbols . A matrix representation of [z0, z1, · · · , z15] for D̂S = 0 is shown in Table

4. The Ri for a burst were the columns of the matrix and the number of Ri was

NRi = 16D̂S×16outputs/D̂S = 256. The Ri were normalized to account for different

energy fluctuations burst to burst. Each Ri had a unique distribution, which was seen

by comparing an equal set of bursts transmitted by two RZ USBsticks, Figure 21.

The following features for each Ri were extracted:

• Variance of projected magnitude and projected phase angle
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Table 3. Cross Correlation Coefficient Values (zij) of the 32-PN Chip Sequences

Data 

Symbols 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

1 1 0 -0.125 -0.25 -0.25 -0.25 -0.125 0 0 0.25 0.125 -0.25 -0.25 -0.25 0.125 0.25

2 0 1 0 -0.125 -0.25 -0.25 -0.25 -0.125 0.25 0 0.25 0.125 -0.25 -0.25 -0.25 0.125

3 -0.125 0 1 0 -0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0.25 0.125 -0.25 -0.25 -0.25

4 -0.25 -0.125 0 1 0 -0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0.25 0.125 -0.25 -0.25

5 -0.25 -0.25 -0.125 0 1 0 -0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0.25 0.125 -0.25

6 -0.25 -0.25 -0.25 -0.125 0 1 0 -0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0.25 0.125

7 -0.125 -0.25 -0.25 -0.25 -0.125 0 1 0 0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0.25

8 0 -0.125 -0.25 -0.25 -0.25 -0.125 0 1 0.25 0.125 -0.25 -0.25 -0.25 0.125 0.25 0

9 0 0.25 0.125 -0.25 -0.25 -0.25 0.125 0.25 1 0 -0.125 -0.25 -0.25 -0.25 -0.125 0

10 0.25 0 0.25 0.125 -0.25 -0.25 -0.25 0.125 0 1 0 -0.125 -0.25 -0.25 -0.25 -0.125

11 0.125 0.25 0 0.25 0.125 -0.25 -0.25 -0.25 -0.125 0 1 0 -0.125 -0.25 -0.25 -0.25

12 -0.25 0.125 0.25 0 0.25 0.125 -0.25 -0.25 -0.25 -0.125 0 1 0 -0.125 -0.25 -0.25

13 -0.25 -0.25 0.125 0.25 0 0.25 0.125 -0.25 -0.25 -0.25 -0.125 0 1 0 -0.125 -0.25

14 -0.25 -0.25 -0.25 0.125 0.25 0 0.25 0.125 -0.25 -0.25 -0.25 -0.125 0 1 0 -0.125

15 0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0.25 -0.125 -0.25 -0.25 -0.25 -0.125 0 1 0

16 0.25 0.125 -0.25 -0.25 -0.25 0.125 0.25 0 0 -0.125 -0.25 -0.25 -0.25 -0.125 0 1

Table 4. 16-ary Quasi-Orthogonal Correlation Normalized Outputs for D̂S = 0.

z0 z1 z2 z3 z4 z5 z6 z7 z8 z9 z10 z11 z12 z13 z14 z15

1 1.00 + j0.02 -0.00 + j0.13 -0.13 + j0.07 -0.25 - j0.05 -0.25 - j0.02 -0.24 + j0.03 -0.13 - j0.05 0.00 - j0.12 -0.01 - j0.08 0.25 - j0.04 0.12 - j0.03 -0.25 + j0.11 -0.25 - j0.09 -0.24 + j0.13 0.12 + j0.03 0.26 - j0.03

2 1.01 - j0.01 -0.00 + j0.12 -0.12 + j0.10 -0.26 - j0.04 -0.26 - j0.00 -0.25 + j0.04 -0.12 - j0.07 0.00 - j0.14 0.01 - j0.08 0.25 - j0.06 0.12 - j0.04 -0.25 + j0.14 -0.25 - j0.07 -0.24 + j0.14 0.12 + j0.01 0.25 - j0.04

3 0.99 - j0.00 0.00 + j0.11 -0.11 + j0.11 -0.25 - j0.04 -0.26 - j0.01 -0.26 + j0.04 -0.12 - j0.07 0.01 - j0.14 0.02 - j0.08 0.26 - j0.07 0.12 - j0.03 -0.25 + j0.12 -0.25 - j0.06 -0.25 + j0.13 0.12 + j0.04 0.24 - j0.04

4 1.01 + j0.03 0.00 + j0.13 -0.13 + j0.10 -0.25 - j0.06 -0.25 - j0.02 -0.25 + j0.03 -0.13 - j0.06 0.00 - j0.14 0.01 - j0.06 0.26 - j0.05 0.13 - j0.03 -0.25 + j0.10 -0.25 - j0.09 -0.26 + j0.12 0.12 + j0.02 0.24 - j0.02

5 1.00 + j0.02 -0.00 + j0.12 -0.13 + j0.10 -0.26 - j0.06 -0.25 - j0.02 -0.24 + j0.02 -0.11 - j0.06 0.01 - j0.12 0.01 - j0.06 0.25 - j0.04 0.12 - j0.03 -0.26 + j0.11 -0.26 - j0.09 -0.24 + j0.12 0.13 + j0.03 0.25 - j0.04

6 1.00 - j0.00 -0.00 + j0.12 -0.13 + j0.09 -0.26 - j0.04 -0.26 - j0.02 -0.24 + j0.03 -0.13 - j0.07 0.00 - j0.11 -0.01 - j0.06 0.26 - j0.05 0.13 - j0.02 -0.25 + j0.11 -0.25 - j0.08 -0.25 + j0.12 0.13 + j0.02 0.24 - j0.04

7 0.99 + j0.00 -0.00 + j0.13 -0.13 + j0.09 -0.25 - j0.06 -0.25 - j0.01 -0.25 + j0.03 -0.12 - j0.07 0.00 - j0.11 -0.01 - j0.07 0.24 - j0.04 0.13 - j0.02 -0.25 + j0.12 -0.26 - j0.09 -0.24 + j0.11 0.13 + j0.02 0.25 - j0.04

8 1.00 + j0.02 0.00 + j0.12 -0.13 + j0.09 -0.26 - j0.03 -0.25 - j0.02 -0.24 + j0.03 -0.13 - j0.07 -0.00 - j0.13 -0.01 - j0.09 0.25 - j0.04 0.13 - j0.02 -0.24 + j0.11 -0.25 - j0.08 -0.25 + j0.13 0.13 + j0.02 0.25 - j0.04

9 1.00 + j0.01 -0.01 + j0.15 -0.12 + j0.08 -0.25 - j0.06 -0.26 - j0.03 -0.24 + j0.01 -0.11 - j0.06 -0.00 - j0.10 0.01 - j0.05 0.25 - j0.04 0.12 - j0.03 -0.25 + j0.10 -0.25 - j0.10 -0.25 + j0.11 0.13 + j0.03 0.24 - j0.02

10 1.00 - j0.04 0.00 + j0.10 -0.13 + j0.07 -0.25 - j0.02 -0.24 + j0.01 -0.26 + j0.02 -0.12 - j0.04 -0.00 - j0.10 0.00 - j0.04 0.26 - j0.03 0.13 - j0.01 -0.26 + j0.09 -0.26 - j0.10 -0.24 + j0.15 0.12 - j0.00 0.25 - j0.06

11 1.00 + j0.00 -0.01 + j0.12 -0.12 + j0.10 -0.25 - j0.05 -0.25 - j0.02 -0.24 + j0.04 -0.13 - j0.06 -0.00 - j0.13 -0.01 - j0.07 0.24 - j0.05 0.12 - j0.03 -0.24 + j0.10 -0.25 - j0.08 -0.24 + j0.13 0.13 + j0.02 0.25 - j0.03

12 1.00 - j0.02 -0.00 + j0.10 -0.12 + j0.07 -0.25 - j0.03 -0.25 + j0.00 -0.25 + j0.02 -0.13 - j0.04 -0.01 - j0.10 -0.02 - j0.05 0.25 - j0.02 0.12 - j0.01 -0.24 + j0.09 -0.25 - j0.11 -0.24 + j0.15 0.13 - j0.00 0.25 - j0.07
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Figure 21. Normalized Outputs of 16-ary Quasi-Orthogonal Receiver where D̂S = 0 for
RZ USBsticks with MAC addresses: (a) A0F69FE0 and (b) A0015D34.
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• Skewness of projected magnitude and projected phase angle

• Kurtosis of projected magnitude and projected phase angle

• All unique features of the covariance (auto covariance of In-Phase and Quadrature-

Phase and their cross-covariance)

The total number of features was Nfeats = 9feats
Ri
× 256Ri = 2304 features

3.5 RF-DNA

RF-DNA fingerprints were generated from baseband, lowpass filtered, Figure 23,

Time Domain (TD) features of the SHR for each burst. As explained in section 2.2,

the SHR consisted of 8 consecutive DS=0, the preamble, followed by the State-of-

Frame Delimiter (SFD), where DS = [7, 10]. The SHR was the SOI, unlike CB-DNA

and COR-DNA where the SOI was the entire burst. The SOI was partitioned into

NRi = 11 regions, where the boundaries of R0−10 were the data symbol boundaries

and R11 is the SOI boundary. Figure 22 show the Ri boundaries for a RZ USBstick

and a HackRF One burst, where at a sample rate of fSamp = 10MSamp/s, R11 =

1600Samp and R0−10 = 160Samp. The alignment of the bursts was accomplished

previously as described in section 3.2.5.

The following features for each Ri were extracted:

• Standard Deviation

• Variance

• Skewness

• Kurtosis

of the instantaneous amplitude, phase, and frequency as defined in equations 19-21.

The total number of features was Nfeats = 12feats
Ri
× 11Ri = 132 features.
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Figure 22. Collected In-Phase and Quadrature-Phase Normalized Amplitude of ZigBee
Synchronization Header (SHR) with NRi = 11 for devices: (a) RZ USBstick A0F69FE7
and (b) HackRF01.
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Figure 23. Normalized Magnitude Response for Lowpass filter with WRF = 1MHz and
the Resultant Normalized Power Spectral Density of the SOI.
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3.6 MDA/ML

The fingerprints were classified using Multiple Discriminant Analysis/Maximum

Likelihood (MDA/ML) classifier. The effectiveness of different classification tech-

niques was beyond the scope of this research. However, many previous research efforts

have examined different classifiers and have shown the capabilities of MDA/ML. This

research assumes that the MDA/ML classifier is an adequate platform to measure

differences in fingerprinting techniques.

The classification experiments were conducted with Nbursts = 1000 independent

bursts. Half of the burst are used for MDA/ML training and the other half for

testing. Each burst had NNZr = 4 Monte Carlo noise realizations for each realization

of Eb/N0. Eb/N0 realizations were do to varying the power of simulated Additive

White Gaussian Noise (AWGN).
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IV. Results

4.1 Introduction

This section presents the results from the Multiple Discriminant Analysis/Max-

imum Likelihood (MDA/ML) classifier for three different fingerprinting techniques.

Constellation Based-Distinct Native Attributes (CB-DNA) fingerprints were derived

from projections in the Offset-Quadrature Phase Shift Keying (O-QPSK) constella-

tion symbol space. Radio Frequency-Distinct Native Attributes (RF-DNA) finger-

prints were generated from the Time Domain (TD) features in the signals’ Synchro-

nization Header (SHR). Correlation Based-Distinct Native Attributes (COR-DNA)

fingerprints were a product of 16 quasi-orthogonal correlation receivers’ results in the

real and imaginary (<,=) plane.

The results are presented with two different methods. A graphical method com-

pares Average % Correct Classification (%C) for −4 ≤ Eb/N0 ≤ 28 (dB). This range

was chosen because at Eb/N0 ≤ −4 db the receiver could not synchronize with the

signal and typically Eb/N0 ≥ 28 dB is only achievable in a lab setting. The %C is the

percent of times that the classifier correctly classified a device. The second method

is a tabular comparison via a Confusion Matrix (CM). The CM diagonal entries also

contain the %C data. The non-diagonal entries show the percentage of times device

A was incorrectly classified as device B, C, D, etc. The rows of the CM sum to 100%.

Classification was done for two different classes of devices. One class was the AVR

RZ USBStick, a ZigBee development platform, for the number of devices Nd = 10.

Another class was the HackRF One, a Software-Defined Radio (SDR) configured to

transmit ZigBee codes, for Nd = 8.

Results are presented for various class configurations. Section 4.2 has intra-classe

classification results for both device classes. Section 4.3 shows inter-device classifi-
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cation for Nd = 1 HackRF class and Nd = 10 for RZ USBstick. Section 4.4 are the

results for all devices and all classes. Section 4.5 provides a comparison of results

from the different tests that were done for this research effort.

4.2 Intra-Class Classification

CB-DNA, RF-DNA, and COR-DNA fingerprinting classification performance was

independently measured using Nd = 10 RZ USBstick and Nd = 8 HackRF One SDRs.

The objectives of the tests were to quantify differences in fingerprinting techniques

through comparison of %C in MDA/ML classification for like devices. The tests were

conducted by passing all of one type of fingerprints for all devices of a single class to

the MDA/ML classifier, and then repeating with each fingerprinting method.

The classification results for Nd = 10 RZ USBsticks, displayed in Figure 24, shows

the mean %C≥ 80% at energy per bit to noise power spectral density ratio (Eb/N0)

= 17, 28, 15 dB for CB-DNA, RF-DNA, and COR-DNA, respectively. CB-DNA had

the highest mean %C for Eb/N0 ≤ 10 dB including an mean %C = 18% at the

minimum Eb/N0 = −4 dB.

The results for Nd = 8 HackRF One, displayed in Figure 25, shows that CB-DNA

achieved a mean %C≥ 80% at Eb/N0 = 16 dB. RF-DNA and COR-DNA achieved a

maximum mean %C ≈ 18%, 55%, respectively. CB-DNA was the only one to achieve

mean %C ≥ 95% at the maximum Eb/N0.

The data in Table 5 shows that device A0F69FFF had the lowest mean %C

= [76.9%, 12.0%, 82.8%] for CB-DNA, RF-DNA, and COR-DNA, respectively. That

same device also had the highest confusion percentage with device A0F6104E. Table

6 shows that the lowest mean %C occurs at %C = [87.0%, 9.5%, 1.6%], however, they

are not all for the same HackRF One.
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Figure 24. Intra-Class MDA/ML Classification performance for Nd = 10 RZ USBsticks
using:(a) CB-DNA, (b) RF-DNA, and (c) COR-DNA.
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Figure 25. Intra-Class MDA/ML Classification performance for Nd = 8 HackRF One
using:(a) CB-DNA, (b) RF-DNA, and (c) COR-DNA.
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Table 5. Confusion Matrix for RZ USBstick Nd = 10 at Eb/N0= 20 dB. The table
formated as CB-DNA/RF-DNA/COR-DNA (%)

CB/RF/COR A0F69FE0 A0F69FE7 A0014370 A0015D34 A0F61068 A0F6104E AOF69FFF A0F6A00C A0F6A004 A0F69FEA

A0F69FE0 91.8/48.9/90.0 0.6/4.5/0.9 0.4/10.9/0.7 0.1/11.2/0.0 1.8/8.6/4.5 2.4/3.6/1.0 2.7/5.9/2.7 0.1/2.8/0.1 0.0/0.0/0.0 0.1/3.8/0.1

A0F69FE7 2.0/7.4/3.2 94.0/61.4/94.8 0.5/1.1/0.0 0.0/2.3/0.0 0.9/0.8/0.9 0.8/13.2/0.7 1.3/2.5/0.4 0.5/4.3/0.0 0.1/5.1/0.0 0.0/1.9/0.0

A0014370 0.8/11.1/0.6 0.9/0.4/0.0 93.5/53.9/97.5 0.0/4.3/0.0 1.6/12.8/0.5 0.2/0.2/0.1 0.4/3.2/1.2 2.4/4.4/0.0 0.1/0.3/0.0 0.2/9.3/0.0

A0015D34 0.1/10.2/0.0 0.1/2.1/0.0 0.0/8.3/0.0 98.2/52.1/99.7 0.5/5.1/0.1 0.4/15.8/0.1 0.6/6.0/0.0 0.0/0.2/0.0 0.0/0.0/0.0 0.0/0.1/0.0

A0F61068 1.7/10.2/3.8 0.8/1.4/0.2 0.9/25.7/0.5 1.0/4.0/0.2 89.8/32.5/90.6 0.5/4.5/0.8 4.3/2.5/3.4 1.1/10.1/0.4 0.0/1.7/0.0 0.0/7.4/0.0

A0F6104E 2.5/5.4/1.7 0.4/13.2/0.9 0.2/0.3/0.1 0.5/9.7/0.2 1.1/1.8/0.6 86.7/61.5/89.5 8.6/5.2/7.0 0.1/1.1/0.0 0.0/0.5/0.0 0.0/1.1/0.0

AOF69FFF 1.2/15.3/1.4 2.8/5.6/2.0 0.5/15.0/1.2 0.7/14.8/0.0 4.2/6.2/3.2 13.5/26.4/9.4 76.9/12.0/82.8 0.1/1.4/0.0 0.0/0.2/0.0 0.1/3.0/0.0

A0F6A00C 0.2/2.2/0.1 0.4/5.5/0.0 3.2/4.9/0.0 0.0/0.4/0.0 1.1/7.3/0.1 0.1/1.4/0.0 0.1/0.5/0.1 92.6/53.5/98.6 0.8/11.3/0.7 1.5/13.0/0.5

A0F6A004 0.0/0.1/0.0 0.0/6.5/0.0 0.1/0.8/0.0 0.0/0.0/0.0 0.0/0.8/0.0 0.0/0.4/0.0 0.0/0.1/0.0 0.1/9.4/0.6 99.8/75.8/99.2 0.1/6.3/0.1

A0F69FEA 0.4/2.5/0.1 0.1/3.0/0.0 0.3/10.4/0.0 0.0/0.0/0.0 0.1/3.7/0.0 0.0/2.2/0.0 0.0/0.8/0.0 1.1/9.2/0.5 0.4/6.0/0.1 97.7/62.2/99.3

Classified Devices (%)
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Table 6. Confusion Matrix for HackRF Nd = 8 at Eb/NO = 20 dB. The table formated
as CB-DNA/RF-DNA/COR-DNA (%)

CB/RF/COR HackRF01 HackRF02 HackRF03 HackRF04 HackRF05 HackRF06 HackRF07 HackRF08

HackRF01 90.3/11.7/30.9 0.0/15.2/3.8 0.0/10.0/5.9 9.2/11.1/17.2 0.1/13.8/16.2 0.0/14.3/7.8 0.0/13.0/17.5 0.4/11.0/0.6

HackRF02 0.0/12.1/4.2 99.8/17.8/28.1 0.1/10.8/22.8 0.1/9.3/8.0 0.0/10.9/10.0 0.0/15.8/19.5 0.0/14.3/7.3 0.0/9.0/0.1

HackRF03 0.0/12.8/6.5 0.4/16.0/24.0 95.4/9.5/20.0 1.0/10.6/10.1 0.9/12.1/11.3 2.1/16.2/18.1 0.1/11.8/9.8 0.1/11.0/0.4

HackRF04 8.3/12.8/19.6 0.0/16.2/9.5 2.0/10.4/9.5 87.0/11.0/16.9 0.2/13.1/13.9 0.0/14.6/11.9 0.2/11.5/18.1 2.2/10.2/0.7

HackRF05 0.0/13.2/17.0 0.0/14.8/9.2 0.8/10.8/10.6 0.1/10.2/14.3 96.0/13.9/25.1 0.0/14.5/11.4 0.0/12.0/11.6 3.1/10.5/0.9

HackRF06 0.0/13.0/9.1 0.0/15.9/18.8 1.8/9.0/15.8 0.0/9.8/11.6 0.0/11.2/13.7 97.4/17.8/18.4 0.8/13.2/12.4 0.0/10.2/0.3

HackRF07 0.0/13.0/20.1 0.0/16.7/7.4 0.2/9.5/8.1 0.1/9.8/17.0 0.0/11.9/15.6 1.2/16.4/11.9 98.5/13.9/19.4 0.0/8.8/0.4

HackRF08 0.1/14.0/21.6 0.1/15.4/6.4 0.1/10.1/6.2 1.4/10.5/15.4 3.6/12.8/22.2 0.0/14.0/10.4 0.0/10.6/16.0 94.7/12.5/1.6

Classified Devices (%)
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4.3 Inter-Class Classification with Only 1 SDR

The objective of this test was to quantify differences in fingerprinting techniques

when there are several same class devices and only one different class device. CB-

DNA, RF-DNA, and COR-DNA fingerprinting classification performance was inde-

pendently measured using Nd = 10 RZ USBstick and Nd = 1 HackRF One. The

classification results in Figure 26 indicate that MDA/ML was able to reach %C

= 100% for the HackRF One for all fingerprints , however, for CB-DNA it reached

%C = 100% at Eb/N0 = 0 dB. Table 7 also shows very minimal cross class confusion,

where both CB-DNA and COR-DNA have 0% confusion of the HackRF One with the

RZ USBstick and RF-DNA has a maximum of 0.2% confusion with devices A0F6104E

and A0F69FFF at Eb/N0 = 20 dB.

Table 7. Confusion Matrix for RZ USBstick Nd = 10 and HackRF Nd = 1 at Eb/N0= 20 dB

CB/RF/COR HackRF08 A0F69FE0 A0F69FE7 A0014370 A0015D34 A0F61068 A0F6104E AOF69FFF A0F6A00C A0F6A004 A0F69FEA

HackRF08 100.0/100.0/99.5 0.0/0.0/0.1 0.0/0.0/0.0 0.0/0.0/0.0 0.0/0.0/0.0 0.0/0.0/0.0 0.0/0.0/0.2 0.0/0.0/0.2 0.0/0.0/0.0 0.0/0.0/0.1 0.0/0.0/0.0

A0F69FE0 0.0/0.1/0.0 91.5/50.3/90.4 0.4/4.3/0.8 0.4/10.5/0.6 0.1/10.2/0.0 2.1/8.0/4.0 2.6/3.8/1.1 2.5/6.0/2.7 0.1/3.0/0.1 0.0/0.1/0.0 0.2/3.8/0.2

A0F69FE7 0.0/0.0/0.0 1.9/7.0/3.3 94.2/60.7/94.7 0.5/1.0/0.0 0.1/1.9/0.0 0.8/0.9/0.7 0.9/13.0/0.7 1.1/2.9/0.7 0.4/5.2/0.1 0.1/5.3/0.0 0.0/2.1/0.0

A0014370 0.0/0.1/0.0 0.7/11.4/0.5 0.7/0.4/0.1 93.4/55.1/97.9 0.0/3.5/0.0 1.6/12.0/0.4 0.3/0.3/0.1 0.4/3.2/1.1 2.5/4.5/0.0 0.1/0.2/0.0 0.3/9.2/0.0

A0015D34 0.0/0.2/0.0 0.0/9.2/0.0 0.1/2.1/0.0 0.0/8.8/0.0 98.9/52.1/99.8 0.4/5.3/0.2 0.3/15.7/0.0 0.4/6.1/0.1 0.0/0.2/0.0 0.0/0.0/0.0 0.0/0.1/0.0
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Figure 26. Intra-Class MDA/ML Classification performance for Nd = 10RZ USBstick
and Nd = 1 HackRF One using:(a) CB-DNA, (b) RF-DNA, and (c) COR-DNA.
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4.4 Multiple Inter-Class Classification

This test objective was to examine classification results for many devices for both

classes. It was conducted with all fingerprints for Nd = 10 RZ USBstick and Nd = 8

HackRF One combined. Each type of fingerprint was independently tested and the

results are in Figure 27 and Tables 8, 9.

The comparison of the different results in Figure 27 shows that only CB-DNA

fingerprints achieved a mean %C ≥ 80%. The multiple inter-class mean %C differed

with RF-DNA and COR-DNA compared to the intra-class results but the individual

devices’ %C performed similarly. Also for those two cases, a class separation can

be seen for RF-DNA at Eb/N0 ≥ 24 dB and for COR-DNA at Eb/N0 ≥ 8 dB. The

maximum class separation (∆%C), defined as the difference of the minimum %C for

one class and the maximum %C for the other class, was ∆%C≈ 27% at Eb/N0 = 28 dB

and ∆%C≈ 55% at Eb/N0 = 24 dB for RF-DNA and COR-DNA, respectively.

The separations in classes, Figure 27 (b) and (c), could be attributed to mini-

mal cross-class confusion in the classifier. To effectively determine any cross-class

confusion, two confusion matrices, Tables 8 and 9 were constructed for Eb/N0 =

20 and 0 dB. At Eb/N0 = 20 dB there is negligible cross-class confusion for all

fingerprints, however, for Eb/N0 = 0 dB the maximum cross-class confusion was

[0.1%, 9.8%, 7.1%].
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Figure 27. Intra-Class MDA/ML Classification performance for Nd = 10RZ USBstick
and Nd = 8 HackRF One using:(a) CB-DNA, (b) RF-DNA, and (c) COR-DNA
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4.5 Comparison of All Tests’ Mean % Correct

This section does not present any new information but provides an easy compar-

ison of all the previous tests’ results. Figure 28, is a side-by-side depiction of the

mean %C for the previous four tests. It shows that CB-DNA reaches a mean %C

≥ 95% in all tests. At mean %C > 50%, CB-DNA has an average Eb/N0 gain of 7

dB over COR-DNA and an average gain of 18 db where RF-DNA has a mean %C

≥ 50%. The results of the these tests showed that CB-DNA had the highest mean

%C for all Eb/N0 except for two cases where COR-DNA was marginally higher for

Eb/N0 ≥ 11 dB, Figure 28 (a),(c).
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Figure 28. Mean % Correct for CB-DNA, RF-DNA, and COR-DNA for: (a) Nd = 10
RZ USBstick, (b) Nd = 8 HackRF One, (c) Nd = 10 RZ USBstick and Nd = 1 HackRF
One, and (d) Nd = 10 RZ USBstick and Nd = 8 HackRF One.
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4.6 Combining Fingerprints

The intent of this test was to determine if combining fingerprinting techniques

would lead to an increase in the mean %C. This test was only conducted on the

maximum number of available devices from both classes, as was done for section 4.4.

The results of the test in Figure 29 show that any combination with RF-DNA

resulted in a mean %C improvement of only 1− 3% verses CB-DNA and COR-DNA

alone.
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63



4.7 Qualitative Dimensional Reduction Analysis
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RZ USBstick and Nd = 8 HackRF One.

The intent of this test was to do a Dimensional Reduction Analysis (DRA) for

CB-DNA. This fingerprinting technique was chosen due to the fact that the results

from the other tests show that CB-DNA generally had the highest mean %C. DRA

was applied for Nd = 10 RZ USBstick and Nd = 8 HackRF One. Full dimensional CB-

DNA had Nfeats = 270 features. DRA reduced Nfeats to the following: Nfeats = 90

features for amplitude, phase, and covariance; Nfeats = 60 features for variance,

skewness and kurtosis.

DRA test show that the performance of covariance features was most similar to

the full-dimensional results, especially for Eb/N0 ≥ 12 dB. All the other reduced
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dimensional features %C values stayed within a 10%C range. It is noted that the

covariance only results differ do not follow the same general shape as the other reduced

dimension results. It is also noted that the Nfeats = 90 subset of covariance features

are not found in any of the other reduced dimensional features.
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V. Conclusion

5.1 Research Summary

The applications of wireless communication networks continue to grow as does

the demand for more autonomous sensor networks. ZigBee, a Low-Rate Wireless

Personal Area Networks (LR-WPAN) framework, is often used due to its low-cost,

low-power, and versatility in assuming many different topologies[4]. Many current

security efforts for protecting ZigBee networks are based bit-level measures such as

knowing a network key. These securities are at risk with readily available and in-

expensive open source tools that are designed to capture and replay ZigBee signals

that mimic authorized network devices. Previous research efforts have studied the ef-

fects of Physical-Layer (PHY) based security in order to supplement already in place

security measures in ZigBee devices. The purpose of this research was to compare

differences in fingerprinting methods to determine which method was more effective

at generating distinguishable fingerprints for ZigBee devices.

Three techniques were provided in this research as methods to create a device

profile based on statistical measurements of uniquely generated distributions of data

from the intentional RF emissions. The first method was Constellation Based-Distinct

Native Attributes (CB-DNA) where fingerprinting was conducted in the Quadra-

ture Phase Shift Keying (QPSK) symbol constellation plane. The second method

was Radio Frequency-Distinct Native Attributes (RF-DNA) whose fingerprints are

generated from the RF wave’s Time Domain (TD) features. Lastly, Correlation

Based-Distinct Native Attributes (COR-DNA) fingerprints were derived from a 16-

ary Quasi-Orthogonal Receiver. The techniques were tested independently as well

as in different combinations. Fingerprinting was for each individual device for both

device classes consisting of 10 RZ USBstick(s), a ZigBee device manufactured by At-
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mel, and 8 HackRF One, a Software-Defined Radio (SDR) programmed to mimic a

ZigBee device.

The analysis of the fingerprinting techniques was done with the outputs of the

Multiple Discriminant Analysis/Maximum Likelihood (MDA/ML) classifier. Any

difference in the output was quantified in terms of Average % Correct Classification

(%C) and by confusion rates. These were the metrics by which the fingerprints were

compared.

5.2 Research Findings

The performance of the classifier was a function of signal to noise power ratio,

presented as energy per bit to noise power spectral density ratio (Eb/N0). The tests

were done with different device class configurations to simulate different real world

scenarios.

5.2.1 Intra-Class Test.

The RZ USBsticks classification results showed that at Eb/N0 = 10 dB CB-DNA

provided a %C improvement (∆%C) over RF-DNA and COR-DNA of ∆%C =

45%, 4%, respectively. The maximum %C (%Cmax), where Eb/N0 = 28 dB, was

%Cmax = [98.4%, 81.8%, 99.4%] for CB-DNA, RF-DNA, and COR-DNA, respectively.

The difference in results was much more pronounced with the HackRF One de-

vices. CB-DNA ∆%C = 37%, 35%, at Eb/N0 = 10 dB, and %Cmax = [99.8%, 17.9%, 58.1%]

5.2.2 Inter-Class Test: 1 SDR.

CB-DNA was also had the best results in a multi-class test. When one SDR was

included with all RZ USBsticks, the CB-DNA ∆%C = 45%, 3%, at Eb/N0 = 10 dB,

and %Cmax = [98.6%, 83.6%, 99.3%].
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5.2.3 Inter-Class Test: All Devices.

CB-DNA was also had the best results when all devices were tested. The CB-DNA

∆%C = 40%, 10%, at Eb/N0 = 10 dB, and %Cmax = [98.8%, 52.0%, 74.6%]. CB-DNA

also had the lowest maximum cross-class confusion rate of 0.1% at Eb/N0 = 0 dB

5.2.4 Combined DNA.

A single test was done with three DNA combinations, CB&RF-DNA, CB&COR-

DNA, and COR&RF-DNA. It was discovered that combining RF-DNA with either

of the other two fingerprints added no significant increase in mean %C.

5.2.5 Qualitative Dimensional Reduction Analysis.

The last test was a Dimensional Reduction Analysis (DRA) on CB-DNA. It was

discovered that a reduction from a full-dimensional fingerprint ofNfeats = 270 features

to Nfeats = 90 covariance only features still provides a mean %C ≥ 95% for Eb/N0 ≥

24 dB.

5.3 Research Contributions

This study supports the use of CB-DNA over other fingerprinting techniques under

the conditions described herein. ZigBee is a low-power, LR-WPAN platform and is

not likely to operate at Eb/N0 > 15 dB. CB-DNA consistently had the highest %C

for Eb/N0 < 15 dB. CB-DNA had the lowest cross-class confusion percentages also

even at a low Eb/N0 = 0 dB.

COR-DNA is a new fingerprinting technique, based on the lack of supportive

documentation in the literature review. It did have a higher mean %C than CB-

DNA for Eb/N0 ≥ 15 dB in two tests. However, it is computationally expensive for

full dimensional sized fingerprints of Nfeats = 2, 304 features.
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5.4 Future Research

This research demonstrated that CB-DNA fingerprints provide better classifica-

tion results using MDA/ML than RF-DNA under the constraints presented by the

testing bed. The results apply only to the scope that has been describe, but the do

support future research in the following, but not limited to, areas:

1. Increase scope to include different classifiers: There were different classification

techniques presented in previous research efforts, such as, Generalized Relevance

Learning Vector Quantized Improved (GRLVQI)[11, 24] which have been shown

to have advantages over MDA/ML in some cases.

2. Compare fingerprinting techniques by including MDA/ML verification: Classi-

fication provides a means to measuring how much an unknown signal compares

to a known fingerprint. Verification answers the question that if a rogue device

claims to be an authorized device what is the true positive rate vs false positive

rate? This measurement is more meaningful when detecting rogue devices.

3. Repeat previous research with CB-DNA where only RF-DNA was utilized: The

literature review provided more documentation for RF-DNA research efforts

than for CB-DNA. The results discovered in this research support that CB-

DNA could be a better PHY based security measurement.
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