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Abstract

Communication security concerns are growing and range from large scale automa-
tion and control systems to home automation networks. These security gaps are ever
increasing and requirements are becoming stricter every year. Vulnerabilities in Su-
pervisory Control and Data Acquisition (SCADA) system networks can leave critical
infrastructure exposed to cyber attacks and short falls in home automation commu-
nication security permit similar attacks against government and military personnel
within their homes. Power Line Communication (PLC) as a network communication
method is a practical and cost effective solution supporting many of these systems
and networks. PLC can utilize existing infrastructure eliminating the need for new
physical communication frameworks making it extremely tempting for use in new
and retrofitted industry and government systems. The PLC communication signals
can propagate great distances without the need for repeaters and can utilize the zero
crossing of the carrier phase of the power line for global synchronization. This syn-
chronization can allow multiple interconnected devices to transmit repeated signals
simultaneously which can increase operating range and reliability while boosting the
total average received signal power. Using this simultaneous transmission of signals,
a Simulcasting PLC Network (SPN) of multiple PLC devices can operate on a single
power line circuit. PLC device and SPN discrimination using Wired Signal Distinct
Native Attribute (WS-DNA) fingerprinting is investigated as a method for Physical-
Layer (PHY) intrusion detection for PLC and SPN communication networks. This
PHY intrusion detection method can provide an additional layer of protection that
can supplement current vulnerable bit layer intrusion detection. Intentional PLC and

SPN signals are captured and WS-DNA fingerprints created to be used in a Multiple

v



Discriminate Analysis Maximum Likelihood (MDA /ML) process to achieve discrimi-
nation. Discrimination is accomplished on three different categories of Device Under
Test (DUT); 1) Single device DUT uses NV, = 6 individual Insteon Hubs, 2) SPN
DUT where the same 6 Insteon Hubs are integrated with 4 different Insteon On/Off

Outlets creating N.,,, = 24 distinct SPNs, and 3) a subset of the SPN DUT with

SPN

N,

CSPN

= 6 where each SPN contains identical On/Off outlet configuration but ex-
changes the Insteon Hub devices. For single device DUT, an Average Cross-Class
Percent Correct Classification (%C) of %C = 90% is achieved at Signal-to-Noise Ra-
tio (SNR) of SNR > 36 dB and %C = 99% at SNR > 46 dB. Receiver Operating
Characteristic (ROC) curves are used to illustrate rogue detection results with Equal
Error Rate (EER) of EER = 10% achieved for all devices at SNR = 40 dB, i.e., 90%
of unauthorized rogue devices are successfully rejected. For the SPN DUT, %C =
90% is achieved for SNR > 50 dB with rogue detection resulting in a EER = 10%
achieved at SNR = 50 dB. An average %C = 90% is not achieved for the entire set of

SPN DUT and rogue detection results in a EER = 10% for only 4 out of 24 classes.
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PHYSICAL-LAYER IDENTIFICATION OF POWER LINE COMMUNICATIONS
USING WS-DNA FINGERPRINTING

I. Introduction

This research involves the investigation of the discrimination of Power Line Com-
munication (PLC) signals through the exploitations of PLC emissions captured from
a powerline. The result is the successful demonstration of the Wired Signal Distinct
Native Attribute (WS-DNA) process applied to PLC signals. This chapter presents
the operational motivation in Section 1.1, the technical motivation in Section 1.2,
research contributions in Section 1.3, and the organization and structure of the doc-

ument in Section 1.4.

1.1 Operational Motivation

As the connectivity of Internet of Things (IOT) devices expands and communica-
tion networks evolve and grow, the need for the security of these networks expands.
The urgency for increased network security has been a concern that has ranged from
broadcast Local Area Network (LAN) to wireless cellar phone networks [1,2]. This
proliferation of individual devices that can connect from one network to another in-
troduces an ever growing problem of security for these networks, especially to those
devoted to mission critical systems and Supervisory Control and Data Acquisition
(SCADA) networks used to control large scale automation and control systems. These
security risks also overflow into the vulnerability of home automation systems that
can compromise individual personal security. PLC also presents a problem for insti-

tutional information control and security in that PLC can be used to move sensitive

1



information in a covert way over a potentially unmonitored power line serving ad-
ditionally as a data network. PLC communications are used in home automation
networks and are currently being investigated by industry as possible low cost solu-
tions for large scale automation [3,4].

The attraction of implementing PLC communication networks is that existing
infrastructure can be harnessed and new communication lines do not need to be
installed. By using existing powerlines as the communication medium, the costs
associated with new network implementation is greatly reduced [3,5]. PLC signals can
also travel up to 100 miles without having to be retransmitted and with retransmission
the range can be drastically increased [6]. A current use for PLC is automatic meter
reading by power companies for one way power monitoring and billing, however two-
way PLC communication and control is being investigated [7]. PLC is also being
considered for systems like Airfield Ground Lighting (AGL) at airports [3]. The
allure of PLC for use in a AGL system is that the current power lines that provide
power can also be used for communications that can result in more flexibility and
control over the way AGL systems are used [3]. All of these are examples of possible
large scale control and automation systems to include SCADA systems that can
implement PLC communications to control the network. Network security concerns
for critical infrastructure like theses and others are not new. Many of the concerns
originate with the lack of security at the time of the system implementation and the
subsequent patches and fixes to update the system with vulnerabilities possibly still
present. These holes in critical infrastructure security has led to a dramatic increase in
attacks on United States infrastructure between 2009 and 2011 with the Department
of Homeland Security naming cyber attacks as a top threat [8,9].

In addition to critical infrastructure and SCADA systems, PLC communication

networks are used in home automation control and communication. Specifically, PL.C



is implemented for use in Insteon devices and networks [10]. Home automation tra-
ditionally utilizes wireless communications like WiFi and Zigbee systems controlling
and communicating with various devices around the home. These home automation
systems have already shown to have vulnerabilities, with security issues being a "rich
field of research problems” [11]. These security issues for individual home automa-
tion networks pose a potential threat to those that use these systems in their home.
With PLC being implemented in some home automation networks, security of these
communications are critical.

The movement of information via PLC also highlights a problem in information
control for institutions and secure areas. The very nature of the powerline being
used for communications presents PLC as an “unmonitored, possibly covert, com-
munications network” [12]. Several steps have been taken to prevent unintentional
transmission of information over powerlines but little is discussed about preventing
intentional transmission of information via PLC [13].

PLC implemented in large scale command and control systems as well as in home
automation networks presents itself as a technology that has grown faster than its own
security. Current and possible PLC networks lack intrusion detection and in most
cases are entirely unmonitored. Traditional Media Access Control (MAC) methods
are used in some PLC networks as a single layer of unauthorized device protection,
however this variety of authentication has been shown to be susceptible to spoof-
ing [14]. An additional layer of Physical-Layer (PHY) authentication is proposed as

a possibility to increase security and intrusion detection.

1.2 Technical Motivation

The use of the PHY in device discrimination is a well researched topic and a con-

siderable amount of work has been conducted [15-52]. The majority of these works



have focused on the classification of devices, i.e. 1 vs many, predominantly in the
areas of wireless communications including: Institute of Electrical and Electronics
Engineers (IEEE) 802.11 WiFi [26-28,31-33,39,40], Radio Frequency Identification
(RFID) [17,46], IEEE 802.16 WiMAX [34-36,44|, IEEE 802.15 Bluetooth [24], and
Global System for Mobile Communications (GSM) cellular phones [38,45]. Addi-
tional work has been conducted focused on wired signal Ethernet device classifica-
tion [49,50]. Most of the research as focused on intentional emissions of wired or
wireless (26,30, 44,45, 53, 54], however some effort has been applied to fingerprinting
unintentional emissions [51,52,55]. Generally, PHY features are extracted from 1)
transient, or 2) invariant responses that are used to perform device discrimination [15].
The transient response method [24,42,47] focuses on the response to a change in steady
state or equilibrium. This method is generally avoided due to the effects of outside
environmental conditions that affect the response as well as the limited duration of
the response [16]. The invariant response method [26,27,34,44, 45,48 53] focuses on
a specific Region of Interest (ROI) within a burst. The target ROI contains non-data

modulation typically associated with a preamble, midamble, etc.

1.2.1 Wired Signal Distinct Native Attribute (WS-DNA).

Research into Radio Frequency Distinct Native Attribute (RF-DNA) is wide with
a considerable knowledge base [34, 35,44, 45,53, 56] and RF-DNA techniques have
been adapted to include wired signals via WS-DNA [57]. There is a need to extend
these techniques and processes to be applied to PLC communication networks to
improve network security and intrusion detection. PHY fingerprinting to include
WS-DNA has not been used in the classification or verification of PLC networks or
Simulcasting PLC Networks (SPNs). This research contribution will investigate and

apply WS-DNA processes and techniques to PLC devices/networks and SPNs.



1.3 Research Contributions

Previously mentioned technical categories are summarized in Table 1.1 and can be
used to relate previous work to the work conducted in this paper. Some abbreviations
and acronyms that are previously undefined are as follows: Time Domain (TD), Spec-
tral Domain (SD), Gabor Transform (GT), Multiple Discriminate Analysis Maximum
Likelihood (MDA /ML), Generalized Relevance Learning Vector Quantized-Improved
(GRLVQI), and Simulcasting PLC Network (SPN).



Table 1.1. Relation of Previous Technical Areas of Research and Current Contributions
with X’s Depicting Addressed Areas.

Technical Area Previous Work Current Research
Addressed Ref # Addressed | Ref #
TD Features X [30,44,45, 53, 54] X [12,58]
SD Features X (34,44, 56, 59
GT Features X (34, 53]

Emission Type

Intentional X 26,30,44, 45,53, 54] X [12,58]

Unintentional X [51,55,56, 59

Response Type

Transient X [24,42,47]

Invariant X 26,27, 34,44, 45,48, 53 X [12,58]

Classification/Verification Devices

Wireless X [26,30,44, 45,53, 54]

Wired X (49, 50] X 12, 58]

Classification/Verification Process

MDA /ML X 30,44, 45,51,53-56, 5] X

GRLVQI X (30,34, 53]

Network Type

PLC X [12]

SPN X [58]

1.4 Document Structure and Organization

The remaining portion of this document is arranged as follows. Chapter 11 presents

applicable background information pertaining to subjects used for this research in-



cluding PLC, SPNs and WS-DNA. Chapter III highlights the experimental method-
ology used for emission collection, post-processing, WS-DNA implementation, and
the subsequent classification and verification. Chapter IV provides classification and
verification results. Chapter V presents research summary and conclusions with dis-

cussion on possible future work.



II. Background

2.1 Introduction

This chapter provides key background and conceptual knowledge in order to sup-
port the research methodology and results provided in in Chapters III and IV respec-
tively. Section 2.2 introduces the reader to a brief history and concept of Power Line
Communication (PLC), including information on home automation and Broadband
over Power Line (BPL) protocols. Insteon is the subject of section 2.3 describing
the target signal and its characteristics, simulcasting, and multiphase transmissions.
Section 2.4 discusses Radio Frequency (RF) Fingerprinting including a description
of Wired Signal Distinct Native Attribute (WS-DNA) fingerprinting. The final sec-
tions discuss device discrimination via Multiple Discriminate Analysis (MDA) and

Maximum Likelihood (ML) classification as well as class verification.

2.2 Power Line Communication (PLC)

PLC is a communication method utilizing a sinusoidal or DC power line as a car-
rier signal with a communication protocol modulated on it. Historically, the PLC
communication protocol is implemented to use existing cable infrastructure as a cost
savings over new installations [60]. This use as well as others were outlined in a
1954 publication by the American Institute of Electrical Engineers (AIEE) which was
later updated in 1980 [61]. PLC has been used by power line workers historically as
a simple communication method and is currently used a great deal by power com-
panies in automatic meter reading [6] [62]. The main advantage of PLC networks
being the aforementioned ability to use existing infrastructure, another advantage
is the independence of the PLC communication network from other communication

networks [60]. Disadvantages include relatively low data rates and harsh noise envi-



ronments. Utilizing Frequency Shift Keying (FSK) and spread-FSK industry standard
data rates of 2.4 Kb/s can be achieved, however advanced features have be used to
demonstrate rates of up to 500 Kb/s [63]. The noise environment of the PLC net-
work can be notorious and spawns from thermal background noise, weather effects,
and especially the various devices and appliances that utilize the network for power
consumption. Poor weather can cause coronal ionization which can increase noise 20 -
30 dB higher than normal weather conditions [61]. Various household devices that
operate simultaneously on the PLC network can be the source of the most trouble-
some and unpredictable sources of noise. For example, figure 2.1 displays the Power
Spectral Densities (PSD) of various household appliances [60]. These noise sources

can present unique hurdles for successful and robust PLC networks.

100
\M‘AN Background noise
10 B AN At t4
100 m Drill noise

100 5 -
\LUMR Light dimmer noise

10 MLU&LAMAL

100 :
W Computer noise

| | ] | | | | |
10
0 20 40 60 80 100 120 140 160 180 200

Frequency (kHz)

level (dB uV)

Figure 2.1. Experimental measurements of the Power Spectral Densities (PSD) of
various noise sources on power lines [60].

2.2.1 Home Automation.

Traditional uses for PLC networks have expanded from commercial and industrial
uses, to home automation. Utilizing the existing power line network as a cost effective

home automation solution is gaining attention. Various home sensors and devices such



as locks, cameras, and motion sensors can communicate via a PLC network, some-
times in parallel with other RF communication networks. Thus, a wired independent
communication network can be created without the installation of additional cable
infrastructure. PLC as a means for home automation began with a company called
Pico Electronics, in Glenrothes, Scotland with the invention of X10 [64]. X10 was the
first PLC protocol to be widely implemented in home automation and continues to
be the industry standard. The X10 protocol has a low data rate at 1 bit every 240
cycles of 120 KHz carrier frequency [65]. These low data rates are adequate for basic

home automation messages but are insufficient for complex control systems.

2.2.2 Broadband over Power Line (BPL).

Another application of Power Line Communication (PLC) is BPL. BPL allows
high speed broadband communication over power lines and is described by the In-
stitute of Electrical and Electronics Engineers (IEEE) 1901 standard. BPL is an
example of broadband PLC with much higher data rates in excess of 500 Mbps [66].
BPL is ubiquitous with Internet over Powerline (IPL) and is extensively used for rel-
atively high data transmissions over a power line network over very short distances.

This is primary used for home Internet or to extend the range of home Internet.

2.3 Insteon

Insteon is a family of home automation devices designed to be networked together
via RF, PLC, or a combination of both [67]. The PLC modulated signals sent between
Insteon devices will be the target of this research. The PLC protocol that is used
by Insteon is proprietary and unique to the company, however it is closely related to
X10 as mentioned in section 2.2.1. Insteon improved upon the data rate of X10 by a

factor of 48 greatly increasing the data rate of the PLC protocol [67].

10



2.3.1 Signal Characteristics.

Insteon devices communicate via PLC by injecting the communication signal onto
the Alternating Current (AC) power-line [65]. For the United States, the nominal
voltage is roughly 120 V alternating at 60 Hz. The signal is modulated onto a carrier
frequency of 131.65 KHz via Binary Phase Shift Keying (BPSK) with an average
peak-to-peak voltage of 4.64 V [65]. Instead of 180 degree transitions between bit
boundaries, Insteon PLC utilized a gradual phase shift by introducing 1.5 cycles of
carrier at 1.5 times the carrier frequency between bit boundaries. Figure 2.2 displays

the gradual phase shift [65].

~ ~" ~T
Bit 1 Bit 2 Bit 3
1 0 1

Figure 2.2. Binary Phase Shift Keying (BPSK) with gradual phase shift utilized by
Insteon Power Line Communication (PLC) [65].

There are two types of PLC messages, standard messages and extended messages
which are broken up into packets that contain 24 bits [65]. The standard message
consists of 5 packets and the extended message consists of 11 packets [65]. Figure 2.3

shows the structure of the standard message.

11



INSTEON Standard-length Message - 10 Bytes

3 Bytes 3 Bytes 1 Byte 2 Bytes 1 Byte
From Address To Address Flags Command 1, 2 CRC?
Data Bits | Contents
From Address 24 | Message Originator's address
To Address 24 | For Direct messages:

Intended Recipient's address
For Broadcast messages:
Device Category, Subcategory
For ALL-Link Broadcast messages:
ALL-Link Group Number [0 - 255]

1 Broadcast/NAK
Message Type 1 ALL-Link
Message Flags 1 Acknowledgement
Extended Msg Flag 1 0 (Zero) for Standard-length messages
Hops Left 2 Counted down on each retransmission
Max Hops 2 Maximum number of retransmissions allowed
Boniisd. 8 Command to execute
Command 2 8
CRC® 8 Cyclic Redundancy Check

Figure 2.3. Standard message structure of Insteon Power Line Communication (PLC)
message highlighting the required size for each piece of data and its expected contents
[10].

A standard message contains a single start packet and 4 body packets for a to-
tal of 5 packets. An extended message contains a single start packet and 10 body
packets for a total of 11 packets. For a start packet, the first SP,y = 12 bits are
Start Packet-start/synchronization bits while the remaining SPy, = 12 bits are Start
Packet-data bits. For a body packet, the first BP;y; = 6 bits are Body Packet-
start /synchronization bits while the remaining B Py, = 18 bits are Body Packet-data

bits. The structure of start and body packets is presented in Figure 2.4 [65].

12



120 total bits = 15 bytes

Standard-length Message - 5 Packets 84 Dota bits = 10% bytes, 10 usable

‘SP‘BP‘BP‘BP‘BP‘

Start Packet

1‘0‘1‘0‘1‘0‘1‘0 1‘0‘0‘1 x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x

8 Sync bits 4. Start Cadel 12 Data bits

bits
Body Packet

1‘0 1‘0‘0‘1 x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x

2 Sync 4 Start Code

bits bits 18 Data Bits

Figure 2.4. A standard message contains 5 packets, 1 start packet, and 4 body packets.
Start packets contain 8 sync bits, 4 start bits and 12 data bits while body packets
contain 2 sync bits, 4 start bits and 18 data bits [65].

Each packet has a duration of Tpy, = 1.823 ms. The start of each packet is
transmitted at Tp,.zc = 0.876 ms prior to the zero crossing of the powerline signal
and lasts until Tp,szc = .947 ms after the zero crossing. Each bit is transmitted at
a rate of 1 bit every 10 cycles of the carrier frequency. Figure 2.5 displays the zero
crossing transition details. Insteon messages are transmitted starting Tpg; before the

zero crossing with a frequency of 131.65 KHz.
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Figure 2.5. Powerline crossing timing illustrating the duration of Insteon messages
about the zero crossing of the 60 Hz Alternating Current (AC) power signal [65] [12].

2.3.2 Message Repetition.

To improve reliability of PLC messages, Insteon uses two types of message rep-
etitions: 1) message hopping, and 2) message retrying. These techniques are used
individually or together to maximize the dependability of PLC messages sent via

Insteon PLC devices.

2.3.2.1 Message Hopping.

Message hopping controls the number of message retransmissions that will occur.
This enables the same message to be retransmitted a max number of three hops by the
originating device [10]. Message hopping is achieved through Message Retransmission
Flags that are contained in the message called Maxz Hops and Hops Left, an illustration
of which can be seen in Figure 2.6 [10]. The Maxz Hops flag dictates that maximum

number of hops and the Hops Left flag dictates the number of hops that are left.
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Figure 2.6 illustrated how message hopping and retransmission works [10].

Device Numb 1 2 3 4 5
Max Hops | 3 3 3 3 3
Hops Left | 3 32 T 2—-1 T 1-0 T 0
Hop Number 1 2 3 4
Retransmission Number 0 1 2 3

Figure 2.6. Message Retransmissions Illustration with Hops Left and Max Hops Dis-
played [10]. Hops left is decremented after each retransmission of the original message
until it reaches zero.

Message hopping also allows Insteon PLC devices to relay and repeat an origi-
nator’s message. This can extend the range of PLLC messages and also improve the
reliability of messages. Combining this with strict timeslot synchronization also al-
lows the simultaneous transmission of messages called simulcasting [10]. Simulcasting

will be further discussed in Section 2.3.3.

2.3.2.2 Message Retrying.

When an acknowledgment is not received by an originator it will automatically
attempt to resend the message up to four additional times for a total of five trans-
missions [10]. This is different from message hopping in that a retry is an additional
attempt to send a failed message rather than just an attempt to extend the range
of the signal in the case of hopping. The Acknowledgment flag is used to inform the
originator that the message was received. If there is no acknowledgment received by
the originator then the message is retransmitted and the Max Hops incremented by
one to a maximum of three [10]. Increasing Maz Hops is in attempt to increase the
range of the message. An illustration of message hopping and message retrying can

be seen in Figure 2.7 [58].
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Figure 2.7. Typical time domain response of an Insteon Simulcasting PLC Network
(SPN) On message transmission illustrating message responses, burst responses, re-
peated message responses, and amplitude increase resulting from simulcasting. The
5 retransmissions are highlighted in the On message response with an additional hop
added to a max of 3 with no ACK flag from target device [65] [58].

2.3.3 Simulcasting.

Insteon’s PLC protocol also includes simulcasting, which is the ability for devices
to retransmit the same messages on top of each other [10]. Typical communication
networks specifically prevent the simultaneous transmission of messages as this can
inflict destructive interference and compromise the integrity of the transmissions.
However, PLC networks that utilize the zero crossing of the AC power line as a
global clock can use simultaneous transmissions and actually boost the power of
the overall message. This increases the total power of transmitted messages and can
greatly increase the range a network. An illustration of the zero crossing of an Insteon
message can be seen in previous Figure 2.5. A PLC network with multiple devices

that is using simulcasting will be referred to as a Simulcasting PLC Network (SPN).

2.4 'WS-DNA Fingerprinting

RF fingerprinting is a general term used to describe the ability to extract unique
characteristics from intentional or unintentional waveform emissions. These unique

characteristics are used to create a digital fingerprint of the emission which then
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can be used to discriminate between devices or a network of devices. The entropy
of the manufacturing process causes components such as capacitors, amplifiers, os-
cillators, and inductors to have inherit minute variations in the otherwise identical
components [16,68-70]. These slight differences in the physical hardware introduce
Physical-Layer (PHY) differences in device components [70]. The induced PHY dif-
ferences can cause Amplitude Modulation (AM) -to- Phase Modulation (PM) alter-
ations, change the observed center frequency, or alter symbol rates [70]. The same
differences in PHY features and hardware components also apply to PLC devices.
Therefore, even devices that are assumed to be identical will have slight variations
which enables discrimination of devices [59]. The research presented will use the RF
fingerprinting approach of WS-DNA which applies the techniques of Radio Frequency
Distinct Native Attribute (RF-DNA) to a wired signal [57]. Section 2.4 provides back-
ground on the WS-DNA process and previous work.

Historically, the implementation of RF-DNA involved the extraction of non-data
modulated signal burst responses [26,27,34,39,44,45,48,53,54,56,59]. These applica-
tions generate features from a Region of Interest (ROI) extracted from Time Domain
(TD) [48], Spectral Domain (SD) [44], Fourier Transform (FT) [44], or Gabor Trans-
form (GT) [34] domains.

Traditionally, RF-DNA research involved intentional RF emissions of wireless de-
vices [34,39,44,45,48,54]. WS-DNA uses the same techniques as this but the signal of
interest is captured from a wired source instead of a wireless RF source [12,57,58]. For
this research, techniques described in [12,58] are used and explained in Chapter III for
capturing intentional PLC communication signals created from Insteon PLC devices
to produce WS-DNA fingerprints.

Like RF-DNA, WS-DNA uses the steady-state responses of a communication sig-

nal and extracts fingerprints based on the distinct features present in the signal typi-
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cally extracted from some form of “amble” in the signal [34,48,53,59]. This research
will utilize WS-DNA fingerprinting techniques specifically for TD signals as explained
in [53,59]. An ROI is selected from the WS-DNA TD responses and then separated
into smaller subregions. Instantaneous responses are then calculated for each subre-
gion partition including: amplitude, phase, and frequency.

A real-valued discrete wired signal response, ws(k), is acquired and WS-DNA

FWS  are created from N samples. A total of Nyesp = 3 instantaneous

fingerprints,
TD responses are calculated consisting of amplitude {a.(k)}, phase {¢.(k)}, and
frequency {f.(k)} where k = 1,..., Nj are provided in (2.1) - (2.3). Because ws(k)
is real-valued, it must be converted into I-Q samples before its instantaneous phase

(2.2) and instantaneous frequency (2.3) can be calculated [71]. This is done through

the Matlab© Hilbert transform function and results in ws(k) = wsg(k) + ws;(k)

where
a(k) = \Jws?(k), (2.1)
— tan! wsq(k)
o(k) =t {wSI(k)} : (2.2)
1 [do(k)
f(k) = gy {W} : (2.3)

Consistent with previous work the TD responses are then normalized and centered
(denoted by a bar and subscripted c¢ respectively) as work seen in equations (2.4) -
(2.6) [34,39,44]. The mean, pu(a), u(¢), and p(f) is calculated for amplitude, phase,
and frequency respectively across N, samples:

ac(k) = ak) — pla) (2.4)

~ max ’

k {ac(k)}

Qgc(k') - M» (25)
k {oe(k)}
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fulhy = TR =0 (26)

ke {fe(k)}
The ROI contains a total of Nx samples and is broken up into Ng contiguous, equal
duration subregions with the number of samples in each subregion, always an integer.
Usually, the entire ROI is also assigned as an additional subregion for a total of
Nrr = Nr + 1. For each of the centered and normalized instantaneous responses
Nrpesp = 3, statistical features Ng;r = 4 are calculated including: standard deviation

(o), variance (0?), skewess (7), and kurtosis (x). An illustration of this can be seen

in Figure 2.8 [44].

Arbitrary Feature Sequence
Ng+1

o — Std Deviation
2% — Variance

v — Skewness

Kk — Kurtosis

Sr3 = Or3s O35 Yr3s Kz |

Figure 2.8. Typical Wired Signal Distinct Native Attribute (WS-DNA) fingerprint
format with subregions, and individual features illustrated [44].

A regional fingerprint Np, is generated for each instantaneous response mentioned
previously as seen in (2.7). The fingerprint is then concatenated to form (2.8) and
the final composite fingerprint is generated from the individual TD feature vectors

shown in equation (2.9):

~~
©
~

S—

WS __ 2
FRi — |OR, O R; YR; KR;
1x4
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wsS - . .
F™7, 5= |:ng5 : F]‘gs : Fggs ng\’iR‘| , (2.8)
1><4(NTR)
FYS = {FWSG L FWS, FWSJ . (2.9)
1><4(NTR)X3

The total number of features is contingent on the number of total subregions Nrg,
instantaneous responses Npg.sp, and statistical features Ng; established. As an ex-
ample, if Npp = 44+ 1 = 5 subregions, Ngi, = 4 statistical features, and Ngesp, = 3
instantaneous responses, the total number of features will be Npeqis = 5 X 4 X 3 = 60.

The specific values for this research is discussed in Chapter III.

2.5 MDA /ML Discrimination

Device discrimination via Multiple Discriminate Analysis Maximum Likelihood
(MDA /ML) achieved in this research is adapted from [53,55]. These same techniques
are also consistent with previous WS-DNA [57]/RF-DNA [34, 44, 45, 48, 53, 56, 59|
fingerprinting research. This process will be implemented to produce results that are
presented in Chapter IV.

The fingerprints of an unknown device are compared to known device fingerprints
in what is commonly called classification or a 1 vs. M determination. The unknown
device is compared with each of the known devices and a decision is made that will
match the unknown device with the known device that most resembles it. This
process is completed in two steps: 1) MDA model development and 2) comparison
of the fingerprints via the ML classification technique. The MDA model expands
Fisher’s Linear Discriminate Analysis (LDA) model from a N. = 2 class problem
to a N, > 2 class problem where N, is the number of devices/classes [34]. MDA
effectively decreases the number of feature dimensions from N, to N.—1 while ensuring
the distance between class means are maximized and the spread is minimized [34].

The ML process determines which class the unknown fingerprints resembles based
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on the known class fingerprints utilizing the classification model. This is done for
each N, class and will return a the highest resemblance based on the rest of the class

fingerprints [53,55].

2.5.1 Multiple Discriminate Analysis (MDA).

MDA begins with the computation of the scatter matrices for the inter-class av-
erages (S,) shown in equation (2.10) and intra-class spreads (S,,) shown in equation

(2.11) [72] shown as,

c
Sy = Z PX, (2.10)
i=1

Sy = Z Py(ps — pio) (1t — po)", (2.11)

where ¥; is the covariance matrix, and P; is the prior probability of class ¢; while
assuming equal cost and prior probabilities [34]. WS-DNA fingerprints are then pro-

jected into a N, — 1 dimensional subspace via,
F=W'F. (2.12)

The projection matrix W is formed from equations (2.10) and (2.11) and the eigen-
vectors of S;'S,, which is the best ratio of intra-class spreads to inter-class mean
distances [72]. F" is then created as a projected training matrix with Nr,, finger-

prints per class as,

F' = \FY FY .. FY : (2.13)
NTngX(Nc_l)

The mean vector i)' and covariance matrix X}V are calculated and a multivariate

distribution is matched to the MDA projected data. The process then uses the results
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of the projection matrix W, the projected training matrix F", the mean vectors fi;",
and covariance matrix iyw for ML classification of testing fingerprints. This process

is described in Section 2.5.2.

2.5.2 Maximum Likelihood (ML) Classification.

The outputs of previous Section 2.5.1 are used in ML classification. A similarity
measure between unknown fingerprints and each known reference fingerprint is cal-
culated and is described with Bayesian posterior probability while assuming uniform

costs and equal prior probabilities [59]. The covariance matrices EYV are pooled by:

W
SV = NTW Z =W (2.14)

where the total number of devices is denoted as Ng and the pooled covariances is
denoted as EYDV

An unknown device’s WS-DNA fingerprint F is assigned to class w; in accordance
with:

P(w;|F) > P(w,|[F)Vj # i, (2.15)

wherei e {1,2,..., No} and P(w;|F) is the conditional posterior probability that %%
is in class w;. Bayes’ rule is then applied and the conditional probability is found

by [73], A
P(w;|F) = PUEfws) Plws) (2.16)
P(F)
When evaluating (2.16) P(w;) can be ignored by assuming equal cost and prior prob-
abilities as stated in Section 2.5.1. Because the conditional probability is calculated
for a given F', the denominator P(F) will remain constant across all w; and can sub-

sequently be ignored. This effectively reduces (2.16) to simply P(I@|wl) Reference

templates are created by fitting each class with a multi-variate Gaussian distribu-
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tion. These templates allow ML to be estimated from the likelihood values of the

fingerprint F by:

P(Flw;) = ———— - exp(F.), (2.17)
2r 2 |Z)2
with
| T S
Fo=—=(F — i)"S™(F — f1y). (2.18)

Average Cross-Class Percent Correct Classification (%C) is then calculated based on
the number of fingerprints that are classified correctly divided by the total number

or trails.

2.5.3 K-Fold Cross-Validation.

K-fold cross-validation is used to improve result reliability and ensure statistical

NTng

significance. This is done by first dividing up the training fingerprints into —¢

equal size "blocks” of separate sections of fingerprints, where K are the number of
blocks. Next, a single block is held out and the remaining K — 1 blocks are used to
create projection matrix W as described in Section 2.5.1. Finally, the held out block
and W are used to validate the model and perform device classification described
in Section 2.5.2 [74]. Ensuing MDA /ML testing is performed based on the W that
had the highest average %C resulting from the training iteration. Consistent with
previous works, a value of K =5 is used for the cross-validation in this research [75].
Classification error results are analyzed with the use of a confusion matrix discussed

in Chapter IV.

2.6 Class Verification

This section introduces how class verification is performed and explains the pro-

cess. The techniques and processes described in this section are adopted from [53,55]
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and is consistent with previous WS-DNA works [34, 56, 59]. Class verification is a
method to determine the similarity between the fingerprints of classes in a 1 to 1
basis. During verification a class asserts a claimed identity and is verified against a
stored digital fingerprint at which point a decision is made as to the authenticity of
the claimed identity and the class is either accepted or rejected. This process can be
used to provide an additional layer of authentication for networked devices.

The results of class verification is binary where the class is appraised as autho-
rized or unauthorized and if unauthorized, labeled as a rogue. More specifically, an
authorized class presents its authorized fingerprint credentials and attempts to gain
legitimate access, while a rogue class presents an authorized device’s credentials to
attempt unauthorized access. This binary decision can result in a class granted access
truly or falsely, or rejected access truly or falsely. The binary decision is based on

verification test statistic P(N,|F") represented as,

P(N|FY) > ¢, (2.19)

where N¢ is the claimed class, F is the observed fingerprint, and ¢ is predetermined
decision threshold [53]. The decision made in (2.19) is summarized in Table 2.1
below [53,56,59].

Table 2.1. Class Verification Decision Types

Class Verification Decisons

Class Authorized  Unauthorized

Authorized True Accept False Reject

Unauthorized | False Accept True Reject

Based on Table 2.1, the decision defined in (2.19) can result in two different types

of errors: 1) True Reject and 2) False Accept. A True Reject error results from an
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authorized class being rejected from the outcome of (2.19). A False Accept results in
an unauthorized class being accepted from the outcome of (2.19). True Accept and
False Reject outcomes are non-errors and result when authorized classes are accepted
or unauthorized classes are rejected respectively. The decision threshold ¢ can be used
to adjust the performance of verification decisions and either increase the rejection
of devices, i.e. increased security, or increase the acceptance of devices, i.e. increase
accessibility [53].

The performance of the verification decision is appraised with Receiver Operating
Characteristic (ROC) curves and corresponding Equal Error Rate (EER) points. The
EER point corresponds to the False Reject Rate (FRR) equaling the False Accept
Rate (FAR). Each ROC curve is generated by varying ¢ between [0,1] and plotting
the True Accept Rate (TAR) vs the FAR [53].
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III. Methodology

3.1 Introduction

This chapter presents the methodology used for creating results discussed in Chap-
ter IV. This methodology will target two different focus areas: 1) single device and
2) Simulcasting PLC Network (SPN) and is consistent with previous work [12, 58].
Section 3.2 presents the experimental setup and collection of intentional wired Power
Line Communication (PLC) signals originating from Insteon Hubs. Post collection
processing with Region of Interest (ROI) definitions are discussed in Section 3.3. Sec-
tion 3.4 presents how the collected Signal-to-Noise Ratio (SNR) is estimated and Sec-
tion 3.5 covers the applied Wired Signal Distinct Native Attribute (WS-DNA) tech-
niques used in generating WS-DNA fingerprints. Implemented Multiple Discriminate
Analysis Maximum Likelihood (MDA /ML) discrimination technique is introduced in

Section 3.6 for classification and class verification is presented in Section 3.7.

3.2 Experimental Hardware Setup

The experimental setup includes an HP® Laptop that is used in conjunction with
an application called Insteon for Hub, to manually instruct Insteon Hub devices to
send PLC messages. A series of two different in-line filters are used to prepare the
PLC message for collection. The first being an OnF'ilter Plug-In Power Line Electro-
Magnetic Interference (EMI) Filter that is used to isolate collection equipment from
the 120 V voltage while also filtering the 60 Hz sinusoidal Alternating Current (AC)
low frequency signal. The second being a Wz = 32 MHz low pass anti-aliasing filter
to remove any high frequency noise. A Lecroy WavePro 760Zi-A 6.0 GHz oscilloscope
is used to digitally sample and store the conditioned PLC message as a discrete valued

sequence. The oscilloscope’s settings are as follows: 1) a time scale of 10.0 ms/div,
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2) an amplitude scale of 2.00 V/Div, 3) a sample rate of 10 MSamp/Sec, and 4) a
tors = 0 ms trigger offset. The sampled signal is then stored for post processing and
fingerprint creation using MATLAB®.

All efforts are taken to reduce outside noise and influences due to other devices
on the power line. The collections are taken on a weekend with all other devices
near the collection setup powered down. This does not guarantee other sources of
noise with different distribution, as mentioned in Section 2.2, are eliminated from the
local power line. However, for this research it is assumed that the only noise present
on the line is Additive White Gaussian Noise (AWGN). To further simulate varying
channel effects, additional AWGN is introduced post collection and discussed later in

Section 3.3.

3.2.1 Device Under Test (DUT).

This work will focus on two different Device Under Test (DUT) categories: 1) sin-
gle device and 2) SPN. The single device category will focus on collections made from
single Insteon Hub devices with no other PLC devices present. The SPN catagory
will focus on an SPN comprised of a single Insteon Hub simulcasting with additional
Insteon On/Off Outlets. Each DUT can be comprised of three different types of
devices: transmit device, peripheral device, and receive device. A transmit device is
the transmitting device and the originator of any PLC message. A peripheral device
is an additional simulcasting PLC device or devices that will repeat PLC messages
as described in Sections 2.3.2 and 2.3.3. A receive device is the target device of the
transmit device message, i.e. an Insteon Hub (transmit device) sends an On message
to an Insteon On/Off Outlet (receive device). For this research the receive device
will be off network which will force the transmit device to use message hopping and

message retrying in accordance with Section 2.3.2. The increase in message hops and
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retrys reduces the time needed to collect an adequate number or packets for finger-
print generation. An illustration of these repeated messages can be seen in previous
Figure 2.7 [58].

A test fixture is used to maintain conseistency between DUT collections and ensure
configuration control, illustrated in Figure 3.1. The transmit device is located at D1
with any peripheral devices located at D2-D4. The EMI filter and collection point is

located at D5.

-
7

Local Power Supply

D1 D3 D5

Figure 3.1. Illustration of test fixture used for configuration control. Electro-Magnetic
Interference (EMI) filter is located at D5, exchanged transmit devices located at D1,
and other peripheral devices located at D2-D4 [12].

3.2.1.1 Single Device DUT.

The single device DUT assessments include N.,,, = 6 classes, each of which are
comprised of a transmit device and a receive device. For each class a different Insteon
Hub acts as the transmit device located at D1 on the test fixture transmitting an On
PLC message targeted to an off network Insteon On/Off Outlet acting as the receive
device. Collections are taken at D5 as mentioned in Section 3.2.1. Thus, each of

the N,

ey = 0 classes comprise of a different single Insteon Hub transmitting an On

PLC message with no other PL.C device present on the power line. Table 3.1 summa-

rizes the single device DUT category with device addresses and estimated collected
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SNR [12]. The estimation of the collected SNR is discussed later in Section 3.4.

Table 3.1. Single Device DUT with Device Addresses and Estimated Collected Signal-
to-Noise Ratio (SNR) [12].

Transmit Devices

New Device Address  Collected SNR (dB)
1 Hub 1 39:30:05 452
2 Hub 2 39:32:86 45.1
3 Hub 3 39:21:82 44.8
4 Hub 4 39:20:DC 44.7
5 Hub 5 39:29:7F 449
6 Hub 6 39:17:E3 453

Receive Device
Insteon On/Off Outlet 39:A0:02 Off Network

Collections are made for each class and saved for post processing. Immediately
following, the transmit device is replaced with the another device from Table 3.1 and
the process is repeated. This is done until collections are made for each class. Each
collection extracts 400 Insteon Hub PLC On standard messages [12]. As previously
discussed in Section 2.3.1, each standard message contains 5 packets, or bursts. This
equates to Np,,, = 2,000 bursts/packets extracted for each class which will be used

for fingerprint generation and individual Hub device discrimination.

3.2.1.2 Simulcasting PLC Network DUT.

The SPN DUT category includes N.,,, = 24 classes, each of which is comprised
of a transmit device, peripheral devices, and a receive device. Each class contains one
of Nrp = 6 Insteon Hubs which acts as the transmit device located at D1. A subset
peripheral devices is created from Npp = 4 peripheral devices contained in Table 3.2.
Each of the Npp,, = 4 subsets contain 3 out of the Npp = 4 peripheral devices with
each subset denoted as Nyuu where # is taken as four-choose-three from the set of

{1,2,3,4}. Table 3.2 summarizes these subsets.
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Table 3.2. Subsets of Peripheral Devices with Device Addresses and Connection Posi-
tions.

Peripheral Devices

Label Device Address
Np, On/Off Outlet 1 39:9F:FC
Np, On/Off Outlet 2 39:9C:9C
Nps3 On/Off Outlet 3 39:9E:28
Npy On/Off Outlet 4 39:9E:08
Subsets of Peripheral Devices

Subset Label Peripheral Devices in Subset ~ Connection Positions Respectively
Ny Npp» Npy, Nps D2, D3, D4

Nios Npa» Npo, Nos D2, D3, D4

Nis Np1s Npss Npy D2, D3, D4

Nips Npp» Npo, Npg D2, D3, D4

Each of the peripheral devices are connected respectively to D2-D4 as shown in
Table 3.2. Any given class contains one of Nyp = 6 transmit device, one of the
Np, = 4 peripheral device subsets, and the same off network receive device which

results in N, = Nrp X Np, = 6 x 4 = 24 different classes. For example, the

csPN
first class contains the first of the Nyp = 6 transmit devices targeting the same
receive device. In addition, peripheral devices 1, 2, and 3 (at positions D2, D3,
and D4 respectively) are present. This creates the first class of in the SPN DUT
category. Table 3.3 displays all the SPN DUT classes collected on with the estimated
collected SNR. The collected SNR estimation is explained in Section 3.4. Similar to
Section 3.2.1.1 collection, for each class 1,000 On messages are collected. As discussed
in Section 2.3.1 each message contains 1 start packet and 4 body packets. Thus, the

collected messages contain Npg,, = 1,000 start packets per class that will be used

for WS-DNA fingerprinting of SPN classes.
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Table 3.3. All Simulcasting PLC Network (SPN) Device Under Test (DUT) Classes Col-
lected On with Transmit Device Address and Collected Signal-to-Noise Ratio (SNR),
Where Np, Can Be Found in Table 3.2.

SPN DUT
Nespn N with Address N, Collected SNR (dB)
1 Hub 1 N3 51.5
2 Ny»3 51.3
3 39:30:05 N 515
4 N 51.4
5 Hub 2 N3 51.5
6 Ny»3 51.4
7 39:30:05 N 515
8 Nioa 51.1
9 Nias 51.2
10 Hub3 N3 51.5
11 39:30:05 NP 513
12 Nioa 51.5
13 Hub 4 Nias 51.1
14 N3 51.2
15 39:30:05 NP 513
16 N 51.4
17 Hub S Niss 51.8
18 N3 51.6
19 39:30:05 NP 515
20 Nioa 5.16
21 Hub 6 Niss 51.6
22 Nios 51.5
23 39:30:05 N 51.4
24 N 513
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3.3 Post Collection Processing

This section presents information specific to post processing collections from both
DUT categories in order to extract an ROI per response that are used in WS-DNA fin-
gerprinting. This post processing is done exclusively in MATLAB® directly following
signal collection described in Section 3.2. Post-collection processing for both cate-
gories include 1) digital filtering, 2) individual Variance Trajectory (VT) based burst
detection and extraction consistent with [30,53], 3) burst selection based on which
DUT category was collected, 4) SNR scaling to achieve desired simulated channels ef-
fects, and 5) ROI selection. All collections have a duration of approximately T¢ ~ 1.8
s and contain 17 messages with a total of 85 packets/bursts. A typical collection can

be seen in Figure 3.2.

) “On”
Single Burst 0 Repeated Message
Message

4 \ r*'\ (_A_\
=
[}
©
20
o
€ -2
<

4 | | | | 1 1 | | |

0 0.2 0.4 0.6 0.8 1 12 14 1.6 1.8

Time (Sec)

Figure 3.2. Typical Collection Illustration with Single Burst, Message, and Repeated
Messages displayed.

3.3.1 Digital Filtering.

All collections are first filtered using a software implemented 16th order Butter-
worth filter centered at f. = 131.65K Hz with bandwidth Wepp = 30K Hz. This
removes the majority of noise from the modulated signal and Figure 3.3 shows the
unfiltered Power Spectral Densities (PSD) and Figure 3.4 displays the PSD of the

filtered signal with the impulse response of the filter.

32



|DFT|? (dB)

. . . . . . . . |
0 0.5 1 15 2 25 3 3.5 4 4.5 5
Frequency (Hz) %108

0 0.‘5 1‘ 1.‘5 2‘ 2.‘5 :; 3.‘5 “1 4,‘5 5
Frequency (Hz) %108
Figure 3.3. Unfiltered Signal Power Spectral Densities (PSD). Top illustrates a large

portion of the PSD spectrum while the bottom shows expanded view with the target
signal PSD highlighted with red dotted line.

-20

-40 |

-60

-80

|DFT[? (dB)
g

n
5}
T

N
S
T

PSD of Filtered Signal

Impulse Response of Filter | 7|

---------- 131.65 kHz
T

@
=3
T

©
S
T

06 08 1 12 14 16 18 2 22 24
Frequency (Hz) %10

Figure 3.4. Filtered signal Power Spectral Densities (PSD) with impulse response and
filter center frequency.

3.3.2 Burst Detection.

In order to detect and extract message packets or bursts from the total collec-
tion, amplitude-based VT is implemented as mentioned in Section 3.3. Using Equa-

tion (2.1) a VT sequence VT, (i) is created using,

VTL(i) = [Wali) = Wa(i + 1), (3.1)
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1 1+(n71)NA+Nm
Waln)=— Y,  (a(n)—p?), (32)
™ i=14(n—1)Ng4

such that i« = 1,2,...,L,, — 1, m = 1,2,..., Ly, Ly, = [(No — N;»)/Ng| + 1, N, is
combined samples making up a(i), N, is the width of the window, and Ny is the
number of samples that are advanced the window in between calculations [30, 53].
Because each burst will be approximately the same size, this results in coarse burst

detection with all the bursts coarsely aligned with one another.

3.3.3 Burst Selection.

Immediately after burst detection, specific bursts are selected depending on which
of the DUT categories are being collected. As described in Section 3.2.1 the two types

of DUT categories are 1) single device and 2) SPN.

3.3.3.1 Single Device DUT.

When post processing for the single device DUT category, all packets/bursts are
selected to be used. As mentioned is Section 3.2.1.1, this equates to Np,,, = 2,000
packets/bursts that will be used in WS-DNA fingerprinting. The specific ROI used

is further discussed in Section 3.3.5.

3.3.3.2 SPN DUT.

Unlike the single device DUT category, the SPN DUT category does not use all
collected packet bursts. Only the simulcasted start packets are selected for WS-DNA
fingerprinting resulting in Np,,., = 1,000 start packets. As discussed in Section 2.3.3,
the first message in a series of repeated messages on a SPN is not simulcasted. Fig-
ure 3.5 illustrates an average of 0.7 V amplitude difference between single device

packets and simulcasted packets.
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Figure 3.5. Simulcasting message compared to single device message illustrating an
average amplitude difference of .7 V.

It is only the subsequent repeated messages in an SPN broadcast that are simul-
casted. Thus, only start packets that have been simulcasted are selected for WS-DNA
fingerprinting. Only start packets are used due to the larger steady state region avail-
able for fingerprinting, this is further explained in section 3.3.5.2. Simulcasted packets
are isolated from non-simulcasted packets via a power metric Prpyesn. This is done
by comparing the power of a known single device start packet signal with collected
SPN start packets. A value of Pry,es, is selected and the SPN collected start packet

Peo is compared with the power of the known single device start packet Py using,

Pcor 2 Priresn X Pro. (3.3)

Equation (3.3) results in a binary decision of either 1) the collected start packet power
is less than the scaled known single device start packet power or 2) the collected start
packet power is greater than or equal to the scaled known single device start packet
power. A unit-less scaling factor of Prp.esp, = 1.4 is empirically found to effectively

discriminate single device start packets from simulcasted start packets greater than 3
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standard deviations. The Probabilty Density Function (PDF) of the power of known
single start packets are compared with the power from SPN collected start packets
with a Prpesn = 1.4 using Equation 3.3 over N,.,; = 100 realization. Figure 3.6 shows
the PDF's of the power for the single device start packets and selected simulcasted

packets when the equation (3.3) is used with Prp.esn = 1.4 along with three standard
deviations for each PDF.
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Figure 3.6. Power Probabilty Density Function (PDF) of single device start packets
compared with collected Simulcasting PLC Network (SPN) start packets illustrating
greater than 3 standard deviation separation.

This shows that a Prp..sn = 1.4 is adequate for at least 30 to discriminate simul-

casted start packets from single device packets.

3.3.4 SNR Scaling.

After burst detection and selection, the SNR of the PLC packets for the single
device DUT categroy are approximately SN R.;g ~ 45 dB and SN R.spy =~ 51 dB for
the SPN DUT. The collected SNR for all classes can be found in Tables 3.1 and 3.3.
These high collected SNR levels do not necessarily represent all channel conditions.

Therefore, Nyc. = 5 independent power-scaled like-filtered Monte Carlo AWGN
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realizations are added to simulate varying channel conditions to obtain SN R,z =
[—10 : 50] dB in 2 dB steps for the single device DUT category and SN R,spn =
[—10 : 54] dB in 2 dB steps for the SPN DUT category. Each AWGN realization was
1) randomly created from a Gaussian distribution, 2) filtered in the same manner
as the collected message packets as mentioned in Section 3.3.1, and 3) power-scaled
to achieved the desired SNR when added to the collected message packets. This is
repeated for collected signals N.,,, = 2,000 and N.spny = 1,000 to create a total of
Niugr = Nyes X Ng,p,, = 2,000 x 5 = 10,000 signal responses for the single device
DUT category and Nyspny = Naser X Nespy = 1,000 x 5 = 5,000 signal responses for
the SPN DUT category.

3.3.5 ROI Selection.

The ROI is the area or areas of the steady state response that will be used during
fingerprint generation. For this research a different ROI will be identified for each
of the DUT categories, 1) single device and 2) SPN. Each DUT category targets
different ROI regions, however for each category the same ROI will be targeted for
all collections. This ensures that for each category, each ROI per collection will
contain the same message information, i.e. the same start/sync symbols as described

in Section 2.3.1.

3.3.5.1 Single Device ROI Selection.

In the single device DUT category all message packets are to be used for finger-
printing as mentioned in Section 3.3.3.1. The single device ROI;y is chosen such
that it contains the first 4 symbols that correspond to the first 4 bits transmitted
along with a transient region prior to the first symbol. The first 4 symbols of start

and body packets is the response which contains the same information regardless of
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device or message sent as discussed in section 2.3.1. Figure 3.7 provides a visual
representation of the collected packet response separated into the following section:
1) transient response region (T7guan = 50 ps), 2) first 4 start/sync symbol region

(Truss = 303 us) 3) data symbol region (Tryp = 1519 us) [12].
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Figure 3.7. Single device packet illustrating the start/sync, data, transient, and noise
regions. [12].

3.3.5.2 SPN ROI Selection.

In the SPN DUT category only message start packets are to be used for finger-
printing as mentioned in Section 3.3.3.2. Similar to the single device DUT a steady
state like region will be chosen as the ROIgpy containing the first 12 symbols along
with a transient region prior to the first symbol. As mentioned before only start
packets are used due to the larger region available due to more start/synchroniza-
tion bits present in all start packets. Because there are more devices present in the
SPN DUT category the larger ROI should provide more features for each fingerprint.
The region that corresponds to the start/synchronization symbols will be used for
each start packet. This corresponds to the fist 12 symbols/bits of any start packet
of which the information in this region will not change between start packets despite
the device that is transmitting or what message is sent. Figure 3.8 provides a visual
representation of the collected packet response separated into the following section:

1) transient response region (Tspngran = 50 us), 2) first 12 start/sync symbol region
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(Tspnss = 911 us) 3) data symbol region (Tspyp = 911 us) [58].
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Figure 3.8. Simulcasting PLC Network (SPN) start packet illustrating the start/sync,
data, transient, and noise regions. [58].

3.4 Collected SNR Estimation

In order to determine the performance of WS-DNA discrimination, the collected
SNR of the modulated PLC message is estimated. The results of this estimation are
displayed in Tables 3.1 and 3.3. The PLC SNR is estimated by extracting a portion
of the transmitted PLC modulated signal that falls between packets which contains
the same number of samples as the collected message packets. This extracted portion
only contains noise and is post preprocessed through the same software implemented
Butterworth filter as previously mentioned. The power of this like-filtered noise sam-
ple is compared with that of the power of the post processed message packets to
determine the estimated collected SNR. This results in a close estimation of the col-
lected SNR that is actually slight higher than the true collected SNR as some small

amount of noise is still present in the collected message packets.

3.5 WS-DNA Fingerprinting

The ROIs selected for each of the DUTs are used for WS-DNA implementation
as highlighted in Figures 3.7 and 3.8. Each ROI is separated into Ng equal length,

contiguous subregions in order to extract unique WS-DNA fingerprints. The ROI;y
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Figure 3.9. Representative Region of Interest (ROI) for single device Device Under Test
(DUT) for Wired Signal Distinct Native Attribute (WS-DINA) and used for fingerprint

3530 discrete time samples divided into

The ROI;y contains Nipsamp
30 subregions [12].

generation.

Nrru

Figure 3.10 displays the ROIgpy response with Ngpnsamp = 9610 discrete time

43 subregions, with each Ngspy subregion

samples that is divided into Ngrgpn

containing Ng,eq = 223 equal discrete time samples. Note that Ng.., = 223 may not

be equal between DUT categories.
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Figure 3.10. Representative Region of Interest (ROI) for Simulcasting PLC Network
(SPN) Device Under Test (DUT) for Wired Signal Distinct Native Attribute (WS-
DNA) and used for fingerprint generation. The ROIspy contains Ngpysemp = 9610
discrete time samples divided into Npspy = 43 subregions [12].

As described in Section 2.4, composite WS-DNA fingerprints Fg,V $(2.9) are cre-
ated for each Time Domain (TD) ROI by: 1) calculating, centering, and normalizing
instantaneous amplitude a(i), phase ¢(i), and frequency f(i), 2) forming regional fin-
gerprints F}!'5, (2.7) from calculating standard deviation (o), variance (0?), skewness
(7), and kurtosis (k) for each TD ROI sequence, 3) concatenating regional fingerprints
to form instantaneous response vectors FW9, ; + (2.8), and 4) concatenating the in-
stantaneous response vectors FW5 _ , ; into a single composite WS-DNA fingerprint
FY'S [44,56,59].

The total number of features present in the final composite WS-DNA fingerprint
depend on the number of subregions Ng, which instantaneous TD responses Ngesp

are calculated, and which statistical features Ng;; are calculated. For both DUT
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categories ROI, Npes, = 3 instantaneous TD responses a(i), ¢(i), and f(¢) are cal-
culated along with Ng;; = 4 statistical features (o), (¢?), (v), and (k). For the
single device DUT category using ROI;gy, Nrrg = 30 subregions are used result-
ing in Nigp,o. = Npeesp X Notar X (Npig +1) = 3 x 4 x 31 = 372 features [12].
In the SPN category over ROIspy, Nrspn = 43 subregions are used resulting in

Nitiposre = Niesp X Nstat X (Nrrm + 1) = 3 x 4 x 44 = 528 features [58].

3.6 Training and Classification

With the single device DUT category a total of Np,,, = 2,000 collected emissions
per class were used in generating WS-DNA fingerprints. Under the SPN DUT cat-
egory, Npg,, = 1,000 collected emissions per class were used in fingerprinting. In
an effort to improve the robustness and reliability of model development, Mo, = 5
Monte Carlo AWGN realizations were created at each desired SNR,;y € [—10 50]
dB and SNR,spy € [—10 54] dB, as mentioned in Section 3.3.4. This equates
to a total of Np,,, = 10,000 and Np,,, = 5,000 total fingerprints. Half of each
category of fingerprints were used to create Training fingerprints Np,,,, = 5,000
and Npppo.y = 2,500, with the other half used to generate Testing fingerprints
Nrst,y = 5,000 and Nrpgiopn = 2,500. The Training fingerprints were chosen, such
that every other fingerprint is selected for Training with the remaining selected for
Testing. The Training fingerprints Npy,,,,, and Npp,g,, Will be used for model de-
velopment. The Testing fingerprints Nrg,,, and Npg, ., fingerprints are not used in
model development consistent with traditional assessment of classifiers.

To further increase reliability, K-fold classification validation is used in training as
described in 2.5.3. A value of K = 5 is used and is consistent with common statistical
methods [75]. This technique is used to validate the classifier model such that the set

of Training of fingerprints is divided into K equally sized subsets.
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K — 1 subsets are used to perform classifier Training and the withheld subset used
for validation of the model. This process is repeated K times until all subsets have
been withheld and used for model testing. The average Average Cross-Class Percent
Correct Classification (%C) performance is calculated for each K trial and the highest
performing classification model is chosen.

MDA /ML classification is implemented as previously presented in Section 2.5 [53].

Both DUT categories are considered using N, = 6 and N, = 24 classes re-

CSPN
spectively along with a 6 class subset of the SPN DUT such that the peripherals
devices and their positions are identical in each SPN with the exception that each
configuration includes the exchange of the 6 Insteon Hub devices. To further clarify
this, the 6 class SPN DUT subset includes classes N.spy = 1,5,9,13,17,21 with
reference to Table 3.3 in Section 3.2.1.2. The number of Training fingerprints be-
ing Nppp,, = 5,000, Npppgny = 2,500 and the number of Testing fingerprints being
Nrst,y = 9,000, Nyt = 2,500 per SNR level respective to the two DUT categories.

Average %C versus SNR is plotted for each DUT category and used to display
classification performance. Confusion matrices consistent with [50] are also used to
emphasize %C performance at specific SNR levels that display the correct classifica-
tion in diagonal slots with any misclassification appearing in non-diagonal slots. The

non-diagonal slots highlight specific classes that are more commonly misclassified with

other classes.

3.7 Class Verification

This Section describes how class verification is implemented as presented in Sec-
tion 2.6. After model development outlined in Section 3.5 is used, euclidean distance
is implemented to determine similarity between devices for verification. A key aspect

of device ID verification is the choosing of a rogue class and testing how well the
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model performs at accepting or rejecting the rogue class. This is done by selecting
a single authorized class from the pool of authorized classes for each DUT category
and labeling that class as rogue. Thus, Ng,, = 1 rogue class is chosen such that

NRIH € N,

ey and Npg. ., = 1 rogue class is chosen such that Ng,,, € N¢g,,. The

rogue class’ Testing fingerprints are then used to assess rogue class accept/reject per-
formance. In addition, the same rogue detection process is also performed on the

SPN DUT subset as a 6 class problem instead of 24 class problem.

3.7.1 Device ID Verification Assessment.

To determine how well an authorized device can gain access to a PLC network, test
statistics Z, are calculated for Training and Testing fingerprints of authorized devices
or each DUT category. These test statistics are used to create a Probabilty Mass
Function (PMF) for each Training and Testing set. These PMFs in turn are used to
create Receiver Operating Characteristic (ROC) curves. As discussed in Section 2.6,
the ROC curves are used to determine verification performance. Figure 3.11 displays

example ROC curves that will be used to present verification results in Chapter I'V.
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Figure 3.11. Typical Receiver Operating Characteristic (ROC) curves for (a) True
Verifiaction Rate (TVR) vs Flase Verifiaction Rate (FVR) plot with dashed line rep-
resenting 90% TVR and solid dots as the Equal Error Rate (EER) for each class and
(b) TVR vs Rogue Accept Rate (RAR) with dashed block representing the Equal Er-
ror Rate (EER) of 10%. Both curves have solid curves (Accepted) and dashed curves
(Rejected).

An arbitrary benchmark of EER = 10% is chosen as the criteria for a genuine class
to gain access to a PLC or SPN network based on TVR and FVR such that F'VR < 0.1
and TV R > 0.9. The same FER = 10% benchmark is used in determining how well
a rogue class can access a PLC or SPN network based on TVR and RAR such that
RAR > 0.1 and TV R > 0.9. With respect to the ROC curves, they result in the
class being accepted or rejected. Solid curves are either authorized classes that have
been accepted or rogue classes that have been rejected and dashed curves represent
authorized classes that have been rejected or rogue classes that have been accepted.
In summary, the solid curves represent a positive, or “Irue” outcome, whereas the
dashed curves represent a negative, or “False” outcome.

An alternative view of a ROC curve can be seen in Figure 3.12. These euclidean
distance test statistics charts are created by plotting the test statistics that make up

the ROC curve’s PMF. Figure 3.12a shows a chart for authorized class test statis-
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tics with circles representing an authorized class acceptance and X’s representing an
authorized class rejection. Figure 3.12b shows a chart for rogue class test statistics

with circles representing a rogue class rejection and X’s representing a rogue class

acceptance.
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Figure 3.12. Euclidean distance test statistics for (a) authorized class test statistics
with blue circles representing acceptance and X’s representing rejection and (b) rogue
class test statistics with circles representing rejection and X’s representing acceptance.
Dashed lines for each represents the threshold value corresponding the Receiver Oper-
ating Characteristic (ROC) curve’s Equal Error Rate (EER).
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IV. Results

4.1 Introduction

This chapter present results for classification and verification of Wired Signal
Distinct Native Attribute (WS-DNA) fingerprinting based on the single device and
Simulcasting PLC Network (SPN) Device Under Test (DUT) categories with the
techniques described in Chapter III. The WS-DNA results created are consistent with
previous work [34,56] as described in Section 3.5. Classification results are presented
in Section 4.2 followed by verification in Section 4.3 for single device DUT and SPN
DUT categories. Classification results from Multiple Discriminate Analysis Maximum
Likelihood (MDA /ML) discrimination are based on the methodology described in
Section 3.6 for both N,

CIH

= 6 and N,

cspy = 24 authorized class model DUT categories

as well as the SPN DUT subset. Rogue class verification is presented for both DUT

categories and subset, with N,,,, = 6 and N,

cspy = 24 authorized classes and Ng,,, = 1

and Ngg,, = 1 rogue classes as described in Section 3.7.

4.2 Classification

This section provides classification results for both single device and SPN DUT
categories. Average %C = 90% is achieved at 36 dB for single device category and
at 50 dB for the SPN category subset. Average %C = 90% is not achieved for the

entire set in the SPN category with the highest achieved being %C = 56% at 54 dB.

4.2.1 Single Device DUT.

Single device DUT category classification results are created for V., = 6 classes

with Np,,, = 10,000 total fingerprints utilized. These total fingerprints are equally
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split with Npyp,,,, = 5,000 fingerprints used for Training and Nrg,, = 5,000 finger-
prints used for Testing. The results are presented with a plot of Average Cross-Class
Percent Correct Classification (%C) versus Signal-to-Noise Ratio (SNR) and a confu-
sion matrix at SNR = [30,40] dB levels. Figure 4.1 shows a plot of %C versus SNR
for the single device DUT category and with average %C = 90% achieved at 36 dB
and all six classes achieving 90% correct classification at 40 dB [12]. An average of
%C = 99% is acahved at SNR > 46 dB [12]. Confidence Intervals (Cls) were used to
access statistical relevance based on CI = 95%. At SNR > 26 dB the %C results
were statistically different for each device based on C'I = 95% and are omitted from

the figure for clarity.
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Figure 4.1. Single device Average Cross-Class Percent Correct Classification (%C) vs
Signal-to-Noise Ratio (SNR) [12]. At SNR > 26 dB the Average Cross-Class Percent
Correct Classification (%C) results were statistically different for each device based on
Confidence Interval (CI) = 95% and are omitted from the figure for clarity.

Table 4.1 displays the confusion matrix for SNR = [30,40] dB levels presented
as %C at 40 dB/30 dB [12]. This highlights that classes 1, 5, and 6 are more often

misclassified as with one another than 2, 3, and 4. This can be caused by similarities
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in the components of the devices that cause features to be more alike. After exper-
imental collections were completed the individual Hub devices were dissembled and
the visible components inspected. No distinguishable dissimilarities were found, each
visible component was marked with the same manufacturer number, however nothing
pertaining to a lot number could be found. Thus, even though each component within
each device has the same model, the lot number may vary slightly between compo-
nents with devices 1, 5, and 6 having more similar lot numbers than the others. This
would mean that features present in the fingerprints of 1, 5, and 6 are more similar
and thus more confused with one another due to more similar components [51].

Table 4.1. Single Device DUT Confusion Matrix for SNR = 40/30 dB with 5,000 Trials

Per Class. Presented as Average Cross-Class Percent Correct Classification (%C) at
40 dB/30 dB [12].

Negp Class 1 Class 2 Class 3 Class 4 Class 5 Class 6
Class 1 19/66.31( 0.0/0.0 0.0/.20 /16 13.47/17.19[2.34/16.14
Class 2 ).0/0.0 )0/99.24 |  0.0/.40 /.36 ).0/0.0 0.0/0.0
Class 3 .0/.02 02/.90 199.98/96.78 0/.85 0/.87 .0/.58
Class 4 0.0/.32 ).0/.98 ).0/.95 197.93/80.52| 2.07/17.01 [ 0.0/.22
Class 5 |3.34/11.14] 0.0/0.0 ).0/.86 5/15.48 193.04/62.33 /10.19
Class 6 /14.95( 0.0/0.0 ).0/.56 ).0/14 )/15.60 [97.03/68.75

4.2.2 SPN DUT.

SPN DUT category classification results

are created for N,

CIH

= 24 classes as

well as the 6 class subset fo the SPN DUT with Np,,, = 5,000 total fingerprints
utilized. These total fingerprints are equally split with N, = 2,500 fingerprints
used for Training and Nrpg,,, = 2,500 fingerprints used for Testing. Results for all
24 classes are presented along with results for a subset that contains only classes 1,
5,9, 13, 17, and 21. Referring to Table 3.3 this subset of classes contain the same
peripheral devices for each class with only the transmit device changing. The results
are presented with a plot of %C versus SNR and a confusion matrix at SN R = 50 dB.
Figure 4.2 shows a plot of %C versus SNR for the subset of the SPN DUT category
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with average %C = 90% achieved at 50 dB [58]. CIs were used to access statistical
relevance based on CI = 95%. At SNR > 30 dB the %C results were statistically
different for each device based on C'I = 95% and are omitted from the figure for

clarity.
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Figure 4.2. Simulcasting PLC Network (SPN) Device Under Test (DUT) Subest Av-
erage Cross-Class Percent Correct Classification (%C) vs Signal-to-Noise Ratio (SNR)
[12]. At SNR > 30 dB the Average Cross-Class Percent Correct Classification (%C)

results were statistically different for each device based on Confidence Interval (CI)
= 95% and are omitted from the figure for clarity.

Table 4.2 displays the confusion matrix for SNR = 50 dB [58]. This shows that
class 1 and class 17 are most often misclassified as one another with 1 misclassified as
17 7.32% of the time and 17 misclassified as 1 9.20% of the time. Class 1 and 17 of
the SPN DUT category contain the same single Hub devices that were used in class
1 and 5 respectively of the single device DUT category. Thus, the higher confusion
of these classes is consistent with the single device DUT category. This presents the
idea that the transmit device in a SPN is a greater source of fingerprint features used

in discrimination.
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Table 4.2. SPN Confusion Matrix Subset for SNR =50 dB [58].

Negpn Class 1 Class 5 Class9 | Class13 | Class 17 | Class 21
Class 1 89.60 2.24 0.28 0.32 7.32 0.24
Class 5 4.72 90.80 2.56 1.16 0.76 0
Class 9 0.16 2.28 96.20 0.16 1.16 0.04
Class 13 0 0.12 0.40 98.56 0.52 0.40
Class 17 9.20 0.88 0.32 0.68 85.44 3.48
Class 21 0.20 0 0 0.12 2.36 97.32

Figure 4.3 displays a plot of %C versus SNR for all 24 classes of the SPN DUT
category with %C' = 90% not being achieved. This can be mostly attributed to the
shear number of categories. CIs were again used to access statistical relevance based
on CI =95%. At SNR > 48 dB the %C results were statistically different for each

device based on CI = 95% and are omitted from the figure for clarity.

—>*—Class 1
— % Class 2
Class 3
90 1= —%—Class 4
—#*—Class 5
—%— Class 6
80 - Class 7
— % Class 8
—+—Class 9
—+— Class 10
70~ Class 11
—+— Class 12
—O—Class 13
60 —©&— Class 14
Class 15

—©— Class 16
—fH8— Class 17

Ave Percent Correct (%C)

S0~ —&— Class 18
Class19
—&— Class 20
40 - —<— Class 21
—<— Class 22
Class 23
—<%—— Class 24
30 —&— Ave

20 —

SNR (dB)

Figure 4.3. Simulcasting PLC Network (SPN) Device Under Test (DUT) Average
Cross-Class Percent Correct Classification (%C) vs Signal-to-Noise Ratio (SNR). At
SNR > 48 dB the Average Cross-Class Percent Correct Classification (%C) results were
statistically different for each device based on Confidence Interval (CI) = 95% and are
omitted from the figure for clarity.
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Table 4.3 displays the confusion matrix for SN R = 50 dB for all 24 classes of the
SPN DUT category. The results shown in the Table 4.3 demonstrate that the classes
are less discriminable in the configurations where the transmit device is held constant
as the control and the peripheral devices serve as the variable. This implies that the
transmit device features contain more device-to-device unique attributes contributing
to discriminability than the peripheral devices. Also, the SPNs that contain Hubs 1
and 5 are more often confused with one another than SPN that contain other Hubs.
This is consistent with single device DUT results. This is consistent with results from
the SPN DUT category subset. SPNs 21, 22, 23, and 24 have a higher confusion
rate with SPN 18, however the inverse is not true. SPN 18 does not have a higher
confusion rate with SPNs 21, 22, 23, and 24. This suggests that there is something
that the classifiers have used that allows the model to confuse the classes with each
other one way, but not confusing them the other way. This could be caused by human

error or some other anomaly that appeared during the collection of theses classes.
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Figure 4.4 displays the average %C for each DUT category as well as the 6 class
subset of the SPN subset. Performance between the single device and SPN subset
where the peripheral device remain constant and the transmit device are exchanged
show performance drop of approximately 10% in average %C at SNR = 50 dB.
This drop in average %C is associated to the peripheral device present on the Power
Line Communication (PLC) network acting simply as an additional “noise” source.
This increase in “noise” will degrade average %C performance just as traditional
noise sources like Additive White Gaussian Noise (AWGN) thermal noise will degrade
performance.

The full set of classes in the SPN DUT category has an approximate 35% decrease
in average %C performance from SPN DUT subset curve at SNR = 50 dB when
compared to the 6 class configuration. This drop is associated to the larger number

of classes present in the discrimination.

MDAML: TESTING Performance, M = 6 Classes
4975 Tst Prnts , 5 Nz Real , 372 Features

90 | | —®— Single Device DUT with 6 Classes
—&— SPN DUT Subset with 6 Classes

80" | —4— All SPN DUT with 24 Classes

Ave Percent Correct (%C)

SNR (dB)

Figure 4.4. Average Cross-Class Percent Correct Classification (%C) vs Signal-to-Noise
Ratio (SNR) averages for single device and Simulcasting PLC Network (SPN) Device
Under Test (DUT) categories. Statistical relevance was determined with Confidence
Interval (CI) = 95% shown as error bars.
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4.3 Verification

This section provides verification results for both single device and SPN DUT cat-
egories. For the single device DUT category all classes achieve 90% True Verifiaction
Rate (TVR) for verification and a Equal Error Rate (EER) = 10% for rouge detection
at 40 dB. In the subset of the SPN DUT category classes 5, 9, 13, and 21 achieve 90%
TVR for verification and all classes have a EER = 10% in rouge detection at 50 dB.
For the entire set in the SPN DUT category only classes 13, 15, and 16 achieve 90%
TVR in verification and classes 13, 14, 15, and 16 achieve a EER = 10% in rouge

detection at 50 dB.

4.3.1 Single Device DUT.

Single device DUT category verification results are created for N.,,, = 6 classes
with Np,,, = 10,000 total fingerprints utilized. These total fingerprints are equally
split with Npyp,,, = 5,000 fingerprints used for Training and Nrg,, = 5,000 finger-
prints used for Testing. The results are presented with Receiver Operating Character-
istic (ROC) curves and euclidean distance test statistic charts at SN R = [30,40] dB
levels. Figure 4.5 shows a ROC curve of TVR vs Flase Verifiaction Rate (FVR) at 30
dB SNR for the single device DUT category [58]. Classes 2 and 3 achieve 90% TVR
versus 10% FVR with the rest falling short. Figure 4.6 displays the alternate view in
the form of euclidean distance test statistic. At a simulated SNR of approximately
15 dB less than the average collected SNR of 45 dB, a third of the devices achieve

90% TVR with room for improvement as the simulated SNR increases.
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Figure 4.5. ID Verification Receiver Operating Characteristic (ROC) curves for single
device Device Under Test (DUT) category at Signal-to-Noise Ratio (SNR) = 30 dB
using an Euclidean distance measure of similarity. Classes 2 and 3 reach TV R > 0.9 and
FVR < 0.1 criteria [12].
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Figure 4.6. Euclidean distance test statistics for single device Device Under Test (DUT)
category at Signal-to-Noise Ratio (SNR) = 30 dB. Dashed horizontal lines are device
dependent ¢y (d) thresholds corresponding to Receiver Operating Characteristic (ROC)
Equal Error Rate (EER) in Figure 4.5. Authorized device ID verification test statistics
where blue circles indicate correct access granted and red X’s indicate an incorrect
access denied for NTst = 5,000 testing fingerprints per authorized device [12]. The
True Verifiaction Rate (TVR) percent performance for each individual row statistic is
also shown.
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For rogue verification results, single device DUT class 4 is chosen as the rogue
device. Figure 4.7 shows a ROC curve of TVR vs Rogue Accept Rate (RAR) at 30
dB SNR for the single device DUT category [12]. Classes 1, 2, 3, and 6 achieve an
EER = 10%. The diagonal dashed line indicates that class 4 was not only accepted
as an authorized device but also rejected as a rogue device. This is consistent with
using an authorized device and labeling it a rogue for testing. Figure 4.8 displays the
alternate view in the form of a Euclidean distance test statistic. As with the TVR vs
FVR results at SNR = 30 dB there is room for improvement for rogue detection at

an SNR much lower than the collected SNR.
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Figure 4.7. Rogue device verification Receiver Operating Characteristic (ROC) curves
for single device Device Under Test (DUT) category with Signal-to-Noise Ratio (SNR)
= 30 dB using an Euclidean distance measure of similarity. Rogue device class 4
rejection achieves EER = 10% for classes 1, 2, 3, and 6 [12].
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Figure 4.8. Euclidean distance test statistics for single device Device Under Test (DUT)
category rogue devices at Signal-to-Noise Ratio (SNR) = 30 dB. Dashed horizontal lines
are device dependent ty (d) thresholds corresponding to Receiver Operating Character-
istic (ROC) Equal Error Rate (EER) in Figure 4.7. Rogue device (class 4) verification
test statistics where blue circles denote a rogue device being correctly denied access
and red X’s denote an incorrect grant access decision for N7'st = 5,000 testing finger-
prints, with class 4 presenting a false ID in place of an authorized device [12]. The
Rogue Reject Rate (RRR) percent performance for each individual row statistic is also
shown.

Figure 4.9 shows a ROC curve of TVR vs FVR at 40 dB SNR for the single device
DUT category [12]. All classes achieve 90% TVR. Figure 4.10 displays the alternate
view in the form of a euclidean distance test statistic. With a simulated SNR of
only 5 dB less than the average collected SNR, these results indicate that not much
improvement can be made with respect to the 90% TVR threshold as all devices have

achieved it.
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Figure 4.9. ID Verification Receiver Operating Characteristic (ROC) curves for single
device Device Under Test (DUT) category at Signal-to-Noise Ratio (SNR) = 40 dB
using an Euclidean distance measure of similarity. All classes reach TVR > 0.9 and
FVR < 0.1 criteria [12].
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Figure 4.10. Euclidean distance test statistics for single device Device Under Test
(DUT) category at Signal-to-Noise Ratio (SNR) = 40 dB. Dashed horizontal lines are
device dependent ¢y (d) thresholds corresponding to Receiver Operating Characteristic
(ROC) Equal Error Rate (EER) in Figure 4.9. Authorized device ID verification test
statistics where blue circles indicate correct access granted and red X’s indicate an
incorrect access denied for NT'st = 5,000 testing fingerprints per authorized device [12].

The True Verifiaction Rate (TVR) percent performance for each individual row statistic
is also shown.
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Figure 4.11 shows a ROC curve of TVR vs RAR at SNR = 40 dB for the single
device DUT category with class 4, an actual authorized device representing the rogue
device [12]. All classes achieve EER = 10%. The diagonal dashed line indicates
that class 4 acceptance and rejection was no better than a random guess. This
result is expected for class 4 as it was included in the training set for authorized
devices. Figure 4.12 displays the alternate view in the form of a Euclidean distance
test statistic. This is consistent with the TVR vs FVR results at SNR = 40 dB with

all devices achieving EER = 10% with little room for improvement.
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Figure 4.11. Rogue device verification Receiver Operating Characteristic (ROC)
curves for single device Device Under Test (DUT) category with Signal-to-Noise Ratio
(SNR) = 40 dB using an Euclidean distance measure of similarity. Rogue device class
4 rejection achieves FER = 10% for all non-rogue classes [12].

60



Raw Rogue Dev Tst Stat ( ZV )

1 2 3 4 5 6
Auth Device Index #
RRR = [100, 100, 100, 2.628, 96.32, 100]%

Figure 4.12. Euclidean distance test statistics for single device Device Under Test
(DUT) category rogue devices at SNR = 40 dB. Dashed horizontal lines are device
dependent ty (d) thresholds corresponding to Receiver Operating Characteristic (ROC)
EER in Figure 4.11. Rogue device (class 4) verification test statistics where blue circles
denote a rogue device being correctly denied access and red X’s denote an incorrect
grant access decision for N7Tst = 5,000 testing fingerprints, with class 4 presenting a
false ID in place of an authorized device [12]. The Rogue Reject Rate (RRR) percent
performance for each individual row statistic is also shown.

4.3.2 SPN DUT.

SPN DUT category verification results are created for N, = 24 classes with

CIH
Npgpn = 95,000 total fingerprints utilized. These total fingerprints are equally split
with Npppepy = 2,500 fingerprints used for Training and Npgg,., = 2,500 finger-
prints used for Testing. Results for all 24 classes are presented along with results for
a subset that contains only classes 1, 5, 9, 13, 17, and 21. Referring to Table 3.3
this subset of classes contain the same peripheral devices for each class with only the
transmit device changing. The results are presented with ROC curves and euclidean
distance test statistic charts at SNR = 50 dB for the subset of classes as well as the
entire class set. Figure 4.13 shows a ROC curve of TVR vs FVR at 50 dB SNR for

the SPN DUT category subset [58]. Classes 5, 9, 13, and 21 achieve 90% TVR with
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the rest failing to meet the established benchmark. Figure 4.14 displays the alternate
view in the form of a euclidean distance test statistic. The simulated SNR is within
1 dB of the average collected SNR of 51 dB which suggests that improvement will

have to be achieved in a way other than increasing SNR.

<
o0

o
o
:

True Verification Rate (TVR)

0.4 /I
Il
I —— -1
I 5:5
02 H 9:9
| 13:13
‘ — = —17:17
‘ 21:21
0 0.2 0.4 0.6 0.8 1

False Verification Rate (FVR)

Figure 4.13. ID Verification Receiver Operating Characteristic (ROC) curves for Simul-
casting PLC Network (SPN) Device Under Test (DUT) category subset at Signal-to-
Noise Ratio (SNR) = 50 dB using an Euclidean distance measure of similarity. Classes
5,9, and 13 reach TVR > 0.9 and FVR < 0.1 criteria [58].
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Figure 4.14. Euclidean distance test statistics for Simulcasting PLC Network (SPN)
Device Under Test (DUT) category subset at Signal-to-Noise Ratio (SNR) = 50 dB.
Dashed horizontal lines are device dependent ty(d) thresholds corresponding to Re-
ceiver Operating Characteristic (ROC) Equal Error Rate (EER) in Figure 4.13. Au-
thorized device ID verification test statistics where blue circles indicate correct ac-
cess granted and red X’s indicate an incorrect access denied for NTst = 2,500 testing
fingerprints per authorized device [58]. The True Verifiaction Rate (TVR) percent
performance for each individual row statistic is also shown.

For rogue verification results, SPN DUT class 9 is chosen as the rogue class.
Figure 4.15 shows a ROC curve of TVR vs RAR at 50 dB SNR for the SPN DUT
category [58]. All classes achieve an EER = 10%. The diagonal dashed line represents
a random guess for class 9 and is as expected as class 9 was used during training of
authorized devices. Figure 4.16 displays the alternate view in the form of a euclidean
distance test statistic. Opposed to the TVR vs FVR results, all devices achieve EER
= 10%.
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Figure 4.15. Rogue device verification Receiver Operating Characteristic (ROC) curves
for Simulcasting PLC Network (SPN) Device Under Test (DUT) category subset with
Signal-to-Noise Ratio (SNR) = 50 dB using an Euclidean distance measure of similarity.
Rogue device class 9 rejection achieves FEER = 10% for all non-rogue classes [58].
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Figure 4.16. Euclidean distance test statistics for Simulcasting PLC Network (SPN)
Device Under Test (DUT) category subset rogue devices at Signal-to-Noise Ratio
(SNR) = 50 dB. Dashed horizontal lines are device dependent ty (d) thresholds cor-
responding to Receiver Operating Characteristic (ROC) Equal Error Rate (EER) in
Figure 4.15. Rogue device (class 9) verification test statistics where blue circles denote
a rogue device being correctly denied access and red X’s denote an incorrect grant ac-
cess decision for NT'st = 2,500 testing fingerprints, with class 9 presenting a false ID in
place of an authorized device [58]. The Rogue Reject Rate (RRR) percent performance
for each individual row statistic is also shown.

With the addition of the peripheral devices the performance of the SPN DUT
subset is poorer when compared to the single device DUT category. This implies that
the additional signal of the peripheral devices act simply as a “noise” source that
degrades classification performance. It follows that the more devices that are added
to the SPN network, the poorer the verification performance will be. Figure 4.17
shows a ROC curve of TVR vs FVR at 50 dB SNR for the SPN DUT category
with all classes included. Only classes 13, 15, and 16 achieve 90% TVR. Figure 4.18

displays the alternate view in the form of a euclidean distance test statistic.
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Figure 4.17. ID Verification Receiver Operating Characteristic (ROC) curves for Simul-
casting PLC Network (SPN) Device Under Test (DUT) category at Signal-to-Noise
Ratio (SNR) = 50 dB using an Euclidean distance measure of similarity. Classes 13,
15, and 16 reach TV R > 0.9 and FVR < 0.1 criteria.
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Figure 4.18. Euclidean distance test statistics for Simulcasting PLC Network (SPN)
Device Under Test (DUT) category at Signal-to-Noise Ratio (SNR) = 50 dB. Dashed
horizontal lines are device dependent ty (d) thresholds corresponding to Receiver Oper-
ating Characteristic (ROC) Equal Error Rate (EER) in Figure 4.17. Authorized device
ID verification test statistics where blue circles indicate correct access granted and
red X’s indicate an incorrect access denied for NTst = 2,500 testing fingerprints per
authorized device. The True Verifiaction Rate (TVR) percent performance for each
individual row statistic is also shown.
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For rogue verification results, SPN DUT class 9 is chosen as the rogue class.
Figure 4.19 shows a ROC curve of TVR vs RAR at 50 dB SNR for the SPN DUT
category. Classes 13, 14, 15, and 16 achieve an EER = 10%. The diagonal dashed line
indicates that class 9 achieved high TVR as well as low RAR. Figure 4.20 displays

the alternate view in the form of a euclidean distance test statistic.
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Figure 4.19. Rogue device verification Receiver Operating Characteristic (ROC) curves
for Simulcasting PLC Network (SPN) Device Under Test (DUT) category with Signal-
to-Noise Ratio (SNR) = 50 dB using an Euclidean distance measure of similarity.
Rogue device class 9 rejection achieves EER = 10% for classes 13, 14, 15, and 16.
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Figure 4.20. Euclidean distance test statistics for Simulcasting PLC Network (SPN)
Device Under Test (DUT) category rogue devices at Signal-to-Noise Ratio (SNR) = 50
dB. Dashed horizontal lines are device dependent ty (d) thresholds corresponding to
Receiver Operating Characteristic (ROC) EER in Figure 4.19. Rogue device (class
9) verification test statistics where blue circles denote a rogue device being correctly
denied access and red X’s denote an incorrect grant access decision for NT'st = 2,500
testing fingerprints, with class 9 presenting a false ID in place of an authorized device.

The Rogue Reject Rate (RRR) percent performance for each individual row statistic
is also shown.

The poor verification performance of the SPN DUT category can be partly at-
tributed to the peripheral devices just as seen in the subset results, but also to the
sheer number of classes used in verification. It is expected that as the number of

classes increases, the harder it is for the model to classify them and thus perform

verification.
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V. Summary and Conclusions

This chapter supplies a summary and conclusions for the research presented in
previous chapters. A summary of the main research aspects and results are discussed
in Section 5.1 which covers Wired Signal Distinct Native Attribute (WS-DNA) fin-
gerprinting using single device and Simulcasting PLC Network (SPN) Device Under
Test (DUT) categories. Section 5.2 discusses relevant future works and the expansion

of the research topic.

5.1 Research Summary

As more devices become interconnected with their influence directly affecting
many networks, there is a need to increase intrusion detection and security. Power
Line Communication (PLC) is an example of technology that has seen rapid growth in
network connectivity without a corresponding focus on securing the network commu-
nication protocols. PLC can be used for large scale automation and control networks
as well in home automation networks. The United States has seen a drastic increase
in attacks on critical infrastructure in between 2009 and 2011 [8]. With PLC as a po-
tential method of controlling any number of critical infrastructure systems, adequate
security and intrusion detection must be investigated. In addition, PLC is currently
used in various home automation systems to control various deceives around the home
introducing another avenue for military and government personal to be targeted.

This research successfully demonstrated the WS-DNA fingerprinting approach
in [53,59] for wired PLC and SPN network communications. The results are consis-
tent with previous wireless results found in [34,44,45]. Single device DUT category

discrimination of N,,,, Insteon Hub devices were distinguishable with Average Cross-

CIH

Class Percent Correct Classification (%C) = 90% at SNR = 36 dB. SPN DUT
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category discrimination had much poorer performance when all N.spy = 24 classes
are used with average %C = 90% never achieved which can be explained simply by the
sheer number of classes being discriminated. Thus, when a subset of classes are ex-
tracted from the SPN DUT category such that the peripheral device are constant and
the transmit device remains constant, average %C = 90% is achieved at SN R = 50
dB. This also illustrates that the majority of features that the WS-DNA process used

to discriminate are found in the transmit device.

5.1.1 Conclusions.

WS-DNA was successfully implemented to fingerprint and discriminate the single
device DUT and SPN DUT categories. The single device DUT category classification
and verification results were consist with previously mentioned research and showed
an improvement in performance when the simulated SNR was increased. Each single
device achieved %C = 90% classification, however some of the single devices were
more often confused with each other than others. This suggests the more similar
devices are the more difficult the discrimination of the devices will be. It then follows
that if a high level of discrimination can be obtained for very similar devices, it will
be easier to discriminate devices that are less similar. For example, if two of the same
device that are produced by the same manufacturer can be successfully discriminated,
then two of the same kind of devices produced by different manufactures should be
easier to discriminate.

When peripheral devices are added to the discrimination process and held con-
sonant between classes, performance decreases. This suggests that the peripheral
devices simply add a “noise” like effect that degrades the performance of the finger-
printing process. Thus, when the peripheral devices are held constant between classes

there are no new identifiers introduced by the peripheral devices that the model can
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use to discriminate.

When the peripheral devices are not held constant and the number of classes
increase to 24, performance further degrades. However, the majority of this degra-
dation can be attributed to the large number of classes begin discriminated. The
results suggest that the transmit device in a SPN network provides the most fea-
tures that are used in discrimination. When the transmit device is held constant
and it is the peripheral devices that vary and produce the features, the performance
is reduced. However, if the transmit device varies between classes along with the

peripheral devices, the performance is increased.

5.2 Future Research

This section provides possible future work for the expansion of WS-DNA finger-

printing of PL.C networks and SPNs.

5.2.1 Real World Expansion.

This research used the test fixture discussed in Chapter III to collect PLC and
SPN communication signals. A natural expansion of this is to collect these types
of signals in a real world home automation environment under real world conditions.
This would allow other types of noise that would normally be present on the powerline

of a home as well as provide varying distances between devices.

5.2.2 Configuration Control.

The ability to control configuration of devices on a PLC network is desirable.
Implementing the same techniques of this research into the ability to discover the
movement of devices on the network or other configuration changes is advisable. WS-

DNA fingerprint could be used to detect if individual devices on a PLC network or
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SPN have moved by detecting fingerprinting changes due to change in device position

in an otherwise identical setup.

5.2.3 High Speed PLC.

This research focused on slower speed PLC communications like those used for
home automation. A natural evolution is to implement the same processes for higher
speed PLC communications like those used in Broadband over Power Line (BPL).
The higher speeds and higher bit rate can increased the number of features present

and improve performance.

5.2.4 Alternate Classifiers.

The classification technique of Multiple Discriminate Analysis Maximum Likeli-
hood (MDA /ML) does not provide a relevance ranking for individual features, i.e.,
it does not provide any insight into how much influence individual features have in
the classification decision [53]. Ranking the feature relevance to identify the most
important features can be used to reduce the dimensionality of the subset of features.
This can shrink the time needed for the process and improve overall performance.
The Generalized Relevance Learning Vector Quantized-Improved (GRLVQI) classi-
fier supports classification feature relevance ranking [53] and can be used to improve

the classification of PLC and SPN communication signals.
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