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Abstract

The scope and scale of cyberspace threats has evolved in parallel to the dramatic
increase in global dependence on Information Technology (IT) capabilities in the
Information Age. However, cybersecurity capabilities continue to lag the threat in
fighting for freedom of maneuver and access in the global commons of the Internet.
Industry continues to adapt their cybersecurity programs and organizational design to
meet these challenges, yet the Department of Defense and military services have
struggled to keep pace with the ever-changing threat environment.

This research pursues a systematic literature review to analyze the evolving
landscape of cyberspace threats, industry best practices for managing cybersecurity
programs, and current trends in setting up the required supporting organizational
structure. The overall objective of the research is to highlight key areas where Air Force
Major Commands could improve processes and organizational structures to posture for

cybersecurity challenges in the Information Age.
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ORGANIZING AIR FORCE MAJOR COMMANDS FOR TODAY’S
CYBERSECURITY CHALLENGES

. Introduction

Background and Motivation

The dawn of the Internet era ushered in an unprecedented wave of cyberspace
capabilities that changed the world. E-commerce enabled economic globalization, social
media brought local events to the international stage, and automation increased efficiency
in almost every sector of industry. It is difficult to find even the smallest part of daily life
that is not dependent on some form of information technology.

While cyberspace is ubiquitous in society, so are the multitude of threats that seek
to exploit it for gain. Historically speaking, cybersecurity seems to lag the IT sector in
producing capabilities needed to secure the advantages of an Information Age world.

The Air Force is not immune to the challenges of cybersecurity, and perhaps is a
more lucrative target than many sectors of industry. However, the Air Force’s means to
approach the cybersecurity problem at the Major Command (MAJCOM) level and above
has largely remained stagnant for nearly a decade. With a corporate-wide focus on the
increasing cyberspace dependencies and their associated threats, it is imperative that Air
Force MAJCOMs understand cyberspace risk to their missions and have a means to
include it in their operational decision-making. Organizing the structure of the
MAJCOM staff to assume an increased role in cybersecurity is an operational imperative

for the Air Force to be successful in the Information Age of warfare.



Research Objectives/Questions/Hypotheses

The purpose of this research is to determine key considerations for the
restructuring the Air Force MAJCOM staffs to better posture for cybersecurity challenges
in the Information Age. This research answers the following questions through a
systematic literature review (SLR):

1. Has the increased cyberspace threat changed the way that industry
approaches cybersecurity?

2. What are the roles and responsibilities of cybersecurity entities in the public
and private sector?

3. What are the key considerations for creating an organizational structure that
is postured for today’s cybersecurity challenges?
The hypothesis is that the roles and responsibilities for managing cybersecurity in
the Air Force are misaligned with industry best practices. By adopting industry best
practices, the Air Force could improve its cybersecurity posture to better assure the core

missions in the Information Age.

Research Focus

This research focuses on public and private sector best practices for organizing
cybersecurity personnel and capabilities to confront the increasing threat in cyberspace.
The research will first look at the current operational environment in cyberspace to assess
if there are any major trends that may drive a change to the organizational structure of Air
Force Major Commands. The research will then identify core requirements of a

cybersecurity program and analyze the roles and responsibilities of the key players.



Finally, the research will identify key considerations for creating an organizational

structure postured for cybersecurity.

Assumptions/Limitations

To analyze the problem, the following assumption and limitations are made:

Assumption 1: The cybersecurity threat environment in the private sector is
similar in magnitude to that in the public sector.

Limitation 1: Due to limited traditional academic research on the topic of
organizing cybersecurity personnel, industry-produced research will be required to help
form the basis of the literature used in the SLR.

Limitation 2: Budgetary constraints for the ASAM program will limit the number
of sources that can be purchased for this study.

Limitation 3: Classified information on cyberspace threats or cybersecurity

tactics, techniques, and procedures (TTPs) will not be included in this research.

Implications

The purpose of this research is to determine key considerations for restructuring
the Air Force MAJCOM staffs to better posture for cybersecurity challenges in the
Information Age. The current organizational structure as well as the roles and
responsibilities for cybersecurity entities are hotly debated within the Air Force, with
little mutual understanding of the options available to leadership that leverage lessons
learned in industry.

This research will identify and recommend best practices for organizing

cybersecurity personnel to help MAJCOM staffs understand the costs and benefits of one



method over another. Ultimately, the ideal organizational structure depends on the

unique requirements of the MAJCOM Commander.



1. Methodology

Chapter Overview

This chapter discusses how the systematic literature review serves as a means to
evaluate the current cyberspace threat environment and how organizations are structuring

cybersecurity programs to confront the threat.

Identification of Sources

A systematic literature begins with identifying an exhaustive list of pertinent
literature based upon certain inclusion criteria while also creating exclusion criteria to
minimize the amount of irrelevant material gathered (Durach, Wieland, & Machuca,
2015). In the cybersecurity realm, identifying proper inclusion and exclusion criteria
served to be a particularly challenging concept as much of the “thought leadership” on
the topic is found in industry as opposed to traditional scholarly articles. Additionally,
with the rapidly changing operational environment, articles that are greater than five
years old tend to be stale in content or concepts, leading to a much narrower body of
work serving as the relevant material for examination (Westby, 2015).

Google Scholar, EBSCO host, and the United States Air Force Expeditionary
Center librarian were used to identify potential sources. A broad search was conducted to
identify the breadth and depth of scholarly material that was present in the research
space. Searches for terms such as “CISO” or “cybersecurity” returned results in the tens
or hundreds of thousands. Changing the search query to targeted keywords such as
“CISO role” returned a more manageable result. Narrowing the date range to within the

last 5 years further refined the returns.



Search in electronic
databases

l

579 articles

/\

Indepe.nder?t reading Exclusion of
of article titles and duplications
abstracts P
‘//
62 articles
/ \\
Independent reading "
of articlesin their Cross-referencing
entire‘ty\/
39 articles

Figure 1. Source selection process

After the initial search in electronic databases, returns were screened using
inclusion and exclusion criteria. The initial round of screening involved reading 579
article titles to see if the subject material was relevant to the research questions. Articles
were excluded by title for several reasons. The first reason for exclusion was that the
article was focused on a technical aspect of CISO duties, such as specific ways to
implement a critical infrastructure framework from the CISO office or best practices to
secure a cloud hosted application. The majority of the results were eliminated due to
meeting this exclusion criteria. The next reason why articles were excluded is because
the term “CISO” has alternate meanings outside of cybersecurity and were irrelevant to
the study. Finally, articles that were obviously very narrow in scope were eliminated as

this study is a strategic look at the organizational construct for cybersecurity rather than



focused on best practices for specific responsibilities within the cybersecurity entity
itself.

After excluding articles by reading only the titles, the researcher eliminated
duplicative results and proceeded to review the abstract of each remaining article to
determine relevance to the research questions. Articles were immediately eliminated if
an abstract or conclusion was not available for review. Also, articles were eliminated if
the abstract was overly vague and did not clearly relate to the stated title or the research
questions. Again, articles were eliminated if the abstract showed that they were technical
in nature, such as proposing a technical, enterprise architecture-based method to
implement the CISO roles in an organization.

Of the 579 articles returned during the initial query, only 62 articles were included
after the round of title and abstract filtering. Of those articles, 33 met the previously
stated inclusion and exclusion criteria and were and were available in the full text. Four
additional articles that met the criteria were purchased for use as their abstracts aligned
perfectly with the research questions. One of those four articles was ultimately
eliminated because the purchase only produced an abstract, and the authors were unable
to produce the article for the researcher.

Further cross-referencing of the remaining literature expanded the list of included
articles by three additional articles, for a total of 39 included articles. For example, a
report from the U.S. House of Representatives fit this model (Upton, 2015), as it was
referenced in an article found during discovery but was not identified in the results
returned from the discovery itself. This article was included because it identified findings

by Congress on the shortcoming of the cybersecurity organizational construct of another



Federal entity, the Department of Health and Human Services. Figure 1 represents the

process for the systematic literature review.

Expansion of Research to Include Defense-Related Issues

From the sources identified in the systematic literature review process, only three
directly pertained to defense-related cybersecurity issues. Therefore, additional research
was necessary to find defense-related literature that aligned with the common themes
found in the academic and industry material. This material was located through a more
generalized Internet search engine query, targeted searching of Internet interest groups on
social media, and requesting Air Force specific literature from the Headquarters Air
Force and various other cybersecurity entities in the service.

Although the study focused on the evolving context of the cyberspace
environment and how that can drive changes to the way that cybersecurity is organized,
the applicability to military operations is relatively unique. ldentifying the specific
threats to military operations in cyberspace, and the tailored actions that are being taken
to address those threats is imperative to understanding if the private sector organizational

structures apply to the Air Force and its MAJCOM:s.

Categorizing Findings from the Available Literature

Data from the systematic literature review were extracted and categorized
according to the research questions identified in Chapter 1. The categorization only
analyzed those items that were core themes among the preponderance of literature. This
was necessary to mitigate the potential for bias of the researcher and prevent steering the

outcome of the study to specific pre-determined conclusions.



Table 1. Data Categorization of Sources

Background (Military) (Bender, 2016; Bender & Bryant, 2016; Brasington
& Park, 2016; Evans, 2009; Libicki, 2012; Mollison,
2015; Pritchett, 2012; Rosello et al., 2014)
Cyberspace Threats (Brasington & Park, 2016; Bryant, 2015, 2016; S. J.
(Military) Fox, 2016; Frodl, 2012; Lohrmann, 2014; Moteff,
Copeland, & Fischer, 2003; Roesener, Bottolfson, &
Fernandez, 2014; Trump, 2017; Wilson et al., 2016)
Cyberspace Threats (BAE Systems, 2017; Focal Point Data Risk, 2017;
D. Fox, 2013; Goldman, 2017; Knapp & Boulton,
2006; Kotabe, 2005; Mollison, 2015; Rosello et al.,
2014; Wagner & Disparte, 2016; World Economic
Forum, 2017)

Role of Boards and (BAE Systems, 2017; Bell, 2017; Bohmayr, 2017;
Executives Focal Point Data Risk, 2017; Hamblen, 2017;
National Association of Corporate Directors, 2017;
Sweeney, 2016; Veltsos, 2017; Westby, 2015;
Williams, 2016d)

Role of C1Os (Bender, 2016; Boulton, 2016; McKinty, 2017;
National Association of Corporate Directors, 2017,
Sheridan, 2016; Williams, 2016d)

Role of CISOs (BAE Systems, 2017; Boulton, 2016; Christiansen,
2015, 2016; Cobb, 2015; Focal Point Data Risk,
2017; Geer & McClure, 2016; Grossman, 2017;
Institute for Applied Network Security, 2017b;
Jones, 2016; Rashid, 2015; Sheridan, 2016;
Sweeney, 2016; Upton, 2015; Westby, 2015; World
Economic Forum, 2017)

Cybersecurity (Boulton, 2016; Christiansen, 2016; Focal Point
Organizational Structures Data Risk, 2017; Grossman, 2017; Institute for
Applied Network Security, 2017a, 2017b; Jones,
2016; Rashid, 2015; Sheridan, 2016, 2017; Upton,
2015; Veltsos, 2016, 2017; Westby, 2015; Williams,
2016a; Winnefeld, Kirchhoff, & Upton, 2015)

Summary

This chapter discussed how the systematic literature review serves as a means to
evaluate the current cyberspace threat environment and how organizations are structuring

cybersecurity programs to confront the threat.



I11. Analysis and Results

Chapter Overview

There is a dearth of research specifically aimed toward finding better ways to organize
cybersecurity personnel and capabilities. As such, a systematic literature review was
conducted in order to uncover relevant themes pertinent to the research questions.

By the end of this literature review, the reader should have sufficient
understanding of the current environment in cyberspace and its associated threats.
Furthermore, the reader should know the general areas that are key to a strong
cybersecurity program. Finally, the reader should understand the roles and
responsibilities of key entities that manage cybersecurity within an organization, and

various considerations for organizing cybersecurity capabilities.

RQL1: Has the Increased Cyberspace Threat Changed the Way that industry
Approaches Cybersecurity?

Dependence on Cyberspace Capabilities

Cyberspace is defined in joint doctrine as “a global domain within the
information environment consisting of the interdependent network of information
technology infrastructures and resident data, including the Internet,
telecommunications networks, computer systems, and embedded processors and
controllers” (U.S. Joint Chiefs of Staff, 2013). As information technology (IT) and
cyberspace have become ubiquitous over the last decade, an increasing number of vital
national power centers depend on its availability. Cyberspace includes more than just

computers and networks, with cyberspace capabilities underpinning various societal

10



staples to include aircraft avionics, the banking industry, industrial controllers and
even most modern cars (Bender & Bryant, 2016).

The United States military is not immune to the global dependence on
cyberspace. Since the dawn of the Internet era, the military has been a rapid adopter of
networked systems to facilitate the execution of both lethal and non-lethal operations
(Libicki, 2012). As such, virtually every military operation from the tactical through
the strategic level relies on the availability, quality and quantity of information
communicated through the domain (Pritchett, 2012). Therefore, it stands to reason that
an attack on the Department of Defense’s information systems has the potential to
disrupt the Nation’s ability to rapidly project precision combat power against its
adversaries abroad (Mollison, 2015).

As the U.S. military’s “high tech” service, the Air Force is perhaps the most
dependent on cyberspace capabilities. Since 9/11, many new technologies have been
ushered in as a means to enhance global vigilance to confront the threat of terror
(Bender, 2016). The proliferation of infrastructure, sensors, and systems aboard
weapons platforms proceeds without any end in sight, creating a complex web of
capabilities that actually complicates the service’s ability to compete against a near-
peer adversary in an anti-access/area denial (A2/AD) environment (Bender, 2016).

The implicit assumption of the Air Force’s IT-based capability development
was that its systems would operate in a fundamentally permissive environment, with
signals intelligence being the greatest adversarial threat (Bryant, 2016). However,
inadvertent interruptions caused by failing air conditioning units in data centers,

misguided construction digs, or an anchor dragging across an undersea cable have had

11



a massive negative impact on the availability of the service’s cyberspace-based
systems (Bender & Bryant, 2016). Further increasing the complexity of the problem,
many critical mission dependencies reside outside of the purview or control of Air
Force personnel, such as power generation, power distribution, and commercial
network backbones (Bryant, 2015). Therefore, the Air Force is seeking to maintain an
enterprise architecture that can easily onboard new technology without a burdensome
integration effort (Bender, 2016). This architecture will help the Air Force enter the
Information Age of warfare with a sense of urgency (Bender, 2016).

The efficiency and scale of the world’s modern logistics system is
unimaginable without the connectivity of the Information Age (Brasington & Park,
2016). Critical enabling functions such as controlling passenger transportation,
inventory tracking, vehicle operations, and pipeline operations rely heavily on
cyberspace capabilities and often lack the required security controls (Evans, 2009).

The global nature of Air Mobility Command’s (AMC) mission demands the
use of computers, IT systems, and network infrastructure in both its day-to-day and
wartime mission (Rosello et al., 2014). Also, close partnerships with the Civil Reserve
Aircraft Fleet (CRAF) drive requirements to share digital information through
unclassified mediums with private sector corporations (Rosello et al., 2014). For
example, AMC’s aerial ports and deployed forces use an in-transit visibility (ITV)
system called GATES to process, manifest, and track passengers and cargo. Joining
LOGMOD, DCAPES, CMOS and ICODES as part of a family of systems known as

the Integrated Deployment System (IDS), GATES presents a significant cyberspace

12



dependency for Air Mobility Command that could impact Combatant Commander

visibility on logistics and supply chain management if degraded (Mollison, 2015).
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Figure 2. Information Exchanges between Logistics IT systems (Rosello et al., 2014)

Understanding the Cyberspace Threat

The natural synergy between organized crime and the Internet has decreased
the security of the digital world (Kotabe, 2005). With both large and small
corporations as the most common target of such groups, business leaders typically feel
that no matter how much money they throw at cybersecurity, they will still get
breached (Focal Point Data Risk, 2017). Although most aggressors against corporate
interests are common criminals, some more advanced threats have surfaced recently.
However, foreign governments are still far more likely to breach a network for
intelligence on military capabilities or trade secrets while organized crime seeks to
create financial gain (Mollison, 2015).

In October 2016, attackers executed a distributed denial of service (DDoS)

attack on a Domain Name Service (DNS) company called Dyn that shook the
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cybersecurity industry (World Economic Forum, 2017). While the vulnerability that
led to the attack was not directly the responsibility of Dyn, poor cybersecurity
practices from its external partners are most likely to blame for the attack (World
Economic Forum, 2017). Such complex dependencies on the cyberspace domain both
internal and external to an organization paint a dire picture for public and private
leaders. According to a report from the Identity Theft Resource Center (ITRC), there
was a 40% increase in the number of reported data breaches in 2016, representing an
all-time high of 1,093 against 780 in the previous year (Goldman, 2017). Drilling into
the statistics, the business sector had the most breaches with 494, while the financial
sector had the least with only 52 reported incidents (Goldman, 2017).

Even with the number of reported events increasing each year, there is still a
significant lack of awareness of the threat. In late 2016, more than 200 C-suite
representatives from Fortune 500 companies were interviewed to examine trends in
threat awareness. More than 68% of IT decision makers and 75% of C-suite
respondents noted that they expect the number of attacks to increase in the next year
(BAE Systems, 2017). Also, about 67% of respondents believe the severity of attacks
will increase in that same time frame (BAE Systems, 2017). Although IT and C-suite
personnel have a general feel for the threat, most users do not attribute the cause of a
system malfunction or error to a possible breach (Rosello et al., 2014). This disparity
of awareness between the average employee and the corporate leadership could mean
that many breaches are unreported or go unmitigated for longer than necessary.

The U.S. military faces significant challenges in the cyberspace domain. Due

to the military’s role in national defense, its adversaries in cyberspace have a clear
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interest in creating havoc during combat operations, while needs are the highest
(Libicki, 2012). Making the situation even direr is that America’s adversaries clearly
understand the military’s vulnerability to attack, and often train and organize to exploit
it (Bryant, 2015).

In his 11 May 2017 Executive Order, President Trump noted that “unmitigated
vulnerabilities are among the highest cybersecurity risks” and are often the result of
maintaining end-of-lifecycle systems or failure to execute specific security
configuration guidance (Trump, 2017). The military struggles to balance the
requirement to refresh outdated systems with shrinking defense budgets that must also
account for major weapons acquisitions. While the military juggles these demands,
threats to existing systems proceed at a pace and sophistication never seen before
(Wilson et al., 2016).

Cyberspace threats extend well beyond the traditional computer networks and
into operational technology such as industrial control systems, weapons platforms, and
mission partners (Bryant, 2016). For example, threats to Defense Industrial Base
networks represent what then Deputy Secretary of Defense Ashton Carter called
“unacceptable risks [that] pose an imminent threat to US national security and
economic interest” (Roesener et al., 2014).

President Bill Clinton signed Executive Order 13010 on 15 July 1996, which
established the President’s Commission on Critical Infrastructure Protection. In the
order, critical infrastructure is defined as “certain national infrastructures so vital that
their incapacity or destruction would have a debilitating impact on the defense or

economic security of the United States” (Moteff et al., 2003).
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Specific transportation capabilities were identified as critical infrastructure, to
include national airspace systems, airlines, aircraft, airports, ports, maritime vessels,
freight and passenger rail, and delivery services. The nation’s dependence on critical
infrastructure extends well beyond the military and economic realm. Unseen to date,
many cybersecurity experts ponder the impacts of a deliberate attack on U.S. critical
infrastructure that could require weeks or even months to restore (Lohrmann, 2014).

Over the past six years, cyberspace threats to aviation and other transportation
means have increased in both quantity and sophistication. Although only a small part
of the overall critical infrastructure challenge, transportation extends well beyond
national borders and presents a particularly complex problem to solve for cybersecurity
professionals. As a whole, the industry is so highly reliant on timeliness and reliability
that even the smallest delay due to an intrusion could have massive and even global
implications (Brasington & Park, 2016).

In 2015, the European Aviation Safety Agency (EASA) hired an expert to test
the cybersecurity of the Aircraft Communications Addressing and Reporting System
(ACARS). The expert penetrated the system within 5 minutes and gained access to
aircraft control systems over just a few days (S. J. Fox, 2016). Around the same time,
a Polish airline grounded several aircraft after a ground operations system was
compromised, preventing the development of flight plans (S. J. Fox, 2016).

In the shipping business, low-end cyber-attacks have successfully disrupted
what appears to be an industrial-aged industry. However, the truth is that shipping is
heavily dependent on information technology and leverages many trust-based

relationships between mission partners to promote in-transit visibility (Brasington &
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Park, 2016). In 2011, hackers breached the Antwerp port’s IT network and used stolen
data to intercept illicit goods before the port authority could inspect them (Brasington
& Park, 2016). Additionally, there are numerous reports of Somali pirates hacking
into shipping operations centers to take over the unprotected data channels of ships at

sea, facilitating a limited-duration pillage of only high-value goods (Frodl, 2012).

The Need for a Strong Cybersecurity Program

Many companies have strong beliefs that they are not the target of malicious
actors in cyberspace. The fact that they have not been a victim of an attack reinforces
that belief and acts as a disincentive to investing in cybersecurity expertise, technology
or assessments (D. Fox, 2013). However, companies that have fallen victim to a
cyber-attack often say that there are only two kinds of organizations — those that have
been hacked and know it, and those that have been hacked and don’t (Freedman,
2015). Once thought of as only a military issue, cyber warfare is now a societal issue
and cybersecurity needs to be woven into key systems and process from end to end to
build and maintain a competitive advantage (Groysberg & Cheng, 2016; National
Association of Corporate Directors, 2017).

Estimating the overall cost of cyber-attacks is difficult, but estimates range
between $400-500 billion annually, with many costs deemed to be unreported
(National Association of Corporate Directors, 2017). Cybercrime grew by more than
400% between 2013 and 2015, with projections around $2 trillion each year expected
by 2019 (Hamblen, 2017). Interestingly, IT personnel estimate the cost of a single

cyber-attack to be twice as costly as corporate executives (Hamblen, 2017).
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Although cybersecurity is quickly becoming a trendy portfolio item in
businesses of all sizes, its role is changing in organizations with a more mature
cybersecurity program (Christiansen, 2015). For many, trust is the main value that
security brings to the business (Focal Point Data Risk, 2017). While trust is critical
both internal to the business and between the business and its customers, it is
notoriously difficult to measure.

For most firms, cybersecurity is now a risk issue like any other business risk
(BAE Systems, 2017). The perception of cybersecurity risk can vary among different
groups within a company, between various stakeholders in a project, and between a
board and its shareholders. If a company’s data is not compromised, it is hard to prove
that resource investments were justified (Williams, 2015). The only near-certainty
with cybersecurity is that more resources will be redirected toward the problem after a
compromise has occurred.

In a recent survey, 71% of corporate executives named cybersecurity as their
most significant business challenge (BAE Systems, 2017). Furthermore, 72% of IT
decision makers expect to be targeted by a cyber-attack within the next 12 months
(BAE Systems, 2017). Securely operating technology that is inherently unsecure is a
massive task that requires more than simply investing in talent and materials

(Winnefeld et al., 2015).

Proposition 1: The world is becoming increasingly dependent on cyberspace, a domain
which is extremely complex, subject to attacks from capable and determined adversaries,
difficult to defend, and can cause significant operational and financial losses, if
breached.
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Figure 3. Overview of the Current Cyberspace Environment

Cybersecurity in the Federal Government

During the 2016 U.S. presidential election season, cybersecurity was one of the
top three issues to business leaders (Groysberg & Cheng, 2016). In both business and
the military, there is wide recognition that most core business operations have not
changed. Rather, what is new is the necessity to protect and assure the business
through cyberspace (Bender & Bryant, 2016). From the shipping industry to the
financial sector, there is a new emphasis on safety and security in the digital world,
starting with a firm understanding of cyberspace dependencies and vulnerabilities
(Brasington & Park, 2016).

The Global Information Security Workforce Study (GISWS) of 2015 stated
“When we consider the amount of effort dedicated over the past two years to further
the security readiness of federal systems and the nation’s overall security posture, our
hope was to see an obvious step forward. The data shows that, in fact, we have taken a
step back” (Geer & McClure, 2016). Therefore, many cybersecurity professionals

were unsurprised to see the Trump administration announce a new executive order on
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11 May 2017 that aimed to tackle the federal cybersecurity readiness problem (Trump,
2017). As an outcome of the order, agency heads are accountable for implementing
cyberspace risk management measures that align with strategic, operational, and
budgetary planning processes (Trump, 2017). Within 90 days of the announcement,
each agency head must document risk mitigation and acceptance choices that have
been made along with the considerations that informed the decisions. Any accepted
risk from unmitigated vulnerabilities must be identified along with a plan of action to
implement the National Institute of Standards and Technology (NIST) Framework

(Trump, 2017).

Cybersecurity Imperative: Managing Cybersecurity Risk

Information is the lifeblood of many organizations, yet many organizations
struggle to measure the risks associated with how that information is received, stored,
manipulated and disseminated throughout the enterprise (Focal Point Data Risk, 2017).
The compromise of sensitive information is no longer purely a technical issue, but one
of risk and liability for senior leadership (Upton, 2015). As CyberScout CEO Matt
Cullina stated, “In an age of an unprecedented threat, business leaders need to mitigate
risk by developing C-suite strategies and plans for data breach prevention, protection
and resolution” (Goldman, 2017). Getting to a point where cybersecurity is a team
sport has proven to be a difficult task for even the most well-established organizations.

From an enterprise perspective, cybersecurity risk has to be “baked in” to
organizational processes rather than “bolted on” as an afterthought (Williams, 2016b).

Cybersecurity is a serious enterprise-level risk that affects all levels of an
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organization’s operating activities to include supply chain management, customer
relations, and production control. The complexity, speed, and potential for damage
from an attack paired with the impossibility of total threat avoidance make cyberspace

risks especially troubling (National Association of Corporate Directors, 2017).

Proposition 2: Cybersecurity is no longer a technical issue, but one of managing risk.

Even with the private sector assumption that data is the lifeblood of the
company that must be carefully managed by balancing risk, the military culture
continues to pursue perfect information (Bender & Bryant, 2016). The military is one
of many organizations that has spent vast sums of money to secure its information
systems but still maintains a reactive, tactical posture when dealing with intrusions
rather than taking a holistic view of cybersecurity as an enterprise-level issue (D. Fox,
2013).

Additionally, the military struggles to change from a mindset of preventing
every attack to fighting through attacks while accomplishing the mission (Bender &
Bryant, 2016). This notion is an imperative, as the military’s dependencies on
cyberspace capabilities prevent it from disconnecting from the Internet as a means to

thwart adversarial attacks (Williams, 2016c).

Cybersecurity Imperative: Translating Technical Jargon to Business Objectives

One major challenge for cybersecurity personnel is presenting highly technical

information in business terms. In recent research, it was found that there was little
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consensus on the value of cybersecurity, with board members citing items as most
critical that rated last among security professionals (Focal Point Data Risk, 2017). One
corporate board member noted that “nobody cares how many packets the firewall
blocked. If security does not reflect business goals, you are doing it wrong” (Focal
Point Data Risk, 2017). Cybersecurity is not intuitive to many, and weaving security
into the fabric of the business is imperative to protecting critical assets (Institute for
Applied Network Security, 2017a). With information and data often comprising the
majority of a company’s value, every interaction with organizational decision makers
needs to be treated as an opportunity to teach and must be done in the language of the

business (Focal Point Data Risk, 2017; Institute for Applied Network Security, 2017a).

Proposition 3: Cybersecurity issues should be discussed in the core language of the
business.

Cybersecurity Imperative: Understanding the Terrain and Assuring the Mission

Recognizing cyberspace as a warfighting domain has led many begin to map
cyberspace characteristics in a similar fashion as the physical domains. Key cyber
terrain is defined as “those physical systems and logical elements that enable mission
essential warfighting functions” (Bodeau, Graubart, & Heinbockel, 2013). Some
cybersecurity experts map the technical environment and choose to explain the
relationships through analogy with the land domain or by identifying touch points
between physical objects and their cyberspace compliment (Bodeau et al., 2013). On

the other hand, the Air Force is seeking to ensure that missions and cyberspace mission
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dependencies are clearly defined and prioritized which will help identify the key
terrain in the enterprise.

Air Force doctrine defines cyberspace mission assurance as “measures required
to accomplish essential objectives of missions in a contested environment. Mission
assurance entails prioritizing mission essential functions, mapping mission dependence
on cyberspace, identifying vulnerabilities, and mitigating risks of known
vulnerabilities” (Department of the Air Force, 2011). Military cyberspace leaders are
beginning to recognize that the objective should not be to secure the network for its
own sake, but must instead stay focused on the mission and assuring dependencies on
cyberspace capabilities (Kennedy, 2016). Pursuit of mission assurance in and through
cyberspace is much more than an IT problem. Rather, it requires an intricate
understanding of the core mission of the organization, the processes involved in
planning and executing the mission, and the networks, technology, systems and
platforms that enable it (Schulz, Kotson, & Zipkin, 2015). One major component of
mission assurance is the ability to conduct operations in an environment in which the
enemy has penetrated their networks (Kennedy, 2016).

Cyberspace mission assurance extends beyond the realm of traditional IT and
requires a firm grasp of the cyberspace implications of physical systems. Industrial
control systems and weapons systems have obvious dependencies in the cyberspace
domain and require careful consideration when constructing cybersecurity strategy and
policy as the impact of their degradation or compromise is greater than many other IT

systems (Bryant, 2016).
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Therefore, it is more than just the cybersecurity personnel who need to adapt to
the demands of mission assurance. Operations and support personnel must build
proficiency in operating in an environment where nothing works as expected (Bender
& Bryant, 2016). One of the primary aims for standing up the Air Force’s Task Force
Cyber Secure was to take an enterprise-level approach to assuring the five core
missions in the Information Age of warfare (Bender, 2016). The task force looked
across traditional functional lines to advance cyberspace education and culture in the
Air Force.

A major outcome of Task Force Cyber Secure was garnering strategic support
for creating wing-level cyberspace operations squadrons. These future cyberspace
squadrons have a mission of providing wing-level expertise to integrate full-spectrum
cyberspace capabilities in, thru and from the domain to accomplish the wing’s mission
from generation through execution (Kennedy, 2016). For the first time, wing
commanders will have the ability to assess their units’ readiness in the cyberspace
domain and can employ organic capabilities or request support from higher echelons to
address events or known deficiencies (Pritchett, 2012). Not only will commanders be
able to prioritize missions that require more active cyberspace support, but they can
assess causes of interruptions, capture key lessons, and drive improvements to increase
mission effectiveness and efficiencies (Wilson et al., 2016).

With a focus on mission assurance, MAJCOMSs would be best served to focus
on processes, systems, and information that have the highest potential for major
mission impact (Rosello et al., 2014). Using the vignette concerning GATES and the

rest of the IDS family as an example, aerial ports must be able to continue functioning
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during a service interruption, to include capturing mission-essential data from all
relevant mission partners (Mollison, 2015). However, as of 2015, unit SOP’s failed to
address the steps necessary to assure the aerial port mission during a cyber-attack that

would cause service interruption or significant degradation (Mollison, 2015).

Proposition 4: Rather than focusing on securing cyberspace capabilities,
organizations should emphasize assuring mission dependencies on cyberspace
capabilities.

Cybersecurity Imperative: Creating a Culture of Resilience

Many leaders in the cybersecurity industry acknowledge that at some point,
every organization will be breached (McKinty, 2017). Therefore, a focus on resilience
rather than prevention is becoming a trend in the industry. The Department of
Homeland Security’s Risk Steering Committee defines resiliency as the “ability to
adapt to changing conditions and prepare for, withstand, and rapidly recover from
disruption” (Bohmayr, 2017; Bryant, 2015).

Cyberspace resilience is a leadership issue and one that requires strategic
oversight at the highest level of the organization (World Economic Forum, 2017).
Cyberspace resilience and risk management are closely related, and both must
integrate into the overall enterprise-wide risk management, budgeting, and resource
allocation strategies to achieve any measure of lasting success (World Economic
Forum, 2017).

One method for increasing cyberspace resilience is to introduce rigorous

security standards in the procurement and network design processes (Libicki, 2012).
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Resilience at the system level is one method to help ensure that disaster recovery (DR)
or continuity of operations plans (COOP) support unplanned or emergency scenarios
affecting the core business unit (Lohrmann, 2014). Others advocate for focusing on
the mission as the objective for resilience, where certain solutions lie completely
outside of the cyberspace domain and involve variations in tactics, techniques, and
procedures to reduce the dependence on a specific cyberspace capability (Bryant,

2015, 2016).

Proposition 5: Leadership should set the conditions for resilience by ensuring the
ability to operate through, and rapidly recover from, disruptions to cyberspace
dependencies.

Cybersecurity Imperative: Strengthening Cybersecurity Governance

Cybersecurity is a multi-disciplinary challenge that requires a strong
governance framework underwritten by strong leadership, senior executive
engagement, and clear accountability (Freedman, 2015). Each business unit should be
empowered and accountable for actions or inaction within their respective areas,
measured and reported through an enterprise-level governance council. In the private
sector, cybersecurity councils are chaired by either the CEO or CISO and have diverse
executive-level representation from the C-suite (COO, CFO, CIO, CSO) and the
business units (Allen et al., 2015). The council’s objectives can include reviewing the
status of cybersecurity objectives and requirements, implementation of cybersecurity
plans, programs and policies, and assessing compliance with externally imposed

security obligations (Allen et al., 2015; Lohrmann, 2014)
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Proposition 6: A strong cross-functional cybersecurity governance program should be
underwritten by senior leadership as governance provides the framework for the
organization’s success in cyberspace.

RQ2: What are the Roles and Responsibilities of Cybersecurity Entities in the
Public and Private Sector?

Role of the Boards and Executive Leadership Team

In the private sector, the ultimate responsibility for cybersecurity and
cyberspace resilience rests with the board and senior executives (Bohmayr, 2017).
This responsibility is important, as corporate leadership must push cybersecurity
culture change throughout the layers of the organization (Institute for Applied Network
Security, 2017a).

However, in a survey of 221 CEOs and 984 IT decision makers, each
respective group pointed to the other for ultimate accountability in the event of a
breach (Hamblen, 2017). With virtually no exceptions in the literature review, all
researchers proposed that the risk owner should be the executive who covers the losses
if the risk materializes (Jones, 2016). Specifically, the CEO or agency head is
identified as singularly responsible for accepting risk.

President Trump echoes this sentiment in his recent executive order on
cybersecurity. In the text, he directs departments and agencies to “document the risk
mitigation and acceptance choices made by each agency head as of the date of this
order” (Trump, 2017). This directive does not strip the CIO or CISO, as the IT

decision makers, of any responsibility or accountability. It is still imperative that they
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build alliances for a risk-based approach that facilitates the business owning the risk,

with business leaders accountable for risk acceptance (Sheridan, 2017).

Proposition 7: The senior executive of the organization is the ultimate owner of
cybersecurity risk as he or she is accountable if the risk materializes.

As the threats in cyberspace have become more widely known, different levels
of public and private organizations have been trying to figure out their role in
cybersecurity. Tom Ridge, former Secretary of the Department of Homeland Security
noted that “cybersecurity is the most significant governance challenge for the public
and private sector. It is not just the exclusive domain of the CIO and CTO. It is now
in the domain of the CEO and the corporate board” (Hamblen, 2017). That message
was echoed by the board of Yahoo when they voted to take away the cash bonus of
CEO Marissa Mayer for failing to properly comprehend or investigate the severity of
cyber-attacks responsible for breaching 500 million user accounts (Bell, 2017). As a
follow on measure, the board directed senior executives to fortify the company’s
cybersecurity and incident response measures to ensure “escalation of cybersecurity
incidents to executives and the board” (Bell, 2017).

As technology-based value creation has dramatically increased over the past
decade, senior executives and boards have given greater attention to cybersecurity and
resilience (Bohmayr, 2017). Many companies have even begun to look towards
cybersecurity and resilience as a source of competitive advantage (Bohmayr, 2017). In
that regard, boards and C-suite executives have taken responsibility for mitigating

business and cybersecurity risk, while the IT department retains ownership of

28



delivering the technological support that drives the business (McKinty, 2017). It is
important that corporate leadership treat cybersecurity as a strategic, cross-
departmental, enterprise risk management issue rather than a stand-alone indicator of
IT readiness (National Association of Corporate Directors, 2017).

In the leadership role, boards should clearly establish what the business needs
from the cybersecurity program and not assume that it is known by subordinate
management (Focal Point Data Risk, 2017). In a poll of Fortune 500 companies, 96%
of corporate boards assess strategic risk, 89% discuss cybersecurity, and only 41%
include cybersecurity in the overall discussion of risk (National Association of
Corporate Directors, 2017).

Corporate leadership must know their cybersecurity posture as well as their
response actions for an attack, but more than 40% of corporate boards admit to not
having a clear understanding of cybersecurity protocols (Sweeney, 2016).
Understanding such measures is quickly becoming part of the job description for
senior leaders, and requires an enduring relationship with cybersecurity personnel in
place of annual reviews or periodic updates (Sweeney, 2016). Together with
cybersecurity personnel, boards must discuss lessons learned from previous incidents,
understand fix actions, and ensure that incident response actions are updated (Veltsos,
2016). Overall, an in-depth understanding of the cybersecurity strategy is critical if
executives are to effectively assess or combat risks and be accountable for the fallout
from future breaches (BAE Systems, 2017).

In a sign of changing times, some corporate boards have taken an active role in

changing the organization to maximize effectiveness in handling cybersecurity risk
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(Westby, 2015). In a dramatic increase from 2008 when only 8% of boards stated they
created a risk committee separate from the audit committee, 53% of corporations had a
separate committee in 2015 (Westby, 2015). Additionally, boards are working to
ensure that privacy and security roles in the organization are separated and

appropriately aligned (Veltsos, 2016).

Proposition 8: Boards and executive leadership should take an active role in
maximizing the effectiveness of the cybersecurity program.

Role of the Chief Information Officer (CI10O)

The role of the Chief Information Officer (CIO) differs from organization to
organization and varies widely between the public and private sector. In many
organizations, the CIO is the primary executive responsible for the leadership and
vision for IT implementation that propels the business forward (Sheridan, 2016). In
organizations that require innovation to survive, strong CIOs are typically the ones
leading the charge (Boulton, 2016; Sheridan, 2016).

However, in many organizations, the CIO is frequently relegated to technical
issues such as outsourcing IT support, moving systems to the cloud, and ensuring
network availability (Sheridan, 2016). In the Air Force and the federal government
writ large, CIOs are commonly responsible for the development, implementation,
management, and operation of IT across the department (Upton, 2015). The tactical
compliment of the Air Force CIO is the base communications squadron. With the shift

to mission assurance, the Air Force is partitioning the IT support roles of the squadron
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into a largely outsourced communications element with a mission to plan, install,
operate and maintain IT systems and support services (Kennedy, 2016).

A common complaint in many companies is that the CIO needs to be better
equipped to articulate the interaction between IT and cybersecurity from both a risk
and ROI perspective (Williams, 2016a). In many organizations, CIOs are juggling so
many of the business’s top priorities that overall perceptions of their performance are
dropping. In arecent survey, 50% of corporate executives polled believe that human
error in the IT department would be the contributing factor for a successful cyber-
attack (McKinty, 2017). In another survey, more than 60% of IT staff said that they do
not report cybersecurity concerns until they are urgent, and acknowledged trying to
minimize negative results (National Association of Corporate Directors, 2017).
Proposition 9: CIOs should assume the role of a visionary and primary driver of

innovation through the implementation of IT solutions that propel the core business
forward.

Role of the Chief Information Security Officer (CISO)

Over the last few decades, a new executive role has emerged to focus solely on
cybersecurity. This new entity, known as the Chief Information Security Officer
(CI1SO), originally sat in the IT department, managing firewalls and other mainstays of
the security apparatus (Grossman, 2017). The first CISOs reported to the CIO who
filled the role of the lead technical expert within the organization (Grossman, 2017).

In 2008, only 30% of Forbes Global 2000 companies in the private sector
reported having a CISO in their ranks (Westby, 2015). Moving into the era of frequent

cyber-attacks, that number rose to 73% in 2015 and continues to climb (Westby,
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2015). The increase in prominence of the CISO in light of increasing cybersecurity
threats was one of the biggest business trends in 2015 (Cobb, 2015). Still, many large
companies either lack a CISO or are in the process of hiring one, typically after
suffering a major breach (Geer & McClure, 2016).

In a survey conducted by Focal Point Data Risk, one board member stated,
“CIOs and CISOs often talk about what they want their jobs to be. The Board talks
about what their main job should be: to protect the business and its liability” (Focal
Point Data Risk, 2017). While communication between the CISO and the board is not
always great, it is not solely due to differing priorities between the board and the
security team (BAE Systems, 2017). The board must ensure that one executive is
responsible for managing the cybersecurity and resilience program. That person must
have regular access to the board, the appropriate authorities, a firm grasp of the subject
matter, and adequate resources to fulfill those duties (World Economic Forum, 2017).
In more and more organizations, that executive is the CISO.

The CISO has historically been viewed as purely a technical expert, rising
through the ranks of the IT department, under the purview of the CIO (Christiansen,
2015). The main function of the CISO had been to implement security technologies,
with an emphasis on infrastructure and internal systems (Christiansen, 2015).

As the cybersecurity ecosystem has transformed, the CISO role has changed to
more of a business-centric, go-to expert for boards concerning cybersecurity risk
management (Grossman, 2017). Today, CISOs exist to cultivate safe business
practices, changing how the organization conducts business from top to bottom

(Institute for Applied Network Security, 2017a). They commonly find themselves in
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the role of teacher or change agent, highly responsive to the needs of the organization
while demonstrating the value of being operationally involved (Institute for Applied
Network Security, 2017a). CISOs are also heavily relied upon to help other executives
understand the cyberspace environment, promoting a culture of defense despite the
guarantee of pushback from many in the core business elements (Sheridan, 2017).
Because of the criticality of the role, some studies convey that upwards of 90% of
CISOs report directly to the most senior leadership, with about 50% holding a position
directly on the top leadership team (Sweeney, 2016).

Proposition 10: The CISO should have unimpeded structural or procedural access to
senior leadership to facilitate cybersecurity-oriented culture change, risk-based
decision making, and shaping of the corporate strategy.

The CISO plays a critical role in providing cybersecurity insight and guidance
to ensure the overall corporate strategy is fundamentally secure (Sheridan, 2016). To
do so, they need visibility into the day-to-day operations of each business unit so they
can help implement the risk mitigation objectives set forth by the board (Grossman,
2017). With an enterprise view across silos, CISOs know how to leverage strategic
and tactical resources to enhance value for the organization (Grossman, 2017). With a
demand to understand strategic objectives so that cybersecurity can align with business
goals, it is no longer possible to work in silos (BAE Systems, 2017; Rashid, 2015).
However, only a quarter of executives rate their CISO as aware of operational
objectives and business needs outside of cybersecurity (Rashid, 2015).

Even if the role of the CISO is starting to formulate in the private sector, the

authorities for the position still have room to grow. In the 2015 Role of the CISO
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report issued by ThreatTack Security, half of the CEOs surveyed noted that CISOs
should be held accountable in the event of the breach (Rashid, 2015). However, only
38% said that CISOs should have the authority to develop the cybersecurity strategy
and execute procurement actions for capabilities, a decline of 8% from the previous
year (Rashid, 2015). This contrast led one respondent to ponder, “If CISOs do not
have visibility into operational plans and strategy, and are not included in decision-
making processes, how can they be held responsible for a major security issue?”
(Rashid, 2015).

Proposition 11: In designing CISO reporting relationships, organizations should
minimize role conflict between the CISO and other executive leaders (C1O, COO,
CFO) to facilitate maturation of the cybersecurity program.

On the opposite end of the spectrum, some CISOs have taken their authorities
to a whole new level, wielding the cyberspace equivalent of “a badge and a gun” to
enforce cybersecurity policies and standards (Jones, 2016). Rather than being the
corporate version of law enforcement, many CISO advocate for soft-power roles as
“educators, problem solvers, facilitators and influencers” (Jones, 2016).

While the key functions of a CISO varied slightly among the literature in this
study, there were three common themes that all CISOs must pursue. The first CISO
function is to manage the cybersecurity program (Allen et al., 2015; Boulton, 2016;
Jones, 2016). Included in this role is the responsibility for overseeing cybersecurity
strategy, governance, policy, and compliance. The second CISO function is to manage
the resilience of core business functions within the organization (Allen et al., 2015;

Jones, 2016). This includes overseeing the incident response program as well as
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maintaining a plan for continuity of operations plan for a breach or catastrophic event.
The third, and commonly highlighted as most important, function of the CISO is to
manage cybersecurity risk (Allen et al., 2015; Boulton, 2016; Jones, 2016).
Effectively managing risk includes guiding business decisions regarding cybersecurity
considerations, translating cybersecurity concerns into the corporate language, and
ensuring mitigation strategies maintain alignment with the organization’s risk tolerance
(Allen et al., 2015; Boulton, 2016; Jones, 2016).

A byproduct of the Air Force’s Task Force Cyber Secure was the creation of an
Air Force-level Chief Information Security Officer (Bender & Bryant, 2016).
Although specific roles and responsibilities are still being fleshed out, the Air Force
CISO has many of the enterprise-level functions of private sector CISOs, with an
additional focus on assuring the Air Force’s core missions in and thru cyberspace
(Bender & Bryant, 2016). The tactical compliment of the AF CISO is the rebranded
wing-level cyberspace operations squadron (Kennedy, 2016). The squadron will
provide “wing-level expertise to integrate capabilities in, thru and from cyberspace to
accomplish the wing’s primary mission from generation through execution” (Kennedy,
2016).
Proposition 12: CISOs should fill a strategic, business-centric role that includes

overseeing the cybersecurity program, ensuring core business resilience, and
managing cybersecurity risk.
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RQ 3: What are the Key Considerations for Creating an Organizational Structure
that is Postured for Today’s Cybersecurity Challenges?

Structuring the Organization for Cybersecurity

One of the greatest challenges facing the success of CISOs and CIOs is the
organizational structure of the business itself (Boulton, 2016). The positioning of a
CISO is critical as it directly impacts his or her ability to gain the access and visibility
across the major business stovepipes necessary to adequately manage the cybersecurity
program (Veltsos, 2017).

Advocates for the traditional organizational structure say that CISO should
report only to the CIO because cybersecurity is inextricably linked to IT (Boulton,
2016). Recently, both the CISO and CIO are becoming empowered to veto key
enterprise-level decisions if either the IT or cybersecurity considerations warrant such
an action (Sheridan, 2016). Additionally, segregation of IT and cybersecurity duties is
often too challenging to create separate reporting structures, with 40% of Forbes
Global 2000 companies indicating that their CISO reported through the CIO (Westby,
2015). With both IT and cybersecurity expertise is in high demand, and upwards of
80% of the CISO role being technical in nature, there is little room for disparate
organizations that operate in relatively similar environments (Boulton, 2016). Few
independent CISOs have enough of the limited technical human capital, governance
structures, or budgetary resources to ensure protection of critical assets (Institute for
Applied Network Security, 2017D).

Proposition 13: When designing CISO reporting relationships, organizations should
consider the mutually supportive relationship between IT and cybersecurity.
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Proposition 14: IT and cybersecurity expertise are in high demand, and often come
from a shared pool of available talent resources for the CIO and CISO. The desire to
stand up an independent cybersecurity entity should not constrict the human resources
of the CI0O, as both IT and cybersecurity functions are mutually supportive in creating
competitive advantages for the organization.

Although many organizations retain the CISO in a subordinate role to the CIO,
some are migrating away from such a relationship to eliminate tensions between
security and operations (Veltsos, 2016). Companies pursuing this route advocate for
bolstering cybersecurity without overburdening the C1O and IT department (Boulton,
2016). Traditional CIOs place security as neither the only nor primary objective of
their function (Upton, 2015). With the natural tension between cybersecurity and IT,
either the CIO or CISO is forced to step on the other’s toes when advocating for
resources and capabilities to senior leadership (Boulton, 2016). More often than not,
cybersecurity is the natural release valve when organizations face a value decision
between IT and security (Upton, 2015).

Proponents of an independent CISO cite the role conflict with the CI1O in an
environment of increased focus on cybersecurity as enough justification to create a
separate entity within the business (Boulton, 2016). In many cases, the cybersecurity
function is often slow to develop when under the guise of the CIO (Upton, 2015). To
increase visibility and influence within the core of the business, advocates propose that
the CISO must depart from an IT-centric role and into managing cybersecurity risk
(Veltsos, 2017).

Regardless of the reporting structure, the CISO must be able to influence senior

leader decision making (Jones, 2016). In that regard, the CISO role must be senior
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enough to have access to, and gain the respect of, senior executives and the board
(Veltsos, 2016). Such respect is gained by engaging in conversations around
cybersecurity risk and the ability to integrate risk considerations into the overall
enterprise risk management program (Veltsos, 2017). However, the best way to gain
credibility and access to decision makers can vary based on the organizational culture
or personalities of the executive leadership team (Jones, 2016).
Proposition 15: When designing CISO reporting relationships, organizations should
facilitate the CISO’s understanding and participation in the core business functions.

Creating a CISO organization, whether subordinate to the CIO or not, requires
a significant investment from the executive leadership team. Standing up the
organization with a strategic and outcome-driven approach is better than hastily
piecing together spare parts from within the organization (Institute for Applied
Network Security, 2017a). ldentifying and hiring the right talent requires a significant
amount of time and energy to get the appropriate mix of technical skills and business
acumen (Sheridan, 2017). Following the most liberal maturity models, five to seven
years is a realistic timeframe to build the trust, team, and culture necessary to have a
high-functioning CISO-led cybersecurity program (Institute for Applied Network
Security, 2017b).

The challenges of structuring the cybersecurity mechanism in the private sector
are also present in the public sector. In the aftermath of a high-visibility breach at the
Food and Drug Administration, the House of Representatives Committee on Energy

and Commerce issued a report on the C1O and CISO structure at the Department of
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Health and Human Services (Upton, 2015). Citing the need to elevate the CISO to
facilitate maturation of the cybersecurity program, the committee recommended
changes to the HHS organizational structure. Figures 4 and 5 represent the
organizational structure before the breach occurred and the proposed structure

following the congressional report, respectively.
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Summary

This chapter summarizes the major takeaways from the systematic literature
review and identifies relevant themes as they pertain to the research questions,
summarized as propositions, for consideration by the reader. Overall, 15 key
propositions were identified from the systematic literature review that should serve as
considerations for Air Force Major Commands looking to posture their organizational

structure for cybersecurity.
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IVV. Conclusions and Recommendations

Chapter Overview

This chapter examines the conclusions and significance of the research
accomplished for this project. Additionally, this chapter includes recommendations for

further research in this area.

Conclusions of Research

The analysis performed during this research provides an unbiased perspective to
the key considerations for reorganizing MAJCOM staffs for cybersecurity in the
Information Age. This includes a total of 15 observations from a systematic literature
review that can guide the thinking of Air Force MAJCOMs looking to restructure to
confront the ever-increasing challenges of the cyberspace domain:

Proposition 1: The world is becoming increasingly dependent on cyberspace, a domain
which is extremely complex, subject to attacks from capable and determined adversaries,
difficult to defend, and can cause significant operational and financial losses, if
breached.

Proposition 2: Cybersecurity is no longer a technical issue, but one of managing risk.

Proposition 3: Cybersecurity issues should be discussed in the core language of the
business.

Proposition 4: Rather than focusing on securing cyberspace capabilities,
organizations should emphasize assuring mission dependencies on cyberspace
capabilities.

Proposition 5: Leadership should set the conditions for resilience by ensuring the
ability to operate through, and rapidly recover from, disruptions to cyberspace
dependencies.

Proposition 6: A strong cross-functional cybersecurity governance program should be

underwritten by senior leadership as governance provides the framework for the
organization’s success in cyberspace.
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Proposition 7: The senior executive of the organization is the ultimate owner of
cybersecurity risk as he or she is accountable if the risk materializes.

Proposition 8: Boards and executive leadership should take an active role in
maximizing the effectiveness of the cybersecurity program.

Proposition 9: ClOs should assume the role of a visionary and primary driver of
innovation through the implementation of IT solutions that propel the core business
forward.

Proposition 10: The CISO should have unimpeded structural or procedural access to
senior leadership to facilitate cybersecurity-oriented culture change, risk-based
decision making, and shaping of the corporate strategy.

Proposition 11: In designing CISO reporting relationships, organizations should
minimize role conflict between the CISO and other executive leaders (C10, COO, CFO)
to facilitate maturation of the cybersecurity program.

Proposition 12: CISOs should fill a strategic, business-centric role that includes
overseeing the cybersecurity program, ensuring core business resilience, and the
management of cybersecurity risk.

Proposition 13: When designing CISO reporting relationships, organizations should
consider the mutually supportive relationship between IT and cybersecurity.

Proposition 14: IT and cybersecurity expertise are in high demand, and often come
from a shared pool of available talent resources for the CIO and CISO. The desire to
stand up an independent cybersecurity entity should not constrict the human resources
of the CI0, as both IT and cybersecurity functions are mutually supportive in creating
competitive advantages for the organization.

Proposition 15: When designing CISO reporting relationships, organizations should
facilitate the CISO’s understanding and participation in the core business functions.

Significance of Research

This research addresses the critical and contentious issue of organizing personnel
for cybersecurity challenges in the Information Age. In adapting to such challenges,
MAJCOMs have taken varying degrees of action to structure forces to meet the specific

needs of their commands. However, many decisions were an urgent response to
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manpower reductions rather than forward-looking, mission-related requirements. This
body of work provides the MAJCOM staff a consolidated list of key considerations for

organizing their workforce to meet the increasing cybersecurity demands of today.

Recommendations for Action

Most MAJCOMs have already taken positive initial action by defining a reporting
relationship between the MAJCOM/AG (CIO equivalent) and the MAJCOM/A3 (COO
equivalent) with the goal of bringing cybersecurity concerns into the core operational
function of the command.

However, the cybersecurity function at the MAJCOM has matured at a pace
consistent with neither the changing threat environment in cyberspace nor industry best
practices. Several key programs being implemented at the Headquarters Air Force level
might drive the MAJCOMs to reorganize their cybersecurity organizations sooner than
later. Such programs include the creation of the Air Force CISO office, the standup of
cyberspace operations squadrons at the wing-level, and the mandated use of the NIST
framework for mitigating cybersecurity risk. These issues will require extensive
MAJCOM involvement to coordinate activities across the enterprise.

Any changes to the cybersecurity program at the MAJCOMs should as a part of a
deliberate and calculated strategy, rather than in a hasty or reactive response to the
demands of higher headquarters. An immediate recommendation is to stand up a CISO-
equivalent organization at the MAJCOM. Establishing a single entity that is responsible
for the MAJCOM cybersecurity program is an important step in progressing toward a

culture of resilience and mission assurance of the core missions. It is the
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recommendation of the researcher that such an organization remain under the purview of
the A3 and A6 in order to leverage the operational and technical expertise of both
organizations. However, the CISO should have regular procedural access to the
MAJCOM Commander or Vice Commander through a robust governance structure to
facilitate conversations on the acceptance or mitigation of cyberspace risk.

Furthermore, senior leadership at all levels should continue to increase their
involvement in cybersecurity matters so that risk-based decisions can be made at the
enterprise level of each MAJCOM to facilitate mission assurance and resilience of the
Air Force core missions. Changing to a mission assurance and resilience-based culture
will require persistent, top-down engagement from leadership to cement cybersecurity
fundamentals in the day-to-day activities of Airmen.

Finally, as the cybersecurity program reaches maturity and the workforce
develops over the coming years, the Air Force should consider creating an independent
staff element that reports directly to the MAJCOM Commander for all cybersecurity
matters. It is the opinion of the researcher that cybersecurity matters will soon outgrow
the capacity of any existing staff entity and will require not only the dedicated attention
of a directorate-level leader, but the visibility and accountability that comes with

structural access to the risk-acceptance authority.

Recommendations for Future Research

This research is strategic manner, with broad references to a generic MAJCOM
organizational structure. Further research should be tailored to each MAJCOM to

identify mission-specific requirements for its cybersecurity program.
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Additionally, a cross-functional study that examines the expertise required to
adequately staff the CI1SO organization from existing Air Force Specialty Codes would be
worthwhile. As discussed in this study, cybersecurity is no longer a purely technical
issue and will require the involvement of multi-domain and multi-functional expertise to

appropriately solve the challenges of the future.

Summary

This chapter examined the conclusions and significance of the research
accomplished for this project. Additionally, this chapter included recommendations for

action at the MAJCOM level and areas for further research.
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Appendix A. Quad Chart

Organizing Air Force MAJCOMs for Today’s Cybersecurity Challenges

The roles and responsibilities for managing cybersecurity in the Air Force MAJCOMs are inadequate for the challenges

of the Information Age. The Air Force could improve its cybersecurity posture to better assure the core missions by

Introduction

The Internet era ushered in an unprecedented wave of

difficult to find even the smallest part of daily life that is
not dependent on some form of information technology.

While cyberspace is ubiquitous in society, so are the
multitude of threats that seek to exploit it for gain.
Historically speaking, cybersecurity seems to lag the IT

producing capabilities needed to secure the
advantages of an Information Age world.

The Air Force is not immune to the challenges of
cybersecurity, and perhaps is a more lucrative target than
many sectors of industry. However, the Force's
means to approach the cybersecurity problem at the
MAJCOM level and above has remained stagnant for
nearly a decade. With increasing cyberspace
dependencies and th associated threats, it is
imperative that Air Force MAJCOMs understand
cyberspace risk to their missions and have a means to
include in their operational decision-making.
Orga ng the structure of the MAJCOM staff to assume

increased role in cybersecurity an operational
imperative for the Air Force to be successful in the
Information Age of warfare.

Research Goals

The purpose of this research is to determine key
considerations for the restructuring the Air Force
MAJCOM staffs to better posture for cybersecurity
challenges in the Information Age. This research answers
the following questions through a systematic

review (SLR):

Has the increased cyberspace threat changed the way
that industry approaches cybersecurity?

What are the roles and responsibilities of cybersecurity
entities in the public and private sector?

What are the key considerations for creating an
organizational structure that is postured for today's
cybersecurity challenges?
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Significance
This research addresses the critical and contentious issue of organizing personnel for cybersecurity
challenges in the Information Age. In adapting to such challenges, MAJCOMs have taken varying

degrees of action to structure forces to meet the specific needs of their commands. However, many

decisions were an urgent response to manpower reductions rather than forward-looking, mission-

related requirements. This body of work provides the MAJCOM staff a consolidated list of key
erations for organizing their workforce to meet the increasing cybersecurity demands of today.

Methodology

A systematic literature review (SLR) was conducted to
answer the investigative questions of this research. A
identifying

inclusion criteria while also creating exclusion criteria to
minimize the amount of irrelevant material gathered. The
included material is examined to identify relevant themes
as they pertain to the research ques:

15 key propositions were identified from the
systematic literature review that should serve

posture their organizational structure for cybersecurity.

Implications

The current organizational structure as well as the roles

mutual
understanding of the options available to leadership that
leverage lessons learned in industry.

This research will identify and recommend best practices
for organizing cybersecurity personnel to help MAJCOM
staffs understand the costs and benefits of one method
over another. Ultimately, the leal organizational
structure depends on the unique requirements of the
MAJCOM Commander.

Future Research

This research strategic manner, with broad references
to a generic MAJCOM organizational structure.

Further research should be tailored to each MAJCOM to
identify mission-spec requirements for improving the
organizational structure of its cybersecurity program.

Additionally, a cross-functional study that examines the
expertise required to adequately staff the CISO
organization from existing Air Force Specialty Codes
would be worthwhile. As discussed in this study,
cybersecurity is no longer a purely technical issue and
will require the involvement of multi-domain and muilti
functional expertise to appropriately solve the challenges
of the future.
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landscape of cyberspace threats, industry best practices for managing cybersecurity programs, and current trends in setting up the
required supporting organizational structure. The overall objective of the research is to highlight key areas where Air Force Major
Commands could improve processes and organizational structures to posture for cybersecurity challenges in the Information Age.
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