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Scientific Progress

Under ARO funded MURI project entitled “Computer-Aided Human Centric Cyber Situation Awareness,” we at George Mason
University and our research partners are developing an integrated end-to-end (spanning the whole life cycle) cyber situation
awareness solution to fill the gap between machine information processing and analysts’ mental processes. A novel aspect of
this project is the virtual machine (VM)-replication based damage assessment, recovery, and service regeneration. Damage
assessment is part of the comprehension stage while recovery and service regeneration are part of the response stage (see
Figure 1). The novelty of our techniques lies in that they are built atop heterogeneous virtual machine replication (H-VM-R), an
innovative technology being developed by us. Due to this innovation, recovery and service regeneration could be as fast as live
synchronization/migration of VM images.

With our existing resources, we were able to build a small test range consisting of a server and multiple client machines to
demonstrate the feasibility of our approach. However, a larger test range was needed to get statistically significant measures of
performance and security for current efforts, as well as to enable future research and development to demonstrate enterprise-
wide scalability of our solutions. To this end, we proposed the acquisition and building of a laboratory for large-scale testing.
With this DURIP award, we built as a multi-purpose re-configurable test range via virtualization to support a virtually limitless
range of network topologies of clients, servers, and routers found in typical enterprises. The testbed enabled us to realistically
assess the efficacy of our research against the type of enterprise systems they are expected to defend.
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1. Introduction

Under ARO funded MURI project entitled “Computer-Aided Human Centric Cyber
Situation Awareness,” we at George Mason University and our research partners are
developing an integrated end-to-end (spanning the whole life cycle) cyber situation
awareness solution to fill the gap between machine information processing and analysts’
mental processes. A novel aspect of this project is the virtual machine (VM)-replication
based damage assessment, recovery, and service regeneration. Damage assessment is part
of the comprehension stage while recovery and service regeneration are part of the
response stage (see Figure 1). The novelty of our techniques lies in that they are built atop
heterogeneous virtual machine replication (H-VM-R), an innovative technology being
developed by us. Due to this innovation, recovery and service regeneration could be as
fast as live synchronization/migration of VM images.

With our existing resources, we were able to build a small test range consisting of a server
and multiple client machines to demonstrate the feasibility of our approach. However, a
larger test range was needed to get statistically significant measures of performance and
security for current efforts, as well as to enable future research and development to
demonstrate enterprise-wide scalability of our solutions. To this end, we proposed the
acquisition and building of a laboratory for large-scale testing. With this DURIP award,
we built as a multi-purpose re-configurable test range via virtualization to support a
virtually limitless range of network topologies of clients, servers, and routers found in
typical enterprises. The testbed enabled us to realistically assess the efficacy of our
research against the type of enterprise systems they are expected to defend.
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Figure 1: The life-cycle view of the proposed cyber SA framework

2. Overview of Our Approach

Figure 2 shows the basic idea behind the H-VM-R approach we developed under this
grant. Unlike homogeneous VM replication, H-VM-R literally replicates one virtual
machine execution (e.g., Xen) onto a totally different virtual machine (e.g., QEMU,
Hyper-V, or VMware) without requiring that these two virtual machines are of the same
type. H-VM-R does intrusion detection by comparing heterogeneous VM images resulted
from the same execution history. H-VM-R does active response and recovery by
proactively setting up standby VM replicas; migration from a compromised VM replica to
a clean yet heterogeneous VM replica would be instantly performed.

The objectives we achieved through our H-VM-R approach are as follows:

e Making redundancy and high-availability practically affordable.

e Transforming microscopic intrusion analysis and detection from pure offline
security operations to an online capability directly participating in active response.

e Developing an innovative intrusion detection technology based on cross-VM
inconsistency checking.

e Achieving fine-grained intrusion detection, response, and recovery.

e Developing a new artificial diversity technology which is simpler, more robust,
and less expensive.

The innovative aspects of our H-VM-R approach are as follows:



e H-VM-R is the first systematic approach that uses heterogeneous VM replication
to do intrusion detection, active response, and recovery.

e The cross-VM inconsistency checking based intrusion detection technology is new
and the first attempt to integrate replication with intrusion detection.

e H-VM-R is anew artificial diversity technology.

e H-VM-R is the first systematic approach that consolidates four areas of systems
security research: redundancy, microscopic cyber situation awareness, autonomic
response (including recovery), and unpredictability (via randomization and
artificial diversity).
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Figure 2: Overview of VM-Replication

3. Laboratory Setup

Under this grant, we built a realistic data center security test-bed. Specifically, we
implemented the proposed H-VM-R technology atop existing open source virtual machine
monitors such as Xen Hypervisor and QEMU. In order to evaluate the advantage of the
proposed VM replication technology, we compared with the performance of the most up-
to-date virtual machine technologies, which included VMware Virtual Infrastructure 3
(built upon VMware’s highly robust, award-winning products, VMware ESX Server,
Virtual Center and VV-Motion), and Citrix XenServer software.

As for the evaluation, we used three categories of metrics: business continuity metrics
(e.g., down time, response time delay), cost metrics (e.g., hardware cost, software cost,
management cost), and information assurance metrics (e.g., system integrity levels). To
make the evaluation results representative, we used widely-deployed open source services
(e.g., Apache) to build the appropriate benchmarks.



The equipment purchased under this grant was needed to enable the proposed VM
replication technology to be thoroughly evaluated in a practical data center setting.
Without a realistic data center testing environment, even if the proposed technology is
evaluated on real machines, the evaluation results may still fail to serve as an applicable
reference or guideline for real world data center managers and administrators to assess the
benefits of deploying the proposed VM replication technology.

Also, this equipment was key to provide two realistic VM server clusters that can be used
to comparatively study the efficacy of the proposed VM replication technique in terms of
the three families of metrics mentioned above, namely, business continuity metrics, cost
metrics, and information assurance metrics. Figure 3 illustrates the overall architecture of
the testbed we deployed, with two VM clusters.
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Figure 3. Architecture with Two VM clusters for comparative study of VM replication techniques
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