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Sailors aboard the USS Ronald Reagan conduct a countermeasure wash down to remove potential contamination during 
Operation Tomodachi. (U.S. Navy/Nicholas A. Groesch)
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CWMD Strategy Gap
Capacities, Capabilities, and Collaboration
By Margaret E. Kosal

In 1994, then Chief of Staff of the U.S. Army, General Gordon Sullivan, recognized the increasing 
threat of chemical, biological, and nuclear weapons and the capability gaps exposed by the chal-
lenges of operating in a weapons of mass destruction (WMD)-contaminated environment. Although 

threats from WMD are neither new nor unrecognized at the highest levels of the U.S. Government (USG) 
and Department of Defense (DOD), remarkable gaps and inconsistencies between strategic level policy 
and operational capabilities persist. During the past 15 years, countering–WMD (CWMD) has been a top 
priority as expressed throughout multiple national and department-level strategy and policy documents, 
to include the National Security Strategy (NSS); the National Military Strategy (NMS); the National Defense 
Strategy (NDS); the Defense Strategic Guidance (DSG); and Quadrennial Defense Review (QDR). While a 
prevention strategy is laudable and important, the disparity between strategy and the required operational 
capabilities and capacities needed for securing, interdicting, and eliminating WMD reveals potential gaps 
that must be recognized and accounted for to ensure a credible deterrent posture. Future threats, especially 
biological, are likely to be more complicated than current or past conceptions.

Strategic Context 
The U.S. national security community and military services continue adapting to the evolving global 
environment. The strategic dialogue is shaped by multiple sources, to include the release this year of a 
new NSS and a new NDS; increased attention to the reemergence of great power competition; uncertainty 
on the role of combat operations in Afghanistan; an ongoing civil war in Syria; a resurgent Russia in the 
Crimea and elsewhere; multiple missile tests by North Korea and claims of new ballistic capabilities to 
reach the continental United States; and lingering opaque nuclear questions in Iran. In a 2015 statement, 
the Director of the Defense Advanced Research Projects Agency articulated a consensus of the future 
operational environment outlook as 
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Technology.
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an extended period during which our 
national security will face a wide range of 
different types of threats from a wide range 
f different actors—nation-states are in 
the mix, but so too are terrorist organiza-
tions and criminal organizations and even 
individuals. And each of these—all of these 
different kinds of actors have—of course 
they have the conventional means of waging 
war, or inflicting damage, but now they 
also have some new tools. Cyber is a very 
obvious example. Many of these actors also 
have increasing access to weapons of mass 
destructions, or weapons of mass terror.2 

The perception of the threat of WMD from 
state and non-state actors continues to increase in 
scale, scope, and complexity.

Additional impacts on the strategic dialogue 
took form in new directions from the Trump 
Administration, a new Secretary of Defense with 
little public history of engaging the CWMD mission 
(unlike former Secretary of Defense Ashton Carter, 
who had long been involved in Cooperative Threat 
Reduction [CTR] and other nuclear nonproliferation 
policy work), ongoing questions about the federal 
budget and the continuing effects of sequestration, 
and the operational priorities required for a shift in 
the nation’s strategic focus during the rebalance (or 
pivot) to Asia. As then Deputy Secretary of Defense, 
Ashton Carter articulated

Everything’s on the table: roles and mis-
sions, war planning, business practices, force 
structure, personnel and compensation, 
acquisition and modernization investment, 
how we operate, how we measure and main-
tain readiness.3 

CWMD efforts consistently reveal gaps 
between strategy and available military options. 
CWMD is among the highest priorities for the 
U.S. domestic and the international security 

community in the 21st century.4 Denying the 
acquisition and use of WMD by hostile states, 
sub-state actors, or non-state actors as part of 
nonproliferation and counterproliferation, cou-
pled with possessing robust capacity to manage 
potential consequences are desired strategic ends. 
CWMD encompasses both conflict and post-con-
flict activities centered on securing and destroying 
material and delivery systems; but, more broadly, 
it also entails activities intended to address the 
associated programs, infrastructure, and exper-
tise.5 It includes activities that span the range of 
“prevent,” “shape,” “contain,” and “respond” con-
cepts.6 CWMD proliferation involves a broad range 
of actors, materials, technologies, activities, and 
legal considerations all of which have implications 
on the roles of military and civilian government 
departments. Considerations such as risk, time 
sensitivity, geographic location, and international 
relations add greater complexity.

Prevention of WMD is a laudable and import-
ant goal, but disparities between that objective 
and the operational means required to secure, 
interdict, and eliminate WMD has resulted in 
capability gaps. Greater recognition is needed to 
affect strategy and additional levers at the policy 
level. Part of the challenge in narrowing the gap 
between CWMD strategy and its enabling capa-
bilities and capacities is attributable to multiple 
endogenous and exogenous cultural, policy, and 
institutional factors.

Cultural, refers to the absence of a strong 
sense of “cultural ownership” of the problem set to 
and risk averse innovation posture that drives evo-
lutionary technology development to differences 
in service and agency cultures; Policy, in which 
roles, responsibilities, authorities, and equities 
are spread across the different proponents to the 
highly compartmentalized nature of CWMD pro-
grams; Finally, institutional, refers to both internal 
and external inadequate improvisations for active 
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defense capabilities, for building partnership 
capacity (BPC), or for operational preparation of 
the environment activities.7 For example, PL 103–
160 restricts the Joint Chemical and Biological 
Defense Program to development of passive 
defense capabilities, which are not adequate 
improvisations for active defense capabilities. For 
multiple reasons, including history and organiza-
tional structure, there is de-prioritization of Joint 
Force Land Component Commanders roles in 
CWMD missions in some Joint Environment and 
Combatant Commands (e.g., USSTRATCOM). 
In many agencies and efforts, the emphasis has 
been historically and remains focused on efforts to 
“the left of boom,” i.e., non-proliferation and arms 
control; the think tank, policy wonk, and scholarly 
world that serves as a gestation and holding venue 
for many who move into formal policy positions 
emphasizes nonproliferation efforts.

There are a number of organizations and agen-
cies involved in these efforts, however a significant 
level of national capacity resides in the military. 
In particular, the national capacity—across the 
scientific, technical, operational, and tactical spec-
trum—and the most probable responsibility for 
executing missions to secure, exploit, and elimi-
nate WMD are overwhelmingly in the U.S. Army. 
Serious efforts regarding prevention are relatively 
recent and only now beginning to coalesce, an 
observation highlighted as of 2009, where across the 
USG, DOD, and the U.S. Army, “the elimination 
mission is still in its infant stages, support among 
the services and commands is tenuous, and concepts 
and capabilities are still lacking.”8 

Case Studies 
Ten cases studies illustrate the gaps between 
CWMD objectives and the joint force capabil-
ities and capacities needed for attaining them. 
A set of significant variables (or strategic attri-
butes) expounds upon the capacity, capability, 

and usability of components inherent in military 
force design. These CWMD historical cases have 
been divided into two sub-categories. “Major” 
cases include U.S.-led efforts where military forces 
played a major role. “Other” cases include examples 
of operations and disarmament efforts that were 
coordinated at the multi-national level, initiated or 
led by other nation-states; cases in which the United 
States provided significant assistance; or instances 
that were domestic law enforcement cases illustra-
tive of future threat scenarios. Several non-military, 
non-combat cases are included because of the rel-
ative lack of military operations involving WMD. 
These “other CBRN/CWMD” cases illustrate the 
importance and role of the variables. While assess-
ment of the cases is not a perfect analytical tool, they 
provide a useful representation of the major qualities 
of such operations. All were conducted in permissive 
or semi-permissive environments.

Case study selection focused on instances 
involving WMD elimination (WMD–E), CBRN–
interdiction, CBRN–counterterrorism, or WMD 
consequence management (WMD–CM) efforts, 
including foreign consequence management.9 
The cases were selected as representative of 
the range of military operations involving at 
least one WMD. The screening criteria for case 
selection among each of the categories was that 
the operation had occurred after passage of the 
Goldwater–Nichols Department of Defense 
Reorganization Act of 1986, and the operation 
had a critical element that relied upon ground 
forces, i.e., strategic bombing or missile strikes 
alone would not accomplish the objective. 

The “major” cases include U.S. and interna-
tional efforts to detect, disarm, and dismantle 
former Iraq President Saddam Hussein’s WMD 
program. That group is further divided into two 
different efforts that are considered separately. The 
first is the Iraq War and UN Special Commission 
(UNSCOM) that oversaw the destruction and 
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dismantlement of the 1990s-era program.10 The sec-
ond is comprised of CWMD operations associated 
with Operation Iraqi Freedom (OIF).11 

TABLE 1: Major Cases.

Case Year Location

Operation Desert Storm and 

the UN Special Commission

1990–99 Iraq

Tirana 2003–07 Albania

Libya 2003–12 Libya

Operation Enduring  
Freedom (Tarnak Farms)

2002 Afghanistan

Operation Iraqi Freedom 2003–08 Iraq

The disarmament, destruction, and/or 
removal of WMD materials and agents from two 
states, Albania and Libya, are treated as individ-
ual cases. Specifically considered are the removal 
of nuclear materials and infrastructure from 
Tuwaitha and Tajoura, and the destruction of 
chemical weapons and infrastructure at Ruwagha 
and Jufra in the Libya case, and removal of 16 tons 
of Soviet-era chemical weapons stored in a bun-
ker outside Tirana, Albania.12 Pursuit of WMD 
by a non-state actor is the subject in the case of 
al-Qaeda’s training camp, Tarnak Farms, located 
in the Kandahar vicinity of Afghanistan during 
Operation Enduring Freedom (OEF).13 

The “other” cases include an example of 
foreign consequence management in which 
the U.S. military was called upon for assis-
tance, Operation Tomodachi in response to the 
Fukushima Daiichi radiological disaster after 
the 2011 tsunami following an earthquake off 
Japan’s eastern shore.14 While the United States 
was not asked to assist in consequence manage-
ment in Chernobyl, the capabilities and capacities 
needed for a Chernobyl-type nuclear disaster are 
also assessed.15 Chernobyl was selected to show 
an example of scope and scale in civilian nuclear 
disaster that far exceeded Fukushima. 

TABLE 2: Other Cases.

Case Year Location

Operation Tomodachi 
(Fukushima Daiichi)

2011–12 Japan

Chernobyl 1986 Ukraine

Goiânia 1987 Brazil

Aum Shinrikyo 1993–95 Japan

William Krar 2003 United States

The remaining cases involve individuals or 
non-state actors. Aum Shinrikyo was a Japanese 
apocalyptic cult that is most well-known for the 
March 1995 attack on the Tokyo subway system 
using sarin nerve agent.16 Aum Shinrikyo also 
pursued biological weapons. The Goiânia case 
refers to the 1987 radiological incident in which 
a vial containing radioactive material used for 
medical imaging, specifically the salt cesium-137 
chloride, was found at an abandoned hospital 
site and removed by scavengers looking for scrap 
metal.17 The theft and subsequent distribution 
of the radioactive material resulted in deaths, 
morbidity, and significant cleanup. The final case, 
William Krar, was an American domestic terrorist 
who pled guilty to federal charges of building and 
possessing chemical weapons.18 Krar is an example 
of a lone wolf or loosely-networked individual who 
pursued WMD. 

Although, Syria fell outside the formal criteria 
for inclusion in the review due to non-reliance 
on ground forces, the significant international 
efforts to remove Syria’s declared CW stocks 
and subsequent destruction at sea are worthy of 
consideration. Among the five variables, “niche 
capabilities” was the single variable deemed as 
vital. Destruction of the chemical weapons via 
neutralization aboard the MV Cape Ray, part of 
the civilian U.S. Maritime Administration’s Ready 
Reserve Fleet that can be rapidly activated to sup-
port DOD or emergencies, necessitated adaptation 
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and demonstration of significant technical capa-
bility before deployment. This was accomplished 
primarily by the U.S. Army’s Edgewood Chemical 
and Biological Center (ECBC), whose mission 
is to ensure operational readiness by protecting 
the warfighter from non-medical chemical and 
biological threats. This unity of effort extended 
beyond the services and the DOD to the U.S. State 
Department and international partners, including 
the Organization for the Prohibition of Chemical 
Weapons (OPCW), the international organization 
responsible for implementation of the Chemical 
Weapons Convention.

Case Study Attributes 
These 10 cases were then examined against five 
critical force design attributes—strategic reach; 
dispersed objectives; unity of effort; interoperabil-
ity; and niche capability—to assess strategic gaps 
between capabilities and capacities to execute  
C–WMD operations. 

Strategic Reach (See Table 3)
The need for strategic reach varied across the cases. 
The major cases include three with a significant 
military element during or after major combat 
operations and two cases in which the military 
played a role because comparative capability or 
capacity did not exist within other parts of the 
USG. Across the major cases, the need for capability 

and capacity in a timely manner was insignificant 
due to the permissive or semi-permissive environ-
ment or relatively small amounts of material which 
already existed. In Operation Desert Storm, OEF, 
and OIF, strategic reach was enabled as part of a 
major operation under which the CBRN-related 
mission was pursued. Capability was often impro-
vised and capacity was assembled in response to an 
event or discovery of CBRN materials, rather than 
in a proactive manner reflecting organic capabili-
ties integrated into the force.

Strategic reach varied greatly across the 
domestic and foreign consequence management 
(FCM) cases. During Operation Tomodachi, stra-
tegic reach was vital because of the nature of the 
accident to which the U.S. was responding. In the 
cases of Chernobyl, Goiânia, and Aum Shinrikyo, 
strategic reach was assessed as vital from the per-
spective of the responding state (not the United 
States). Like Tomodachi, a domestic nuclear 
accident such as Chernobyl, domestic radiologi-
cal incidents like Goiânia, and domestic chemical 
(as well as biological) incidents perpetrated by 
non-state actors demand a timely response for 
several reasons. First, radiation release must be 
controlled or limited and further degradation of 
the nuclear infrastructure at the site prevented to 
the maximum extent. Second, hazardous material 
(radioactive and chemical) must be recovered to 
limit further contamination. Finally, personnel 

TABLE 3: Strategic Reach as a Critical Force Design Attribute.

Definition Benchmark

The capability and 

capacity for timely 

response to a full 

range of contin-

gencies around the 

world.

Vital Capability and capacity present while timeliness of response driven largely by 

adversary actions.

Critical Capability and capacity present while timeliness of response controlled 

largely by friendly factors.

Important Capability and capacity present, but timeliness of response is a lesser degree.

Insignificant Capability is present but capacity and timeliness of response are a lesser 

degree.

Negligible Not required.
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suffering from exposure must be treated. In the 
William Krar case involving improvised chem-
ical weapons devices and delivery, interdiction 
occurred prior to weapon employment without 
any indication of specific intent or plan to use 
the devices. While strategic reach was not signif-
icant in the major cases, it was vital in the other 
cases, thereby demonstrating the need for a timely 
response to a full range of contingencies around 
the world.

Dispersed Objectives (See Table 4)
The ability to respond to dispersed objectives was 
important based on the broad geographical scope 
of the operation. Across the major cases, the major-
ity involved only one or a limited number of sites. 
Additionally, the CWMD response did not require 
close coordination of operations. In the other 
cases (FCM, domestic terrorism), the attribute was 

assessed as insignificant due to the limited scale or 
constrained geography of the area of operations. It 
is unlikely that future non-state actor adversaries 
will remain this one-dimensional. 

Unity of Effort (See Table 5) 
The major CBRN cases illustrate the critical 
nature of unity of effort across DOD, the USG, 
and the multi-national community. For example, 
the Department of Energy and the International 
Atomic Energy Agency (IAEA) provided capabili-
ties in the cases involving nuclear materials such as 
Desert Storm/UNSCOM, Libya disarmament, and 
Operation McCall, which removed 550-tons of low-
grade uranium from Iraq in 2008. Similarly, across 
all four of the major chemical weapons cases, 
international community involvement was neces-
sary either as part of the UN-mandated operation 
or via the OPCW, which oversees destruction of 

TABLE 4: Dispersed Objectives as a Critical Force Design Attribute.

Definition Benchmark

The ability to oper-

ate in a synergistic 

manner across mul-

tiple operational 

objectives and vast 

geographic areas. 

Vital Multiple objectives requiring simultaneous operations.

Critical Multiple objectives requiring sequential, but not simultaneous, operations.

Important Series of objectives that do not require close coordination.

Insignificant Single objective.

Negligible Not required.

TABLE 5: Unity of Effort as a Critical Force Design Attribute. 

Definition Benchmark

Coordination 

and cooperation 

toward common 

objectives, even 

if the participants 

are not necessarily 

part of the same 

command or 

organization—the 

product of success-

ful unified action.

Vital Requires shared understanding of the objectives across force, joint, inter-

agency, and multinational environments.

Critical Requires shared understanding of the objectives across force, joint, and 

interagency environments.

Important Requires shared understanding of the objectives across force and joint envi-

ronments.

Insignificant Requires shared understanding of the objectives across force.

Negligible Not required. 

Source: Unity of effort definition as described by Joint Chiefs of Staff, Joint Pub 1–02, 304.
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chemical stockpiles under the Chemical Weapons 
Convention (CWC). The Tarnak Farms case 
was essentially a site exploitation with respect to 
attempted biological development and acquisition. 
Such a case highlights an unresolved issue regard-
ing the lack of a standing multinational body at 
the international level tasked with the biological 
weapons mission. After Operation Desert Storm, 
destruction of the Iraqi stockpiles was overseen 
by the UN-mandated operation, which required 
passage of a UN Security Council Resolution and 
creation of an ad hoc organization. There is no 
existing international partner charged with biolog-
ical weapons elimination.

In the non-military and non-state actor cases, 
unity of effort was assessed as insignificant largely 
due to the domestic scope and scale of response or 
the unwillingness of the nation, e.g., the former 
Soviet Union, to acknowledge the incident. The 
exception is Operation Tomodachi, which involved 
coordination and cooperation across Japanese 
domestic law and emergency response, Japan’s Self-
Defense Forces, U.S. forces, the IAEA, and Tokyo 
Electric Power Company—the largest privately 
owned electric utility in the world. Operation 

Tomodachi should not, however, be seen as the 
model or most likely scenario for a CBRN–foreign 
consequence management (FCM) operation as 
the situation was permissive both in terms of close 
relationships between the nation-states and uni-
formed military and in the nature of Japanese civil 
society. This unique case may not reflect the most 
likely CBRN–FCM scenario to which the United 
States might be called in the future.

Interoperability (See Table 6) 
Interoperability is assessed as critical for CBRN 
operations executed in other than permissive 
environments. The lack of joint CBRN capabil-
ities interoperability in Desert Storm prompted 
the creation of the Joint Chemical and Biological 
Defense Program (CBDP) in the National Defense 
Authorization Act for Fiscal Year 1994. The CBPD 
consolidated responsibility and authority for capa-
bilities development in the Office of the Secretary 
of Defense rather than in the services. With the 
exception of Operation Tomodachi, in the other 
non-major cases the success or limits of interoper-
ability were assessed to be insignificant due to the 
relatively small scale or scope of the operations. 

TABLE 6: Interoperability as a Critical Design Force Attribute.

Definition Benchmark

The ability of 

systems, units, or 

forces to provide 

services to and 

accept services 

from other 

systems, units, 

or forces and to 

use the services 

so exchanged to 

enable them to 

operate effectively 

together.

Vital Requires interoperability across force, joint, interagency, and multi-national 

environments.

Critical Requires interoperability across force, joint, and interagency environments.

Important Requires interoperability across force and joint environments.

Insignificant Requires interoperability across force.

Negligible Not required.

Source: Interoperability definition as described by Joint Chiefs of Staff, Joint Publication, 1–02, 146.
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Niche Capabilities (See Table 7) 
Niche or specialized capabilities and skills were 
assessed as vital based on the requirement for tech-
nical or material means and capacity. Each case 
required specialized detection, protection, and 
means to secure material physically for exploitation, 
elimination, or transport. In three of the major cases, 
specialized demilitarization capabilities were needed; 
in no case was capacity tested due to the relatively 
small scale of CBRN materials involved. All of the 
non-military cases needed specialized diagnostic, 
treatment, decontamination capabilities, and skills. 

Insights 
Trends for CWMD threats run parallel to a complex 
and uncertain future as the United States contends 
with rapid social and technological changes and 
sometimes limited understanding regarding the 
precise nature of the threat. Proliferation of WMD 
is characterized mainly by two drivers that exist in 
complementary yet separate conceptual spheres. The 
first consists of the characteristics inherent in coun-
tering nuclear threats.19 Those characteristics drive 
policies to account for the knowledge and material 
proliferation of nuclear weapons capability. The 
second driver arises from the continued evolution of 
chemical, biological, and radiological (CBR) threats. 
This factor drives policies to account for innova-
tion and technology diffusion of CBR capabilities. 

Current policy and joint publications have expanded 
the definition of proliferation to account for this 
duality, thereby resulting in a singular encapsulation 
of the problem.20 The threat-actors who underlie 
these drivers consist of states and non-state actors. 
There is also potential for dynamic inter-play among 
these two variables spanning a range of state to 
state-sponsored to the extreme self-radicalized lone 
wolf ventures.

Policy trends in CWMD appear to be consistent 
with current approaches to strategy formulation. 
Policy is guided by objectives and priorities pre-
sented in various national level strategic documents 
involving security and CWMD such as the NSS and 
the NDS.21 In keeping with a whole of government 
approach to security generally, and CWMD specif-
ically, there is inherently an expansive and growing 
interagency portfolio regarding CWMD policy. The 
interagency contributive approach, and individual 
agency contributions to security and CWMD, exist 
at levels relative to the scope, authority, and mission 
designated for each department or agency. For exam-
ple, the prominent policy component in CWMD is 
non-proliferation. The U.S. State Department leads 
this effort with policies and guidelines that attempt 
to prevent proliferation of associated technologies, 
materials, and knowledge.22 In DOD, there are two 
main civilian focal points for CWMD policy—the 
Deputy Assistant Secretary of Defense (DASD) for 
CWMD and the Assistant Secretary of Defense (ASD) 

TABLE 7: Niche Capabilities as a Critical Design Force Attribute.

Definition Benchmark

Identified 

special skills or 

materials required 

to efficiently and 

effectively accom-

plish objectives.

Vital Panoply of special skills and materials ready to efficiently and effectively 

accomplish the mission.

Critical One or two special skills or materials available to efficiently and effectively 

accomplish the mission.

Important Special skills or materials, once identified, are scalable to efficiently and effec-

tively accomplish the mission.

Insignificant Special skills or materials present, but not scalable to efficiently and effec-

tively accomplish the mission.

Negligible Not required. 
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for Nuclear, Chemical, and Biological (NCB) Defense. 
The DASD–CWMD performs activities pursuant 
to the goals of “prevent and counter global traffick-
ing in WMD/missiles; protect and defend against 
WMD use and the proliferation of WMD; and 
respond by preparing for a post–WMD environment, 
and helping countries to build capacity and control 
ungoverned spaces, and attacking networks across all 
threats.”23 The ASD—NCB “is the principal advisor 
to the Secretary of Defense, the Deputy Secretary 
of Defense, and the Undersecretary of Defense for 
Acquisition, Technology, and Logistics for matters 
concerning nuclear, chemical, and biological defense 
programs.”24 There are no projected seismic shifts in 
their policy ownership or stated goals; however, policy 
is evolving to account for more activities prior to a 
crisis or incident and to reflect a “prepare, prevent, 
contain, and respond” approach toward reducing the 
threat of WMD.

Until recently, the vast majority of the CWMD 
operational capabilities was resident in U.S. Strategic 
Command (USSTRATCOM). The Standing Joint 
Force Headquarters–Elimination (SJFHQ–E) was 
activated in February of 2012. It is an evolving 
organization that re-located from Aberdeen Proving 
Grounds, Maryland to Fort Belvoir, Virginia, where 
it initially co-located with the USSTRATCOM 
Center of Combating WMD (SCC–WMD) and the 
Defense Threat Reduction Agency (DTRA). These 
developments suggest institutionalization of an 
organizational capability to enable and facilitate 
WMD-Elimination missions. Challenges remain, 
but the relocation of SJFHQ–E to reside in the 
same building as DTRA clearly creates a potential 
for synergies during missions to enable and facil-
itate elimination of WMD activities, especially in 
non-permissive environments.25 

The U.S. Special Operations Command 
(USSOCOM) plays a critical role in CWMD from 
a counterterrorism and counterproliferation 
perspective. In 2014, USSOCOM was assigned 

additional responsibilities for the CWMD mis-
sion space. In 2016 responsibility for coordination 
of the CWMD mission across DOD trans-
ferred from USSTRATCOM to USSOCOM.26 
While the responsible institutions and physi-
cal locations of many technical and operational 
capabilities for CWMD have not substantially 
changed, USSOCOM’s assumption of the lead 
role for coordinating CWMD activities presents 
yet another organizational challenge. Last year 
the Congressional Research Service identified a 
number of potential issues, to include authorities, 
mission focus, and resourcing, associated with 
transfer of the coordination role for CWMD.27 
A year later, these challenges remain as reiter-
ated during a conference discussion by a panel of 
Special Operations Forces experts.28 

An increasing number of organizations 
will have to work together to define the future of 
CWMD operations. The CWMD mission requires a 
whole-of–government approach as various capabil-
ities reside in different government organizations. 
These agencies will need to integrate with stand-
ing units, like USSOCOM and missile defense. 
Finally, the technical nature of the CWMD mis-
sion highlights the important relationship between 
operational forces and the defense science and tech-
nology enterprise that supports it. 

Being able to respond in a timely and coor-
dinated manner is likely to be an increasingly 
important factor in execution of CWMD operations. 
In the case studies, the low assessment of capac-
ity to respond to dispersed objectives was largely 
a function of the permissive to semi-permissive 
environments that characterized those operations. 
Scenarios involving increasing numbers of dis-
persed WMD sites requiring timely response can be 
expected in the future. The capability and capac-
ity to seize, assess, and secure as many, if not all, 
potential WMD sites in a timely—days not weeks—
and simultaneous manner is critical for limiting 
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proliferation of WMD, particularly in an unstable, 
unknown, or non-permissive environment.

Operational capabilities continue to trend 
toward a need for interagency—and in some cases 
international—design using a whole-of-govern-
ment approach, which must begin by accounting 
for the number of interagency members that 
possess CWMD capabilities and expertise, albeit 
with varying levels of capacity. From a national 
perspective, there is value in the size and diversity 
associated with the national CWMD enterprise. As 
new threats and challenges arise, the dynamics of 
having as many as 16 interagency partners focused 
upon generating viable policy options is considered 
a model to sustain, especially as CWMD may or may 
not be the principal driver in a strategic dilemma. 
The interagency approach serves to protect the 
unique nature of each agency’s CWMD-associated 
programs, while positioning national policymakers 
with an ability to generate whole-of-government 
approaches derived from the contributive efforts of 
their agency’s fielded expertise. Such an approach 
demonstrates a desire to sustain flexibility within 
the strategic framework that suggests more value 
can be obtained from practical coordinating func-
tionality than through designation of proponency 
for a given function. Within the Joint Force, pro-
ponancy for various CWMD missions continues to 
trend toward Geographic Combatant Commands 
with specified roles for Functional Component 
Commands as outlined in Joint Publication 3–40, 
Countering Weapons of Mass Destruction.

The CWMD mission also reinforces the need 
for strategic reach of services. The collapse of 
regimes with large stockpiles of chemical, biological, 
radiological, or nuclear weapons; the theft of WMD 
by a non-state actor; or the consequence manage-
ment needed to mitigate a WMD attack will require 
a rapid response for greatest impact. This could in 
turn, require the re-evaluation of the nation’s strate-
gic mobility assets and rapid deployment models.

Unity of effort across the USG with respect to 
CWMD is likely to be increasingly important and 
also increasingly difficult to achieve. The likeli-
hood of future WMD proliferation, combined with 
importance of the CWMD mission for national 
security presents a problem on which multiple 
organizations can both identify and provide focus. 
The challenge in achieving effective cooperation 
towards a common set of objectives occurs when 
the involved organizations have different perspec-
tives on the importance of the variables associated 
with the problem at hand. Put another way, the 
sheer number of agencies likely to be involved in the 
CWMD mission will naturally result in a certain 
amount of bureaucracy that can be difficult to work 
through when attempting to coordinate efforts 
toward a common objective. 

Trends in CWMD technical capabilities 
continue to reflect an approach to research and 
development that focuses on niche requirements. 
Technical capabilities are pursued through an 
array of partnerships and programs to address the 
varied challenges associated with WMD. These 
technical efforts are at times disparate, given the 
varied customer base and needs associated with 
the CWMD enterprise, which includes identifi-
cation to elimination requirements for situations 
that range from episodic to enduring. In the mili-
tary, capabilities development is pursued through 
identification of anticipated or current needs from 
Unified Commands through the joint requirements 
process.29 Working groups exist to flatten the enter-
prise knowledge of technical capabilities, which is 
essential moving forward to address the variance 
in CWMD problem sets, each of which requires a 
unique approach. The potential for increases in the 
number of systems and forces involved in CWMD 
will add complexity. Larger and more varied 
involvement also raises the importance of interoper-
ability when attempting to provide or accept services 
between disparate organizations.
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CWMD has historically been a country-based 
problem, as illustrated by the long-standing chal-
lenges in places such as North Korea, Iran, and Syria. 
Accordingly there is an obvious need for attention 
to the risks associated with episodic or enduring 
WMD threats from state actors. However, the range 
of potential adversaries has expanded to non-state 
actors since the last quarter of the 20th century. Niche 
capabilities needed for CWMD are likely to prolif-
erate, while at the same time, the need for greater 
coordination and integration of capacities, capabili-
ties, and actors involved in guiding and implementing 
CMWD tasks will only rise. In response there has 
already been a bifurcation of CWMD organizations, 
operational constructs, and policy to limit acquisition 

and respond to use by states versus non-state actors, 
most prominently in the interagency. In addition, 
policy dialogue is attempting to better define the 
problem space that exists between counterterrorism 
and counterproliferation and to develop solutions for 
how best to align resources to address these separate 
but complementary challenges. An ability to respond 
to objectives that lie between traditional counterter-
rorism and counterproliferation, i.e. “minding the 
gap,” may be needed to account for the variance in 
mission, focus, targets, time horizon, and modus ope-
randi resident in the two missions. In view of trends 
which suggest more actors, not fewer, in response to 
the scope and scale of CWMD challenges, no one 
entity is seen as being able to singularly respond to 

A Spanish patrol boat escorts the USG-owned MV Cape Ray through the Strait of Gilbraltar en route to the Mediterranean 
Sea. The USG modified and deployed the Cape Ray to dispose of Syrian chemical agents. (U.S. Navy/Desmond Parks)
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all facets of the problem. For that reason, CWMD 
mission success increasingly relies on joint constructs 
within DOD; USG interagency cooperation; and con-
tributions from allied and partner nations. 

Multiple efforts, both inside and outside 
the DOD, the Joint Staff, Army, the Combatant 
Commands, and the interagency community have 
delineated or are working to determine specific 
tactical and operational CWMD capability gaps, 
however the key force attributes for an expedition-
ary force structure that provides the requisite mix 
of security and CWMD capabilities has yet to be 
developed. Within the Army, for example, CWMD 
infrastructure and force structure initiatives are 
evolving to account for the shift in strategic focus.30 
Meanwhile, CWMD capabilities and capacity 
are subject to the same budgetary, structure, and 
infrastructure pressures visited upon the total force. 
The infrastructure trends suggest that CWMD 
capabilities will become overwhelmingly reli-
ant upon a CONUS-based, deployable force. One 
foreseeable challenge involves how best to mean-
ingfully integrate CWMD capabilities into existing 
force structure to improve response and readiness 
while simultaneously ensuring protection of the 
requirement for specialized training and certifi-
cations. The trend toward force structure change 
has obvious second-and third-order implications 
from a force design perspective. The DSG force 
sizing construct—the overall capacity of the joint 
force—from 2012was based on the requirements to 
conduct counterterrorism and irregular warfare; 
deter and defeat aggression in two places simul-
taneously (“defeat and deny”); maintain effective 
nuclear deterrent; and defend the homeland and 
support civil authorities. While “counter weapons of 
mass destruction” is one of the 10 missions noted in 
the DSG, it is not an explicit factor in the force-siz-
ing equation. As a result, CWMD as a component 
of force structure is subject to capability consid-
erations, more so than capacity considerations, 

although opportunities exist for implicit association 
of CWMD force structure capability requirements 
with capacity. Infrastructural force array derived 
from a CONUS-based approach also produces 
challenges as to how best to integrate CWMD 
capabilities and capacity with maneuver forces, the 
laboratory base, and the interagency community. 
Significant focus should be placed on identification 
of technical capabilities and employment consider-
ations required by forces to tactically secure and/or 
transport WMD sites at scale, including activities in 
contested areas or potential subterranean environ-
ments. Finally, investigation suggests there may be 
synergistic effect that can be achieved from co-loca-
tion of tactical units with CWMD capabilities, along 
with a science and technology base.31 

Conclusion 
There are disparate efforts in CWMD at all eche-
lons of the USG that result in a lack of prioritization, 
fusion, coordination, and oversight of efforts. 
Within the ground forces, capacity and capability 
are fractured and not wholly integrated into the 
conventional force. There is a need for greater tech-
nical capability and capacity, both within technical 
uniformed and civilian research and development.32 
Programmatically, a paucity exists of approaches to 
develop anything other than passive countermea-
sures. For example, active defense—interception of 
a threat agent en route including but not limited to 
missile-based interception—is perceived as too hard 
technically or not part of the dialogue, often due to 
varying conceptions of what such would entail.33 
Additionally, much greater cognizance of non-tradi-
tional agents (NTAs) and emerging threats—at the 
low and high ends of the technological spectrum—
is needed to address technical and operational 
challenges and to enable strategic and operational 
flexibility to respond to new and unforeseen threats.

Internationally, a lack of willingness of other 
states to engage operationally and tactically in 
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CWMD, especially WMD–E, efforts carries impli-
cations that result in the United States, and often 
the ground forces effectively, “going it alone,” which 
exacerbates capability and capacity gaps. CWMD and 
WMD–E military-to-military programs as part of 
“shaping” and “prevention” strategies and efforts of 
global engagement would increase global security in 
support of stated strategic objectives.34 

There is a need to think strategically beyond 
current challenges. In the late 20th and early 21st 
century, the nation has struggled—and continues 
to do so—to deal with technologically-enabled 
proliferation challenges. Anticipating the types of 
threats that may emerge as science and technol-
ogy advance, the potential consequences of those 
threats, and the probability that new and more 
diverse types of enemies will obtain or pursue them 
is necessary in preparing for the future security of 
the nation.35 The potential synergies between bio-
technology and other emerging technologies, like 
nanotechnology and the cognitive neurosciences, 
not only suggest tremendous potential for advance-
ment in technology for military applications, but 
also raise new concerns.36 In the 21st century, both 
nation-states and non-state actors will have access 
to new and potentially devastating dual-use tech-
nology.37 Robust research and analysis (ranging 
from the academic to intelligence communities) 
and planning that bridges the gaps between the 
life and physical sciences, engineering, the social 
sciences, and the operational world is crucial for 
devising implementable and executable strategies 
that will better enable the United States to be pre-
pared for the WMD challenges of the future.

In keeping with previous incarnations of U.S. 
strategic documents, the latest NDS released this 
year retains an emphasis on CWMD through a 
set of explicit and implicit objectives, including 
one for “dissuading, preventing, or deterring state 
adversaries and non-state actors from acquir-
ing, proliferating, or using weapons of mass 

destruction.”38 Defense planning scenarios should 
account for CWMD maneuver and technical force 
requirements as they align objectives with capabil-
ities. Defense Planning Guidance missions should 
bridge strategic to operational concepts and explic-
itly include CWMD activities, including seizing, 
securing, interdicting, exploiting, and elimination 
of large numbers of WMD sites, above and below-
ground, in non-permissive environments. CWMD 
considerations, in light of the robust efforts by tac-
tical and operational organizations and combatant 
commands, have yet to meaningfully evolve into 
substantive requirements or analysis that accounts 
for this mission as contributive to force sizing.39 

Nuclear-based deterrence has consistently been 
part of the U.S. NSS since President Truman was in 
office. With an appreciation for the ever-evolving 
and uncertain security environment, the Nuclear 
Posture Review (NPR) released this year updates 
perspectives on U.S. efforts in support of the ulti-
mate global elimination of nuclear, biological and 
chemical weapons.40 The perspectives in this recent 
NPR confirm and reinforce an imperative for under-
pinning CWMD policy objectives with the credible 
capabilities and capacities needed to accomplish 
them. As a nation, we are still functioning under 
a structure that originated in the Cold War era. In 
the post–WWII and Cold War environments, the 
nuclear weapons-based construct was dominant 
with good reason. While the existential threat from 
Russia’s nuclear weapon stockpile remains, there are 
also increasing threats from other actors and states. 
The roles, capabilities, and capacities required by 
ground-based forces to execute CWMD operations 
and to win against WMD-possessing states have 
not been part of the national-level strategic dia-
logue. Decisive action in CWMD operations should 
be stressed as a national-level capability. Credibly 
communicated capabilities and capacities to seize, 
secure, and eliminate WMD in non-permissive 
environments should be emphasized as part of wider 
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prevention strategies, of particular import against 
future adversaries that seek technologically-enabled, 
asymmetric means of conducting warfare against 
the United States. Prism
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