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1 SUMMARY

As network attacks become more prevalent and compley, it is inevitable to find efficient ways to protect
our computing infrastructures and to understand network traffic patterns. Recently, researchers have
begun to harness both machine learning and cloud computing technology to identify threats with
reducing the overall computation time of detecting them. The objective of this research is to design an
intrusion detection (ID) predictive model to identify abnormal network behaviors (i.e. abnormalities).
Advanced signal processing techniques are utilized to design the model. Also, we propose a hybrid
approach of integrating computational analysis with visual analytics to detect network intrusions. For
the computational analysis, both Multi-Resolution Analysis (MRA) and Principal Component Analysis
(PCA) are applied to analyze network traffic data. First, Discrete Wavelet Transform (DWT) is utilized
as the MRA approach to extract features from the network traffic data. After determining statistically
significant features from a statistical validation, PCA is applied to transform the extracted features for
identifying principal components in eigenspace. Lastly, a visual analytics tool is designed to help the
user conduct an interactive visual analysis on detected network intrusions by initiating interactive
visual validation and verification. Overall, we found that our approach is good for detecting network
intrusions as well as to understand their patterns.

Specifically, this research focused on 1) extracting significant features that represent the character-
istics of abnormal behaviors by applying the signal processing techniques, 2) generating a predictive
model to determine and differentiate various attacks (DoS, Probe, and R2L), 3) utilization of a visual
analytic tool to identify relationship among the features, and 4) exploring current research trends
and directions in network intrusion detection by examining innovative network intrusion detection
approaches that utilize both machine learning algorithms and cloud computing technologies.

This research was conducted mainly at Bowie State University. The University of the District of

Columbia (UDC) joined this project as a sub-awardee.
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interface tools to perform visual analytics tasks, Proceedings of the 2014 IEEE 15th International
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3 OBJECTIVES

Abnormal network traffic analysis has become an increasingly important research topic of protecting
computing infrastructures from intruders. Due to a high-volume of network traffic stream, it is difficult
to detect network intrusions precisely. To have a better knowledge about the network intrusions,
this project focuses on designing a multi-level network intrusion detection technique by addressing
limitations in existing techniques. Since analyzing the network traffic stream often requires high-end
computing resources, integration of cloud computing technology is necessary. To apply the technology
to our network intrusion detection study, we begin by reviewing known cloud-based network intrusion
detection techniques. Mainly, our study consists of three steps as 1) understanding hidden underlying
patterns in network traffic data by creating reliable rules to identify network abnormality, 2) generating
a predictive model to determine exact attack categories, and 3) integrating a visual analytics tool to
conduct an interactive visual analysis and validate the identified attacks, 4) exploring cloud-based

network detection techniques. This study mainly focused on the followings;

a) Validating designed feature extraction approaches

b) Designing a multi-level network abnormal model detection method

¢ Generate reliable rules to detect abnormal network behaviors

* Design a predictive model to identify exact attack types

¢) Design and utilize a visual analytic tool to represent their distinctive patterns and support an

interactive visual analysis on the patterns

d) Understanding cloud-based network intrusion detection techniques

4 BACKGROUND & MOTIVATIONS

4.1 Intrusion detection

Due to the advancement of Internet technologies, applications, and protocols, network traffic analysis
has become a complicated field since it deals with an extreme amount of network traffic data. Because
of the network complexity, network traffic analysis to detect unauthorized network intruders is also
considered as one of the increasingly important research topics in network security. Kemmerer and
Vigna [1] outlined a handy history of intrusion detection, moving from the early days of manual
detection and analysis by systems administrators in the 1970s to real-time solutions in the 1990s
and early 2000s. Intrusion detection is defined as the process of monitoring events that occur on
computers and networks ([2]). As intrusions became more varied and sophisticated, the need for
frameworks and classifications has been emphasized. Debar et al. [3] performed a taxonomical

approach of understanding intrusion detection system by defining them as mechanisms that process
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information coming from the system that is to be protected. They further described existing intrusion
detection techniques using two important concepts: detection method and behavior on detection.

Intrusion detection methods are often classified as signature-based and behavior-based or anomaly-
based techniques [4]. Signature-based techniques (also known as knowledge-based or misused-based
techniques) reference databases of previous attack signatures and known system vulnerabilities.
Signature-based techniques are quite accurate and effective for known attacks, but cannot guard
against unknown attacks. To reduce this limitation, constant update of attack signatures needs to
be performed. However, this might require considerable resources and overhead. To guard against
unknown attacks, behavior-based or anomaly-based techniques can be used. These techniques detect
intrusion attempts as deviation by comparing them to normal network activity (i.e. commands or
traffic). While the two types of techniques maintain considerable overlap and are often regarded as
identical in literature, we posit that they are slightly different. Hereafter, we will refer to anomaly-based
techniques as those that involve first training a system to establish a normal profile, and then use the
profile to detect deviations, and behavior-based techniques as those that do not necessarily compare
against a baseline. For example, in behavior-based detection methods, an administrator might simply
establish certain rules that would trigger alerts when broken. In practice, the two types of techniques
are often the same, but it is nonetheless important to establish their subtle differences.

Once effective detection methods have been established, the question becomes: what kind of
behavior does the system adapt after detection? While Debar et al. [3], for example, mentioned
behavior on detection, we prefer behavior “around” detection, as it better describes a system’s possible
actions both before and after detection - intrusion detection system is hardly ever simply reactionary
systems that only take action after the fact. Along these lines, Halme and Bauer [5] advanced one of
the first taxonomies of anti-intrusion techniques and divided them into six approaches: prevention,
preemption, deterrence, deflection, detection, and countermeasures. The first three approaches
(prevention, preemption, and deterrence) are passive measures to guard against attacks, and the
latter three (deflection, detection, and countermeasures) are active measures to protect elements in a
system. Many of these approaches are fluid and can be used at many points throughout the process
- before, after, or during attacks. Regardless of the terminology or order of deployment, intrusion
detection system is considered as a critical system that detects and acts against attacks in a variety
of ways. In the late 1990s, researchers [3, 6] inventoried early real-time intrusion detection systems,
many of which employed combinations of signature and behavior-based techniques by following
Halme and Bauer’s six approaches [5]. As time wore on, however, and network traffic continued its
inexorable growth, these systems became untenable in real-time, so researchers have taken to the
cloud to beef up analysis and computing of network intrusion detection.

The Internet is a globally distributed network that supports communications between various
software applications and computer systems, which generate a numerous amount of different network
traffic patterns [7]. With the network traffic, it is possible to perform an analysis of identifying

the usages of network resources because traditionally known applications (e.g. email, WWW, or
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else) or new internet-based applications (e.g. online games, peer-to-peer (P2P) file sharing, and
among others) generate most network traffic data. Network administrators monitor network traffic to
identify a possible network congestion. If needed, a reallocation of network resources is performed
to guarantee a reliable network communication. Therefore, it is possible for us to communicate or
share data seamlessly through the Internet without delay. Since unusual network activity may slow
the communication speed down, a study of identifying anomalous network traffic or behaviors has
been spotlighted in the network security community. In network monitoring, accurate and rapid
abnormal internet traffic detection is critical [8]. Thus, anomalous network traffic or behaviors should
be filtered out to guarantee a smooth network communication. Identification of the applications
responsible for generating Internet traffic is commonly performed by locating well-known service
ports obtainable from network packet header [7]. Since numerous emerging applications and services
do not use well-known ports, the technique of employing known ports (e.g. 80, 22, or else) to create
a tunnel to other applications is broadly adopted. Therefore, analyzing internet traffic based on
known port numbers is no longer an effective approach. More specifically, a port-based classification
is ineffective for identifying the usage of P2P applications. With the port-based classification, 30-
70% of internet traffic is classified as “unknown” [9]. Instead of using known ports, many current
applications use dynamic ports. Due to the limitation of identifying network flows using service
ports, researcher designed new methods by considering application payload signatures as a deep
packet inspection method [10] and a payload-based method [11]. These methods directly compare
stored signatures to the packets coming from applications. Since new applications are emerging and
existing application protocols keep upgrading, the methods have a limitation of analyzing future
internet traffic. Due to this limitation, a flow-based classification received much attention [12, 13].
This approach performs a classification based on various flow features such as the number and size
distributions of internet packets in a network flow, flow duration, and inter-packet arrival time [7, 14].
To overcome the shortcomings of the approaches that use port and signature information, researchers
started using statistical methods to classify internet traffic flows. They mainly focused on identifying
statistically valid characteristics from the network traffic flow [7, 14, 15, 13, 16, 17, 18, 19, 20]. For
instance, Moore and Papagiannaki [13] generated more than 200 features from the Internet traffic
data. Later, these features have been broadly used to perform extensive studies on identifying best

analytical approaches [12, 15, 7].

4.2 Techniques for intrusion detection analysis

To address the issue of protecting computing infrastructures, researchers have proposed numerous
intrusion detection (ID) techniques. A traditionally known ID technique uses a network intrusion
detection system to discover threats by analyzing network traffic at the network layer. The intrusion
detection system (called host-based IDS) identifies threats on computer hosts by monitoring computer
system logs, system calls, network events, and files [21]. In general, network intrusion detection

system detects abnormality by identifying intruders’ threat signatures. To detect any abnormal
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behaviors, it monitors network packets to find possible attack signatures and compare them to known
attacks patterns. Since the system detects threats based on known attacks’ signatures, new attacks
cannot be detected [22]. Although the host-based IDS is designed to prevent intruders from changing
computer system security policies, it cannot monitor network traffic precisely because it only can
detect intrusions based on the analysis of the information such as logs or packets [23]. Most analysis
approaches are designed to detect intrusions by conducting misuse detection and anomaly detection.
The misuse detection is looking for events (i.e. known attacks) that are matched to predefined
signatures [24, 25]. The anomaly detection identifies abnormal behaviors on hosts or networks based
on the assumption that each attack shows somewhat different behaviors compared to normal activity.
Therefore, it is possible to identify any abnormal attacks without specific knowledge by finding their
patterns. So, anomaly detection is also applied to design various applications in other areas such
as credit cards fraud detection [26], fault detection in safety critical systems [27], and any domains
that aim to detect abnormal activities including a medical field [28]. For example, an abnormal
pattern of CT images from a patient may discover unexpected diseases. Detecting unusual credit card
transactions can be used to detect thieves [29]. Although this method can identify abnormal behaviors
without having any knowledge, it provides a high false alarm rate and requires extensive training sets
to get a reliable performance result [30, 31].

In the past, researchers studied on increasing the rate of detecting network attacks. Cheng et
al. [32] proposed an approach of identifying normal TCP flows by using spectral analysis techniques
to protect legitimate TCP flow from Denial of Service (DoS) attacks. Wang et al. [33] proposed a
statistics-based approach to detect TCP SYN flood attacks, which uses a nonparametric cumulative
sum (CUSUM) method. Utilization of statistical approaches is good for maintaining high accuracy
with spending reasonably short detection times because it approximately calculates normal traffic
patterns to perform a comparison with abnormal traffics. However, it has a difficulty of detecting
anomalies caused by network system failures. To resolve this difficulty, Thottan and Ji [34] used a
statistical data analysis method with a signal processing technique together to quantify network
behaviors to understand network anomalies. They classified network anomalies into two categories
as network performance anomalies (e.g. file server failures, paging across the network, broadcast
storms) and security-related problems or attacks. They showed that their approach of integrating a
signal processing technique is effective for detecting several network anomalies. However, an accurate
statistical model was not utilized to detect different abnormal traffic patterns. Artificial neural [35]
has been applied broadly because it has a potential of identifying and classifying unknown network
activities [36]. Lippmann and Cunningham [37] utilized neural networks to design a detection model
by searching for attack-specific keywords in network traffic. Sarasamma et al. [38] used multilevel
hierarchical Kohonen Net (K-Map) consisting of three layers to determine different types of attacks.
To increase the speed of selecting features, input dataset is divided into three feature sets based
on domain knowledge. After applying single-layer K-Map onto each feature set, significant subset

features are determined and used to design next hierarchical K-Map. Hand and Cho [39] proposed
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an approach of employing an evolutionary neural network (ENN) to overcome the limitation of
designing a correct topology (i.e. domain-specific neural network model) for detecting network
attacks. Rule-based anomaly detection techniques are introduced to capture rules that can identify
network behaviors using Fuzzy [40, 41] or decision trees [42, 43, 44, 45]. Also, clustering technique
[46] and SVM [47, 48, 49, 50] are used by numerous researchers to detect abnormal network behaviors.
Since SVM supports both supervised and unsupervised learning, Shon and Moon [51] applied a hybrid
approach of integrating the two learning methods with emphasizing the advantages of utilizing both
SVM approaches. Similarly, Jain and Abouzakhar [45] designed an approach by utilizing both Hidden
Markov Model (HMM) and Support Vector Machine (SVM). Xiang et al. [52] introduced a multiple-
level hybrid classifier combining tree classifiers and Bayesian clustering to detect network anomaly,
Kuang et al. [47] presented a hybrid classifier by integrating SVM and principal component analysis.
Golmah [53] showed a hybrid intrusion detection method with integrating both C5.0 and SVM.

To generate a reliable ID system model, feature selection and feature extraction are considered
as critical tasks for saving computational cost as well as for discovering data patterns. The feature
selection is used to select a subset of most meaningful features from the original feature. The feature
extraction is necessary for converting input data to reduce dimensions. There are various techniques
that can be used for the feature extraction and feature selection such as Genetic Algorithm (GA) [49],
entropy measure of network features [54], Partial Least Square (PLS) [55], Kernel Principal Component
Analysis (KPCA) [47], and cuttlefish optimization algorithm [56]. When applying the feature extraction,
there is an important consideration whether the characteristics of original input data are transmitted
to extracted new feature sets. However, it is important to note that the generated new feature set may
not maintain the same or similar patterns compared to the original input data [57]. Sanei et al. [58]
addressed the potential capability of discovering important features from input data by utilizing signal

processing techniques.

4.3 Cloud-based network intrusion detection

As traffic grew and attacks became more prevalent with the popularity of the Internet in the 1990s, it
has become clear that swifter intrusion detection analysis was necessary to both diagnose and prevent
attacks. To accomplish this, researchers worked to understand network traffic patterns, which resulted
in the greater development of signature-based and behavior-based detection techniques. While both
techniques can be effective in real-time, significant limitations nonetheless exist - signature-based
techniques cannot guard against unknown intrusions, and behavior-based techniques break down
under heavy traffic or sudden traffic bursts [25].

To address these heavy traffic limitations, researchers harnessed the power of cloud comput-
ing technology to speed up computation. In recent years, the MapReduce computing platform,
particularly through the Hadoop distributed file system, has been used to perform advanced intru-
sion detection analysis [59, 60, 61, 62, 63]. Hadoop, a popular open-source software framework for

distributed storage and distributed processing of big data, uses MapReduce, a parallel processing
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paradigm that can perform rapid analysis to determine the presence of attacks or malicious activ-
ities in large quantities of network traffic. Previous studies have shown the effectiveness of using
cloud computing technology for intrusion detection analysis [64, 65, 66], but recent literature [67]
emphasizes the importance of machine learning algorithms (ML) to intrusion detection analysis.
Although the aforementioned approaches and techniques significantly improved intrusion detection
techniques throughout past decades, many researchers have argued for the importance of ML in
intrusion detection.

ML cannot be applied to intrusion detection directly. The integration of ML to intrusion detection
has not been studied broadly, primarily due to the problems associated with leveraging optimal
algorithms in a cloud computing environment. Sommer and Paxson [67] outlined challenges for ML in
intrusion detection, highlighting the fact that machine learning tools are most adept at finding activity
similar to something previously seen, which goes against the general definition of the anomaly-based
intrusion detection techniques that seek to identify novel attacks. Also, the high cost of errors, lack of
training data, and enormous variability of input data all impede the applicability of ML to intrusion
detection. Despite these considerable challenges, researchers have tackled problems and developed
ML for intrusion detection. Below, we will discuss recent advancements in the field of ML in intrusion
detection, highlighting the research that is successfully addressing the challenges that Sommer and
Paxson [67] first set forth in 2010. This research of understanding cloud-based network intrusion
detection employs two types of ML - clustering and classification algorithms - which are considered

suitable for intrusion detection techniques.

4.3.1 Clustering algorithm

Clustering is a form of unsupervised machine learning that does not rely on training data or classifica-
tion models. Instead, it splits input datasets into clusters by common features to find similar patterns
in input datasets. Similarity measures (e.g. Euclidean distance) are often utilized to uncover these
patterns. The k-means algorithm is a simple, clustering algorithm popular for general use [68]. The
algorithm works by first selecting initial cluster centers (also known as centroids) and calculating
the average distance between centroids and all other points in the system. This step can then be
iterated continuously, establishing new centroids and relocating data points until the average distance
is decreased and no more relocation occurs. Clustering algorithms can be used in a variety of fields,
including market segmentation, geostatistics, computer vision, search, and medicine, among others.
They are also widely used as preprocessing steps for other algorithms, where they can be useful in
providing initial configurations. More importantly for our purposes, however, clustering algorithms
have been used to tackle the important problem of network traffic classification. In the past, traffic
classification was accomplished with entirely port-based and payload-based techniques. However,
with the advent of applications that routinely use dynamic port numbers, masquerading techniques,
and encryption, clustering algorithms have been implemented to exploit applications’ distinctive

characteristics in behavior-based approaches.
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Clustering algorithms explored in recent network traffic research include the k-means, DBSCAN,
Expectation Maximization, and AutoClass algorithms. Nguyen and Armitage [69] concluded that
the AutoClass algorithm produces the best accuracy when performing clustering for network traffic
classification. McGregor et al. [70] found Expectation Maximization to be useful in finding network
flow statistics. Bernaille et al. [71] employed k-means to classify traffic via TCP headers, possibly
eliminating the need to collect whole packets to predict intrusion. From these researches, it is quite
evident that clustering algorithms provide salient applications to network traffic analysis, and to
intrusion detection on the whole. Computing platforms such as Hadoop and MapReduce distribute
computations among scores of computers or more, stymieing any algorithms with iterative or linear
computations that require access to all input data to perform. Many popular ML cannot be directly
utilized in cloud server architecture for this reason [72].

4.3.2 C(Classification algorithms

Unlike clustering, classification algorithms provide supervised machine learning for network intrusion
detection. In this sense, good practice suggests that the presence of large learning datasets lead to
higher probability of success. Classification consists of two stages: training and testing. In the training
step, a classifier model is selected to receive learning input, and once the classifier model has been
sufficiently trained, testing is performed to determine accuracy through false positives, false negatives,
true positives, and true negatives. A good classifier model, as we expect, returns a minimal quantity of
false positives and negatives.

In computer networks, classification algorithms can be used to perform categorization of packets
into “flows,” in a process known as packet classification [73]. Packet classification has been used to
support access control, quality of service, and intrusion detection [74]. Broadly used classification
algorithms include Naive Bayes (NB), Bayesian Network (BN), Logistic Regression (LR), Artificial
Neural Networks (ANN), Support Vector Machines (SVM), Decision Tree (DT), Random Tree Classifier
(rTree), Genetic Algorithms (GA), and Random Forest Classifier (rForest) [69, 75, 76, 77, 78, 79].

In the past, statistical analysis has been used broadly to detect intrusions by performing a sta-
tistical comparison of current network events to a pre-determined set of baseline criteria. Since the
statistical analysis has a limitation of identifying different types of attacks, researchers proposed vari-
ous alternative approaches. Wang [80] showed the effectiveness of using logistic regression modeling
to detect multi-attack types. Cannady [81] emphasized the usefulness of using ANN for intrusion
detection. However, ANN has not been widely applied since the accuracy of detecting intrusions is
closely depending on used training datasets and methods. Also, it does not provide a detailed level of
accuracy (including reasons). Therefore, it has been known as “black box” operation. NB is known
as a simplified Bayesian probability model. NB classifier operates based on the likelihood that one
attribute does not affect others. Amor et al. [82] utilized NB for detecting intrusions. Although NB is
faster than DT for learning and classifying, they identified that there was no significant performance

difference between the two for detecting intrusions. rForest is also one of the broadly used classi-
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fication algorithms in intrusion detection. In recent, Albayati and Issac [83] found that rForest is
more effective than NB for detecting intrusions. From the study of measuring the performance of
detecting intrusions among NB, rTree, and rForest, they identified that rForest is superior to others
with maintaining low false alarm rate. Interestingly, many researchers used SVM to conduct intrusion
detection analysis [84, 85, 86, 87, 88] because it is good for classifying data by finding the hyperplane
that maximizes the margin among all intrusion classes. It simply classifies the input data by a set of
support vectors representing data patterns. However, SVM classification depends mainly on used
kernel types and parameter settings [88]. It also requires longer training time than other classification
algorithms. To address this limitation, Khan et al. [84] proposed an approach of integrating hier-
archical clustering analysis. Different from other classification algorithms, GA approach has been
in used for various purposes in intrusion detection as optimization, automatic model generation,
and classification [89]. GA is a search algorithm that utilizes the mechanics of natural selection and
genetics. It is often used to generate detection rules or to select appropriate features from the input
data. However, the classification accuracy of using GA was slightly lower than tree algorithms such as
J4.8 and CART [90]. Although numerous classification algorithms are used to detect intrusions, only a

couple of algorithms have been used with an integration of cloud computing architecture.

4.3.3 Clustering Vs. Classification

As we discussed above, in the past, researchers focused on identifying different algorithms’ applicabil-
ity to intrusion detection. However, in recent studies [78, 77], researchers has exclusively focused on
the use of classification MLAs in network intrusion detection. From the study by Erman et al. [75], it
has been found that clustering (i.e. AutoClass) outperforms classification (i.e. Naive Bayes) by up to
9% in accuracy metrics like recall, precision, and overall accuracy.

Why then, do classification algorithms dominate the current literature on MLAs in intrusion
detection analysis? Although clustering can produce better results than classification, it is important
to note that clusters do not map 1:1 to applications [75]. In an ideal clustering environment, the
number of clusters would equal the number of application classes (HTTB, SMTP, FTP, POP3, etc.)
and each application class would dominate one cluster [69]. In reality, applications can spread out
and dominate many clusters or dominate no clusters at all. In these situations, it can become quite
sticky to map backward from a cluster to the source application. Given this limitation, classification
algorithms are much more commonly applied in the network intrusion detection sphere.

By and large, these MLA experiments and implementations relied on static, offline analysis of
previously captured traffic. As network traffic data grows and more of these MLAs are adapted to the
cloud, utilization of cloud computing for network intrusion detection is increasingly inevitable. In the

following section, we discuss recent advances in the field.
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4.3.4 Identifying network abnormal behaviors using different distance measures with MapRe-

duce

In recent decades, the Internet communication has become broadly used in business, education and
learning, and entertainment. On the Internet, an enormous amount of data is generated by people.
Since personal or business information can be interrupted by intrusive activities on the Internet, the
field of Cyber-Security has grown and deploying many methods to prevent or stop cyber attackers
as firewalls, anti-virus software, and intrusion detection systems. From those methods, intrusion
detection system (IDS) is one of the most suitable methods over the Internet. IDS can provide an
effective defense to the information stored in the network systems. A primary objective of deploying
the IDS is to recognize abuse, illegitimate use, and misuse of network system attacks and to prevent
them from carrying out their attacks. Most recent intrusion detection methods have focused on utiliz-
ing machine learning techniques for automating the detection process [91]. This technique utilizes
k-means algorithm to categorize network traffic data into clusters. Since a utilization of clustering
technique with cloud computing techniques has become a suitable method to detect anomalous
activities from the network traffic data, our study focuses on utilizing MapReduce technique to handle
the huge amount network data (i.e. NSL-KDD dataset). MapReduce runs under the open source
framework Hadoop, which provides parallelization, fault-tolerance, data distribution, distributed
processing, automatic parallelization, large-scale distributed computing and a simple interface it is
ideal for running k-means Clustering [92]. More specifically, this study focuses on identifying best

suitable distance measures to detect network intrusions by performing k-means clustering.

4.4 Visual Analytics to detect network intrusion

In the early network intrusion detection literature, statistical analysis was broadly applied to detect
intrusions by performing a statistical comparison of current network events to a pre-determined set of
baseline criteria. However, the statistical analysis has a limitation of identifying new types of attacks.
Since the popularity of the Internet produces a massive amount of network traffic patterns as well
as unknown attacks, designing an innovative intrusion detection analysis is considered as a major
research area in cybersecurity. To accomplish this challenge, researchers proposed two intrusion
detection techniques: signature-based detection techniques and behavior-based or anomaly-based
detection techniques [4].

Signature-based techniques (also known as knowledge-based or misused-based techniques) are
based on known attack signatures or system vulnerabilities. Since signature-based techniques analyze
current network traffic patterns by comparing them with the attack signatures, they are quite accurate
for detecting known attacks, but less effective against unknown attacks. Therefore, a constant update
on attack signatures should be performed which may require considerable resources and overhead.
Behavior-based or anomaly-based techniques perform an analysis of detecting intrusions via devi-

ations from normal or expected traffic behaviors. Although the two types (anomaly vs. behavior)
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maintain considerable overlap and are often regarded as identical in literature, it is important to note
that there is a slight difference between them. Anomaly-based techniques create a normal profile
by training current network traffic, and then use the profile to detect deviations. On the other hand,
behavior-based techniques do not necessarily compare against a baseline profile. Although these
techniques can be effective to detect network intrusions in real-time, there are significant limitations.
Signature-based techniques cannot guarantee to detect unknown network intrusions, and behavior
(or anomaly)-based techniques show a significant performance issue under heavy traffic or sudden
traffic bursts [25]. To address the limitations, researchers have studied on designing new techniques
which integrate different Machine Learning (ML) techniques [78, 77].

In 1990’s, Cannady [81] emphasized the usefulness of Artificial Neural Networks (ANNSs) for intru-
sion detection. However, ANNs are not used widely since the accuracy to detect intrusions is closely
dependent on datasets and methods used in training. Furthermore, they do not provide a detailed
reason about detected intrusions. Amor et al. [82] utilized Naive Bayes (NB) for detecting intrusions.
As a simplified Bayesian probability model, NB classifier operates based on the likelihood that one
attribute does not affect others. It is faster than Decision Tree (DT) for learning and classifying, but
there is no significant performance difference between the two. As the number of studies on designing
new intrusion detection techniques by adapting ML algorithms increased in early 2000, Nguyen
and Armitage [69] surveyed various network traffic classification algorithms appeared in the period
between 2004 and early 2007. They found that different ML algorithms such as AutoClass, Expectation
Maximisation (EM), DT, and NB demonstrate high accuracy. However, most approaches are uniquely
designed to define their classification models by evaluating different test datasets. Therefore, the
models are less efficient to analyze different datasets and network circumstances. To overcome this
limitation, researchers have continuously sought and adopted various new ML algorithms. Wang [80]
showed the effectiveness of logistic regression (LR) modeling to detect multi-attack types. Albayati
and Issac [83] compared the performance of detecting intrusions among NB, Random Tree Classifier
(rTree), and Random Forest Classifier (rForest), and found that rForest is superior to others with
maintaining low false alarm rate.

Many researchers utilized Support Vector Machine (SVM) to conduct intrusion detection analysis.
SVM is well-suited for classifying data by finding the hyperplane that maximizes the margin among all
intrusion classes [84, 85, 86, 87, 88]. It simply classifies the input data by using a set of support vectors
representing data patterns. However, SVM classification depends mainly on the used kernel types and
parameter settings [88]. It also requires longer training time than other classification algorithms. To
address this limitation, Khan et al. [84] proposed an approach of integrating hierarchical clustering
analysis. Genetic Algorithm (GA) has been used for various purposes in intrusion detection such as
optimization, automatic model generation, and classification [79, 89]. GA is a search algorithm that
utilizes the mechanics of natural selection and genetics. It is often used to generate detection rules
or select appropriate features from the input data. However, the classification accuracy using GA is
slightly lower than tree algorithms such as J4.8 and Classification and Regression Trees (CART) [90].
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CART is an algorithm that generates a set of rules by splitting data into each child node. Since CART
predicts continuous dependent variables (regression) and categorical predictor variables (classifica-
tion) by building a tree, it is used to perform a classification [93, 94]. It also supports dealing with
multiple data types and missing values. Despite the fact that classical PCA has high sensitivity to
outliers [95], PCA is often used to extract significant features from network traffic data. In summary,
numerous studies have been conducted to design an effective network intrusion detection technique.
However, it is important to note that one algorithm or approach cannot detect all existing or unknown
attacks precisely due to the existence of anonymity in network traffic patterns.

In the visualization community, researchers apply visualization techniques to address limitations
in traditional network intrusion detection analysis. Due to the importance of analyzing large complex
network traffic data, the community provides network traffic data as a part of visualization challenge
to motivate people to analyze real-world network traffic data visually. For example, the VAST 2012 chal-
lenge [96] provided a financial institution’s data for researchers to gain an opportunity to understand
the health of global corporate network visually by identifying anomalies or problems. Shiravi et al. [97]
conducted a comprehensive review of existing network security visualization systems by classifying
them into different five use-case classes: host/server monitoring, internal/external monitoring, port
activity, attack patterns, and routing behavior. Although numerous network security visualization
systems have been designed, most systems focus only on addressing the issue of how to represent
collected log data or network events. To better understand network traffic patterns and detect network
intrusions more precisely, visualization techniques should be integrated with computational and
machine learning approaches. In the following sections, a detailed explanation how we combine both

computational approaches and visualization techniques in intrusion detection is included.

5 METHODOLOGY

This section includes a detailed explanation how to generate a multi-level network abnormal detection.
Figure 1 represents the overall procedure of the proposed prediction model.
5.1 Dataset

This project used two datasets. A dataset, a publicly available internet traffic dataset [98], is used
for testing our proposed wavelet features. A dataset, a publicly available intrusion detection dataset
(called NSL-KDD dataset [99, 100]), is used to design a predictive model based on the wavelet features

for our final goal.

5.1.1 Internet traffic dataset

The dataset is generated from both network link directions on Genome campus with three institutions

on the site. A detailed explanation about this dataset can be found in [98, 13]. Since the dataset
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Figure 1: A schematic diagram of the proposed approach

provides classification information about packets, researchers used this dataset to design new ap-
proaches to detect abnormal behaviors [7, 15, 12]. The data used in this study includes computed
mean, median, maximum, minimum, and a variance of packet inter-arrival times. Throughout this
project, we call this data “raw features.”

Table 1: A description of used normal and abnormal datasets. Three classes (i.e. P2P, Mail, FTP) represent

normal behaviors and one class (i.e. attack) indicates abnormal behavior. Each number in this table indicates
the number of samples (i.e. data records)

Class Datasetl Dataset2 | Dataset3 | Dataset4 | Datasetb
FTP 210 210 209 209 210
Normal Mail 209 209 210 210 209
pP2p 209 209 209 209 209
Total 628 628 628 628 628
Abnormal | Attack 628 628 628 628 628

Most previous studies commonly used imbalanced internet traffic data when designing a predic-
tive model to detect abnormal behaviors. If a predictive model is generated with imbalanced datasets,
it can detect a majority class while maintaining good accuracy. However, it has been known that it is
difficult to detect a minority class due to the influence of the large majority class [101]. Specifically, it
cannot classify a new incoming minority class correctly. Researchers found that the performance of
existing classifiers tends to be biased towards the majority class because of unequal class distribu-
tion [102]. To overcome this limitation, balanced dataset is used to avoid possible bias caused by the
majority class. In the dataset, three classes (P2P, Mail, FTP) are classified as “normal” behavior and the
class (attack - virus and worm attacks) is considered as “abnormal” behavior. The original dataset is

an imbalanced dataset. That is, the normal behaviors are considered as the majority class and the
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abnormal behavior is regarded as the minority class. To balance the normal and abnormal data, the
same sample size of the normal and abnormal data is used for this study. The abnormal (i.e. attack)
data contains m number of samples. To balance the normal and abnormal data, the same sample size
of the normal data is used. That is, a total N number of normal samples are divided into k disjoint
datasets as ny, nz, n3, ng,...ng so that n; € N,i =1,2,3...k and n; N nj = ¢. Each n; dataset includes
the same numbers of abnormal data. Thus, the balanced datasets d;(i = 1,2,..., k) are generated by
combining both normal and abnormal datasets (see Table 1). In our study, six packet inter-arrival time
(IAT) information (see Table 2) is used to address the utilization of our proposed approach integrating

both the signal processing technique and logistic regression (LR) for internet traffic monitoring.

Table 2: Six inter-arrival time (IAT) features for all packets (considering both directions) are used in this study.

Feature name | Description

(f1) min IAT Minimum packet inter-arrival time
(f2) q1 IAT First quartile inter-arrival time

(f3) med IAT Median inter-arrival time

(f4) mean IAT Mean inter-arrival time

(f5) max IAT Maximum packet inter-arrival time
(f6) var IAT Variance in packet inter-arrival time

5.1.2 NSL-KDD dataset

In this study, a publicly available intrusion detection dataset (called NSL-KDD dataset [99, 100]) is
used. NSL-KDD dataset is the refined version of the KDD cup’99 dataset [100]. Since the KDD Cup’99
dataset includes many redundant records, inefficient learning process and unreliable accuracy are
caused. To resolve this issue, repeated records are removed and named as NSL-KDD dataset [99].
The NSL-KDD dataset includes a training set (125,973 records) and a testing set (22,544 records). It
contains 41 attributes (three nominal, six binary, and thirty-two numeric attributes), and includes
normal activity and twenty-four attacks. These attacks are grouped into four major categories. In this
study, the training and testing data are combined to make a new input data. That is, total 148,517 data

is used as an input data. Table 3 presents the four major attacks and its intrusion types.

Table 3: Four attack categories in the NSL-KDD dataset.

Four categories [ Intrusion types

DoS back, land, neptune, pod, smurf,teardrop, mailbomb,processtable

ROL ftp_write, imap, guess_passwd, multihop, phf, spy, warezclient, warezmaster
sendmail,snmpgetattack,snmpguess,worm,xlock,xsnoop,named

U2R buffer_overflow, loadmodule, perl, spy, rootkit,ps, xterm, sqlattack,mscan

Probe ipsweep, nmap, portsweep, satan, saint

DoS attack indicates attempts to disabling network access to remote machines (or computing re-
sources). R2L represents that a remote user gains access to local user accounts by sending packets to a

computing machine over the network. Probe explains that network is scanned to gather information
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to find known vulnerabilities.

5.2 Verification of Wavelet features using imbalanced dataset

The Internet is a globally distributed network that supports communications among various applica-
tions and computer systems that generate different network traffic patterns [7]. With the analysis of
the network traffic patterns, we are able to identify the usage of network resources. Network admin-
istrators monitor network traffic to identify possible network congestion. If needed, reallocation of
network resources is performed to guarantee reliable network communication. Therefore, we are able
to communicate or share data seamlessly through the Internet. Since unusual activity may slow the
network communication speed down, a study of identifying anomalous network traffic or behaviors
has been regarded as one of the important researches in the network security community. In network
monitoring, accurate and rapid abnormal internet traffic detection is critical [8]. Thus, anomalous
network traffic or behaviors should be filtered out to guarantee smooth network communication.

Identification of the applications responsible for generating internet traffic is commonly per-
formed by locating well-known service ports obtainable from network packet header [7]. Since
numerous emerging applications and services do not use well-known ports, the technique of em-
ploying known ports (e.g. 80, 22, or else.) to create a tunnel to other applications is broadly adopted.
Therefore, analyzing internet traffic based on known port numbers is no longer an effective approach.
More specifically, a port-based classification is ineffective for identifying the usage of P2P applications.
With the port-based classification, 30-70% of internet traffic is classified as “unknown” [9]. Instead of
using known ports, many current applications use dynamic ports. Due to the limitation of identifying
network flows using service ports, researcher designed new methods by considering application
payload signatures as a deep packet inspection method [10] and a payload-based method [11]. These
methods directly compare stored signatures to the packets coming from applications. Since new
applications are emerging and existing application protocols keep upgrading, the methods have
a limitation of analyzing future internet traffic. Due to this limitation, a flow-based classification
receives much attention [12, 13]. This approach performs a classification based on various flow
features such as the number and size distributions of internet packets in a network flow, flow du-
ration, and inter-packet arrival time [7, 14]. To overcome the shortcomings of the approaches that
use port and signature information, researchers started using statistical methods to classify internet
traffic flows. They mainly focused on identifying statistically valid characteristics from the traffic
flows (7, 14, 15, 13, 16, 17, 18, 19, 20]. For instance, Moore and Papagiannaki [13] generated more than
200 features from the Internet traffic data. Later, these features have been broadly used to perform
extensive studies on identifying the best analytical approaches [12, 15, 7].

Imbalanced data often occurs in various domains including medical, biology, and computer
networks [103]. In the network security community, network features or best combinations of the
features from imbalanced internet traffic data are used to identify abnormal behaviors. If a predictive

model is designed with the imbalanced data, it cannot classify minority class successfully because the
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model determines all new incoming data as majority class [101]. In addition, most previous studies
mainly focused on analyzing the internet traffic data by utilizing their actual values (i.e. raw data) as
input features. Therefore, there might be a limitation of detecting any sudden changes within the data

as abnormal traffic behavior.

5.3 Creating reliable rules to detect network abnormality
5.3.1 Pre-Processing

As mentioned above, the NSL-KDD dataset contains three nominal variables that include protocol
type, service, and flag. However, each nominal variables contains many distinctive attribute values.
Protocol type includes three attributes (i.e. TCP, UDP, and ICMP), service includes 70 attribute values
(i.e. SMTP, HTTP POP3, SSH, WHOIS, and among others), and flag contains 11 attributes (i.e. SE S2,
S1, S3, REJ, RSTR, and among others). Since the nominal variables contain numerous amount of
attribute values, it is difficult to extract transparent information regarding network abnormality. To
resolve this issue, a binary coding scheme [104] via the use of indicator variables is applied to the three
nominal variables. Binary coding uses 1 (“one”) to indicate the occurrence of a category of interest
and 0 (“zero”) to represents its nonoccurrence [105]. For example, if the attribute value of protocol
type is “TCP”, it is converted to 1, and otherwise 0.

When labeling all attacks as “abnormal”, total of 77,054 normal and 71,463 abnormal data are
formed. To generate a rule-based method to identify abnormal behaviors, nominal and binary
variables are used. By reforming the nominal variables, total of 90 features including binary variables
(i.e. yes/no) are generated. Since the binary coding to the nominal variables causes an increase of
data dimensions, important features are selected. For this selection, a statistical validation using SAS
is performed. Then, each normal and abnormal data are randomly divided into 10 different subsets to

apply ten-fold cross validation.

5.3.2 Rule generation with CART

To design a rule-based model, Classification and Regression Tree (CART) [106] is used. CART applies
the concept of information theory to create a decision tree that captures complex patterns of input
data. It is broadly used due to its efficiency in dealing with multiple data types and missing values.
CART expression forms explicit and transparent grammatical rules [107, 108]. Thus, it is much simpler
to understand data patterns than other models. Also, it uses an exhaustive search of all variables and
split values to find optimal splits for each node by measuring the degree of impurity for each outcome
of the feature. To find the most important features for identifying network traffic abnormal behaviors,
a statistical test (i.e. ANOVA) is applied. Then, decision trees are generated from each training set
using the selected significant features. Due to the difficulty of extracting rules from the generated trees,
a software application (called TreeParser) is designed to extract rules from the trees by navigating all

branches of the generated trees. With the extracted rules, the performance of each rule is measured
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with a distinctive testing dataset.

5.4 Exact attacks detection

Whenever incoming network traffic events are identified as “abnormal behaviors,” it is important to
determine exact types of the behaviors (i.e. attack types/ categories). Providing exact information
is important for system administrators to protect computing infrastructures by initiating relevant
actions. In this study, three attack categories (i.e. DoS, Probe, R2L) are used due to the lack of U2R
data.

5.4.1 Feature extraction using signal processing technique

Wavelet analysis is also widely used for analyzing abnormal events because of its ability of identifying
hidden patterns from time-frequency information by separating input data into different levels of
frequencies. Applying the signal processing technique (i.e. wavelet analysis) to data helps us isolate
the characteristics of the traffic by extracting hidden patterns of high and low frequency information.
Most previous studies that utilized wavelet transform techniques focused on detecting abnormal
patterns by performing data reconstruction, two or three frequency range analysis, and filtration
(or thresholding). Since one of the best advantages of applying wavelet analysis is the possibility
of extracting information at different levels of signal decomposition (i.e. frequencies), extracting
valuable features to discover underlying patterns is a crucial step for identifying network abnormal
behaviors. However, it has been known that existing network anomaly detection methods based
on wavelet transformations have a limitation of using low frequency anomaly [109]. In this study,
we address this important consideration when designing a predictive network abnormal behavior
model. Table 4, various techniques (as major steps) were used to detect network anomalies. Although
threshold techniques or coefficient measures were commonly applied to determine input features,
our approach utilizes a statistical measure to identify statistically significant features and use them to
design a predictive model.

Since signal processing technique has a capability of discovering hidden patterns from input
data, discrete wavelet transform (DWT) is used. DWT is a broadly known promising method for
time-frequency analysis. Since wavelet indicates a small localized wave in a time domain, any sudden
or rapid changes in the data can be identified easily. Because of the characteristics that DWT has,
it is advantageous to analyze non-stationary signal data (e.g. network traffic data) with identifying
important patterns. DWT decomposes the input data into different levels of frequency component by
calculating its correlation with a set of chosen wavelet basis function [110, 119, 120]. The ability to
preserve both time and frequency resolutions has led to widespread use of DWT in various practical
application domains [101]. It is particularly good for local analysis in representing fast time-varying
and non-stationary signals like network traffic data. The merits of using DWT are (a) analyzing non-
stationary time series data (e.g. internet traffic data), (b) capturing the non-stationary nature of the

data in the time-frequency domain, (c) detecting any rapid changes in the data, and (d) revealing
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Table 4: A summary of researches utilizing wavelet transformations are presented‘(].

Work | Goal Dataset(s) Used features Major step(s) Used algo-

rithm(s)

[110] | Network (1) Simulated (1) Simulated | Estimation of | Undecimated
anomaly data data features | Nuisance param- | DWT and
detection (2) BTnet Dial | and (2) Set | eters by maxi- | Bayesian

IP service data of network | mum likelihood
metrics using  wavelet
coefficients

[111] | Network CAIDA dataset | Not known Two thresholds | Haar wavelet,
anomaly on the Witty for the compres- | adaptive
detection Worm sion and event | threshold, and

detection tasks Donoho - John-
stone universal
threshold (aka
VisuShrink)

[112] | Network Simulated data Decomposed Deviation scores | Wavelet anal-
anomaly three dis- | from three range | ysis and Time
detection tinct  signals | (low, mid, and | frequency-

(low/mid/high) | high) frequency | localization
from SNMP | information

and IP flow

dataset

[113] | Network (1) DARPA99 Traffic traces | Generate Adaptive
anomaly (2) D-WARD (packet rates) | anomaly pro- | Threshold, Cu-
detection (3) UNINA and mean and | files mulative Sum,

std for the and Continu-
traces) ous  Wavelet
Transform

[114] | Network DARPA99 15 features | ARX model | DWT and Au-
anomaly from TCP, UDP, | using  wavelet | toRegressive
detection ICMP data approximation with eXoge-

coefficiets nous (ARX)

[115] | Network (1) USC traces Duration, per- | Coefficient- DWT and
anomaly (2) Simulated | sistency, IP ad- | selective recon- | Threshold
detection virutal at- | dress struction in DWT

tacks on the
University

of  Auckland
traces

[116] | Network (1) DARPA99 Number of | Euclidean dis- | Wavelet Packet
anomaly (2) UNINA iy packets | tance between | Transform
detection (3) D-WARD received coefficients (WPT)

[109] | Network Simulated Data packets A scale-adaptive | WPT
anomaly dataset method
detection

[117] | Classifying | Simulated 69 calculated | Back- Wavelet packet
network dataset features from | propagation decomposition
applica- TCP and UDP | (BP) neural net- | (WPD)
tions packets work Particle and

swarm optimiza-
tion

[118] | Detection NLANR data 1P address, | Thresholding DWT
of DoS Packet size, | and wavelet
attack Time stamp variance compu-

tation

DARPA99: 1999 DARPA intrusion detection dataset
UNINA: University of Naples “Federico II” traffic trace dataset
D-WARD: UCLA Packet trace dataset

Page 25 of 62



Final Report July 2017 Grant No: W911NF-13-1-0143 (62702-CS-REP)

important information from the data. Therefore, DWT can detect anomalous patterns for identifying
any unknown network traffic attack. Specifically, Wavelets are obtained from mother wavelet by
dilations and shifting.

(0= =2 M
where a is a scaling parameter and b is a shifting parameter. Then, the wavelet is calculated with
the signal;

[e.0]
f x()p(t)dt,where x(t) is the original signal 2)

—00

The ability to preserve both time and frequency resolution has led to widespread use of the DWT in
many practical applications in other fields including Biology and Medicine. By applying DWT, hidden
pattern that may be invisible to human eyes can be extracted. Therefore, DWT can detect hidden but
important patterns for identifying network traffic data abnormality.

Although researchers [116, 109, 117, 113] utilized Wavelet Transform (WT) techniques in intrusion
detection, they used WT only for detecting abnormal traffic by reconstructing the data or deter-
mining a threshold for detecting intrusions. This threshold would be a decision point to determine
abnormalities in their studies. However, in this project, we used DWT to extract new features.

The selection of the specific mother wavelet is often considered as a difficult task since results can
be various depending on what mother wavelet is applied. For this study, a broadly used Daubechies’
wavelet family (Specifically, db2) is selected. A three-level decomposition is applied to the data with
an overlapping sliding window to examine rapid changes within the data. A windows size (size of 100
data points) with a 75% overlap are tested. By applying DWT, three features (i.e. standard deviation of
absolute values, root mean square, and energy) are calculated. The features are

1
o1 =1 Z U7 1= ),
my=\(/N =N (@H?,

er =N (1dF)?

N gk
=14

decomposition level (i.e. k = 3). The extracted features are used as input features to generate a

where = %Z N is the size of each coefficients, d; is a wavelet coefficients, and k indicates

predictive model.

Page 26 of 62



Final Report July 2017 Grant No: W911NF-13-1-0143 (62702-CS-REP)

5.4.2 Feature selection using statistical analysis

Statistically significant features are determined. Among all the extracted features, less important and
less irrelevant features need to be removed. Manually selecting features is not possible because it is
difficult to select features with maintaining the correlation among them. In here, a statistical analysis
is performed to determine the significance of each feature using Statistical Analytic Software (SAS).
In particular, ANOVA analysis is performed and any features maintaining the statistical significance
(p < .05) are selected. Among them, the most dominant features are used to generate a robust
predictive model.

After extracting features from DWT, one-way analysis of variance (ANOVA) is used to find sta-
tistically significant features. The purpose of performing this ANOVA test is to identify significant
differences among class means. ANOVA can be used to investigate whether the population means
are the same. "F ratio", as an indicator of class separation, is computed from class variance over
the within-class variance. The between class variance (sum of square variance among classes) is

calculated as

_ L —n;i
k-1

Where 7; is the number of measurements in the ith class, x;is the mean of the ith class, k is the

Opc

number of class, and p is the overall mean. The within class variance (within class sum of square

variance) is calculated as

(XX (xij— w2 = (X (xi — wPn:)
k-1

Where x;; is the ith measurement of the jth class. Then, the F ratio, F @ is calculated as the ratio

Owe=

between the two variances;

a _ Ub(,‘
F= o 2 st (@
Where Fk—1,z{<( i) is the upper (100a@)th percentile of the F-distribution with k—1 and }_(x; — u)

degree of freedom.

5.4.3 Detection of exact attacks using machine learning

Once the features are extracted, the significance of each feature is tested. Only significant features are
selected to generate a classifier (i.e. learning model) that can be used to detect exact attack categories
using ML algorithms. Three ML algorithms such as SVM, Neural Network (NN), and Naive Bayes are
compared. Naive Bayes and NN are commonly used to classify data consisting of two groups (e.g.
normal/abnormal). The main idea of SVM, a statistical learning theory, is finding a hyperplane that
can separate the input data precisely. That is, SVM finds the optimal hyperplane by minimizing the

misclassification error. Naive Bayes, a simplified Bayesian probability model based on bayes theorem,
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calculated prior and conditional probabilities to generate a learning model. This learning model may
cause an error because of the impacts of bias and variance, and data noise. NN is an information
processing model that is inspired by the biological nervous systems. It is composed of a large number
of highly interconnected neurons. It has limitations including falling into a local solution instead of
global one and having a slow convergence. In general, SVM [121] is simple, fast in operation, and has
good robustness than Bayes and Neural Network. Therefore, it is widely used in different domains
such as bioinformatics [122], data mining, pattern recognition [123], and text categorization [124].
In this study, SVM is used to generate a classifier. Also, Logistic Regression (LR) is particularly useful
when the class is dichotomous (e.g. normal/ abnormal) to measure the probability of classes. The
logit function calculates the expected probability of a dichotomy as:
1

;= pr(Y =1|X) = 1+ e—(ﬁ0+ﬁ1X1+ﬁ2X2+“') 3)

where X; is a variable with numeric value, pi — i is the outcome (dichotomous; 0 / 1, e.g., normal/
abnormal), and the ;s are the regression coefficients that quantify the contributions of the numeric
variables to the overall probability [125, 126, 127]. Unlike most regression analyses, LR does not need
to assume data distributions on variables. Due to this benefit, it is commonly used when outcome is a

nominal variable. A performance comparisons with the ML algorithms are conducted.

5.5 Designing a hybrid approach with computational analysis and visual analytics to
detect network intrusions

5.5.1 Interactive visual analysis

A visual analytics approach is utilized to perform an interactive visual analysis of network traffic
data. Visual analytics has been known as a new research area that focuses on performing analytical
reasoning with interactive visual interfaces [128]. An extended version of our visual analytics tool
(called iPCA [129]) is used to conduct an interactive factor analysis. iPCA is designed to represent
the results of Principal Component Analysis (PCA) using multiple coordinated views and a rich set of
user interactions to support interactive analysis of multivariate datasets. An extended version of iPCA
contains five distinct views (see Figure 2). The network traffic data are projected onto two user-selected
principal components in the Projection view (Figure 2A). In the Data view (Figure 2B), a parallel
coordinates visualization is used to show all data in the original data dimensions. Horizontal lines
represent features of the data and each line indicates each network traffic’s data. Dimension sliders
(Figure 2C) support controlling the amount of contribution of a dimension in PCA calculation. In the
Eigenvector view (Figure 2D), a parallel coordinates visualization is also used to represent eigenvalues
and eigenvectors. Each eigenvalue is treated as a dimension, and each vertical line represents each
network traffic data’s eigenvector. Lastly, Pearson-correlation coefficients and relationships (scatter
plot) between each pair of variables are represented the Correlation view (Figure 2E).

Within iPCA, the user is allowed to select data in one coordinate space and immediately see
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Figure 2: A visual representation of the NSL-KDD raw feature dataset with iPCA. It consists of five views - (A)
Projection view, (B) Data view, (C) Dimension sliders, (D) Eigenvector view, and (E) Correlation view. The action
of moving the mouse over the item (see the arrow) in the Projection view causes an event of highlighting it in
other views. The arrow in the Projection view indicates that the user highlights a DoS attack to see its detail in
other views (highlighted in black in (B) and (D)).

the corresponding data highlighted in the other coordinate space to help the user understand the
relationship between the two. To enhance the capability of interactive visual analysis within each
view, commonly known user interactions, i.e. highlighting, brushing, and filtering of data items or
dimensions, are supported. In the Projection view (Figure 2A), additional user interactions including
zooming and panning are supported to help the user navigate through the PCA projection space.
It is important to note that whenever data modification is applied by removing data or adjusting
dimension contributions, the re-computation of PCA is performed. A detailed explanation of the
system can be found in [129]. Figure 2 shows the projection of the NSL-KDD raw feature dataset.

5.5.2 Reducing dimensionality of network intrusions

Multi-resolution analysis (MRA) utilizes signal processing techniques, so it is capable to discover
hidden patterns from the network traffic data. Our approach utilizes DWT to extract features from
the data in different resolution levels (y). DWT is a broadly known time-frequency analysis method.
It uses two basis functions such as wavelet function and scaling function [130]. The functions are
applied to transform input data into a set of approximation coefficients and detail coefficients. Since a
small localized wave in a time domain is analyzed, any sudden or rapid changes in the data can be
identified. Thus, DWT is especially useful for analyzing non-stationary signal data such as internet
traffic and network traffic data [131].
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Sliding window analysis is a common approach when examining large network traffic data [132,
133]. The sliding window analysis uses two main parameters: window size and step size. The sliding
window size (a) is used to extract feature vectors for analyzing anomalies in the network traffic data. If
the size of the window is small, large feature vectors are generated. The step size () is considered as a
tunable parameter that has a direct impact on identifying the anomalies. Since it indicates the distance
between successive windows, if the step size increases, fewer windows are required to analyze the data.
When applying DWT to network traffic data, an appropriate wavelet function should be chosen that is
closely matched to variations in the input data. Also, choosing appropriate attributes to apply DWT
to the network traffic data is critical [134, 135]. A common approach to determine the size of sliding
window is referencing time information. However, there is no optimal approach of determining the
attribute values for analyzing the network traffic data. Therefore, determining optimal values for
sliding window (a), step (8), and level (y) is important. In network anomaly detection with DWT,
various levels of decomposition are often considered [136]. Depending on the decomposition level (y),
different levels of detail coefficients (detail level 1 ~ n) and approximate coefficients can be measured.
We performed an empirical study with MATLAB software to determine the optimal values for detecting
network intrusion more precisely. In DWT, there are various wavelet families proposed by researchers
such as Daubechies, Coiflets, Symlets, Discrete Meyer, Biorthogonal, and among others. To identify
the best possible wavelet family for network intrusion detection, we evaluate all available wavelet
families.

After identifying informative features with DWT, a statistical validation is performed to determine
statistically significant features (p < 0.05). If the decomposition level is increased, the chance of
having zero-variance features is also increased. Therefore, the statistical validation is useful for
removing such unimportant features. Then, PCA is applied to determine principal components of
the data. PCA computation is broadly used in feature extraction and exploratory data analysis in
network intrusion detection [137, 138]. PCA performs eigenvalue decomposition to determine the
variances and coefficients of the data by finding eigenvectors and eigenvalues. First, covariance is
measured to determine how much the dimensions vary from the mean with respect to each other.
Then, the eigenvectors and eigenvalues are calculated. The eigenvector with the highest eigenvalue
is the most dominant principle component in the data, indicating the most significant relationship
among the data dimensions. For this reason, PCA is often considered as a dimension reduction
method for representing high-dimensional data into a lower dimensional space with the dominant
principal components. To determine the principal components, we use Singular Value Decomposition
(SVD) [139] because it is good for finding eigenvectors and eigenvalues in non-square matrice such as
network traffic data. When representing data into 2D or 3D display space (i.e. coordinate system) with
the principal components, confidence interval () should be considered because it indicates the error
between original and projected data. For instance, for mapping a high-dimensional data into a lower
dimensional space, determination of an optimal low-dimensional space needs to be performed by

considering the eigenvectors of the covariance matrix. However, if both the amount of data and the
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size of attributes are large, identifying the best low-dimensional space is difficult due to the complexity
of the data. Therefore, we use the first two principal components to display the network traffic data in

a 2D display space with providing an option for the user to change them to others.

6 RESEARCH RESULTS

This section presents the generated rules to identify network abnormality, the performance of de-
tecting exact attack categories, and the visual analysis to examine the relationship among the DWT

features and its correlation analysis.

6.1 Rule generation to detect abnormal behaviors

As described in Section 5.3, total of 77,054 normal and 71,463 abnormal data are used. After converting
the nominal input variables to binary scheme indicators, total of 90 variables including six binary
variables are generated. A statistical analysis (i.e. ANOVA) is performed to determine statistically
significant features. As a result, 22 features (e.g. ICMP, HTTP, SMTP, domain_u, SE private, S2,
S1, IRC, REJ, land_0, login_Yes, POP3, FTP, FTP_data, x11, Host_login_Yes,urp_i, Telnet, IMAP4,
Guest_login_Yes, Gopher) are found to be statistically significant (p <.05). Then, the 22 significant
features are used to generate decision trees. Ten trees are created and tested with distinctive test
datasets. Table 6 represents the samples of extracted rules maintaining the testing accuracy of 85% or

above.

Table 6: Samples of the extracted rules that are used to identify abnormal network traffic behaviors.

Rules Testing Accuracy

If(SF="NO’ & http="NO’ & login_Yes="YES’ & IRC='NO’ & S1="NO’ & smtp="NO’ & | 5521/ 5542=99.62%
X11=‘NQO’) then Abnormal
If (SF="YES’ & ICMP="YES’ & urp_i="NO’ ) then Abnormal 840/ 929=90.41%
If(SF="YES’ & ICMP=NO’ & private="NO’ & pop_3=‘YES’) then (Abnormal) 324/ 342=94.73%
If (SF="YES’ & ICMP='NO’ & private='NO’ & ftp="NO’ & pop_3="NO’ & telnet="YES’ & | 506/ 507=99.80%
login_No=‘NO’) then Abnormal
if(SF="NO’ & http="YES’ & REJ="YES’) then Normal 304/ 326=93.25%
If (SF="YES’ & ICMP=NO’ & private='NO’ & pop_3="NO’ & telnet="NO’ & ftp="NO’ & | 560/ 633=88.46%
ftp_data="YES’) then Normal
If(SF="YES’ & ICMP="NO’ & private='NO’ & pop_3='NO’ & telnet="NO’ & ftp="NO’ & | 1271/ 1297=97.99%
ftp_data="NO’ & imap4="NO’ & tcp="NO’) then Normal
If(SF="NO’ & http="YES’ & RE]J="YES’) then Normal 308 / 333=92.49%

If(SF="YES’ & ICMP='NO’ & private="NO’ & pop_3=‘YES’) then Abnormal 324/ 342=94.73%

If (SF='YES’ & ICMP="NO’ & Pop_3='NO’ & telnet="NO’ & ftp="NO’ & ftp_data="NO’ & | 4799 / 4913=97.67%
imap4="NO’ & tcp="YES’ & login="NO’) then Normal
If (SF="YES’ & ICMP=NO’ & ftp="NO’ & pop_3="NO’ & telnet="NO’ & ftp_data='NO’ & | 5744 / 6085=94.4%
gopher='"NO’ & login="NO’) then Normal

We found that “SF”, one of the attribute values in “flag”, is an important attribute to identify
network abnormality. Also, the generated rules are complicated to present the “Abnormal” behavior.
When considering the “SF” feature (indicating normal establishment and termination), if the “SF”

feature is “NO”, there is a higher chance that network activities are detected as abnormal behaviors.
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However, it is important to verify the result by checking other features. Due to this reason, the size of

the rule can be longer and complex than when the “SF” feature is “Yes”.

6.2 Exact attack detection

To detect the exact attack category, thirty-two numerical variables in abnormal data (i.e. total of
71,344) are used. A total number of 54,275 data for the DoS attack, 14,077 for the Probe attack,
and 2,992 for the R2L attack are used, respectively. Since two numerical variables (i.e. urgent and
num_outbound_cmds) have all zero values, they are removed from the analysis. As explained in
Section 5.4, DWT is applied to extract features. With the DWT, the total of 2,841 (2,167 for DoS, 559
for Probe, and 115 for R2L) datasets with 144 features are generated. A statistical test is applied to
find a statistical significance of each feature. As a result, 77 out of 144 features were determined as
statistically significant (p < 0.05) features.

6.2.1 Feature comparisons

A feature comparison between the raw and the DWT features is performed by measuring the average
of the features. Since the raw and the DWT features have different scales, a normalization between
0 and 1 is applied. As shown in Figure 3, we found that the DWT features clearly separate the attack
categories while the raw features maintain similar patterns. For the raw features, we noticed that the
five features (i.e. r1, r4, 17, 18, and r14) are almost identical between the two attack categories (Probe
and R2L). Although the DoS attack shows a distinctive pattern of the three attacks at the features (see
the features of 15, 16, r10, r11, 112, and r13), the raw features may not be useful for differentiating the

three exact attacks.

6.2.2 Visual comparison of the features

To project the raw and the DWT features, PCA computation is performed to identify principal com-
ponents. PCA requires a high computational power to compute eigenvectors and eigenvalues. Thus
an approximation method based on SVD called Online SVD [140] is used to perform the PCA compu-
tation and maintain real-time user interactions when interacting with large-scale datasets. Figure 4
represents PCA projections with two principal components on (A) the raw features and (B) the DWT
features. From the projection of the raw feature (Figure 4a), it is difficult to identify a clear separation
among the three attack categories. The DoS attacks appear mostly in three regions; the Probe attacks
occupy two regions, and the R2L attacks are spread out all over the Projection space. It explains that
identifying the difference among the three attacks is extremely difficult because they maintain similar
patterns. However, there was a clear separation among the attacks in the projection of the DWT
features (see Figure 4b). The DoS attack is forming two clusters that are completed separated from
other attacks. Since there is a similarity between Probe and R2L even in the DWT features, additional

analysis is conducted to determine common features appeared in both categories.
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Figure 3: A comparison between the DWT features ((A) and (B)) and the raw features ((C) and (D)). x-axis
indicates the DWT and raw features and y-axis presents the average value of each feature.

(a) (b)

Figure 4: PCA projections of (A) the raw feature and (B) the DWT feature datasets. The data are mapped with
different color attributes as DoS (green), Probe (orange), and R2L (purple)
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6.2.3 Factor analysis

Dimension Contribution Analysis: With iPCA, interactive factor analysis is performed. Since iPCA
supports the change of dimension contributions by moving the slider bar in each feature provides the
ability to analyze the data non-linearly. When applying the dimension contribution, it is extremely
important for the user to maintain an awareness of this change by the contribution since the projec-
tion of data will be modified. The user can easily become disoriented if the meaning of changes is
unclear. For this dimension contribution change, there is a clear mathematical precedent to the use
of dimension contributions. In Weighted Principal Component Analysis (WPCA), different variables
can have different weights sy, 52, ..., s, [141]. It assumes that data are not always linearly increasing or
decreasing, and there may be reasons to allow different observations to have different weights. Based
on this assumption, WPCA is adopted by researchers when analyzing complex data to set different
weights to each variable, to find missing data by giving zero weight to possible missing data, to create
a nonlinear multivariate data analysis. As shown in Figure 5, when dimension contribution analysis is
performed by changing the contribution of the five features (d37, d38, d68, d72, and d75) from 100%
to 0%, a clearly separated pattern has appeared. As shown in Figure 5, a couple of possible outliers are
visible. Figure 5 (A) indicates a R2L attack is appeared within a DoS cluster. Figure 5 (B) represents a
DoS attack positioned in a R2L cluster. However, this result can be utilized to build a detection model

to differentiate attacks since it maintains somewhat clear separation among the attack categories.

v | ww

Figure 5: Dimension contribution is applied in the five DWT features (d37, d38, d68, d72, and d75) from 100%
to 0% using the slider bars to make a clear separation between Probe and R2L (see the red arrows). 0% indicates
that the selected variable is not used to going to contribute to the final PCA.

To investigate the relationship among the features, Pearson-correlation analysis between each
pair of features is conducted. Figure 6 represents the correlations of the (A) raw and (B) DWT feature
datasets. In Figure 6, the diagonal displays the name of dimension as a text string. The lower trian-

gulation shows the coefficient value between two dimensions with a color indicating positive (red),
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neutral (white), and negative (blue) correlations. The upper triangulation contains cells of scatter
plots where all data items are projected onto the two intersecting dimensions. As we discussed above,
there was no clear separation among the attacks using the raw features (see Figure 4a). This might be
because a half of the features maintain neutral correlations (Figure 6a). However, positive and negative
correlations are easily discovered in the DWT features (Figure 6b). When looking at the scatterplots
having highly positive correlation coefficients (y = 0.99) in Figure 6¢ and 6d, we identified that they
maintain different distributions. Although the scatterplot in Figure 6c shows vertically or horizontally
increasing patterns (i.e. skew correlation), the scatterplot in Figure 6d presents a directly proportional
pattern by showing a linear relationship between the two features. Also, the scatterplot (Figure 6d)
displays that the attack categories are appeared by forming different patterns as the R2L attacks are
mostly appeared in the lower bottom corner, the DoS attacks are forming two visible clusters, and the

Probe attacks are spread out in the middle and lower regions.
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Figure 6: Correlation views of the (A) raw feature and (B) DWT feature datasets. Each color indicates positive
(red), neutral (white), and negative (blue) correlations. The arrows in (A and B) indicate the scatterplots having
positive correlation coefficients (y = 0.99). Their scatterplots are presented in (C and D).
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6.2.4 Sliding window with different wavelet comparisons

P

(@ «:50,6:25,y:3 (b)@:125,6:75,y:3 () @:150,6:50,y:3 (d) «:200,6:100,y:3 (e) «:300,5:150,y:3

Figure 7: An example empirical study result of identifying optimal values for sliding window size (), step (f),
and wavelet level (y) with the wavelet function (i.e. Daubechies 3) to detect network intrusions.

An empirical study was performed to determine the optimal values for DWT (Figure 7). For the
sliding window (a), different window sizes ranging from 25 to 250 were tested. Depending on the size
of sliding window, different step size () was applied. For instance, if the sliding window size is set
to 250, the step sizes from 25 to 225 are tested. Since DWT is influenced by the decomposition level,
determining appropriate decomposition level (y) is also important [142]. Based on the analysis, we
identified that the optimal values for detecting network intrusions are a = 150, § = 50, and y = 3. We
also found that if the sliding window size is decreased (a < 150), the chance of having false positives
increases. However, if the window size is increased (@ >= 150), a clear separation has emerged among
the attacks. Interestingly, we found that if the size of the window is increased continuously, it tends
to remove unique characteristics of the attacks. For instance, as shown in Figure 7d and 7e, Normal
and R2L attacks are appeared in the same cluster when the size of the sliding window is increased
(@ >=200). A further study needs to be performed to understand the effectiveness of the sliding
window size.

When applying DWT with different wavelet functions and levels, different amounts of data records
and attributes are generated. For instance, when applying Daubechies 3 (i.e. db3) with a = 150, g = 50,
and y = 3, total of 2,958 data records with 703 attributes are generated. Out of 703 attributes, 418
(59.5%) are selected as statistically significant attributes (p < 0.01). However, when using Discrete
Meyer with @ = 50, § = 20, and y = 3, total of 7,417 data records with 3,478 attributes are generated.
And, 2,992 attributes (86%) are determined as significant features (p < 0.01). The significant features
are considered as dominant features that can be used to detect intrusions. If the size of the window
(a) is small, large feature vectors are generated. The sliding window size can be adjusted to speed-up
the computation process. However, it may compromise the overall accuracy of detecting intrusions if
improperly set. It is also important to note that if the step size (f) is small, more windows are required
to analyze the data.

With the original network traffic data, it is difficult to determine normal vs. attack activities. As
we discussed, MRA determines significant features from the data. However, it is still not clear what

DWT wavelet families produce more significant features to detect intrusions. Therefore, we tested
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most wavelet families under the same experimental condition (i.e. @ = 150, f =50, and y = 3). Figure
8a shows a PCA projection of the original data. As can be seen, different network activities appear
in all over the place which makes us difficult to separate them clearly. On the other hand, when
applying different wavelet families, a somewhat clear separation between normal and attack activities
is appeared by forming unique clusters (see Figure 8b ~ 8j). Biorthogonal (Figure 8f and 8g) shows that
some Probe attacks appear in the DoS attack cluster. Discrete Meyer (Figure 8h) and Symlets (Figure
8i) are suitable for separating DoS and Probe attacks from R2L attack. But, R2L attack is appeared near
to the normal network activity cluster (see the regions in left-bottom in Figure 8h and 8i). Another
interesting observation is that the results of Coiflets 1 and Daubechies 3 are similar to each other. The
reason might be because Coiflets is constructed from Daubechies with a high number of vanishing
moments in the scaling and the wavelet functions [143].

Huang et al. [135] found that Coiflet and Mexican Hat wavelets are good for detecting anomalies
when using a five-minute, sixty-sample window. However, we identified that Daubechies 3 is the
best-suited wavelet for detecting network intrusions since it creates well-separated clusters (see Figure
8c). Huang’s experiment was well formatted, but they used only the first and second coefficients based
on the assumption that these two coefficients have sufficient information. As they commented, any
larger coefficients might contain too sparse information. However, from our empirical study, we found

that the coefficient (y = 3) is better for extracting significant information to detect intrusions.

(b) Daubechies 1 (e) Daubechies 7

i
5
g

(f) Biorthogonal 1.1 (g) Biorthogonal 2.2 (h) Discrete Meyer (i) Symlets 5 (§) Coiflets 3

Figure 8: PCA projections of (a) original data and (b) DWT features with various wavelet families.

Table 7 shows the results when the hierarchical clustering method is applied to three different
datasets: wavelet features (3,478 attributes), two principal components (2 attributes), and three
principal components (3 attributes). The results are generated with the DWT features (a = 150,
B =50, and y = 3). Solid connected lines indicate the clustering results. Since the wavelet features are
the statistically validated DWT features, good clustering results are generated. However, we found

that a large number of attributes often require a significantly large computational time which is not
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Table 7: Results of the detected k clusters with different distance metric (Euclidean distance (12), Chebyshev
distance (L*°), City-block distance (LY) and Pearson correlation coefficient (R%)). The cluster are represented as
solid connected lines

Metric | Wavelet Features Two Principal Compo- | Three Principal Compo-
nents nents
L! e

appropriate for the real-time intrusion detection. To support the real-time intrusion detection, PCA is
considered because it has a benefit of reducing the total number of attributes (i.e. dimensions). As
mentioned above, the confidence interval (0) is often considered to determine major PCA components.
However, minor PCA components (i.e. after removing the components that have higher eigenvalues)
are also essential for revealing anomalies in network traffic data [144]. Because of this reason, allowing
the user to select different PCA components is necessary. Our visualization tool has the feature of
selecting the best possible PCA components to detect intrusions.

From the hierarchical clustering results, clustering accuracy is measured as 0.86 +0.16 (for using
all wavelet features), 0.64 + 0.04 (for using two principal components), and 0.83 +0.18 (for using three
principal components). When comparing the results of the two vs. three principal components,
the three principal components produced a better clustering result. Moreover, the three principal
components and the wavelet features showed similar clustering accuracy. We also found that the

three principal components outperform the other two when Chebyshev distance (L*°) is applied.
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Interestingly, Chebyshev distance (L*°) was not good for creating clusters with the wavelet features.
Moreover, Pearson correlation coefficient (R?) did not work well for creating clusters with the two and

three principal components.

6.2.5 Classification comparisons

Classification comparison using the Internet Traffic dataset: Table 8 indicates that the predictive
model (with the DWT features) showed a better performance than with the raw features. In particular,
the model specificity using the raw features was much higher than the DWT features in all four sliding
windows. From the reliability measure (i.e. AUC), we found that the predictive model with DWT
features provides a better ability of detecting abnormal internet traffic behaviors. We also found that
the reliability of the predictive model with the DWT features is almost linearly increasing when the

window size is incremented.

Table 8: A standard error mean comparison of the predictive model using the raw and the DWT features.

the DWT features the raw features
window size (i.e. data points) 25 50 100 150 -
Accuracy 1.107 0.611 0.315 0.150 1.529
Sensitivity 0.712 0.635 0.181 0.073 0.408
Specificity 1.810 0.525 0.275 0.087 3.086
AUC 0.377 0.409 0.044 0.040 0.692

Since it is important to perform a comparison with other approaches to determine the effectiveness
of our proposed model, we conducted a study with broadly known techniques, such as Neural Network
(NN) and Support Vector Machine (SVM). Specifically, we measured accuracy, sensitivity, and AUC
(see Table 9). From the performance comparison, we identified that the accuracy, sensitivity, and
AUC of our method were higher compared to other approaches (NN and SVM). This explains that our
predictive model (via LR) is good for identifying abnormal behaviors more accurately. In addition,
we also found that utilization of the DWT features is important for increasing the performance of
detecting anomalous network traffic or behaviors.

Table 9: A performance comparison between our proposed method (using LR) and other broadly known
approaches (SVM and NN). Each value indicates mean + standard error mean (SEM).

Accuracy Sensitivity | AUC
With Logistic Regression (LR) 84.1 +1.52 95.9 +0.40 80.3 + 0.69
Raw Neural Network (NN) 754+1.73 | 81.3+2.04 | 81.6+1.94
Features Support Vector Machine (SVM) 76.4 +2.81 75.4 +3.23 75.6 £ 2.82
With Logistic Regression (LR) 97.6 +0.61 | 97.8+0.63 | 98.6 +0.40
DWT Neural Network (NN) 96.7+0.51 | 96.7+0.51 | 96.7 +£0.55
Features Support Vector Machine (SVM) 83.9 +£5.21 85.2 +5.69 89.4 +4.75

Classification comparison using the NSL-KDD dataset: A classification is performed to deter-
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mine exact attack categories with a ten-fold cross-validation (CV). The performance of three ML
techniques (i.e. SVM, Naive Byes, and NN) is compared and presented in Table 10. The average
accuracy to detect exact attack categories with SVM, Naive Bayes, and NN were 95.5471%, 89.024%,
and 96.67%, respectively. We found that NN shows a slightly higher accuracy than SVM. However,
when measuring the standard error of the mean (SEM), there was a variation difference as SVM (0.285),
Naive Bayes(2.02), and NN (0.683). When generating a learning model with SVM and NN, it took 0.157

seconds and 13.04 seconds, accordingly.

Table 10: Classification performance comparisons

Three attack classification

SVM Naive Bayes | NN
Test 1 95.77% | 91.47% 94.77%
Test 2 96.83% | 91.23% 95.93%
Test 3 96.83% | 95.5% 100%
Test 4 95.77% | 89.77% 96.83%
Test5 96.47% | 90.47% 95.77%
Test 6 96.12% | 78.2% 96.1%
Test 7 95.77% | 89.1% 94.57%
Test 8 95.77% | 93% 94.2%
Test 9 97.88% | 76.8% 100%
Test 10 | 98.22% | 94.7% 98.59%

6.3 Survey results on utilization of ML algorithms in cloud computing
6.3.1 Background

The introduction of cloud computing provided a dramatic change in data management and processing
across many different fields of computing - not only does it shift infrastructure and computation to the
network, it also dramatically reduces costs associated with the management of hardware and software
resources. Furthermore, it has resulted in the development of new programming models such as
MapReduce (e.g. Hadoop), BigTable, and hybrid systems like Hive for analyzing large, complex, and
disjointed data sets [145]. Using these models, numerous studies have been performed to conduct
computation analysis in cloud computing [61, 146, 147].

As we have discussed above, many machine learning algorithms can be paired with cloud com-
puting technologies to improve intrusion detection analysis. When dealing with massive amounts
of data (on the order of terabytes or petabytes, for example), intrusion detection becomes extremely
difficult, and single computers cannot handle the sheer size of data. Thus, we turn to the cloud. Recent
cloud-based intrusion detection techniques have predominantly employed the MapReduce model,
an abstract programming model that processes large datasets on clusters of computers. MapReduce
is composed of two somewhat obvious steps - map and reduce. In the MapReduce model, a large
dataset is split and each split sent to a node, also known as a mapper, where each split is independently

processed. Mapper results are then shuffled, sorted, and passed to reducers that digest and prepare
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the final results [59]. A possible implementation of MapReduce for a cloud-based intrusion detection
technique is inherently simple. The map step examines each split for traffic anomalies, and the reduce
step combines them, packages them, and presents the overall report. Many researchers’ intrusion
detection techniques follow this general approach [59, 148, 61]. While particulars change, MapReduce
remains a foundational tool throughout the most recent research on cloud-based intrusion detection
analysis. Throughout the research, these implementations greatly reduce computing times for large
traffic datasets.

Nonetheless, moving these intrusion detection techniques to the cloud brought with its own
unique set of challenges, most visible of which was the unsuitability of certain algorithms to cloud
server architecture. Important and popular algorithm (such as the aforementioned k-means algo-
rithm) cannot be directly implemented in the MapReduce framework due to iterative computations
that reference all input data. As MapReduce splits input data to be processed among numerous
computers, the algorithm cannot access inputs on different computers in the cloud architecture.
However, researchers [72] adapted the k-means algorithm for use with MapReduce, by constructing
and sharing a global array of centers that allow all distances to be calculated. As a popular cloud-based
machine learning and data mining tool built on MapReduce, Mahout [149] and MLIib (aka SparkML)
[150] support various MLAs including k-means functionality. However, writing new or customizing
existing algorithms is too costly because all algorithms need to be implemented (or modified) by
following fixed distributed runtime plans and underlying data-parallel framework. To address this lim-
itation, researchers proposed several approaches of fast implementing approaches as SystemML[151],
NIMBLE[152], MLbase [153], Distributed GraphLab [154], and Tupleware [155]. These approaches are
classified as “Declarative ML’ [156]. Declarative ML simplifies the development of MLAs by separating
algorithm semantics from underlying framework and execution plans to make them run in a cloud
computing environment more efficiently. Since Declarative ML is a rather new approach, it has not
been broadly used to intrusion detection study yet.

Table 11 shows login attempts to the CSITCLOUD system at the University of the District of
Columbia. Given a large login attempt dataset, attempts per port numbers can be traced within the
MapReduce paradigm. First, a mapper grabs all port number data and places them into a key-value
pair, and then a reducer condenses the data into more discrete, manageable sets (i.e. Port 22: 2; Port
80: 5, etc.) In general, the reducer performs its job in three phases: shuffle, sort, and reduce. The

reduced dataset can then be processed by MLAs to classify port activities, as was shown in [76].

6.3.2 Network flow and feature selection

While the MapReduce paradigm can be effective for larger datasets, some algorithms still have trouble
swiftly dealing with large volumes of continuously generated traffic data. To combat this, some
researchers have turned to network flow applications (such as NetFlow, sFlow, OpenFlow and IPFIX)
to cut down on data overheads with filtering, sampling, and flow aggregation techniques [157].

Lee et al. [158], for example, used Cisco NetFlow to monitor internet traffic, filtering unnecessary
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Table 11: An example of login attempts to the cloud computing system (called CSITCLOUD).

May 31 08:17:01 csitcloud CRON[22]: pam_unix(cron:session): session opened for user root by (uid=0)

May 31 08:17:01 csitcloud CRON([22]: pam_unix(cron:session): session closed for user root

May 31 09:17:01 csitcloud CRON[80]: pam_unix(cron:session): session opened for user root by (uid=0)

May 31 09:17:01 csitcloud CRON[80]: pam_unix(cron:session): session closed for user root

May 31 09:34:07 csitcloud sshd[25]: reverse mapping checking getaddrinfo for 197.51.174.61.dial.wz.zj.163data.com [61.174.51.197] failed|
POSSIBLE BREAK-IN ATTEMPT!

May 31 09:34:07 csitcloud sshd[25]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser=

rhost=61.174.51.197 user=root

May 31 09:34:10 csitcloud sshd[25]: Failed password for root from 61.174.51.197 port 7370 ssh2

May 31 09:34:21 csitcloud sshd[25]: Disconnecting: Too many authentication failures for root [preauth]

May 31 09:34:21 csitcloud sshd[25]: PAM 5 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=61.174.51.197

user=root

May 31 09:34:21 csitcloud sshd[25]: PAM service(sshd) ignoring max retries; 6

Aug 31 09:34:23 csitcloud sshd[80]: reverse mapping checking getaddrinfo for 197.51.174.61.dial.wz.zj.163data.com [61.174.51.197] failed
POSSIBLE BREAK-IN ATTEMPT!

Aug 31 09:34:24 csitcloud sshd[80]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser=

rhost=61.174.51.197 user=root

Aug 31 09:34:26 csitcloud sshd[80]: Failed password for root from 61.174.51.197 port 15348 ssh2

data out of flow records using MapReduce to improve computation times by 72%. Li et al. [76]
combined sFlow, MapReduce, and different MLAs (SVM and Decision Tree) to successfully classify
host roles-a critical component of intrusion detection.

Nonetheless, while these network flow applications offer random and deterministic packet sam-
pling, as well as another filtering, feature selection, and aggregation tools, they are often not sufficient
for the complex world of cloud-based intrusion detection. As such, in recent years, researchers have
increasingly turned to more in-depth, algorithm-based feature selection techniques to improve the
results of their cloud-based intrusion detection techniques.

In particular, while network flow applications do provide some feature selection techniques, the
problem of which features to choose remains a critical one for intrusion detection techniques on
the whole. Not every feature of the data will be relevant, and some features can introduce noise or
redundancy. Thus, selecting the optimal subset of features has become of great interest to researchers
in recent years, and MLAs have provided an effective way to zero in on the best feature choices.

Stein et al. [159] pioneered this work before the cloud, improving Decision Tree classification
performance by introducing genetic algorithm-based feature selection that eliminates distracting or
unnecessary features. In the cloud, Muthurajkumar et al. [148] employed a Rough Set-based feature
selection algorithm that generates feature subsets designed to find the best balance between detection
rates and false alarms in a cloud-based intrusion detection technique. Chen et al. [160] used a
MapReduce-based implementation of the OneR classifying algorithm, alongside vertical compression
to improve detection up to 184 times with only tolerable losses in performance in their SVM-based
cloud intrusion detection technique.

Although these feature selection algorithms have improved their respective intrusion detection
techniques, they are not without their drawbacks. In some cases, while feature selection may improve

the speeds of the detection algorithms, the overall time run-time increases, and training data cannot
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be incrementally handled [159]. Thus, if feature selection algorithms have to periodically re-assess
optimal feature subsets, they may provide even more overhead, or miss newer, more sophisticated
attacks. Chen et al. [160] argued that these drawbacks can be improved by refining MapReduce

performance and implementing newer algorithms with incremental clustering (or classifying) abilities.

6.3.3 Implementation examples

With the MapReduce paradigm, intrusion attempts per port number can be traced by analyzing a large
login attempt dataset. First, a mapper grabs all port number data and places them into a key-value
pair, and then a reducer condenses the data into more discrete, manageable sets (i.e. Port 22: 25
entries; Port 80: 50 entries, ...) In general, the reducer performs its job in three phases: shuffle, sort,
and reduce. The reduced dataset can then be processed by ML algorithms to classify port activities,
as was shown in [76]. Theoretically, when considering the analysis of the login attempts, the input
data can be formatted to become a set of key-value pairs as (k;, v;) and the map function is applied to
produce a list of intermediate key-value pairs as map : (k;, v;) — list(kj, v;). Since the intermediate
list of key-value pairs indicates the outputs produced by mappers, they need to be merged by reducers
as reduce: (kp,list(vy)) — list(ks, v3). This mechanism is also efficient for detecting anomalous
network activities by analyzing IP flow records [60, 161].

When utilizing cloud computing architecture for intrusion detection, most cloud-based intrusion
detection techniques are designed consisting of multiple components as data parser, data processing,
data mapper and reducer. The data parser extracts essential information from the input data by
eliminating unnecessary data. It mainly focuses on getting rid of useless (or redundant) features (i.e.
variables) as well as identifying unknown but significant features from “Big Dimensionality” data [162].
The parsed information is then processed to determine important features, which are formatted as
metadata file and distributed to HDFS nodes. Then, cloud job dispatcher launches the data mapper
to assign jobs to each computing node. After completion of the mapping process, the data reducer
is performed to reduce redundancy information by merging them. The MapReduce model can be
adapted to run each component. For instance, the model is often used to extract features since it
requires a longer processing time [163]. Most supervised MLAs requires separate training and testing
datasets. With the training dataset, a learning model is generated. Then, the learning model is applied
to validate and test with the testing dataset to show the effectiveness of the generated model. To
run the supervised learning algorithms in the cloud, researchers proposed an idea of conducting the
model generation as a sequential, but parallel processing on testing and training the data for detecting
intrusions [164, 165].

As we discussed above, ML algorithms are generally not the sole component of a functioning
intrusion detection, often working in tandem with other algorithms. Below we outline some of the
most salient examples of MLA implementation in cloud-based intrusion detection techniques in

recent research, and how they fit in to their respective systems.

e Muthurajkumar et al. [148] introduced an intrusion detection model that used a combination of
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fuzzy SVM and feature selection algorithms to produce high detection rates and minimal false

positives.

* Vieira et al. [166] proposed a Grid and Cloud Computing Intrusion Detection System (GCCIDS)
that combats attacks by using both signature-based and anomaly-based techniques to detect
intrusions. In order to train the system, the authors employed neural network classification algo-
rithms, and the resulting system boasted low processing overhead and satisfactory performance

for real-time implementation.

» Singh et al. [167] implemented rForest for peer-to-peer botnet detection that proved adept at
classifying malicious traffic on a cluster, with low false positive rates and considerable precision

and recall.

7 DISCUSSION & CONCLUSION

Understanding network traffic is important for securing our computing infrastructures. However, it
is difficult to differentiate abnormal network behaviors from normal network traffic. This research
presents a multi-level network abnormality detection method by utilizing reliable rules to detect
abnormal behavior, generating a predictive model to detect the exact attacks (i.e. DoS, R2L, and Probe)
using the DWT-based features, and displaying them into a visual analytics tool to provide further
detailed understanding and analysis for users. Although DWT was often used by researchers to detect
network abnormal behaviors, it was simply used to determine a threshold or to reconstruct data by
removing noise. Unlike other studies, this project emphasizes the importance of using DWT to extract
significant features for detecting network abnormal behaviors.

We introduced a rule-based approach to detect network abnormality. The most critical advantage
of adapting rule-based method is that transparent rules can provide reasons (i.e. detailed explanations)
behind the predictions. Thus, we generated rules with CART with only four variables (i.e. duration,
protocol type, service, and flag) to detect four attack categories. The rules were statistically significant
to detect intrusions. While the generated rules clearly differentiated normal and abnormal behaviors,
there was a limitation of providing a detailed information about the detected abnormal behaviors since
each variable includes numerous attribute values. For instance, the rule (protocol # HT T P) does not
provide useful information because there are about 70 attribute values indicating different network
protocols. To avoid this ambiguity, the nominal variables are converted dummy variables to generate
more accurate rules. So, the result can provide appropriate meaning about the detected network
abnormal behaviors. Each generated rule (see Table 6) presents a simple and specific information.
Based on the performance measure of each rule, only highly accurate rules were used for intrusion
detection analysis. However, it is important to note that even the rules with less accuracy may provide

a valuable information for detecting intrusions. For instance, the rule - if (SF=YES’ & ICMP='NO’ &
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private=YES’) then Abnormal - has 72.16% of accuracy. Although the accuracy does not represent a
high performance, we found that the rule is fitted to the majority of the data (306 / 424).

Also, we proposed a predictive model to identify exact attack types of abnormal network traffic.
Instead of using the raw feature for the predictive model, Higuchi fractal dimension and statistical
measures are applied to extract significant features in identifying four attack categories (i.e. DoS,
Probe, U2R, R2L). Prior to applying them directly to design the predictive model, all extracted features
were analyzed to determine their statistical significance. Also, we found that the performance accuracy
of detecting network anomaly was high when using the extracted features. In this study, we considered
performing a comparison between the SVN-based predictive model and a broadly used NN-based
predictive model. From this comparison, we identified that SVN-based predictive model shows a
better performance than the NN-based model. Although the overall accuracy of the proposed model
was 77.1%, true positive of DoS and Probe attacks showed over 90% of accuracy.

Among the extracted DWT features, 53.47% features are shown to be statistically significant
(p <0.05). Even though R2L attacks have less amount of data compared to other attacks, we identified
that the true positive for the R2L with the raw feature is 59.8 % and 75% for the DWT features. One of the
major concerns in many previous studies for detecting intrusions is how to reduce high false positive
(FP) results. In our study, the FP rate for the raw and the DWT features were 7.9% and 2.3%, respectively.
The DWT features can provide a better performance if we have a larger amount of R2L data. It is also
important to note that, unlike other previous methods utilizing wavelet transform techniques, our
approach includes a method of performing a mathematical calculation and a statistical validation to
extract hidden underlying patterns from the input data.

In this project, we also utilized a visual analytics tool to interpret the results, discover new knowl-
edge, and find reasons efficiently. As shown in Figure 4, there was no clear separation of the raw
features among DOS, Probe, and R2L. However, when using the DWT features, we identified a clear
separation among the attack categories. Most importantly, the “R2L" attack was not identifiable with
the raw features. When analyzing the DWT features further, we identified that there was a similarity
between Probe and R2L. The dimension contribution analysis was performed with iPCA to identify
specific features that make them difficult to separate. The dimension analysis with iPCA is quite
challenging because the user needs to maintain an awareness of this change by the contribution since
the projection of data will be modified. With carefully adjusting dimension contributions to each
feature, we identified a clear separation (see Figure 5). More specifically, we identified five features
as strong dimension contributors that make the Probe and R2L attacks appeared nearby in the PCA
projection.

In this project, we introduced a new approach to analyze network traffic data for intrusion de-
tections. Although various approaches have been proposed by incorporating machine learning
algorithms, most methods still suffer from detecting unknown attacks. To address the limitation,
we proposed a hybrid approach that integrates computational analysis and visual analytics. The

computational analysis is used to extract significant features from the data. For visual analytics, an
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interactive visualization tool is designed to display the analyzed network traffic features and provide
user interaction techniques to support an interactive visual analysis on the visually represented data
items. To determine best suitable parameters for applying DWT on the network traffic data, an empiri-
cal study was conducted. To show the effectiveness of our approach, the hierarchical cluster method
was applied to identify clusters. Although the results indicate that our approach has a strength, it
is still important to conduct a formal evaluation study to determine the effectiveness of all possible
input and output parameters for DWT and PCA.

Besides the obvious concerns about the ever-growing volume of network traffic data and common
trade-off considerations (e.g. overhead vs. speed), there are several major research challenges of
utilizing machine learning algorithms in cloud-based network intrusion analysis. There are three
salient challenges facing widespread machine learning algorithms implementation in cloud-based
network intrusion detection techniques [64]. First, machine learning algorithms trained on a partic-
ular dataset may not be suitable for other datasets, and that classification may not be robust over
different datasets or domains. Although this remains a critical concern, some researchers have offered
preliminary solutions to this problem. Second, machine learning algorithms, in general, are trained
using a given number of class types, and hence large varieties of class types found in a dynamically
growing dataset could lead to inaccurate classification results. Lastly, machine learning algorithms are
developed based on a single learning task, and thus they are not suitable for multiple learning tasks
and knowledge transfers required for effective intrusion detection and prevention.

Although Singh et al. [167] provided a concrete example of these latter concerns in our literature,
detailing newer botnet architectures that allow for more efficient, less detectable communication
inspired by ant-colony foraging behavior, it is important to note that current machine learning
techniques cannot uncover or flag these types of instantaneous or stealthy behaviors. Also, we should
consider and assume that as newer threats develop, machine learning algorithms will have difficulty
remaining one step ahead, without the opportunity to train for newer class types or multiple learning
tasks necessary to keep attackers at bay [67].

Even effective classification training cannot provide timely or accurate results for network intru-
sion. Vieira et al. [166] found that 10 days of usage simulation for Artificial Neural Network training
on their intrusion detection techniques fell considerably short, resulting in a high number of false
negatives and high uncertainty. The longer a machine learning algorithm takes to complete its learning
phase, the slower it will be to adapt to new threats. Moreover, the lack of incremental clustering ability
is considered as a possible research challenge [160]. Therefore, feature extraction or reduction algo-
rithms often have to be performed, which could provide considerable overhead and slower response
to newer, more sophisticated attacks [94].

Thus, the two-pronged challenge of swifter results and more efficient, nimble training looms large
shortly, as intrusion detection techniques work to become more nimble and responsive. In truth, we
will likely never see a perfect cloud-based, machine learning algorithm-integrated intrusion detection

approach, but some of these deficiencies can be improved with general advancement of the field,
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dedicated refinement of algorithms, and some creative problem solving along the way.

8 FUTURE WORKS

For future works, we plan to design a web-based visualization system to analyze network intrusion
behaviors. Also, a comparative study with known intrusion detection models will be conducted to

determine the benefits and limitations of the system.
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