412TW-PA-18249

POWER-LINE COMMUNICATION:
NON-INTRUSIVE INSTRUMENTATION
NETWORKING

JUSTIN DENNING

AIR FORCE TEST CENTER
EDWARDS AFB, CA

9 MAY 2018

S 4N F A

Approved for public release; distribution is unlimited.
412TW-PA-18249

412TH TEST WING
EDWARDS AIR FORCE BASE, CALIFORNIA
AIR FORCE MATERIEL COMMAND
UNITED STATES AIR FORCE

Tty TES(“ \\I“

>,
)

e
48



F A d
REPORT DOCUMENTATION PAGE OME No. 6704-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the
data needed, and completing and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing
this burden to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-
4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently
valid OMB control number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YYYY) 2. REPORT TYPE 3. DATES COVERED (From - To)

09-05-2018 Briefing slides. 15-17 May 2018
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER
Power-Line Communication: Non-Intrusive Instrumentation 5b. GRANT NUMBER
Networking

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

Justin Denning 5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION REPORT
NUMBER

812th AITS 412TW-PA-18249
300 E Yeager Blvd
Edwards AFB, CA 93561

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’S ACRONYM(S)

412th Test Wing N/A

195 E Popson Ave

Edwards AFB CA 93524 11. SPONSOR/MONITOR’S REPORT
NUMBER(S)

12. DISTRIBUTION / AVAILABILITY STATEMENT
Approved for public release A: distribution is unlimited.

13. SUPPLEMENTARY NOTES
ITEA in Las Vegas Nevada.

14. ABSTRACT

We are in the process of designing a data over power-lines solution with the hopes of providing Ethernet
connectivity over existing aircraft power lines or any spare wires already installed. Our plan is to build a matched pair of
boxes that will act as bridges to connect two spatially separate Ethernet nets to each other over production aircraft wiring.
These bridges will give us an easy way to connect remote smart transducers, DAUs or recorders located in hard to reach
places, like wings or engines, with minimal to no wire runs. Tying into production power, and using the PLC connection for
programming, control and data transfers as well as downstream system power on/off control will shorten the modification
installation time, which will reduce aircraft down time and modification cost.

15. SUBJECT TERMS
PLC, Powerline Communication, Communication over powerlines, data over powerlines

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 18. NUMBER | 19a. NAME OF RESPONSIBLE PERSON
Unclassified ABSTRACT OF PAGES 412 TENG/EN (Tech Pubs)
a. REPORT b. ABSTRACT c. THIS PAGE None 19b. TELEPHONE NUMBER (include area code)
Unclassified Unclassified Unclassified 10 661-277-8615

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std. 739.18




Power-Line Communication

Non-Intrusive Instrumentation Networking

Justin Denning
8121 AITS
Edwards Air Force Base



@5 Powerline Communication
Problem

Pilot Control Panel Primary S| Data Recorder

Remote DAUSs or Transducers
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Space is limited!



'5 j Powerline Communication
”wr Goals

Multiple GigE

o Multiple GigE
Connections Existing aircraft _
powerlines (AC or DC) Connections
carrying Power and
PLC LRU Ethernet traffic PLC LRU

“Master TR or Generator Switched Output
Power” control Power based on
Input “Master Power” input

Expected System Diagram

» Design and build an evaluation PCB
= Multiport GigE Ethernet switches
= Remote controlled Master Power relay
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Powerline Communication

Concept

PLC provides a communication channel over the
existing wires previously used only for power

Bel PLC Module

= Powerline Communication (PLC) evaluation
» Bel Power Solutions 0804-5000A50 PLC modem

» [IEEE1901 HomePlug AV standard with advertised data rates up to
500Mbps

= \WWorks over DC, AC or dead wires
» GigE PHY connection
= 128-bit AES link encryption
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”wr Concept
| PLCLRU PLCLRU |
ORF inpptit TR or Generator wfﬁmﬁg “Stay ON!",

output is ON

Master Power System
» When power is switched ON, periodic UDP broadcast messages “Stay ON!”

» PLC module and downstream systems are powered from the communication
channel power.

» When power is switched OFF, UDP broadcast message “TURN OFF!”
= When the “Stay ON!” commands stop for X seconds, power is removed.

» In OFF state, the PLC module remains in standby waiting for “Stay ON!”
commands.



Powerline Communication

°Qr Initial Lab Test Data

Test Configuration Square wave, DC Powered DC Loaded
30Vp-p @ 1MHz

6ft Twisted Pair (Ideal baseline) 2-3MB/s, 0.1% 9-10MB/s, 8.3% error pkts, 8-9MB/s, 8.3% error pkts,
error pkts

Poor Quality (2 different wire OMB/s, (No data 7.8-8.2MB/s, 9.5% error 7.4-8.6MB/s, 9.2% error

routes, 70ft) connection) pkts pkts

100ft Twisted Pair 512-750KB/s, 0% 9.3-10.6MB/s, 8.5% error 9-10MB/s, 8.6% error pkts
error rate pkts

» Test method
= Connected two Bel PLC modules with various configurations
» Linked two PCs with MS Windows file sharing
= Copied large (1.6GB) file over the link while monitoring those transfers with WireShark
» Transfer rate was obtained from Windows transfer dialog, and the error rate from WireShark filtering.
= Error packets include duplicate, retransmission and out-of-order packets

» Test conditions

= Square Wave — Two wires with a 30Vp-p square wave

= DC Powered — Two wires with 28VDC added (minimal current flow)

» DC Loaded — Two wires with 28VDC at one end, 5Q load at the other
» All configurations and conditions yielded a 2-3mS ping time



3 j Powerline Communication
”wr What's Next

» More Testing

» |nvestigate the errored packets and whether they would have resulted
in data loss had we been using UDP.

» Test communications over AC power wires (115VAC @ 400Hz, aircraft
power)

» Test link reliability and re-acquisition times
» |Interference to existing systems CREATED by adding PLC
» Determine Use Case

» Determine if the capabilities these modules provide are worth
proceeding to on-aircraft testing

= Backbone connection, connection to remote nodes, or connection to
smart sensor(s).
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