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2. Optimized Design of Geo-Temporal Query Based User Authentication 

Scheme for Smartphones  

 

INTRODUCTION 
Mobile devices such as smart phones have been widely used for processing monetary transactions and 

accessing sensitive data. The mobile device should be protected by an authentication mechanism to prevent an 

unfriendly user who possesses the device even for a short time from stealing valuable sensitive data. A number of 

authentication techniques have been proposed and developed for mobile devices. Some of the most commonly used 

techniques include conventional password based scheme, keystroke dynamics based technique, pattern-based 

scheme, physiological biometric based techniques, etc.  

As more users are utilizing mobile devices for carrying out various tasks including monetary transactions, it 

is becoming more and more critical to protect them against malicious accesses. A lot of user authentication 

techniques have been proposed and developed for this purpose including physiological or behavioral biometric 

techniques, pattern-based scheme, conventional password based scheme, etc. 

However, most of the previously developed user authentication schemes suffer from various limitations 

including the low resistance against some attack types such as shoulder surfing attacks, low memorability of the 

required information to be used for authentication such as passwords or phrases, high false negative and/or false 

positive rates, requirements for cumbersome training steps needed for some biometric-based schemes, or 

dependence on special hardware units such as fingerprint readers. 

We proposed a new authentication idea utilizing a series of binary geo-temporal queries based upon user’s 

episodic memory [16]. With the advancement of the smartphone technology it became very feasible to acquire and 

maintain some aspects of the user’s episodic memory such as locations and times where and when the user has been. 

This type of personal episodic memory information may be stored along with their temporal information, and a 

series of geo-temporal queries may be created and asked to a user. Even though various types of geo-temporal 

queries may be generated we chose to focus on utilizing binary geo-temporal queries for its simplicity and 

applicability. A user is given a series of binary queries and he/she needs to choose true or false on each query. 

Our geo-temporal query based scheme has the following characteristics [16]: 

 Usability: users can easily answer a number of true/false queries for authentication purpose.  

 Attack resistance: it can protect against various attack types including the shoulder surfing attack. 

 Quantification and Regulation of security risks: it should allow us to (probabilistically) quantify the security 

risks such as the authenticity probability given user’s response, expected false positive and false negative rates, 

etc.  

 Implementation feasibility: our technique should be implementable on most mobile platforms without any 

special HW requirements. 

However, personal-history based techniques have an inevitable drawback of privacy disclosure problem. For 

instance, in geo-temporal query technique queries include location and temporal information, and an adversary may 

obtain correct history information once the true queries – whose answers are true – are identified out of the false 

queries – whose answers are false – among the queries observed during an attempted authentication process. To 

minimize the privacy disclosure level we propose two pre-termination techniques for the query process, success pre-

termination and failure pre-termination.  

However, we need to formulate its design process in such a way that various security and privacy 

requirements may be specified and several parameters may be determined. In this report, this design process is 

formulated as an optimization problem and the solution approach is derived on how the optimization problem may 

be solved at system design time. By using our formulation and algorithm, design time decision may be made on such 

parameters such as number of maximum queries to be given out, the minimum number of hits needed for a 

successful authentication, the maximum number of misses that will automatically fail the authentication, the true (or 

false) query generation probability, etc. On Android 4.3, we built a prototype App, which provides user 

authentication to unlock a Samsung Galaxy S4 smartphone with low power consumption. 
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Threat Model and Assumptions 
We consider someone as an attacker who has physical access to a smart phone at least for a limited time. Even 

though an attacker has physical access to a phone, he/she may get access to the resources in the smart phone only 

after successful authentication. An attacker is assumed to have knowledge on various system parameter values. We 

assume the mobile devices are equipped with GPS to record the location information.  Most smart phones have GPS 

included. GPS typically cannot function indoors; however, we won’t require such fine-grained geo-location 

information. 

Geo-Temporal Authentication Framework 

Overview  
Figure 1 shows the geo-temporal authentication process.   User’s location history information is obtained by using 

the GPS component. The location coordinates are periodically sampled and stored along with the sampling time 

information. Once the coordinate values are obtained from the GPS, the coordinates and sampling time will be 

stored into the Location History Base. When a user attempts to unlock the smart phone, the Query Generator and 

Processor component will make use of the Location History Base to create a series of geo-temporal queries to be 

answered by the user. Given a geo-temporal query, if the user’s answer is correct, then it is said that a hit occurred. 

Otherwise, it is said that a miss occurred. Multiple queries may be challenged to allow for some operation mistakes 

or vague memory. 

GPS

 

Geo-Temporal 

Data Engine 

Smartphone

 

 

User  
Query 

Generator 

and Processor

Authenticate 

Hits  

Misses

Reject 

WiFi BlueTooth

 

Figure 1. Geo-Temporal Authentication Framework 

Geo-Temporal Data Engine 
For our scheme to work we need to create and regularly update a geo-temporal database containing the location 

history information sampled with time information. The necessary entries in each record are sampling time, 

longitude, latitude, address (obtained by using the Reverse Geocoding), and duration of stay. 

There are tradeoffs between GPS (or other sensors) sampling period and energy consumption. Using smaller 

sampling period will produce more accurate traces of user locations, while consuming more energy. Less accuracy 

may be achieved with bigger sampling period, but less power will be spent.  

Authentication Query Generator and Processor 
In this work, we focus on using the binary geo-temporal query, whose answer should be either true or false, and 

which contains both the location and temporal information in the query itself.  

Scaled Geo-Temporal Granularities 
There is a correlation between human memorability and location granularity. The finer the location granularity is, 

the more difficult to remember. If a user is given an address containing street number and name, he/she would have 

a more difficult time in remembering compared to the case when he/she is challenged only with city name. For 

example, it would be more difficult to answer “Did you visit 1234 Main Street, New York, NY last May?” than to 

answer “Did you visit New York, NY last May?” 

Also, the finer the temporal granularity is, the more difficult to recall. For example, consider the following two 

queries: “Did you visit New York, NY, last May?” and “Did you visit New York, NY, between May 12 and 14?” In 

this case, the latter query would be more difficult to answer. 

The relationship between location and temporal granularities may be represented by different regions in the scaled 

X-Y graph as is shown in Figure 2. Out of the possible regions in the graph, we will focus on those along the 
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correlation line. These regions will have the similar level of location and temporal granularities. “Did you visit 

Canada in 2009?” is an example query in region 5, and “Did you visit Quebec, Canada, in May 2009?” in region 4. 

As is noted in the figure, more privacy will be disclosed by the low-numbered regions. But, more accurate 

authentication may be provided. 

 

Figure 2: Scaled Geo-Temporal Granularities. Correlation 

line is used in creating the queries. Depending upon the 

temporal remoteness of the location sample used in the query, 

one of the regions in the Correlation Line is chosen in 

generating the query (Table 1).  

However, human memory tends to fade away as time goes by. They can remember recent events more accurately 

compared to the ones in remote past. For example, the places visited yesterday may be remembered more clearly 

along with temporal information than the ones visited a month ago. This implies that we may utilize the queries in 

the low-numbered regions only from the recent location history, and from the remote location history those in the 

high-numbered regions may be used in the authentication process. In Figure 2 the low-numbered regions are 

characterized with short memorability spans and the high-numbered ones with long memorability spans. The 

temporal remoteness of the location samples needs to be considered in generating the queries as well as the location 

and temporal granularities. 

When queries are generated in our approach, the temporal and location granularities of queries will be adjusted to 

reflect this correlation with the remoteness of the location history. We name this technique as Scaled Geo-Temporal 

Granularities. The following shows the example types of queries that are generated according to this principle: 

 Did you visit 1234 35-th Street, New York, NY at 3:15pm today? (Region 1 in Figure 2) 

 Did you visit 35-th Street, New York, NY the day before yesterday? (Region 2 in Figure 2) 

 Did you visit New York, NY 3 weeks ago? (Region 3 in Fgiure 2) 

 Did you visit NY state 3 last May? (Region 4 in Figure 2) 

 Did you visit Canada in 2010? (Region 5 in Figure 2) 

False Query Generator 
False queries need to be obtained and presented to a user along with the true queries. Simple approach may be to 

generate totally random location and time. However, the locations used in the false queries may not be too far from 

the locations that have been visited by a user. For example, if an adversary acquired a phone in New York City and 

asked whether the user was in California that morning, it would be easy to guess the answer. For this reason we 

adopted to base the false query generation process upon the information stored in the Location Base, and introduce 

some randomness to create false queries. The basic idea is to choose a location sample from the Location Base as is 

done in generating the true query, and add/subtract random numbers to/from the coordinates and sampling time of 

the chosen sample.  

Authentication Scheme 
Multiple queries may be challenged to allow for some operation mistakes or vague memory. There is a constraint on 

the number of queries that can be given to a user. We will denote the maximum number of queries that can be given 

as M. A series of geo-temporal queries will be given until one of the following conditions met: 
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 Authentication success: enough number of hits made after M queries are given. 

 Authentication failure: enough number of hits not made even after M queries are given. 

We propose two pre-termination techniques to reduce the number of disclosed true queries: success pre-termination 

and failure pre-termination. First, if the number of hits reaches a pre-determined threshold H, then the query 

process terminates early even before M queries are given out. Second, even before all of M queries are presented to a 

user, the query process may be terminated if there is no possibility that the constraints will be met even if the 

remaining queries are answered correct. Figure 2 shows the basic authentication algorithm. It is assumed that H > 

M-H, which must be true for the most of the practical parameter values. This means H > M/2. 

for k=1 to M do 

Ask k-th query to the user. 

if correct answer 

        NumCorrectAnswers++ 

        If NumCorrectAnswers >= H 

 Success pre-termination;  

else 
       NumIncorectAnswers++ 

       If NumIncorrectAnswers > M-H 

 Failure pre-termination; 

end do 

 

Figure 2. Basic Authentication Algorithm 

Suppose that k queries have been presented to a user, and let h denote the number of queries answered correct (hits) 

by the user. The number of remaining queries is M-k, and the maximum number of hits that may result out of M 

queries (k already answered and M-k to be answered) is h+(M-k) under the assumption that all of the M-k remaining 

queries are answered correctly. If h+(M-k) < H, then there is no hope that H queries will be answered correct even 

after the remaining queries are given and answered. This corresponds to the failure pre-termination case. 

Table 3. Terms Definition 

M Maximum number of queries to the user. 

H The number of correct answers (hit) a user needs to 

provide before he/she can be authenticated. 

Mmax An upper bound on M, i.e., M≤Mmax. This is a design 

time parameter.. 

Ptrue Probability that a query would be a true query. 

Pfalse Probability that a query would be a false query. 

Pauth Target threshold probability for a user being an 

authentic user 

PFP Target threshold probability for false positive (valid 

user is not authenticated).  

PFN Target threshold probability for false negative (invalid 

user is authenticated).  

A Event that a user is an authentic user. 

C event that a user answers correctly. 

Nk Random variable denoting the number of hits made 

out of k queries by the user 

pf Probability that an authentic user makes a mistake in 

answering a query. 
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Security Constraints 

We will design the authentication scheme in which a guarantee may be given in term of the following security 

constraints: 

 Pauth : When an authentication is granted, a probability that a user is authentic should be greater than or 

equal to this value.  

 PFP: The probability that a valid user is not authenticated should be less than or equal to this. 

 PFN: The probability that an invalid user is authenticated should be less than or equal to this. 

Given these parameter values along with Mmax, we need to determine the values of M, H, Ptrue, and Pfalse, that will be 

used in the actual query generation and challenge process.  

Thus, we obtain the following optimization problem. 

Optimization Problem 1: Find out values of M, H, Ptrue and Pfalse (1≤H≤M) satisfying the given PAuth, PFP, PFN and 

Mmax conditions.  

It is possible that there may be more than one candidate values for H. In this case the minimum value will be chosen 

as H. Here, we are supposed to find minimum values for M (and H) satisfying the security constraints. pf=P(C
c
|A) is 

the probability that an authentic user makes a mistake in answering a query. This probability may be experimentally 

obtained. This may vary according to different factors such as different persons (with different memory capability), 

different scales for Geo-Temporal Query Granularity settings. In this work, we start with some initial probability 

(e.g., 0.1), and dynamically adjust this value based upon the user’s responses whenever a user authentication 

succeeds. We use Exponentially Weighted Moving Average algorithm to update this probability. 

P(A) is the probability that a user is authentic. It is known that 18.13% of cell phones are lost or stolen each year. So, 

we set this to be P(A)=1-0.1813=0.8187. This leads to P(A
c
)=0.1813.  

Suppose that M queries are presented to a user, and let h denote the number of queries actually answered correct by 

the user. Then, 0≤h≤M holds. The following probabilities may be obtained. 

𝑃(𝐴 | 𝑁𝑀 ≥ ℎ) =  
𝑃(𝑁𝑀≥ℎ |𝐴)∙𝑃(𝐴)

𝑃(𝑁𝑀≥ℎ |𝐴)∙𝑃(𝐴)+ 𝑃(𝑁𝑀≥ℎ |𝐴𝑐)∙𝑃(𝐴𝑐)
   (1) 

𝑃(𝑁𝑀 ≥ ℎ |𝐴) =  ∑ (𝑀
𝑖

)(1 − 𝑝𝑓)𝑖𝑝𝑓
𝑀−𝑖𝑀

𝑖=ℎ     (2) 

𝑃(𝑁𝑀 ≥ ℎ |𝐴𝑐) =  ∑ (𝑀
𝑖

)(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒
2)𝑖(−2𝑃𝑡𝑟𝑢𝑒

2 + 2𝑃𝑡𝑟𝑢𝑒)𝑀−𝑖𝑀
𝑖=ℎ         (3) 

The first probability is obtained by applying the Bayes Theorem. P(A|NM≥h) represents the probability that a user is 

an authentic user when the user provides h or more correct answers to M queries. Given P(A) and pf values, this is a 

function of M and h.  

We assume the true queries whose answer should be “true” are randomly generated with a probability Ptrue, and false 

queries with a probability of Pfalse = 1-Ptrue. These probabilities can be known to an adversary. Given a query, the 

probability that an adversary provides a correct answer is (Ptrue)
2
+(Pfalse)

2
=1-2Ptrue+2(Ptrue)

2
, and the probability for 

providing an incorrect answer is 1-(Ptrue)
2
-(Pfalse)

2
=2Ptrue-2(Ptrue)

2
.  

The number of queries to be asked to a user varies in [0, M]. PFP is the target threshold probability for false positives 

which occur when a valid user is not authenticated.  If this is 0.01, then it should be guaranteed that at most 1% of 

the cases a valid user is rejected (e.g., by user mistakes). PFN is the target threshold probability for false negative 

when an invalid user is authenticated.  If this is 0.005, then it should be guaranteed that at most 0.5% of the cases 

will result in authentication even though the user is not authentic. This may happen when an adversary launches a 

random guessing attack. Mmax is an upper bound on M, and it is given at a design time. This condition will be used as 

one of the constraints in the optimization process. 

For an authentication to be granted for the user with (M, h) values – i.e., NM≥h to be used as an authentication 

criteria, the following should hold.  

 P(NM≥h | A
c
) ≤ PFN    (4) 

 P(NM<h | A) = 1 - P(NM≥h | A)  ≤ PFP  (5) 

 P(A | NM≥h) ≥ PAuth     (6) 
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We may choose the minimum value of M for which at least one integer h (1≤h≤M) exists satisfying the above 

conditions. Then, we may denote them as M and H, respectively. Again, for more than one candidate values for H 

we select the minimum value.  

Privacy Metrics 
In the authentication scheme, a series of queries are presented to a user based upon the location history file; 

however, this may endanger user privacy by revealing locations frequently visited or other location-related 

information. To overcome this limitation, we reformulate our optimization problem as follows: 

Optimization Problem 2: Find out values of M, H, Ptrue and Pfalse (1≤H≤M) satisfying the given PAuth, PFP, PFN and 

Mmax conditions and minimizing the number of true queries exposed. It is possible that there may be more than one 

candidate values for H. In this case the minimum value will be chosen as H. 

Suppose that an adversary tries to obtain as much location history information from the smart phone as possible by 

launching a guess and check attack.  Also, let’s assume that k queries have been given to the adversary so far. Then 

there are three possibilities:  

 Successful pre-termination condition: k≥H, H correct answers and k-H incorrect answers. 

 Failure pre-termination condition: k≥M-H+1, and there were M-H+1 incorrect answers and k-M+H-1 correct 

answers. M-H represents a maximum number of queries that may be missed before a failure pre-termination 

occurs. 

 Query continuation condition: the other cases except for the above two conditions. 

We may divide the cases into the following three cases depending upon the values of k. 

 H ≤ k: Success pre-termination and failure pre-termination are mutually exclusive events. That is, if both 

conditions hold at the same time, then we have k-H=M-H+1, which yields to k=M+1. However, this is a 

contradiction. 

 M-H+1 ≤ k <H: Failure pre-termination condition and the query continuation are mutually exclusive events. 

Again, failure pre-termination occurs when there are M-H+1 incorrect answers and k-M+H-1 correct answers.  

 k ≤ M-H: Only query continuation is the possible state. 

Let xi (1≤i≤k) denote a random binary variable which has a value of 0 when a user answers wrong for the i-th query, 

and 1 when a user answers correctly.  And, let yk=x1+x2+…+xk denote a sum of x1 through xk, which represents the 

number of correctly answered queries out of k queries. Then, we may trace the values of yk over the index values 

from 1 through k for various cases including success pre-termination, success termination, failure termination as is 

shown in Figure4 Through Figure 9. In these figures, it is assumed that M=7 and H=5 

 

Figure 4: Success pre-termination at k=5 when the first 5 queries are answered correctly.  

In Figure 4 success pre-termination case is shown. In the graph, at each k index value there are two possible cases, 

either yk jumps up by one unit or stays the same as before. In this case the user answers correctly to the first 5 

queries without any misses, and the query process pre-terminates only after 5 queries are given. The process 

terminates when yk=5 is reached, which occurs for k=5 in this example. 
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Figure 5: Success termination at k=7  

Figure 5 shows a success termination case where all of the M queries are given out without pre-termination. In this 

scenario 5 queries are answered correctly, but with 2 misses in between. Because of the misses, the termination 

occurs at k=7 where yk=5 is reached.  

 

Figure 6: Failure pre-termination at k=5  

Figure 6 shows a failure pre-termination case where the query process is terminated after giving out 5 queries. 2 

queries were answered correctly and 3 queries were answered incorrectly, which yields to the condition where an 

authentication is impossible even if the user answers the remaining 2 queries. Note that the failure termination 

occurs when the trace line hits the Termination Line. 

 

Figure 7: Failure termination at k=7 when 4 queries are answered correctly and 3 queries are answered incorrectly.  

An example scenario for failure termination is given in Figure 7. The last query q7 must have been answered wrong. 

Otherwise, a failure pre-termination should have occurred at an earlier query response. 
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Figure 8: Possible values of trace line at k=5. 

Different points that a trace line may end at k=5 is shown in Figure 8. In this specific scenario there are 4 such 

points denoted as a, b, c, and d. The possible y5 values at a, b, c and d are 2, 3, 4 and 5 where y5=x1+x2+x3+x4+x5. 

Point a corresponds to a success pre-termination, and point d corresponds to a failure pre-termination. At points b 

and c the query process will continue without termination. It is again assumed that H=5 and M=7. 

 

Figure 9: Possible termination points. 

In Figure 9 all the possible termination points are shown for H=5 and M=7.  We may divide the entire area into 

three subareas, A, B, and C. Area A corresponds to the condition (k ≤ M-H), and no termination is possible. Area B 

corresponds to (M-H+1 ≤ k <H), and either continuation or failure pre-terminations are possible. Area C satisfies 

the condition (H ≤ k), and continuation, failure pre-termination, failure termination, success pre-termination or 

success termination is possible. 

We want to find the expected number of disclosed true queries as a privacy metrics. As is shown in Figure 9, the 

termination points in the (k, yk) graph may belong to three different regions denoted as A, B, and C. We need to find 

the probabilities of the query process terminating at these points.  

Probabilities in Area C (H ≤ k) 

When a k-th query is given and answered where H ≤ k, the possible range of yk values are [k-(M-H)-1, H]. For 

example, this corresponds to the point d in Figure 8. The minimum value k-M+H-1 corresponds to a failure pre-

termination and occurs when exactly M-H queries are answered wrong and k-1-M+H queries are answered correct to 

the queries, q1, q2, … and qk-1, and the last query qk is answered wrong. If more than M-H queries are answered 

wrong to the queries q1, q2, … and qk-1, then a failure pre-termination must have occurred before the k-th query was 

given. The probability of this failure pre-termination happening at k is given as: 

𝑃(𝑦𝑘 = 𝑘 − 𝑀 + 𝐻 − 1) = ( 𝑘−1
𝑀−𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑀−𝐻+1
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝑘−1−𝑀+𝐻

      (7) 

The probability of yk=k-(M-H) – e.g., point c in Figure 8 – may be obtained by considering the cases where M-H 

queries are answered wrong and k-M+H queries are answered correct to the k queries q1, q2, … and qk. This is given 

as  

𝑃(𝑦𝑘 = 𝑘 − 𝑀 + 𝐻) = ( 𝑘
𝑘−𝑀+𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑀−𝐻
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝑘−𝑀+𝐻

      (8) 

By applying the similar argument, the probability of yk=k-(M-H)+n, where 0 ≤ n ≤ M-k, may be obtained by 

considering the cases where M-H-n queries are answered wrong and k-M+H+n queries are answered correct to the k 

queries q1, q2, … and qk. This is given as  
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𝑃(𝑦𝑘 = 𝑘 − 𝑀 + 𝐻 + 𝑛) = ( 𝑘
𝑀−𝐻−𝑛

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑀−𝐻−𝑛
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝑘−𝑀+𝐻+𝑛

      (9) 

When n=M-k, a success pre-termination occurs for k<M and a success termination occurs for k=M. Hence, the 

probability of success termination when the k-th query is given and answered is  

𝑃(𝑦𝑘 = 𝐻) = (𝑘
𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑘−𝐻
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝐻
  (10) 

Probabilities in Area B (M-H+1 ≤ k <H) 

In this case only failure pre-terminations are possible. When a k-th query is given and answered, the possible range 

of yk values are [k-(M-H)-1, k]. The minimum value k-M+H-1 corresponds to a failure pre-termination and occurs 

when exactly M-H queries are answered wrong and k-1-M+H queries are answered correct to queries, q1, q2, … and 

qk-1, and the last query qk is answered wrong. If more than M-H queries are answered wrong to queries q1, q2, … and 

qk-1, then a failure pre-termination must have occurred before the k-th query was given. The probability of this 

happening is given as: 

𝑃(𝑦𝑘 = 𝑘 − 𝑀 + 𝐻 − 1) = ( 𝑘−1
𝑀−𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑀−𝐻+1
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝑘−1−𝑀+𝐻

      (11) 

Probabilities in Area A (k ≤ M-H) 

In this case there is no possibility of terminations. The query process will only continue in this area. 

Privacy Metric: Expected Number of True Queries Exposed 

We will use the expected number of true queries that may be exposed to an adversary when he/she attempts to be 

authenticated. It is assumed that an adversary has knowledge on Ptrue and Pfalse values and employs a random 

guessing strategy in answering the queries. That is, he/she will try to answer a query with “true” with the probability 

of Ptrue. Then, the expected number of true queries that are given to the adversary may be found as follows from (7), 

(10) and (11): 

𝐸 = ∑ 𝑃𝑡𝑟𝑢𝑒 ∙ 𝑘 ∙ 𝑃(𝑦𝑘 = 𝑘 − 𝑀 + 𝐻 − 1)

𝑀

𝑘=𝐻

+ ∑ 𝑃𝑡𝑟𝑢𝑒 ∙ 𝑘 ∙ 𝑃(𝑦𝑘 = 𝐻) + ∑ 𝑃𝑡𝑟𝑢𝑒 ∙ 𝑘 ∙ 𝑃(𝑦𝑘 = 𝑘 − 𝑀 + 𝐻 − 1)

𝐻−1

𝑘=𝑀−𝐻+1

𝑀

𝑘=𝐻

 

 

𝐸 = ∑ 𝑃𝑡𝑟𝑢𝑒 ∙ 𝑘 ∙ ( 𝑘−1
𝑀−𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑀−𝐻+1
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝑘−1−𝑀+𝐻𝑀

𝑘=𝐻 + ∑ 𝑃𝑡𝑟𝑢𝑒 ∙ 𝑘 ∙ (𝑘
𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑘−𝐻
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝐻

+𝑀
𝑘=𝐻

∑ 𝑃𝑡𝑟𝑢𝑒 ∙ 𝑘 ∙ ( 𝑘−1
𝑀−𝐻

)(−2𝑃𝑡𝑟𝑢𝑒
2 + 2𝑃𝑡𝑟𝑢𝑒)

𝑀−𝐻+1
(1 − 2𝑃𝑡𝑟𝑢𝑒 + 2𝑃𝑡𝑟𝑢𝑒

2)
𝑘−1−𝑀+𝐻𝐻−1

𝑘=𝑀−𝐻+1   (12) 

This E represents the expected number of true queries exposed to an adversary. This formula is used in our 

Optimization Problem 2 definition as a metric for privacy disclosure. 

Solution Approach for the Optimization Problem 
 

Our Optimization Problem 2 may be refined by incorporating the constraints on PFP, PFN and Pauth, and by having an 

optimization objective function E – given in (12) – to be minimized. One simple approach would be to exhaustively 

search for optimal solution by trying out different combinations of (Ptrue, M, H) values. Figure 10 shows this 

algorithm. Ptrue is a continuous variable and needs to be quantized with a gap of Δ. In our example Δ was chosen to 

be 0.001.  

read Pauth, PFP, PFN, pf 

 

for Ptrue=0 to 1.0  step Δ do 

  for M=1 to Mmax do 

      for H=M/2+1 to M do 

            check inequalities (4), (5), and (6) 

            if any of the inequalities doesn’t hold 

            then  

                continue 

            calculate E value using (12) 

            if E is a new minimum 

            then  

                record this as a new minimum along with (Ptrue, M, H) 

         end do 

   end do 

end do 
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output minimum E value along with corresponding (Ptrue, M, H) 

Figure 10: Solving the Optimization Problem by employing an iterative exhaustive search. 

Example Optimization 
Given the following parameter values, we applied an optimization algorithm to find (Ptrue, M, H) values satisfying 

the probability constraints and minimizing the expected number of exposed true queries to a potential adversary. The 

input parameters are Pauth= 0.9, PFP = 0.05, PFN = 0.05, pf = 0.05. 

The optimal (M,H) was found to be (11,9) when Ptrue=0.378 with an expected number of disclosed true queries 

equal to 2.391. Please note that, when Ptrue=0.5, the E value would be equal to 2.986. 

The graph in Figure 11 shows the points on (M,H) plane meeting the probability constraints and the z axis shows the 

expected number of true queries to be disclosed for each (M,H) combination. 

 

Figure 11: Expected number of disclosed true queries for different M and H for Ptrue=0.378. 

Implementation 
We constructed a prototype app on Android 4.3, and ran it for an hour to measure power consumption on Samsung 

Galaxy S4 smartphone. As was shown in previous research [15], invoking GPS unit and obtaining coordinates 

consumes a significant amount of power. Hence, we decided to invoke the GPS unit periodically with a fixed 

sampling period. Table 4 was obtained only by running the tracking component of the app, which will use most of 

the energy due to GPS samplings. 

Table 4. Power consumption with different sampling periods 

Sampling 

period 

Power consumption 

(Wh) 

Battery 

lifetime  

10 seconds 3.002×10
-1

 1.107 days 

1 minute 5.004×10
-2

 6.64 days 

5 minutes 1.001×10
-2

 33.2 days 

15 minutes 3.337×10
-3

 99.6 days 

   

Figure 12 shows an example screenshot with a geo-temporal query. User is supposed to choose either the “true” or 

“false” button. This process is repeated between m and M times depending upon the hit & miss patterns of the user 

responses. Note that only one query is given each time since the termination may occur at any time and we want to 

minimize the number of true queries exposed.  

Discussion & Future Works 
Through experimentations, we need to validate the correlations used in generating the geo-temporal queries between 

temporal remoteness of the sample, location granularity and temporal granularity. Or, more adequate correlation 

models may be found through such process. The key issue is how we design the memorability model and validate it. 

Also, we may need to elaborate and corroborate the parameter selection for the false query generation process. 
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Figure 12. Example screenshot with a geo-temporal query. 

 To increase the memorability, we may develop several schemes such as a pre-hinting technique to remind users of 

the locations he/she is visiting or recently visited as a preparation for future authentication queries. 

As was shown in our and previous works, GPS consumes significant energy and it would be vital to activate the unit 

only when necessary. To save energy for location sampling we may invoke the unit only when the user is in move 

by utilizing other sensors such as accelerometer sensor.  

Related Works 
Besides using a pre-agreed set of shared secrets, we can authenticate users by challenging them with questions 

dynamically generated from a wider base of personal resources, such as calendar [7], email [6], or twitter [8]. 

Nosseir et al. [7] propose to query the users based on their personal history and develop a prototype using automatic 

generation of questions from electronic Calendar information. Nishigaki and Koike [6] propose a user authentication 

using user’s email history to generate the questions. However, it has a serious problem on leaking privacy, since the 

impersonators are able to read the mail content when they are trying to log on as the legitimate user. Okamoto [8] 

proposes to use Twitter to collect simple, memorable question/answer pairs. It requires the uses to manually input 

the knowledge base, so it is not practical to be used on the smart phones.  

Biometric authentication has been well-studied too. Biometric authentication techniques use either physiological or 

behavioral features [3, 10]. Physiological biometrics utilizes static physical features of humans that are known to be 

unique for each individual. These may be based upon fingerprint [2], face patterns [11, 1], iris [4], or speech patterns 

[9], etc. Among these the most common technique is to use fingerprints to authenticate users. Built-in fingerprint 

readers have been integrated in iPhone 5S. 

Behavioral biometrics utilizes the fact that people have distinct stable patterns on a certain behavior, such as 

keystroke on a keyboard. Two of the most widely studied techniques for personal computers are keystroke-based 

[12] and mouse movement based [13]. However, due to the size limitations it is difficult to apply these techniques to 

smart phones. An approach was proposed to provide authentication by capturing the finger movement patterns and 

comparing them against the owner’s patterns [5]. Also, biometric technique based upon personal gait was proposed 

using accelerometer sensors [14]. The behavioral biometrics may provide usability and attack resistance, but most of 

them utilize complex algorithms for learning and matching the behavioral patterns and they are vulnerable to high 

rates of false positives and false negatives. Also, if a user’s biometric is stolen, it would be impossible to change it. 

Because of these reasons behavioral biometrics are generally used in conjunction with a password/PIN rather than 

used as a sole authentication mechanism.  

Conclusions 
We introduced and developed an authentication scheme utilizing a series of binary geo-temporal queries based upon 

the users’ location history information. Two pre-termination techniques were also proposed to minimize the privacy 

leakage level. We formulated a design time optimization problem with various security constraints and an objective 

function to minimize the privacy disclosure level. The iterative solution approach was presented to the optimization 

problem. A prototype Android app was developed and the implementation details and issues were presented along 

with future works. 

We believe that the proposed approach satisfies the design objectives mentioned in the beginning of this report: 

implementation feasibility, attack resistance, quantification and regulation of security risks, and usability. 
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3. Implementation of Geo-Temporal Query Based Authentication Tool on 

Smartphones 

 

Introduction to Android and Geounlock 

Geounlock is a geotemporal user access and security system based on an original design proposed in our 

previous paper on geo-temporal query-based authentication technique. The system runs on Android 

devices on version 4.0.3 and above (API level 15). It restricts access to smartphones based on a user’s 

location history. In today’s technological society, most people carry a smartphone, be it an iPhone or an 

Android phone. 52.1 percent of people with smartphones in the United States and 84 percent worldwide 

have Android running on their smartphones, which makes it the most popular smartphone operating 

system in the world. 

Android became so popular because of its free, open-source nature, and because it is based in Java, one of 

the most popular programming languages today. However, its largely open nature has also left it open to 

security issues. Android has many security problems ranging from malware (Android malware represents 

97 percent of malware for mobile operating systems today) to malicious access from unauthorized users. 

Geounlock is designed to protect against malicious access in a user-friendly way. 

Android security 
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Currently, there are six default methods of unlocking an Android device at the lockscreen. These methods 

serve as the “gatekeeper” to restrict access to a smart device and the sensitive data it may hold. Two, 

‘None’ and ‘Slide’ offer frictionless access to the device with no security. ‘Face Unlock’ involves using 

the device’s front-facing camera and Android’s in-built image recognition technology to recognize the 

face of the owner by comparing it to a stored image of the owner’s face taken during initial setup. Face 

Unlock is subject to false negatives, false positives, and can be fooled by a photograph or other still image 

of the user. ‘PIN’ allows a user to set a four-digit PIN, much like the ones used at bank ATMs to access 

checking accounts. There are 10,000 possible combinations of four digit PINs from 0000 to 9999, so it is 

not probable that one chosen will be unique. ‘Pattern’ is likely the most secure of the default unlock 

methods. Presented with a three by three grid of nine points, a user would create a pattern connecting at 

least four of the points, without visiting the same one twice. This results in 389,112 possible patterns, 

more likely to be unique. These, however, are susceptible to so-called ‘smudge attacks’, however, where a 

user’s fingerprints or smudges left on the screens can clue in a malicious user to a device owner’s set 

pattern. The final default method is ‘Password’, which is a typical alphanumeric password. Special 

characters can be use. The only password requirements placed on the user for unlocking their Android 

device is that the password be at least four characters long and have at least one letter, far below today’s 

normal password requirements. 

Introduction to Geounlock 

The default device unlock methods in Android are either 

insecure, easily fooled, or not user-friendly. Geounlock 

provides an unlock method which should be secure, 

unique, and user-friendly. Geounlock consists of four 

key components: location tracking, query generation, 

location database, and statistics gathering. These four 

components, when combined, provide a series of five 

true or false questions in the form of ‘Did you visit 

location on date at time?’ Of course the application 

begins with default question as seen in the screen shut on 

image 1 until the database populated for at least 7 days of 

data.  A series of five questions must be answered 

correctly to grant access to the device. If two or more are 

answered incorrectly, access will not be granted, and the 

device will be locked and go to sleep for a short period.  

 

Location tracking 

The first of the key components utilized by the app is 

location tracking. Geounlock uses Android’s fine device 

location positioning and a compatible device’s GPS 

receiver, cellular modem, or Wi-Fi radio to determine a 

device’s location accurate to within a few meters. The 

location data provided by the location service consists of 

a timestamp, a lattitude, and a longitude. The app takes 

this basic location data and uses a Google Play Services 

geocoding service to obtain possible addresses, city, state 

or province, postal code, and country for a set of given 

latitude and longitude. This is necessary, as latitude and longitude are generally long decimal values, 

which are unremarkable and unrecognizable by most people, whereas city and state pairs are generally 

easily remembered. This is necessary for the general usage model for the application, where users will be 

 
Image 1 – First time lunch of the 

app with default question.  
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required to remember general information about their travels in order to unlock their devices running 

Geounlock.  

The fine location provider within the app is configured to collect the device’s location every few seconds 

or whenever the device is detected to have moved from its previous location to a new location and is no 

longer moving. This is designed to both cut back on extraneous positions collected by the device, which 

might lead to situations where the app is presenting a question about a position during a user’s travels in 

route to a destination, rather than questions about a user’s actual destinations, which are more memorable. 

Database 

Location history is stored in the phone’s default storage environment, usually a microSD card or internal 

storage, in the form of a SQLite relational database. The database structure within Geounlock has evolved 

over time, but the current structure was devised to increase the overall efficiency of the app’s internal 

processes. Generally, the app has had two core databases, one consisting of time stamped latitude and 

longitude data, and the other consisting of corresponding address data reverse geocoded using the Google 

Maps API for Android. 

 

The previous location tracking scheme, where the device was polled for updated position every few 

seconds, resulted in tens of thousands of entries in the latitude/longitude database and high data usage as 

the reverse geocoding service had to match thousands of coordinate pairs to addresses and locations on 

the map. The current system, by contrast, records locations a single time in the database, and instead 

increments an integer field in a corresponding database entry each time you revisit that location, removing 

the need for many duplicate entries in the database. 

Query Generation 

The user is asked questions about their location history by the app’s query generation methods. The 

processes involved are both the most complex and most important in the Geounlock process flow, as they 

serve as the ‘gatekeeper’ to the device, allowing or denying access to the device after a series of questions 

about the location history. Five questions are randomly generated from data stored in the database. Each 

question has four key attributes: whether it is true or false, the latitude and longitude attached to the 

question, the address attached to the latitude and longitude, and the time and date attached to that 

particular visit.  

Geolocation Database 

0 1 2 

I

D 

L

atitude 

Lon

gitude 

 

Address Database 

0 1 2 3 4 5 6 7 8 

I

D 

St

reet 

Number 

S

treet 

Name 

C

ity 

State/Pr

ovince 

ZIP/

Postal 

Code 

C

ountry 

Tag/F

amiliar 

Name 

‘

Geo’ 

pointer 

 

Frequency Database 

0 1 2 3 

ID Timestam

p 

Pointer to 

Geolocation DB 

Pointer to 

Address DB 

 

Table 1 - Current Geounlock database structure 
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The query generator first randomly selects whether the question will be true or false. If it is to be true, the 

generator will simply select a pair of coordinates randomly from a database entry, and get the 

corresponding address, date, and time to create a question that will be actually based on real location data 

gathered by the device. If the question is to be false, the process is slightly more complex. In order to 

create a truly random question, it randomizes the coordinates, address, date, and time to be used in a 

question so that they are unrelated, but still form a realistic question. 

Queries generated by this process are displayed, along with a map showing the location in question, as the 

user’s lockscreen, when the phone is woken from sleep. The first question is displayed, and when 

answered, advances to the next. When five questions are answered correctly, the lockscreen portion of the 

app is terminated, and the user is granted access to the home screen. The location tracking service will 

continue to operate in the background for as long as the phone is powered on. Should any two questions 

be answered incorrectly, a message will be displayed informing the user that too many questions were 

answered incorrectly, and the device will be locked and returned to sleep. When the device is woken 

again, five new questions will be asked. 

Statistics Gathering 

The last key function of Geounlock is statistics gathering. 

The main purpose of developing the application was as a 

research experiment. To support this purpose, varieties of 

statistics are gathered, viewable in a ‘dashboard’. The 

dashboard also supports the changing of app-wide 

options and settings. The dashboard is accessible through 

an option in the lockscreen’s option menu as seen at 

image 2. When the lockscreen challenge results in a 

success, the user is taken to the dashboard. Various 

settings regarding the app’s operation are present for 

toggle. Additionally, a user is able to review his or her 

location history, including maps and coordinates, a 

‘street view’ panorama of the area, and is able to export 

data to a file for migration or reporting, and can import 

from a previous backup. 

Future Improvements 

Though the prototype of Geounlock built for the 

purposes of this project is feature complete, some 

changes may be made in the future to further improve its 

functionality. As part of one of these changes, the 

database system will be modified to allow for the 

gathering of additional statistics. In addition to the three 

current databases for coordinates, address, and frequency, 

a fourth database will be added. Each time a question is 

asked, the question, time it was asked, the data source, 

and the answer from the user will be stored to see the 

differences in answering and difficulty over time. These 

will be reported as part of the statistics gathering 

function. There is a small possibility where the query generation 

system may create false positives and false negatives, where a false 

generated query may happen to generate a query which contains 

coordinate, address, time, and date attributes that are, in actuality, 

linked to a legitimate visit in the database, but were coincidentally 

randomly selected to form a false query. Future changes to the query 

 
Image 2 – The lockscreen’s 

option menu.  

 
Image 3 – Dashboard 

menu.  
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generator will seek to minimize these instances by checking for a link between attributes when a false 

query is generated. In these instances, the linked attributes will be re-randomized.  

 

 

4. Designing a Two-Level Monitoring Method to Detect Network Abnormal 

Behaviors 
I. INTRODUCTION  

Since the Internet become an important part of our daily lives, it is important to secure our computing 
resources and infrastructures from any external cyber threats. Due to this importance, numerous 
researchers studied on understanding and detecting abnormal network behaviors. They proposed 
techniques to differentiate anomalous network patterns from heavy network traffic load situations. A 
traditionally known approach to network anomaly detection is based on utilizing attack signatures [1]. 
Although this signature-based technique produces a lower false alarms rate, it is not as effective as for 
detecting unknown anomalous network attacks because signature-based detection systems identify 
network anomalies by referencing built-in attack signatures. If signatures do not exist in the signature-
based detection systems, incoming network anomalies cannot be detected. Therefore, signatures need to 
be updated to the systems continuously to improve the chance of detecting new types of attacks.  

Feature-based detection technique is proposed to address the limitation that exists in the signature-
based detection systems. It identifies network anomalies by examining network traffic features. 
Commonly used network traffic features are IP addresses, source/ destination port numbers, and TCP 
flags. Known feature-based techniques detect anomalous network traffics by observing and comparing 
them to the features in normal traffic conditions. However, these techniques fall into drawbacks of 
identifying anomalous network traffic patterns correctly since the patterns include volatile information to 
hide their uniqueness. For instance, IP address is a unique number assigned to each computer on the 
network. This IP address information can be changed or hidden by hackers when penetrating network 
infrastructures. Although several techniques are proposed to identify different characteristics from 
network traffic patterns, this is still a known research challenge. A detailed explanation about known 
feature-based network anomaly detection techniques is included in Section 2 Literature Review.  

In this project, we propose a two-level network abnormality monitoring model to identify anomalous 
network behaviors. First, rules are generated to determine outcomes (normal/ abnormal). Then, a 
predictive model is designed to identify exact attack types. Specifically, a decision tree is used to 
generate reliable rules and machine learning (ML) is applied to build a predictive model with utilizing only 
statistically significant features. With this predictive model, we found that it is possible to identify exact 
abnormal attack types among denial-of-service (DoS), unauthorized access from a remote machine (R2L), 
unauthorized access to local administrative privileges (U2L), and surveillance and other probing (Probes).  

 

II. LITERATURE REVIEW  

As mentioned above, there are two globally known techniques in network anomaly detection as signature-based and 

feature-based detection techniques [2]. The signature-based technique is a common method used in Intrusion 

Detection System (IDS) that can identify attacks with referencing known signature patterns. Although signature-

based approach is good for identifying network anomaly matched to pre-defined signatures, it has a limitation of 

detecting unknown network anomalies. To avoid this limitation, the feature-based technique is used because it does 

not require any prior knowledge. Numerous studies have been performed to identify effective approaches for 

extracting anomalous network traffic features. Among them, statistical methods and machine learning techniques are 

broadly used to identify anomalous network traffic features. 
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In the past, researchers studied on increasing the rate of detecting network attacks. Cheng et al. [3] 
proposed an approach of identifying normal TCP flows by using spectral analysis techniques to protect 
legitimate TCP flow from Denial of Service (DoS) attacks. Wang et al. [4] proposed statistics-based 
approach to detect TCP SYN flood attacks, which uses a nonparametric cumulative sum (CUSUM) 
method. Utilization of statistical approaches is good for maintaining high accuracy with spending 
reasonably short detection times because it approximately calculates normal traffic patterns to perform a 
comparison with abnormal traffics. However, it has a difficulty of detecting anomalies caused by network 
system failures. To resolve this difficulty, Thottan and Ji [5] used a statistical data analysis method with a 
signal processing technique together to quantify network behaviors to understand network anomalies. 
They classified network anomalies into two categories as network performance anomalies (e.g. file server 
failures, paging across the network, broadcast storms) and security-related problems or attacks. They 
showed that their approach of integrating a signal processing technique is effective for detecting several 
network anomalies. However, there was no accurate statistical model that was utilized to detect different 
abnormal traffic patterns. Due to this limitation, researcher started applying various techniques including 
neural networks, machine learning techniques, data mining, and so forth.  

Artificial neural network has been applied broadly because it has a potential of identifying and 
classifying unknown network activities [6]. Lippmann and Cunningham [7] utilized neural networks to 
design a detection model by searching for attack-specific keywords in network traffic. Sarasamma et al. [8] 
used multilevel hierarchical Kohonen Net (K-Map) consisting of three layers to determine different types 
of attacks. To increase the speed of selecting features, input dataset is divided into three feature sets 
based on domain knowledge. After applying single-layer K-Map onto each feature set, significant subset 
features are determined and used to design next hierarchical K-Map. Hand and Cho [9] proposed an 
approach of employing an evolutionary neural network (ENN) to overcome the limitation of designing a 
precise topology (i.e. domain specific neural network model) for detecting network attacks. Support 
Vector Machine (SVM) is also used to classify abnormal network behaviors. Since SVM supports both 
supervised and unsupervised learning, Shon and Moon [10] applied hybrid approach of integrating the 
two learning methods with emphasizing the advantages of utilizing both SVM approaches. Similarly, Jain 
and Abouzakhar [11] designed an approach by utilizing both Hidden Markov Model (HMM) and Support 
Vector Machine (SVM).  

Although numerous network anomaly detection method were proposed, there is no unique solution that maintains 

higher detection rate and lower false positive and negative rates. Traditional approaches to network anomaly 

detection utilize information that is directly extracted from network packet header. However, to increase the 

accuracy of detecting network anomalies, integration with computational feature extraction techniques is 

emphasized [12]. Shon and Moon [10] used Genetic Algorithm (GA) to extract optimized information from raw 

internet packets. Jain and Abouzakhar [11] applied J48 decision tree algorithm to determine significant features for 

anomaly intrusion detection. Hofmann et al. [12] proposed an approach with the combination of evolutionary 

algorithm (EA) and radial basis-function networks (RBFN). The evolutionary algorithm is used to select an 

appropriate feature subset, optimize the number of hidden neurons, determine a number of training epochs, and 

choose a basis function type. Principal Component Analysis (PCA) and Singular Value Decomposition (SVD) are 

also broadly applied techniques for feature extraction [13]. Most proposed techniques utilize characteristics of 

network traffics to identify abnormalities precisely. But, performing the real-time network anomaly detection with 

maintaining higher accuracy is limited due to the complex nature of network traffics. In this project, we primarily 

focus on enhancing the way of detecting network anomalies by integrating both a rule extraction technique and a 

predictive model. 

III. METHODOLOGY  

Identifying abnormal behavior from network traffic is critical to maintaining a network environment secure. Abnor-

mal behaviors detection should be performed with satisfying performance and reliability. Specifically, detailed 

information about detected abnormal behaviors should be provided when notifying detected abnormal behaviors to 

protect computing infrastructures efficiently. With our proposed predictive model, identification of exact attack 

types is performed to address this need. Our approach begins with generating reliable rules for detecting network 

abnormality (normal/abnormal) with classification and regression trees (CART). Once its abnormality is detected, an 

over-lapping sliding window operation is applied to extract features. Although the extracted features might contain 

the characteristics of abnormal behaviors, it is important to utilize only significant features to increase the accuracy 
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of determining exact types of abnormal behaviors. In our study, we used Statistical Analysis System (SAS) to 

identify significant features, with which our proposed predictive model is designed. Figure 1 illustrates how the 

predictive model is designed. A detailed explanation about each step is included in the following subsections. 

 

 

 

Fig. 1. The entire process of the proposed predictive model consisting of two levels. 

 

A. Dataset  

In this study, we used a new version of KDD dataset, NSLKDD dataset, which is publicly available for researchers 

[14], [15]. Since the KDD Cup’99 intrusion detection dataset includes a lot of redundant records, this redundancy 

causes an inefficient learning process. For instance, the difference between unauthorized access from a remote 

machine (R2L) and unauthorized access to local administrative privileges (U2L) is not clear. Due to this reason, it is 

difficult to distinguish them precisely. To resolve this issue, repeated records are removed from the KDD Cup’99 

dataset [14]. We used total 125,973 records for training. For the testing, the rest of the data records (22,544 records) 

were used. The NSL-KDD dataset includes total 41 attributes (three nominal, six binary, and thirty-two numeric 

attributes) and four types of attacks (Denial of service (DoS), user to root (U2R), remote to user (R2L), and Probes). 

DOS attack indicates attempts to disabling network access to remote machines (or computing resources). R2L 

represents that a remote user gains access to local user accounts by sending packets to a computing machine over the 

network. U2R explains that an attacker accesses normal users’ accounts by exploring the system as a root-user. 

Probing represents that the network is scanned to gather information to find known vulnerabilities. 

 

TABLE I. DATA DISTRIBUTION OF THE NSL-KDD TRAINING AND TESTING DATASETS. 
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Table I shows the sampling distribution of the NSL-KDD training and testing datasets. As shown, the 
total number of attacks are not equally distributed in the training and testing datasets. For instance, 0.08% 
and 12.8% of R2L attacks are included in the training and testing datasets, respectively.  

B. Methods  

As mentioned above, our proposed network traffic detection is designed consisting of two levels. First, 
reliable rules are generated by using a decision tree method. Then, designing a predictive model is 
performed with utilizing the reliable rules.  

Level 1: abnormal detection In this level, detection of abnormal network traffic behaviors is executed. 

Specifically, normal and abnormal behaviors are 
determined. To perform this, rules are generated 
with classification and regression tree (CART) [16], 
which uses information theoretic concepts to create 
a decision tree that captures complex patterns in 
data. We used four features (duration, protocol type, 
service, and flag) to create a tree and to support a 

rapid decision. There are three attribute values in the protocol type, seventy attributes in the service, and 
eleven attribute values in the flag. The service feature denotes specific network services (e.g. HTTP, FTP, 
etc.) on the destination. The flag indicates network connection status representing how each connection 
is instantiated and terminated. Total 13 connection states can be identified from network traffic [17].  

CART builds a tree for predicting continuous dependent variables (regression) and categorical 
predictor variables (classification). It is broadly used due to its efficiency in dealing with multiple data 
types and missing values. CART expression forms explicit and transparent grammatical rules [18], [19].  
Also, it uses an exhaustive search of all variables and split values to find optimal splitting values for each 
node. This splitting stops at the pure node containing fewer examples. Advantages of using CART are a) 
it does not require any distributional assumptions for dependent and independent variables, b) it deals 
with multiple types of numerical and categorical variables as inputs and outputs, c) it is not affected by 
outliers, and d) it efficiently handles high dimensional data. Among the generated trees with CART, only 
the trees that give high training accuracy are selected. Rules are extracted from the selected trees and 
tested with the testing dataset. With these rules, abnormality of network traffic is determined.  

Level 2: attack type identification The abnormal monitoring depends on identifying network traffic patterns 
using transparent rules. In this level, we focus on identifying detailed information about abnormal 
behaviors by generating a predictive model. When generating a model, utilization of feature extraction 
from the input data is important because features may include informative knowledge representing hidden, 
but important patterns of the input data.  

We used both fractal domain and statistical measurements to extract features. A sliding window (=20 data points) 

with 67% of overlapping is applied to examine the variation of network traffic flow. Fractal dimension (FD), called a 

non-linear dynamical method, is based on fractal theory concept. This method is applied broadly in many areas 

including biology, image segmentation, audio signal analysis, and medicine [20], [21], [22]. FD is a useful method 

for detecting rapid variations from data [21]. It also presents a self-similarity measurement of data. The self-

similarity can be connected with “fractals” and the fractals within the network traffic display shape similarities in 

time scales. Since fractal features express the degree of self-similarity of the data, any unusual patterns can be 

detected. There are several algorithms to calculate the FD such as box-counting [23], Katz’s [24], and Higuchi [25]. 

 Normal   Abnormal   
- DoS  U2R  R2L  Probes  

Training  53.50%  37.20%  0.04%  0.08%  10.80%  

Testing  43.10%  33.10%  0.20%  12.80%  10.70%  
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In this study, Higuchi FD is used as a fractal feature extraction method because it requires less computational power, 

guarantees accurate estimation, supports memory efficiency than other methods. To the best of our knowledge, 

Higuchi FD has not been used to extract features for determining exact attack types. The Higuchi method first re-

generates original input data as a finite time series subset based on pre-defined window size (k=5). For the given the 

input data, new finite time-series is constructed as follows: 

 

 

 

where “[ ]” denotes the Gauss’ notation, the largest integer in the neighborhood of the number, and both k and m 
indicate internal and initial time, respectively. The length of the curve x

m
k is defined as  

 

 
N is the total length of the signal. <L(k) > defines the length of the curve for the time series k and < Lm(k) > denotes 

the average value over k. 

Statistical features including mean, median, and standard deviation are computed to find meaningful 
information to determine attack types. After collecting features, a machine learning algorithm, Support 
Vector Machine (SVM), is used to generate a predictive model. SVM [26], [27] is a supervised machine 
learning algorithm. It constructs an optimal hyperplane that separates a set of positive examples from a 
set of negative samples with maximum margin [28]. Due to its effectiveness, SVM is broadly used in 
pattern recognition, regression-based statistical learning theory, and structural risk minimization. In 
addition, it has an ability of handling large feature space. Therefore, we utilized SVM to design the predic-
tive model. Neural Network (NN) is also used to determine the effectiveness of our proposed (SVM-based) 
predictive model. Since the neural network is one of the 
broadly used techniques for network anomaly detection 
[29], a NN-based predictive model is designed and its 
performance is compared with the SVM-based predictive model.  

IV. EXPERIMENTAL RESULTS  

As described above, the training dataset consists of 125,973 network traffic records. There are 22,544 network 

traffics in the testing dataset. Figure 2 represents that one of the raw features (‘duration’) used in this study. It 

explains how the network traffic data is complex in considering of ‘normal’ and ‘abnormal’ activities in the training 

dataset. The duration indicates length (seconds) of network connection. It represents how long each network session 

was being established between source and destination. 
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Fig. 2. A raw feature (‘duration’) distribution comparison of the training dataset. 

 

Non-parametric t-test (Kolmogorov-Smirnov (KS) and Wilcoxon rank-sum test [30]) are performed to examine sta-

tistical distribution between the two datasets (training and testing). The hypothesis of the test is that the distribution 

of the two datasets is the same. Figure 3 presents the Kolmogorov-Smirnov test and the Wilcoxon rank-sum test 

results of the feature (‘duration’). Based on the test results, we can conclude that our hypothesis can not be rejected, 

indicating that the distribution of the two datasets is similar. 
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Fig. 3. Distribution test results of the feature (‘duration’) by (a) Kolmogorov-Smirnov test (dark and light gray indicate the training and 
testing datasets, respectively) and (b) Wilcoxon rank-sum test.  

 
4 represents how the raw feature (‘protocol type’) is distributed in the training and testing datasets. TCP 
and UDP are the most commonly used transport layer protocols in network communication. Since TCP 
provides a reliable connection, it is used by majority of Internet applications including WWW, FTP, and e-
mail. However, UDP is a connectionless communication method that allows the fastest and most simple 
way of transmitting data to the receiver. Due to this reason, UDP is widely used for online video 
communication or VoIP applications. Since TCP and UDP is commonly used in the Internet applications, 
attackers often use TCP-or UDP-based attack techniques. Attackers also use ICMP which is internet 
layer protocol. ICMP is a message control (or error-reporting) protocol that is used for controlling the 
Internet between a host server and a gateway. Therefore, ICMP is not directly used or apparent to 
application users. However, attackers use ICMP to attack networks by sending bad ICMP packets or 
overloading the targeted network’s bandwidth (often called ICMP Smurf or DDos Attack).  

As mentioned previously, CART is considered for rule extraction. All generated rules with the training dataset are 

tested with the testing dataset. As a result, overall testing accuracy was 80.73%. Only the rules with high accuracy 

and 
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Fig. 4. Distribution of network traffic records depending on the protocol types in the training and testing datasets. 

 

large number of examples are used to form a rule base. Some of the rules are listed in Table II.  

After determining the abnormality of network traffic, a predictive model is generated to identify specific attack types. 

As mentioned in Section III-A, the abnormal attacks (i.e. DoS, U2R, R2L, and Probes) are not equally distributed in 

the training and testing datasets. Although we know that U2R and R2L attacks are more harmful to networks [14], it 

is difficult to detect these attacks because a small fraction of such attacks exists in the datasets. Total thirty-seven 

input features are used to design the predictive model. After applying Higuchi FD and statistical measures to the 

input features, 148 features are extracted. To enhance the performance of detecting exact attack types by excluding 

less relevant information, statistical significance of the extracted features is measured with ANOVA. From this 

statistical significance testing, we can identify how well the features are statistically valuable for determining exact 

attack types. From the ANOVA test, we found that forty-nine features are statistically significant (p< 0.05). These 

significant features are used to generate a predictive model with SVM. 

 

Since the predictive model is designed with the training dataset, it is important to see how the proposed predictive 

model is efficient for detecting network anomalies from the testing dataset. To see the effectiveness of the model, we 

focused on understanding the difference between the training and testing datasets in consideration of the extracted 

features. Figure 5(a) and 5(b) show Higuchi fractal dimension feature of the network feature (srv rerror rate) and the 

statistical measurement feature (i.e. median) of the network feature pattern of the variable “srv rerror rate” between 

the training and testing datasets. The variable “srv rerror rate” indicates connections that have REJ errors ins 

services. Although there are differences among attacks, the extracted features maintain similar trends in the training 

and testing datasets. It addresses that detecting abnormal network traffics in the testing dataset can be performed 

precisely. Figure 5(b) represents mean and the standard error of the mean (SEM) of the feature (same srv rate). This 

feature denotes connections that have the same services on the network. This figure indicates that all attack types 

except Probes retain similar characteristics in the training and testing datasets. It explains us that our predictive 

model will maintain high accuracy when identifying abnormal behaviors in network traffic. In addition, we examine 

the input feature to see the difference between before and after applying Higuchi FD. For this, their mean are 

compared. 
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   (a) 

 

 

 

 

   (b) 

 

Fig. 5. Comparative results (mean ± SEM) of the features from (a) Higuchi fractal dimension and (b) statistical measurement. 

 

 

Figure 6 shows the result of the feature (srv rerror rate) for the DoS attack between the raw feature and its Higuchi 

feature in the training and testing datasets. It explains that since the Higuchi FD feature well maintains its 

characteristics compared to the raw feature, the predictive model designed with the extracted Higuchi FD features 

can successfully distinguish new incoming exact types of attacks. 
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Fig. 6. An example result about the mean of the feature (srv rerror rate) for the DoS attack, in consideration of the training and 
testing datasets. 

 

 

 

 

Our proposed SVM-based predictive model is compared with a NN-based predictive model. The 
comparison is performed with the testing dataset focusing on how effectively each model can detect exact 
attack types among DoS, U2R, R2L, and Probes. Table III shows the comparative result between SVM-
based and NN-based predictive models. From the comparison, we found that SVM-based predictive 
model was outperformed in terms of accuracy. Although the overall accuracy of SVM-based predictive 
model was 77.1%, we found that true positive of DoS attack and Probes were 99% and 100%, 
respectively. When generating the SVM-based predictive model with using raw features, we found that 
the accuracy was dropped to 69% with the area of ROC as 0.744. This explains that our proposed 
predictive model is able to maintain a higher chance of identifying exact attack types.  

V. DISCUSSION AND CONCLUSION  

Understanding network traffic is important for securing our computing infrastructures. However, it is 
difficult to differentiate normal network traffic from abnormal network behaviors. This project contributes to 
designing a two-level abnormal network traffic monitoring method. Since the most critical advantage of 
adapting rule-based method is that transparent rules can provide reasons behind the predictions, we 
generated rules with CART to differentiate normal and abnormal. We also proposed a predictive model to 
identify exact attack types of abnormal network traffic. Instead of using the raw feature for the predictive 
model, Higuchi fractal dimension and statistical measures are applied to extract significant features. Prior 
to applying them directly to design the predictive model, all extracted features were analyzed to determine 
their statistical significances. As explained in Section IV, we found that the performance accuracy of 
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detecting network anomaly was high when using the extracted features.  

For understanding the effectiveness of our proposed predictive model, it is important to perform a comparative study 

with other known techniques. In this study, we considered performing a comparison between our proposed SVN-

based predictive model and a broadly used NN-based predictive model. From this comparison, we identified that our 

proposed model shows a better performance than the NN-based model. Although the overall accuracy of the 

proposed model was 77.1%, true positive of DoS and Probes attacks showed over 90% of accuracy. Since U2R and 

R2L attacks have fewer numbers of records in the datasets, it is difficult to precisely detect U2R or R2L attacks. Due 

to this reason, the overall performance accuracy of detecting abnormal behaviors in network traffic was lower than 

expected. This accuracy can easily be increased if we add more network traffic data related to U2R and R2L attacks. 

For future works, we plan to find more significant features to detect network attacks with understanding details 

about the attacks. 
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5. FSM Watermarks Based on Ordering of Flip Flops 

 

ABSTRACT 

In this work, we propose a method for constructing and verifying a watermark of finite state machines based on ordering of flip 

flops. The underlying idea is to use the flip-flop arrangement information as part of the IP owner’s secret. We present simple 

watermark construction and verification algorithms. We demonstrate the feasibility of the proposed method for a class of FSMs 

which satisfies certain conditions.   

Categories and Subject Descriptors 

B.5.1 [Register-Transfer-Level Implementation]: Design---Styles; K.5.1 [Legal Aspects of Computing]: Hardware and 

Software Protection---Proprietary rights 

General Terms 

Security, Design, Algorithms 

Keywords 

FSM watermarking, flip-flop arrangement, cyclic property 

INTRODUCTION 
Watermarking is a technique that can be used to securely identify the ownership of the origin of design intellectual properties 

(IPs). A variety of techniques have been proposed for watermarking different steps of the design process 

[1][7][9][10][14][15][16][17][19][20]. There are two main classes of approaches. One approach is hardware metering [8], which 

allows design houses to have post-fabrication control on the produced ICs, and monitor their usage. Another popular approach to 

IP protection is hardware watermarking [12], in which certain identity information is inserted into behavioral specification or 

sequential structure of the design. Finite state machines (FSMs) are the backbone of a sequential system design. In this work, we 

focus on FSM hardware watermarking. 

The central idea of proposed method is based on a decomposition of FSMs. Consequently, this scheme is related to the classical 

problem of state assignment which had been studied extensively during the 1970s – 1980s. These studied had been conducted for 

designing and synthesizing sequential circuits with focused goals of reducing circuit delay, areas, power consumptions, and/or of 

improving testability. However, in this work we investigate this problem to see if it can be applicable to protect the design IPs. 

This work introduces a new method of FSM watermarking. Specifically, we focus on proposing a watermarking method which 

utilizes the flip-flop ordering information as part of IP owner’s secret. We present simple watermarking algorithms for 

constructing and for verifying the watermark. The main contributions are: (1) to the best of our knowledge, it is the first attempt 

to utilize the flip-flop ordering information as part of IP owner’s secret without adding new states or state transitions in order to 

construct and to verify the watermark, (2) we analyze the proposed scheme for estimating the chance of guessing the watermark 

without knowing the designer’s secret.    

RELATED WORK 
Most popular traditional approaches include: (a) FSM watermarking based on Unused Transitions: the authors in [18] introduced 

the first IP protection using FSM watermarking. The algorithm is based on extracting the unused transitions in a state transition 

graph (STG) of the behavioral model. In their solution, extra transitions are added to satisfy the design goals.  (b) FSM 

watermarking by Property Implanting: the author in [13] tried to manipulate the STG of the finite state machine to implant the 

watermark as a property. The property was topological in nature and was defined in terms of visited states (s1 → s2 → ⋯ → si). 

In order to define the topological property, the author added extra states and state transitions in a systematic way to satisfy a 

specific topological requirement. (c) FSM watermarking by Integration of Two Distinct FSMs: the authors in [6] designed a 

completely new FSM as a watermark and then the watermark FSM was combined with the original FSM to create an integrated 

composite FSM. Constructing a new watermark FSM was done by adding new states and transitions.  

More recently, a FSM watermarking scheme by making the authorship information a non-redundant property of the FSM was 

proposed in [3]. In this work, the watermark bits were added into the outputs of the existing and free transitions of STG. Another 

method was proposed in [11]. In this work, a set of edges were added as a dummy entity. This was done by assigning state 

encoding values. The new edges created by this method were paired with an unused state input combination, and the output was 

specified as a don’t-care condition.  

Despite these popular methods which can be effective in protecting IPs of FSMs as demonstrated in these works, these 

approaches are fundamentally based on expanding the original FSM to an enlarged FSM with new states and/or state transitions.  

In this work, we investigate a new method which does not depend on adding new states and/or state transitions.  
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PRELIMINARY 
In this section we provide definitions and assumptions, followed by an illustrative example. 

Definitions and Assumptions 
Basic definitions which will be needed at a minimum level in this work are presented below [4]. 

Definition 1: FSM = (I, O, S, δ, λ) where I, O, and S are finite, nonempty sets of inputs, outputs, and states, respectively. δ: I × S 

→ S is the state transition function. λ: I × S → O is the output function. 

Definition 2: A closed partition π on S of a FSM = (I, O, S, δ, λ) is defined as: if, for every two states which are in the same block 

of π and any input in I, the next states are in a common block of π. 

Definition 3: A partition 𝜏𝑖 on S of a FSM = (I, O, S, δ, λ) is input-independent, if for every state and all inputs, the next states are 

in the same block of 𝜏𝑖 . 

Definition 4: A partition 𝜏𝑖 on S of a FSM = (I, O, S, δ, λ) is the smallest input-independent, if 𝜏𝑖  contains the maximum number 

of blocks in it. 

Note that the states in S are encoded and then realized using a register (i.e., a set of flip flops). The binary values stored in a 

register can be observed by the user to check the current states of system.  

Assumption 1: The internal values of flip flops can be checked by the user, if needed.  

Checking the internal values of flip flops can be done using either a partial scan or a full scan. 

Illustrative Example 
Table 1 shows an example of a sequential design that is represented in a state table [5]. In 𝐷1, there are six states. When a 

stimulating external input value is applied on the present state, it is deterministically moving to the next state while generating an 

external output.  

One possible complete flip-flop arrangement is: {(A, 000), (B, 001), (C, 010), (D, 011), (E, 100), (F, 101)}. The corresponding 

logical equations using this particular assignment are: Y1 = 𝑦2, Y2 = 𝑦1
′ 𝑦2

′ , Y3 = 𝑥𝑦3 + 𝑥𝑦2 + 𝑥′𝑦2
′ 𝑦3

′ + 𝑦2𝑦3, and z = 𝑥𝑦3
′ , where 

yi and Yi represent the present state and the next state, respectively. 

Note that 𝐷1has the following interesting properties. It contains a component that is both (1) independent of the external 

input, and (2) three states forming a cycle. Consider three combined states {α; β; γ} = {A+B; C+D; E+F}, where “+” is used to 

denote an operator to combine two states. Then, the transition function of this component is defined as (𝛼, −) = 𝛽 , 𝛿(𝛽, −) =  𝛾, 

and 𝛿(𝛾, −) = 𝛼, where “−“ denotes a don’t-care condition.  

Table 1. Sequential Design (𝑫𝟏) 

 

Putting it all together, the actual flip-flop arrangement can be made as follows: {(A, 000), (B, 001), (C, 010), (D, 011), (E, 100), 

(F, 101)} with {(α, 00), (β, 01), (γ, 10)} and {(a, 0), (b,1)}. Note that the original states are realized by two internal states: A = (α, 

a), B = (α, b), C = (β, a), D = (β, b), E = (γ, a), F = (γ, b).  For instance, the state “A” is realized by two internal states “α” and “a” 

using three flip flops. 

Figure 1 shows an example of the three flip flops that can store the binary values in three flip flops. For instance, the state C can 

be realized with the binary values of flip flop = “010” as shown.  

 

Present State 

Q(t) 

Next State Q(t+1), Output z 

Input x = 0 Input x = 1 

A D, 0 C, 1 

B C, 0 D, 0 

C E, 0 F, 1 

D F, 0 F, 0 

E B, 0 A, 1 

F A, 0 B, 0 
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Figure 1. Ordering of flip-flop arrangement. 

During the verification, the IP owner can verify his/her ownership by checking the three states (α, β, γ) in sequence, irrespective 

of input signals. During the (p + 1) = 4 time units, a cycle of states should be verifiable, as shown in Figure 2.  The verification is 

done by checking the internal flip flop values. 

 

Figure 2. Verification of a cycle of states (with periodicity = 3) 

 

WATERMARKING ALGORITHM 
In this section, we present the algorithms for creating and verifying a watermarked FSM. 

Watermark Creation (δ-WFSM) 
The watermarked FSM is created using a specific property. The specific property chosen as an example is maximal input-

independent periodicity representing a cyclic behavior of a sequential FSM. This specific property is denoted by P*. The 

watermarked FSM, denoted by δ-WFSM, is defined with the four parameters. 

 

WATERMARKING ALGORITHM 
In this section, we present the algorithms for creating and verifying a watermarked FSM. 

Watermark Creation (δ-WFSM) 
The watermarked FSM is created using a specific property. The specific property chosen as an example is maximal input-

independent periodicity representing a cyclic behavior of a sequential FSM. This specific property is denoted by P*. The 

watermarked FSM, denoted by δ-WFSM, is defined with the four parameters. 

_____________________________________________________ 

Procedure Creation ( ) 
Input: a “n”-state FSM (FSM = (I, O, S, δ, λ), |𝑆| = 𝑛) 
Output: a watermarked FSM (δ -WFSM = (Iw, Ow, Sw, δw)) 
1) Find the maximal input-independent periodicity 𝑝𝑚𝑎𝑥 from FSM 
2) Construct δ -WFSM = (Iw, Ow, Sw, δw) as follow: 

a. the input: Iw = I  

b. the output: Ow = O 

c. the set of states: Sw = {𝑠1
∗, 𝑠2

∗, … , 𝑠𝑝𝑚𝑎𝑥

∗ } 

d. the state transition: δ(𝑠1
∗, a) = 𝑠2

∗, δ(𝑠2
∗, a) = 𝑠3

∗, δ(𝑠3
∗, a) = 𝑠4

∗,….., δ(𝑠𝑝𝑚𝑎𝑥

∗ , a) = 𝑠1
∗ for ∀𝑎 ∈  𝐼  

_____________________________________________________ 
 

Finding 𝑝𝑚𝑎𝑥 is important since it will increase the security level of the hidden watermark. Note that δ –WFSM can usually 

contain a unique characteristic of a cyclic behavior. Step 𝑑above is to extract such a cyclic behavior.  

Example 4-1: Suppose 𝑝𝑚𝑎𝑥 = 3 with three states {1, 2, 3}.  Then, the state transition in δ –WFSM can be represented as an 

ordered set of states: {(1, 2, 3), (1, 3, 2), (2, 1, 3), (2, 1, 3), (3, 1, 2), (3, 2, 1)}. 

The algorithm of finding 𝑝𝑚𝑎𝑥 can be developed as follow. The basic idea is given in [5]. 

_____________________________________________________ 

Procedure Max Periodicity ( ): 
Input: a “n”-state FSM (FSM = (I, O, S, δ, λ), |𝑆| = 𝑛) 
Output: 𝑝𝑚𝑎𝑥 
1) Find a set of a closed partition {𝜋1, 𝜋2, … . . 𝜋𝑡} and a nontrivial input-independent partition 𝜏 on S, where 𝜋𝑖  ≥  𝜏, for 𝑖 = 1, 2, … ..t. 
2) Choose the smallest closed partition 𝜋𝑚𝑖𝑛 
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3) The number of blocks in 𝜋𝑚𝑖𝑛 is the maximal periodicity 𝑝𝑚𝑎𝑥 
____________________________________________________________ 

The complexity of finding the maximal periodicity is 𝑂(𝑛2) since a pairwise comparisons of each state is needed in Step 1. The 

overall complexity of creating the watermarked FSM is 𝑂(𝑛2). 

Given a set of states {1, 2, 3, … , 𝑝𝑚𝑎𝑥}, the assignment of flip-flop values in a specific order can be used to further reduce attack 

possibility. Suppose these states are implemented by a register 𝑅 with 𝑚 flip flops 𝑅 = [𝑅1, 𝑅2, … , 𝑅𝑚], where 𝑅𝑖 denotes the 𝑖-th 

flip flop and 𝑚 =  ⌈log2 𝑛⌉. Note that we need only  𝑟 =  ⌈log2 𝑝𝑚𝑎𝑥⌉ number of flip flops and 𝑚 ≥ 𝑟.   Selection of an ordered 

subset of 𝑟 flip flops out of 𝑚 flip flops will suffice. Using the minimum number of flip flops is to ensure that there will be no 

additional states to be added.  

Watermark Verification 
The verification can be done using both the ordered set of states being visited, according to the maximal periodicity (Step 1 in 

Section 4.1), and the exact location of flip flops. 

_____________________________________________________ 

Procedure Verification () 
Input: 𝑅 = [𝑅1, 𝑅2, … , 𝑅𝑚] = [𝐹𝐹1, 𝐹𝐹2, … , 𝐹𝐹𝑚]   
Output:  
1) Apply a random input to FSM /* input-independence */ 
2) Given 𝑅 = [𝑅1, 𝑅2, … , 𝑅𝑚] = [𝐹𝐹1, 𝐹𝐹2, … , 𝐹𝐹𝑚] 

a. select the ordered subset of flip flops < 𝐹𝐹𝑎1, 𝐹𝐹𝑎2, … , 𝐹𝐹𝑎𝑘 > 

b. check the expected ordered set of the flip-flop values 
3) If successful, the ownership is considered to be verified. 

_____________________________________________________ 

 

By performing this verification, the IP owner has verified the following: (1) the correct period of δ-WFSM (e.g., period = 3), (2a) 

the exact order of cyclic states, and (2b) the specific placement of flip flops and its value. Note that these information are only 

known to the IP owner. 

ANAYLSIS 
Analyzing any watermarking schemes can be broad since many different types of attacks are possible. Also, there are many well-

known requirements for any watermarking solutions [1]. In this section, we focus on the most basic analysis for the proposed 

scheme.  

Existence of the Property 
Based on [5], we provide the results without a formal proof. 

 

Theorem 1: The existence of a closed partition π and a nontrivial input-independent partition 𝜏𝑖 on S in the original FSM = (I, O, 

S, δ, λ), where 𝜋 ≥  𝜏𝑖, is a necessary and sufficient condition for the existence of the watermark FSM δ -WFSM = (Iw, Ow, Sw, 

δw). □ 

 

Corollary 1: If the number of blocks in an input independent partition 𝜏𝑖 is equal or greater than 2, it is guaranteed to have a 

nontrivial periodicity of 2 or higher. □ 

 

Corollary 2: A periodicity is maximal if the number of blocks (or elements) in 𝜏𝑖 is the largest.  □ 

Guessing the Watermark 
In guessing the watermarked hidden information, analysis is performed in two different cases: (C1) the known periodicity, (C2) 

both the known periodicity and the known assignment of flip-flops.  Table 2 summarizes the parameters used in the analysis. 

 

Table 2. Parameter List 

Parameters Description Conditions 

𝑛 |𝑆|, the number of states in FSM = 

(I, O, S, δ, λ) 

 

𝑚 |𝐹𝐹|, the minimum number of flip 

flops 
𝑚 =  ⌈log2 𝑛⌉ 

𝐶; 𝑐 C, an ordered set of states; 𝑐 = |𝐶| 
= the cardinality of C 

1 ≤ 𝑐 ≤ 𝑛 

𝑝∗ The maximal periodicity of  δ -

WFSM  

𝑝∗ =  max
𝑎𝑙𝑙 𝑐𝑦𝑐𝑙𝑒𝑠 𝑜𝑓 𝐶

|𝐶| 

1 ≤ 𝑝∗ ≤ 𝑛 
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𝑚, |𝐹𝐹′|, the minimum number of flip 
flops 

𝑚, =  ⌈log2 𝑝∗⌉ 
𝑚,  ≤ 𝑛 

𝜋(𝑐) The number of the ways of 

arranging 𝑐 = |𝐶| states in order 

𝜋(𝑐) = |𝐶|! 

1 ≤ 𝜋(𝑐) ≤ 𝑛! 

Г(𝑛, 𝑐) The number of the ways of 

arranging 𝑐 states out of 𝑛 states  

(1) 

𝐺(𝑛, 𝑐) The number of the ways of 

arranging both cyclic states and flip 
flops in order 

 

(2A) and (2B) 

 

Formula (1), (2A) and (2B), respectively, are derived as below. 

 

Г(𝑛, 𝑐) =  (⌈log2 𝑐⌉)! × (
⌈log2 𝑛⌉
⌈log2 𝑐⌉

) (1) 

 

Note that Г(𝑛, 𝑐) is determined by encoding 𝑝∗states using 𝑚, (=|𝐹𝐹′|) flip flops out of 𝑚 =  |𝐹𝐹| flip flops as an ordered set. 

𝐺(𝑛, 𝑐) is determined in terms of 𝜋(𝑐) and Г(𝑛, 𝑐). Thus, 𝐺(𝑛, 𝑐) =  𝜋(𝑐) × Г(𝑛, 𝑐). 

 

𝐺(𝑛, 𝑐) =  𝜋(𝑐) × (⌈log2 𝑐⌉)! × (
⌈log2 𝑛⌉
⌈log2 𝑐⌉) (2A) 

1 ≤ 𝜋(𝑐) ≤ 𝑛! 
 

The implication of the formula (2A) is that if both the cyclic ordering of states and the ordering of flip-flop arrangement are 

unknown, the adversary would try this many possible ways to guess the watermark (in the worst case), provided that the 

adversary knows the periodicity.  

 

General Case: In general, however, the maximal periodicity can be kept in secret (by the owner). In this case, the security level 

increases by a factor of “n” as shown in (2B): 

 

𝐺(𝑛, 𝑐) =  𝑛 ×  𝜋(𝑐) × (⌈log2 𝑐⌉)! × (
⌈log2 𝑛⌉
⌈log2 𝑐⌉)  (2B) 

1 ≤ 𝜋(𝑐) ≤ 𝑛! 
 

Lower and Upper Bound: The lower and upper bound of 𝐺(𝑛, 𝑐) occur when 𝜋(𝑐) = 1 and 𝜋(𝑐) = 𝑛!, respectively. 

 
𝐺(𝑛, 1) =  𝑛   (3A) 

 

𝐺(𝑛, 𝑛) =  𝑛 ×  𝑛! × (⌈log2 𝑛⌉)! (3B) 

 

Other analysis such as coincidence (i.e., false positive collision) can be done, but we focus on analyzing the degree of difficulty 

in guessing the watermark without knowing the designer’s secret in this work.  

Limitation 
Some FSMs may not satisfy Theorem 1.  In this case, we should consider a weaker condition (e.g., relaxing maximal 

periodicity) at the cost of lower security (e.g., a higher probability of guessing the watermark). 

FEASIBILITY 
In this section we investigate the feasibility of the proposed method.  Note that the main goal is to evaluate the degree of 

difficulty in guessing the watermark in the best scenario (i.e., the attackers should try these many attempts to break the secret 

watermark information, provided that the given FSM satisfies Theorem 1.) In practice, however, some FSMs may not satisfy the 

conditions.  

Table 3 shows the lower and upper bound of 𝐺(𝑛, 𝑐) derived in (2B) in the previous section. The number of states 𝑛 is from the 

FSM benchmarks [2]. Table 4 shows the value of 𝐺(𝑛, 𝑐) for the more common cases. We considered the relatively low value of 

𝑐 as a function of 𝑛.  That is, approximately,  𝑐 =  ⌈
𝑛

𝑘
⌉ where 𝑘 = 2, … . . , ⌈

𝑛

2
⌉. Note that we take a more conservative assumption 

(i.e., not the best scenario) in a sense that (1) the greater the value of periodicity (or the value of 𝑐), the more difficult the 

prediction is, and (2) we assumed the maximal periodicity does not exist beyond 𝑐 =  ⌈
𝑛

2
⌉. Also, the subset of the benchmark 

circuits are selected since the system with small number of states are likely being used in a sequential design of systems (e.g., 

controller of embedded system). 
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Table 3. Lower and upper bound of 𝑮(𝒏, 𝒄)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 4. 𝑮(𝒏, 𝒄) for the various values of 𝒄 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Circuits 

 

FFs 

 

States (n) 

𝝅(𝒄) = 𝟏) 

Lower 

Bound 

(𝒄 = 𝟏;  

Upper Bound 

(𝒄 = 𝒏;  𝝅(𝒄) = 𝒏!) 

s27 3 8 8 1935360 

s820 

s832 

5 32 32 1.010422E+39 

s1488 

s1492 

s386 

s510 

 

6 

 

64 

 

64 

 

5.8469498E+93 

s208 8 256 256 8.854326E+513 

s27-n3 9 512 512 6.460615E+1174 

S1196 

s1238 

18 262144 262144 4.45277E+1306615 

s991 19 524288 524288 7.115547E+2771033 

s382 

s400 

s444 

s526 

s526n 

 

 

21 

 

 

2097152 

 

 

2097152 

 

 

1.576848E+12346668 

s15850 597 5.1E+179 5.1E+179 Non-computable 

s35932 1728 21728 21728 Non-computable 

Circuits States 

(n) 

Periodicity 

(𝒄) 

G(n, c) 

 

s27 8 2 48 

4 1152 

 

s820 

s832 

 

32 

2 320 

4 15360 

8 7.74144E+7 

16 8.0343513E+16 

s1488 

s1492 

s386 

s510 

 

 

64 

2 768 

4 46080 

8 3.096576E+8 

16 4.8206108E+17 

32 1.21250689E+40 

 

 

 

s208 

 

 

 

256 

2 4096 

4 344064 

8 3.46816512E+9 

16 8.99847347E+18 

32 4.5266924E+41 

64 6.5485838E+95 

128 3.980343769E+222 
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Despite the limited use of the benchmark FSMs, we can make several observations in Table 3. First, for the most of the 

sequential circuits even with the small number of states (e.g., s27), the upper bound 𝐺(𝑛, 𝑐) is very high, which indicates that the 

brute-force type guessing work can be realistically infeasible. Second, however, there are some cases that the lower bound 

𝐺(𝑛, 𝑐) is quite low. For instance, the circuits “s27” through “s27-n3” have the values of lower bound, 8 through 512. Third, as 

shown in Table 5, the more common cases show that 𝐺(𝑛, 𝑐) is reasonably high for most of the FSMs.  

CONCLUSION 
We presented a FSM watermarking scheme which can be created by the IP owner utilizing the arrangement of flip flops. The 

underlying idea was to use the ordering of flip flops as part of designer’s secret. Despite the proposed method is not universal, it 

was illustrated that the FSM watermarking can be done using a simple flip-flop arrangement (similar to state assignments) for a 

class of FSMs.  

8. ACKNOWLEDGMENTS 

Our thanks go to the reviewers for the constructive suggestions. 

9. REFERENCES 

[1] Amr T. Abdel-Hamid, Sofiène Tahar and El Mostapha Aboulhamid. 2004. A survey on IP watermarking techniques. In 

Design Automation for Embedded Systems, Vol. 9, Springer Science+Business Media, Berlin, 211-227. 

DOI:http://dx.doi.org/10.1007/s10617-005-1395-x 

[2] Franc Brglez, David Bryan and Krzysztof Kozminski. 1989. Combinational profiles of sequential benchmark circuits. 

In Proceedings of the International Symposium on Circuits and Systems. IEEE Computer Society, Portland, OR, 1929-1934. 

DOI:http://dx.doi.org/10.1109/ISCAS.1989.100747  

[3] Aijiao Cui, Chip-Hong Chang, S. Tahar, and A. T. Abdel-Hamid. 2011. A Robust FSM Watermarking Scheme for IP 

Protection of Sequential Circuit Design. IEEE Trans. Comp.-Aided Des. Integ. Cir. Sys. 30, 5 (May2011), 678-

690.DOI:http://dx.doi.org/10.1109/TCAD.2010.2098131  

[4] Juris Hartmanis and R. E Stearns. 1966. Algebraic Structure Theory of Sequential Machines (Prentice-Hall 

International Series in Applied Mathematics). Prentice-Hall, Inc., Upper Saddle River, NJ, USA. 

[5] Zvi Kohavi. 1978. Switching and Finite Automata Theory (2nd ed.). McGraw-Hill. 

[6] Farinaz Koushanfar and Yousra Alkabani. 2010. Provably secure obfuscation of diverse watermarks for sequential 

circuits. In Proceedings of the Inter. Symp. on Hardware-Oriented Security and Trust (HOST ‘10), 42-47. 

DOI:http://dx.doi.org/10.1109/HST.2010.5513115 

[7] Farinaz Koushanfar, Inki Hong, and Miodrag Potkonjak. 2005. Behavioral synthesis techniques for intellectual 

property protection. ACM Trans. Des. Autom. Electron. Syst. 10, 3 (July 2005), 523-545. 

DOI:http://doi.acm.org/10.1145/1080334.1080338 

[8] Farinaz Koushanfar and Gang Qu. 2001. Hardware metering. In Proceedings of the 38th annual Design Automation 

Conference (DAC '01). ACM, New York, NY, USA, 490-493. DOI:http://doi.acm.org/10.1145/378239.378568 

[9] Farinaz Koushanfar. 2012. Provably Secure Active IC Metering Techniques for Piracy Avoidance and Digital Rights 

Management. IEEE Trans. Info. For. Sec. Vol. 7, Issue 1 (February 2012), 51-63. 

DOI:http://dx.doi.org/10.1109/TIFS.2011.2163307 

[10] John Lach, William H. Mangione-Smith, and Miodrag Potkonjak. 1999. Robust FPGA intellectual property protection 

through multiple small watermarks. In Proceedings of the 36th annual ACM/IEEE Design Automation Conference (DAC '99), 

Mary Jane Irwin (Ed.). ACM, New York, NY, USA, 831-836. DOI:http://doi.acm.org/10.1145/309847.310080 

[11] Matthew Lewandowski, Richard Meana, Matthew Morrison and Srinivas Katkoori. 2012. A Novel Method for 

Watermarking Sequential Circuits. In Proceedings of the IEEE International Symposium on Hardware-Oriented Security and 

Trust (HOST’12), San Francisco, CA. 21-24. DOI: http://dx.doi.org/10.1109/HST.2012.6224313  

[12] Arlindo L. Oliveira. 1999. Robust techniques for watermarking sequential circuit designs. In Proceedings of the 36th 

annual ACM/IEEE Design Automation Conference (DAC '99), Mary Jane Irwin (Ed.). ACM, New York, NY, USA, 837-842. 

DOI:http://doi.acm.org/10.1145/309847.310082  



38 

 

[13] Arlindo L Oliveira. 2001. Techniques for the creation of digital watermarks in sequential circuit design. IEEE Trans. 

Comp.-Aided Des. Integ. Cir. Sys. Vol. 20, Issue 9, (September 2001), 1101-1117. DOI: http://dx.doi.org/10.1109/43.945306 

[14] Fabien AP Petitcolas, Ross J. Anderson and Markus G. Kuhn. 1999. Information hiding – a survey. In Proceedings of 

the IEEE, Vol. 87, Issue 7 (July 1999), 1062-1078. DOI:http://dx.doi.org/10.1109/5.771065 

[15] Gang Qu and Miodrag Potkonjak. 1998. Analysis of watermarking techniques for graph coloring problem. In 

Proceedings of the 1998 IEEE/ACM international conference on Computer-aided design (ICCAD '98). ACM, New York, NY, 

USA, 190-193. DOI:http://doi.acm.org/10.1145/288548.288607 

[16] Pramod Subramanyan, Nestan Tsiskaridze, Wenchao Li, Adrià Gascón, Wei Yang Tan, Ashish Tiwari, Natarajan 

Shankar, Sanjit A. Seshia and Sharad Malik. 2014. Reverse Engineering Digital Circuits Using Structural and Functional 

Analyses. To appear in IEEE Transactions on Emerging Topics in Computing.  

[17] Mohammad Tehranipoor and Cliff Wang (Ed.). 2012. Introduction to Hardware Security and Trust. Springer 

Science+Business Media, LLC. Chapter 17.  

[18] Ilhami Torunoglu and Edoardo Charbon. 2000. Watermarking-based copyright protection of sequential functions. IEEE 

Journal of Solid-State Circuits. Vol. 35, Issue 3 (2000), 434-440. DOI:http://dx.doi.org/10.1109/4.826826 

[19] J. L. Wong, Gang Qu, and M. Potkonjak. 2006. Optimization-intensive watermarking techniques for decision problems. 

IEEE Trans. Comp.-Aided Des. Integ. Cir. Sys. 23, 1 (November 2006), 119-127. 

DOI:http://dx.doi.org/10.1109/TCAD.2003.819900 

[20] Lin Yuan and Gang Qu. 2004. Information hiding in finite state machine. In Proceedings of the 6th international 

conference on Information Hiding (IH'04), Jessica Fridrich (Ed.). Springer-Verlag, Berlin, Heidelberg, 340-354. 

DOI:http://dx.doi.org/10.1007/978-3-540-30114-1_24 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



39 

 

6. Identification of IP control units by state encoding 

 

INTRODUCTION 

Hardware design reuse has been the viable solution to deal with the ever-increasing logic density in the 
semiconductor industry. Hardware design intellectual property (IP) is a design unit that can be viewed as an 
independent subcomponent of a complete design (e.g., SOC design.) Examples of design unit include abstract 
algorithm, technique, or methodology that can make the design better as well as physical design blocks such as 
embedded control units. This can result in new products to be on the market in time and at a cost-effective way. The 
newly developed subcomponents can also be tested and deposited as new design IPs in the IP library for future reuse. 
Despite the attractiveness of reuse-based design, IP owners and vendors have encountered IP piracy and infringement. 
In this work, we address the problem of protecting embedded hardware designs modeled as a synchronous finite state 
machine (FSM) and present a new type of FSM IP watermarking solution.  

Most of the embedded hardware IP protection solutions [4] [7][8][10][11][12] have been developed by hiding secret 

information that is explicitly added to the circuit in order to prevent illegal use of the IC. Another characteristic of 

the previous work is to use secret information at a state level. For instance, a designer’s secret information (i.e., a 

watermark) can be defined in terms of a set of visited states (usually non-functional states), which are traveled upon 

by applying specific input signals.  In an analogy, this type of approach would be similar to adding tattoos (either 

big or small) on the external surface of the human skin to hide the designer’s secret information. Then, the tattoos 

are verified at a later stage in order to prove the ownership of the design IP. For the survey of FSM IP watermarking, 

refer to [1]. For the recent work on IP protection, refer to [2]. 

We challenge this traditional design philosophy by raising the question: Would it be feasible to embed a 
watermark at a FSM level without adding non-functional entities (e.g., states, state transitions)? We show that, under 
a certain condition, this is feasible. We analyze the necessary and sufficient condition based on the theory of machine 
decomposition [5][6]. 

In general, the task of watermarking consists of two processes: (1) embedding and (2) verification. The 
uniqueness of the proposed method lies in non-destructiveness. Here, non-destructiveness is meant to satisfy the 
following two conditions: (1) neither new (i.e., redundant) states nor additional state transitions are added to construct 
any form  of watermark in the embedding process, and (2) no extra circuitry within the FSM system is required to 
check internal states in the verification process. For the description and proposed solutions for the verification 
process, refer to [9].  In this work, we shall focus on the embedding method. The underlying idea is based on a FSM-
level watermark using the state encoding scheme. 

PRELIMINARY 

Partitions on States 

For convenience, the definitions are summarized below [5]. 

Definition 1: A synchronous finite state machine (or sequential machine) is a quintuple 𝑀 = (𝑆, 𝐼, 𝑂, 𝛿, 𝜆) where 
(i) 𝑆 is finite nonempty set of states; (ii) 𝐼 is a finite nonempty set of inputs; (iii) 𝑂 is a finite nonempty set of outputs; 
(iv) 𝛿: 𝑆 × 𝐼 → 𝑆 is the transition function; (v) 𝜆: 𝑆 × 𝐼 → 𝑂 (𝑀𝑒𝑎𝑙𝑦 𝑡𝑦𝑝𝑒), 𝜆 ∶ 𝑆 → 𝑂 (𝑀𝑜𝑜𝑟𝑒 𝑡𝑦𝑝𝑒).  

A Mealy-type machine can be converted into a Moore-type machine, and vice versa. Unless it is needed to 
distinguish one type from the other, Mealy-type machine is assumed in the work. 

Definition 2: A state machine is a triplet 𝑀 = (𝑆, 𝐼, 𝛿) where (i) 𝑆 is a finite nonempty set of states; (ii) 𝐼 is a finite 

nonempty set of inputs; (iii) 𝛿: 𝑆 × 𝐼 → 𝑆 is a transition function. 

Definition 3: A partition 𝜑 on 𝑆 of the machine 𝑀 = (𝑆, 𝐼, 𝑂, 𝛿, 𝜆)  is a collection of disjoint subsets of 𝑆 whose 
set union is 𝑆.  That is, 𝜑 = {𝐵𝛼} such that 𝐵𝛼⋂𝐵𝛽 = ∅ for 𝛼 ≠ 𝛽 and ⋃{𝐵𝛼} = 𝑆.  

We refer to the sets of 𝜑 as blocks of 𝜑 and designate the block containing 𝑠 by 𝐵𝜑(𝑠). In writing out a partition, 

we distinguish blocks with bars and semicolons.  

Example 1: If 𝑆 = {1,2,3,4,5,6,7,8} and partition 𝜑 on 𝑆 has blocks {1,3,4,5}, {2,6}, and {7,8}, then we write 

𝜑 = {1,3,4,5̅̅ ̅̅ ̅̅ ̅̅ ̅; 2,6̅̅ ̅̅ ; 7,8̅̅ ̅̅ }.  
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Note that 𝜑 is a set and has elements like any other set. For 𝜑1and 𝜑2 on 𝑆, we say that 𝜑2 is larger than or equal 
to 𝜑1, and write 𝜑1 ≤ 𝜑2, if and only if every block of 𝜑1 is contained in a block of 𝜑2. 

Example 2: If 𝜑1 = {1,2̅̅ ̅̅ ; 3,4̅̅ ̅̅ ; 5,6̅̅ ̅̅ ; 7,8̅̅ ̅̅ } and 𝜑2 = {1,2,3,4̅̅ ̅̅ ̅̅ ̅̅ ̅; 5,6,7,8̅̅ ̅̅ ̅̅ ̅̅ ̅}, then 𝜑1 ≤ 𝜑2.  

Definition 4:  Two partitions 𝜑1and 𝜑2 are equal, 𝜑1 = 𝜑2, if and only if 𝜑1 ≤ 𝜑2 and 𝜑2 ≤ 𝜑1.  

We write 𝑠 ≡ 𝑡(𝜑) if and only if 𝑠 and 𝑡 are contained in the same block of 𝜑. That is, 𝑠 ≡ 𝑡(𝜑) if and only if 
𝐵𝜑(𝑠) = 𝐵𝜑(𝑡).  

Definition 5:  A partition 𝜑 on the set of states of 𝑀 = (𝑆, 𝐼, 𝑂, 𝛿, 𝜆) is a closed partition if and only if s ≡ t(𝜑) 
implies that δ(s, a) ≡ δ(t, a)(𝜑) for all a in I. 

Now, we can define a “multiplication” operation (denoted by ⋅ ) on partitions on a set.   

Definition 6: If 𝜑1 and 𝜑2 are partitions on S, then 𝜑1 ⋅ 𝜑2 is the partition on S such that 𝑠 ≡ 𝑡(𝜑1 ⋅ 𝜑2) if and 
only if 𝑠 ≡ 𝑡(𝜑1) and 𝑠 ≡ 𝑡(𝜑2). 

Example 3: If 𝜑1 = {1,2̅̅ ̅̅ ; 3,4̅̅ ̅̅ ; 5,6̅̅ ̅̅ ; 7,8,9̅̅ ̅̅ ̅̅ }  and 𝜑2 = {1,6̅̅ ̅̅ ; 2,3̅̅ ̅̅ ;  4,5̅̅ ̅̅ ;  7,8̅̅ ̅̅ ;  9̅} , then 𝜑1 ⋅ 𝜑2  = 

{1̅; 2̅;  3̅;  4̅;  5̅; 6̅;  7,8̅̅ ̅̅ ;  9̅}. 

Definition 7: If partition 𝜑1on 𝑆 has the same singleton element as S, then the partition 𝜑1  is called a “zero” 
partition (denoted by ∅). If partition 𝜑2 on 𝑆 has one block containing all elements in S, then the partition 𝜑2 is called 
an “identity” partition.  

Definition 8: If partition 𝜑 on 𝑆 is either “zero” or “identity” partition, then the partition 𝜑 is called a “trivial” 
partition. Otherwise, it is called a “non-trivial” partition.  

Example 4: If 𝑆 = {1,2,3,4,5,6,7,8}  and partition 𝜑1  = {1̅; 2̅;  3̅;  4̅;  5̅; 6̅;  7̅;  8̅} , then 𝜑1  = ∅ . If 

𝑆 = {1,2,3,4,5,6,7,8}  and partition 𝜑2  = {1,2,3,4,5,6,7,8̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ } , then 𝜑2  is an identity partition. Both 𝜑1  and 𝜑2  are 
“trivial.”  Both 𝜑1 and 𝜑2 in Example 3 are “non-trivial.” 

Definition 9: A partition 𝜑 = { 𝐵1
̅̅ ̅;  𝐵2

̅̅ ̅; … ; 𝐵𝑡
̅̅ ̅} on 𝑆 is an input-consistent partition if δ(𝐵𝑖̅, a) = δ(𝐵𝑖̅, b) for a, b in 

I, and i = 1,2,….t. 

That is, the state behavior of a component with an input-consistent partition is independent of input I. 

Motivational Example 

To illustrate the basic idea of the proposed method, we use the FSM M as shown in Fig. 1 [6]. Note that (x/z) 
indicates an input x and an output z, and " − " denotes a don’t-care condition. 

 

 
 

Fig. 1. An example FSM M [6]. 
 

The M has the six states {A, B, C, D, E, F}, input x, and output z. The state transition and the output function are 
described in the diagram. Fig. 2 shows the extraction of 𝑀𝑝 from M where 𝑀𝑝 shows a cycle of three states: α, β, γ. 

The successor 𝑀𝑠 is to preserve the original functionality of M. This is similar to a series decomposition [6]. Note 𝑀𝑝 

possesses a cyclic state behavior. This can be viewed as extracting 𝑀𝑝 in a given M. We propose to use the extracted 

𝑀𝑝 as the watermarked FSM. 

A

C

F

E

D

B

(0/0) (1/1)

(-/0)

(0/0)

(0/0)

(0/0)

(1/1)

(1/1)

(0/0)(1/0) (1/0)
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Fig. 2.  Extraction of 𝑀𝑝from M.  

 

Using the machine decomposition and state encoding methods (i.e., state assignment problem) [5][6], the following 

state encoding can extract 𝑀𝑝 from M : 𝑒1 = {(A, 000), (B, 001), (C, 010), (D, 011), (E, 100), (F, 101)} with {(α, 

00), (β, 01), (γ, 10)} and {(a, 0), (b,1)}. Note that the original states are realized by two internal states: A = (α, a), B 

= (α, b), C = (β, a), D = (β, b), E = (γ, a), F = (γ, b).  For instance, the state “A” can be realized by two internal states  

“α” and “a” using three flip flops. 

 

METHOD FOR EMBEDDING WATERMARKS 

State Encoding 

The basic ideas lie in (1) performing a state encoding (𝑒𝑖 ) and (2) extracting a watermarked FSM (𝐹𝑆𝑀𝑤 ) 
possessing a property (𝑝𝑗). The conceptual diagram is shown in Fig. 3.  

 
Fig. 3.  Conceptual diagram of showing two main phases  

 

For a given n-state FSM and m, the number of variables (or flip flops), there exists potentially many different state 
encodings.  Let Ω be the set of all possible encodings: 𝛺 = {𝑒1, 𝑒2, … , 𝑒𝑡}. The encoding space Ω can be quite large. 
The number of flip flops, which is a variable (i.e., a watermark design parameter), makes a direct impact on the size 
of the encoding space (i.e., |𝛺| = 𝑡).  One possible case is “𝑛 = 𝑚” and this is known as “hot encoding,” where each 
state is implemented by a distinct flip flop. Another possibility is to use a “minimum” number of flip flops, which will 
guarantee the usage of minimum storage elements (𝑚 =  ⌈log2 𝑛⌉). In general, 𝑡 =  |Ω|  ≠ 𝑠, indicating that there is 
not always possible to produce a property 𝑝𝑖  by every state encoding 𝑒𝑖. 

In this work, we are fundamentally interested in exploring “non-destructive” solutions. Thus, we shall focus on 
using the minimum number of flip flops.  However, the basic idea of the proposed method is general and it can be 
extended for any value of “m”, including “𝑚 ≥ 𝑛". Also, the particular property of interest, denoted by P*, is one that 
has the cyclic state behavior with maximal periodicity.  

Example 5 (n = 6, m = 3): For M in Fig. 1, using the minimum number of flip flops, |𝛺| = 𝑡 = 8 x 7 x 6 x 5 x 4 x 3 
=  20,160, there are six states (A, B, C, D, E, F), three flip flops, and eight binary codes {000, 001, 010, 011, 100, 
101, 110, 111} are available for the state encodings.  

Cyclic behavior 

(periodicity=3) 𝑥 𝑧 

𝑀𝑝 

𝑀𝑠 

𝑢 

𝑢: 𝑖𝑛𝑡𝑒𝑟𝑛𝑎𝑙 𝑖𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝑓𝑙𝑜𝑤 𝑓𝑟𝑜𝑚 𝑀𝑝 𝑡𝑜 𝑀𝑠 

𝐹𝑆𝑀𝑤𝑠𝑝𝑠 

𝑝1 
𝑒1 

𝑒2 

𝑒𝑡 

𝐹𝑆𝑀𝑤

(a) State Encoding (b) Watermarked FSM 
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Hierarchical State Encoding: In a hierarchical encoding (h = level of hierarchy), multiple state encoding steps are 

applied. A two-tier state encoding (h = 2) is considered in this work. The basic idea can be expanded to a multi-tier 

state encoding, if needed. This is similar to the traditional state assignment [6]. 
 

𝑒𝑖 =  𝑒𝑖
1 + 𝑒𝑖

2 + ∙ ∙ ∙  + 𝑒𝑖
ℎ =  ⋃ 𝑒𝑖

𝑗ℎ
𝑗=1  (1) 

        

In a two-tier state encoding, 𝑒𝑖 =  𝑒𝑖
1 + 𝑒𝑖

2. In the initial state encoding (𝑒𝑖
1), the goal is to extract the property P*. 

Generally, in this step, a set of blocks of state is encoded. During the next step of state encoding (𝑒𝑖
2), the number of 

states in each block is encoded. The final state encoding 𝑒𝑖 is then the concatenation of 𝑒𝑖
1 and 𝑒𝑖

2.  

Example 6 [Two-tier State Encoding]: For M in Fig. 1, 𝑒𝑖
1 = {(α, 00), (β, 01), (γ, 10)} and 𝑒𝑖

2 = {(a, 0), (b, 1)}. 

Then, 𝑒𝑖 = {(A, 000), (B, 001), (C, 010), (D, 011), (E, 100), (F,101)}.  

Watermarked FSM 

A watermarked FSM (𝐹𝑆𝑀𝑤) can be constructed as a state machine using 𝑒𝑖
1. For a given 𝑒𝑖

1, we can construct 
the corresponding state machine. The process for embedding (i.e., constructing) a watermarked FSM is described in 
Fig. 4.  The input to the algorithm is an “n”-state FSM. The output is a watermarked FSM, 𝐹𝑆𝑀𝑤, which possesses 
the property P*. Note that 𝐹𝑆𝑀𝑤 is a state machine with a triplet 𝐹𝑆𝑀𝑤 = (𝑆𝑤 , 𝐼𝑤 , 𝛿𝑤).  

Input: a “n”-state FSM = (S, I, O, δ, λ),|𝑆| = 𝑛 

Requirement: 𝑚 =  ⌈log2 𝑛⌉  /* minimum no. of binary codes */ 

Output: a watermarked FSMw = (Sw, Iw, δw)  /* state machine */ 

_____________________________________________________ 

Procedure: 

1. Find 𝑝𝑚𝑎𝑥, the maximal input-consistent periodicity  

2. Construct a state machine FSMw = (Sw, Iw, δw) as follow: 

3. The set of states: Sw = {𝑠1
∗, 𝑠2

∗, … , 𝑠𝑝𝑚𝑎𝑥

∗ }  

4. The input: Iw = Ф 

5. The state transition: δw(𝑠1
∗, a) = 𝑠2

∗, δw(𝑠2
∗, a) = 𝑠3

∗,  

 δw(𝑠3
∗, a) = 𝑠4

∗,…..,  δw(𝑠𝑝𝑚𝑎𝑥

∗ , a) = 𝑠1
∗ for ∀𝑎 ∈  𝐼  

___________________________________________________________ 
Fig. 4.  Extracting a watermarked FSM (𝐹𝑆𝑀𝑤). 
 

The critical step is to find the maximal input-consistent periodicity (Step 1). The algorithm of finding 𝑝𝑚𝑎𝑥  is 
shown in Fig. 5. The underlying idea of finding  𝑝𝑚𝑎𝑥  is based on [6].  

Input: a “n”-state FSM = (S, I, O, δ, λ),|𝑆| = 𝑛 

Output: 𝑝𝑚𝑎𝑥 /* Maximal periodicity */ 

_____________________________________________________ 

Procedure: 

1. Find a set of a closed partition π =  {𝜋1 , 𝜋2, … . . 𝜋𝜑} and a nontrivial input-consistent partition 𝜏 on S, where 𝜋𝑖  ≥  𝜏, 

for 𝑖 = 1, 2, … ..ϕ. 

2. Determine the smallest closed partition 𝜋𝑚𝑖𝑛  from π =  {𝜋1 , 𝜋2, … . . 𝜋𝜑}. 

3. Let 𝜋𝑚𝑖𝑛 =  {𝐵1;  𝐵2; … . . ;  𝐵𝑞} = 𝜏 . 

4. The number of blocks in 𝜋𝑚𝑖𝑛, q, is the maximal periodicity 𝑝𝑚𝑎𝑥. 
___________________________________________________________ 

Fig. 5.  Finding the maximal periodicity (𝑝𝑚𝑎𝑥) 
 

The complexity of the algorithm for finding 𝑝𝑚𝑎𝑥 is 𝑂(𝑛2), a polynomial time, since a pair-wise state operation is 

required for the n states (𝑖. 𝑒, |𝑆| = 𝑛) in Step 1. Step 3 shows that the number of blocks in the smallest closed 

partition 𝜋𝑚𝑖𝑛  is q (< n) and the nontrivial input-consistent partition 𝜏 can be set to 𝜋𝑚𝑖𝑛  since this equality satisfies 

the condition 𝜋𝑖  ≥  𝜏 in Step 1. Both determining the smallest closed partition in Step 2 and finding the number of 

blocks in 𝜋𝑚𝑖𝑛  in Step 4 are straight forward and can be done in 𝑂(𝑛). 

Example 7 [Maximal Periodicity]: For M in Fig. 1, the maximal periodicity is 𝑝𝑚𝑎𝑥 = 3 since 𝜋𝑚𝑖𝑛 = 𝜏  = 

{𝐴, 𝐵̅̅ ̅̅ ̅̅ ;  𝐶, 𝐷̅̅ ̅̅ ̅;  𝐸, 𝐹̅̅ ̅̅ ̅} = {𝛼;  𝛽;  𝛾} =  𝜋1 and the number of blocks in 𝜋𝑚𝑖𝑛 is 3.   Note that there exists other candidates 

of input-consistent partitions, namely 𝜋2 = { 𝐴, 𝐵, 𝐶, 𝐷̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ;  𝐸, 𝐹̅̅ ̅̅ ̅} = {𝛼, 𝛽̅̅ ̅̅ ̅;  𝛾̅} , 𝜋3 = { 𝐴, 𝐵, 𝐸, 𝐹̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅;  𝐶, 𝐷̅̅ ̅̅ ̅} = {𝛼, 𝛾̅̅ ̅̅ ̅;  𝛽̅} , 

𝜋4 = {𝐶, 𝐷, 𝐸, 𝐹̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅;  𝐴, 𝐵̅̅ ̅̅ ̅} = {𝛽, 𝛾̅̅ ̅̅ ̅; 𝛼̅}, and 𝜋5 = {𝐴, 𝐵, 𝐶, 𝐷, 𝐸, 𝐹̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ } = {𝛼, 𝛽, 𝛾̅̅ ̅̅ ̅̅ ̅̅ }. However, 𝜋5 is a trivial input-consistent 
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partition since it combines all states into a single block, which implies that no useful information is processed with 
this state partition. All other partitions above are nontrivial input-consistent partitions. However, the smallest closed 
partition is 𝜋1. 

Hierarchical (Two-tier) State Encoding: Upon determining the partition 𝜋𝑚𝑖𝑛 and the maximal periodicity 𝑝𝑚𝑎𝑥, 

a state encoding 𝑒𝑖 can be performed by assigning the minimum number of binary codes to the blocks of the smallest 

partition. In a tier-1 state encoding, the assignment with a minimum number of binary bits can be made on the blocks 

of state {𝐵1;  𝐵2; … . . ; 𝐵𝑞}  in 𝜋𝑚𝑖𝑛 . This is described in Step 1 and Step 2 in Fig. 6. Pseudo-code of tier-1 state 

encoding (step 1 and 2) for the blocks in the smallest closed partition is associated with 𝐹𝑆𝑀𝑤. Pseudo-code of tier-2 

state encoding (step 3-5) for the blocks of partition µ is associated with the residual 𝐹𝑆𝑀𝑟. Note that 𝐹𝑆𝑀𝑟  is to 

preserve the original functionatility of M. Once the smallest closed partition (πmin ) and nontrivial input-consistent 

partition (τ)  are determined, it is simple to perform the initial state encoding (ei
1) using the minimum number of 

binary bits (in Step 1 and Step 2). The complexity of tier-1 state encoding procedure is O(𝑞). Note that Step 2 might 

not produce a unique state encoding.  
 

Input: State partition  𝜋𝑚𝑖𝑛 =  𝜏 = {𝐵1;  𝐵2; … . . ;  𝐵𝑞}, 𝑞 < 𝑛.  

Requirement: Use the minimum number of binary codes 

Output: State encoding of (𝑒𝑖
1) and (𝑒𝑖

2)  

_____________________________________________________ 

Procedure:  

1. Let 𝑚𝑤 =  ⌈log2 𝑞⌉  

2. Perform one-to-one mapping using 𝑚𝑤 𝑏𝑖𝑛𝑎𝑟𝑦 𝑏𝑖𝑡𝑠 on {𝐵1;  𝐵2; … . . ;  𝐵𝑞}. 

3. Find another state partition µ such that 𝜋𝑚𝑖𝑛 ∙ 𝜇 = ∅; Let 𝜇 = {𝑏1;  𝑏2; … . ;  𝑏𝑟}. 

4. Let 𝑚𝑟 =  ⌈log2 𝑟⌉  
5. Perform one-to-one mapping using 𝑚𝑟  𝑏𝑖𝑛𝑎𝑟𝑦 𝑏𝑖𝑡𝑠 on {𝑏1;  𝑏2; … . ;  𝑏𝑟}. 
____________________________________________________________ 

Fig. 6. Pseudo-code of tier-1 and tier-2 state encoding 
 

Example 8 [State Encoding; Tier-1]: From Example 7, 𝑞 = 3, 𝑚𝑤 = 2, 𝑒𝑖
1 = {(𝛼, 00), (𝛽, 01), (𝛾, 10)}. Note that 

there exists other tier-1 state encodings possible such as {(𝛼, 01), (𝛽, 10), (𝛾, 11)}.  

To complete the state encoding 𝑒𝑖, a tier-2 state encoding 𝑒𝑖
2 needs to be done. Informally, 𝑒𝑖

2 should distinguish 

each state in every block 𝐵𝑖  𝑖𝑛 {𝐵1;  𝐵2; … . . ;  𝐵𝑞}. This can be done with another partition 𝜇 = {𝐴, 𝐶, 𝐸̅̅ ̅̅ ̅̅ ̅̅ ;  𝐵, 𝐷, 𝐹̅̅ ̅̅ ̅̅ ̅̅ }, as 

an example. 

A general procedure for a tier-2 state encoding 𝑒𝑖
2  is described in Step (3)-(5) in Fig. 6. Given 𝜋𝑚𝑖𝑛,finding 

another partition µ satisfying the condition (i.e., 𝜋𝑚𝑖𝑛 ∙ 𝜇 = ∅) is straight forward since it can split the states in each 
block of 𝜋𝑚𝑖𝑛 into an individual state. Step 3 can be done in polynomial time, 𝑂(𝑞 ∙ |𝐵𝑖|), where q is the number of 
blocks in 𝜋𝑚𝑖𝑛 and |𝐵𝑖| is the maximum number of states in the block. Step 4 and 5 are similar to the tier-1 state 
encoding procedure. 

  Example 9 [State Encoding; Tier-2]: From Example 7 and Example 8, 𝜇 = {𝐴, 𝐶, 𝐸̅̅ ̅̅ ̅̅ ̅̅ ;  𝐵, 𝐷, 𝐹̅̅ ̅̅ ̅̅ ̅̅ } = {𝑏1;  𝑏2} since 

𝜋𝑚𝑖𝑛 ∙ 𝜇 = ∅. Also, 𝑟 = 2, 𝑚𝑟 = 1, 𝑒𝑖
2 = {(𝑏1, 0), (𝑏2, 1)}.  

The final state encoding 𝑒𝑖 is made using the concatenation of two tiers of state encodings 𝑒𝑖
1 and 𝑒𝑖

2. 

Example 10 [Final State Encoding]: 𝑒𝑖 =  𝑒𝑖
1 + 𝑒𝑖

2 = {(𝐴, 000), (𝐵, 001), (𝐶, 010), (𝐷, 011) , 
(𝐸, 100), (𝐹, 101)}. 

Note that the watermarked FSM (𝐹𝑆𝑀𝑤) is a state machine that behaves as an input-independent ⌈𝑙𝑜𝑔2 𝑞⌉ −

bit counter.  

ANALYSIS 

In this section, we provide the analysis of the proposed approach. The limitation of the proposed approach and the 

potential solution are also discussed.  

Existence of Watermarked FSM 

We provide the analysis for the existence of the watermarked FSM possessing the property P* based on [6]. 
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Theorem 1: If a closed partition π and a nontrivial input-consistent partition 𝜏𝑖 on S in a FSM = (I, O, S, δ, λ) 

which satisfy the condition of  𝜋 ≥  𝜏𝑖 , then the watermarked  𝐹𝑆𝑀𝑤 = (𝑆𝑤 , 𝐼𝑤 , 𝛿𝑤) possessing the property P* 

exists.  
 

Proof: If the FSM possesses a closed partition π such that 𝜋 ≥  𝜏𝑖 , then, for a given state Si and every input in I, 
the next states must be in the same block of 𝜏𝑖, and therefore in the same block of π. Consequently, for a given initial 
state, the block of π in which the state of 𝐹𝑆𝑀𝑤  is contained after any finite input sequence depends only on the initial 
block and on the length of the sequence. Furthermore, there must exist a cycle of states such that δw(s1, x) = δw(s2, x) = 
… = δw(sp, x) for any input x in Iw. Then, the maximal periodicity (𝑝𝑚𝑎𝑥 = 𝑝) of a cycle can be chosen.   

             □ 

Attack Analysis 

IP watermarking attacks can be further categorized in the main classes below [3]. 

Removal Attacks: Removal attacks are divided into either elimination attacks or masking attacks.  

Elimination attacks: the watermark can be eliminated completely by an attacker. For instance, the attacker tries to 

estimate the watermark and subtract it from the watermarked design. In the proposed scheme, it will be technically 

infeasible to eliminate the watermarked FSM without affecting the original functionality since the watermarked FSM 

itself performs the sub-computation. 

Masking attacks:  masking attacks aim at distorting the watermark detector to disable its ability to sense the 

presence of the watermark. This attack is more related to the watermark verification process.  

False Positive (Probability of Coincidence or Watermark Collision): In [12], the probability of coincidence was 

defined as “the odds that an unintended watermark is detected in a design.” Often, this is used as a measure of 

watermark validity. In [9], we demonstrated using a set of simple FSMs that the collisions practically may not occur. 
 

Embedding Attacks (Forging): Watermark designers need to find techniques to protect their designs from 

intruders to embed another watermark in the design. In the proposed scheme, it is likely that the functionality of a 

FSM may change and thus detectable, if another watermark is added.  

Limitation 

The existence of P* is not guaranteed for all FSMs (see Theorem 1). The nature of the limitation is rooted from 

using a strong property (i.e., maximal periodicity and input-consistency). In this case, we may consider relaxing 

these requirements at the cost of lowing security level (i.e., to embed less useful data for IP protection.) 

CONCLUSIONS AND FUTURE WORK 

For a class of deterministic finite-state machines (D-FSMs), we have proposed the new watermarking embedding 

method at a FSM-level. We showed that a watermarked FSM, which possesses a property of cyclic state behavior 

with maximal periodicity, can be extracted using a hierarchical state encoding. The proposed work was carried out 

based on the observation that this property may be used as an IP owner’s unique property for the FSM IP. However, 

the proposed method does not provide a universal solution (Section IV.C). Using state-splitting [6] may resolve this 

issue, but at the cost of relaxing the non-destructiveness.  
 

Another interesting problem that should be investigated further is to formally analyze a false positive collision 

that may arise during the embedding process. This problem can be described as follows: Given a FSM M which 

inherently possesses the property of a cyclic state behavior with periodicity p, does another FSM 𝑀′exist such that 

𝑀′ has the same property and 𝑀′ ≠ 𝑀? We plan to work on this important problem.  
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9. Additional Works done by Dr. Kun Sun 

 

(1) Now You See Me: Hide and Seek in Physical Address Space [1] 

 

With the growing complexity of computing systems, memory based forensic techniques 

are becoming instrumental in digital investigations. Digital forensic examiners can unravel what 

happened on a system by acquiring and inspecting in-memory data. Meanwhile, attackers have 

developed numerous anti-forensic mechanisms to defeat existing memory forensic techniques by 

manipulation of system software such as OS kernel. To counter anti-forensic techniques, some 

recent researches suggest that memory acquisition process can be trusted if the acquisition 

module has not been tampered with and all the operations are performed without relying on any 

untrusted software including the operating system. 

 

However, in this work, we show that it is possible for malware to bypass the current state-

of-art trusted memory acquisition module by manipulating the physical address space layout, 

which is shared between physical memory and I/O devices on x86 platforms. This fundamental 

design on x86 platform enables an attacker to build an OS agnostic anti-forensic system. Base on 

this finding, we propose Hidden in I/O Space (HIveS) which manipulates CPU registers to alter 

such physical address layout. The system uses a novel I/O Shadowing technique to lock a 

memory region named HIveS memory into I/O address space, so all operation requests to the 

HIveS memory will be redirected to the I/O bus instead of the memory controller. To access the 

HIveS memory, the attacker unlocks the memory by mapping it back into the memory address 

space. Two novel techniques, Blackbox Write and TLB Camouflage, are developed to further 

protect the unlocked HIveS memory against memory forensics while allowing attackers to access 

it. A HIveS prototype is built and tested against a set of memory acquisition tools for both 

Windows and Linux running on x86 platform. Lastly, we propose potential countermeasures to 

detect and mitigate HIveS. 

 

(2) TrustICE: Hardware-assisted Isolated Computing Environments on Mobile Devices [2] 

 

Mobile devices have been widely used to process sensitive data and perform important 

transactions. It is a challenge to protect secure code from a malicious mobile OS. ARM 

TrustZone technology can protect secure code in a secure domain from an untrusted normal 

domain. However, since the attack surface of the secure domain will increase along with the size 

of secure code, it becomes arduous to negotiate with OEMs to get new secure code installed. We 

propose a novel TrustZone based isolation framework named TrustICE to create isolated 

computing environments (ICEs) in the normal domain. TrustICE securely isolates the secure 

code in an ICE from an untrusted Rich OS in the normal domain. The trusted computing base 

(TCB) of TrustICE remains small and unchanged regardless of the amount of secure code being 

protected. Our prototype shows that the switching time between an ICE and the Rich OS is less 

than 12 ms.  
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In summary, we make the following contributions in this work. We design a TrustZone-

based isolation framework named TrustICE to provide isolated computing environments on 

mobile devices without using a hypervisor. We enhance the system security. TrustICE can 

reduce the attack surface of the secure domain and minimize the system’s TCB by moving 

secure code from the secure domain to the normal domain. TrustICE’s TCB only includes a Boot 

ROM and a small trusted domain controller, which is protected by TrustZone in the secure 

domain. We can ensure the isolation of secure code in the normal domain. Since all secure code 

will be executed in the normal domain, we ensure that no matter whether the secure code is 

running or suspended, the untrusted Rich OS cannot access or manipulate it. We implement a 

TrustICE prototype on Freescale i.MX53 QSB. The Rich OS is a customized Linux 2.6.35 and 

Android 2.3.4. The experimental results show that our system can switch from the Rich OS to 

ICE in 10.6 ms, and switch back from ICE to the Rich OS in 0.8 ms . 
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