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1 SUMMARY
The objectives of this research were to address three aspects of complex communication networks.
The first area was point-to-point connections while the second dealt with global analysis of the
network geometry and topology.

• Point-to-point connections. In this area of research we assessed the resources for attacking
state-of-the art block ciphers with a quantum computer. Specifically, Grover-based attacks
against the Advanced Encryption Standard (AES), the AES finalists MARS and Serpent,
and the NSA-designed lightweight block cipher families SIMON and SPECK were consid-
ered. Based on our resource analyses, we are in a position to recommend a block cipher that
can be expected to remain secure with scalable quantum computers being available to attack-
ers. In addition, we explored the integration of classical cryptographic techniques into the
αη scheme. We showed how to integrate a“restricted” all-or-nothing transform to obtain an
efficient hybrid (classical-quantum) scheme with (provable) information-theoretic security
guarantees. Combining our design with a classical high-performance solution for authenti-
cated encryption with associated data (AEAD)—we considered the ChaCha20 stream cipher
and Poly1305 authenticator—results in a highly performant encryption solution with secu-
rity guarantees that go beyond established classical security models.

• Network Geometry and Topology. We applied our discrete Ricci flow (DRF) approach to
embedded communication networks in 3D in order to characterize and analyze its global
topological and geometric properties, and to identify this structure with the function of the
communication network. In particular, we simulated the evolution of embedded networks
under DRF, provided surgery and characterized its topological structure. We are in a posi-
tion to use this discrete curvature analysis to construct a quasi local measure of congestion
(QLC) that will be based on our discrete quasi-local mass (QLM) results in this effort. We
examined curvature heat-maps using Foreman curvature, and our results give new insight on
the realization that positive curvature regions in networks signal load balance, while nega-
tive curvature regions identify congestion in the network. We diagonalized the discrete Ricci
flow equations so that they have favorable linear scaling.

2 INTRODUCTION
In this section we introduce both the point-to-point connection analysis followed by an introduction
to global analysis of networks and discrete Ricci flow.

2.1 Introduction to quantum-safe encryption of point-to-point connections

Once large-scale quantum computing becomes available, the security margins of a number of es-
tablished cryptographic solutions are reduced. Shor’s seminal work [1] showed that for many de-
ployed asymmetric solutions quantum algorithms invalidate the underlying hardness assumption.
This led to ongoing efforts to transition to a national post-quantum standard for digital signatures
and other asymmetric primitives [3]. For symmetric encryption, the situation appears less dramatic,
as the most relevant quantum cryptanalytic improvement is based on a result by Grover [2], which
offers asymptotically only a quadratic speed-up over a classical attack. In essence, Grover’s algo-
rithm enables an asymptotically faster exhaustive key search based on known plaintext-ciphertext
pairs, but quantifying the exact cost of such a quantum attack is non-obvious, as a quantum circuit
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needs to be implemented that depends on the target cipher. This results in a situation where the
cost for attacking ciphers with the same secret key length can differ substantially, i.e., block ci-
phers with comparable classical characteristics may offer different resistance to quantum attacks.
To quantify the resources of quantum attacks, this project considered the number of qubits, number
of Clifford+T gates, circuit depth, and T -depth. The choice of these metrics with this particular
set of quantum gates is motivated by the suitability for interfacing with state-of-the art techniques
for quantum error correction (specifically, surface codes). We report here on the quantum resource
analysis of several block ciphers:

• AES, arguably the most prominent block cipher in use today. The recognition of our quantum
cryptanalytic results on this cipher [4] is evidenced by the National Institute of Standards and
Technology (NIST)’s decision to use our results in the Submission Requirements and Evalu-
ation Criteria for the Post-Quantum Cryptography Standardization Process to characterize
security strength categories [5].

• Two AES finalists, MARS and Serpent, which follow different design principles – one build-
ing on a large “random” S(ubstitution)-box, the other on small S-boxes. It turned out that
MARS is substantially more demanding in being mapped to an efficient quantum circuit,
and when adding NSA’s lightweight designs SIMONand SPECK to the comparison, substan-
tial cost differences became apparent [6].

Complementing its cryptanalytic role, quantum technology offers an attractive option for de-
signing and implementing cryptographic solutions. We built on an existing protocol [7], commonly
referred to as αη, which seeks to leverage physical (channel) characteristics to establish security
guarantees. Namely, αη aims at exploiting properties of coherent states of light to obtain secure
data encryption over an optic channel. Its security is based on the uncertainty of any measure-
ment of the transmitted coherent states due to the intrinsic quantum noise. This setting is not
directly amenable to popular cryptographic models and techniques, where ciphertexts are modeled
as (readily available) bitstrings. On the other hand, from an implementation cost perspective, use
of the optic channel appears more elaborate than a standard communication channel.

In the project we showed how a particular type of bijection — an all-or-nothing-transform
(AONT) — can be used to enhance αη. Such maps are designed to hide partial information on
their input as long as the output is not completely known. For our purposes, introducing a notion
of restricted AONT turned out to be helpful. We used a restricted AONT for a pre- (and corre-
sponding post-)processing step in αη to harness security guarantees of the latter without having to
transmit the complete payload through the optic channel. Parts—in fact most—of the payload can
be transmitted classically, maintaining security without introducing computational assumptions.
For practical purposes, error correction needs to be considered in our design as well, and we will
report on this aspect below. To have a provable argument conveniently available, in our work we
restricted to a conceptually simple form of error correction. Finally, for actual deployment, our
design would naturally be combined with a computationally secure AEAD primitive. This results
in an encryption solution where already moderate bandwidth on the optic channel prevents an at-
tacker from reliable ciphertext access, extending the security of an AEAD solution beyond what
is captured by common classical security models. We also established a form of forward secrecy
in our system design — even after compromise of the secret key, past transmissions still afford
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secrecy guarantees. Again, we do not require the introduction of computational assumptions for
this; our analysis is again based on an information-theoretic argument.

2.2 Introduction to Global analysis of Networks

Hamilton’s Ricci flow (RF) yields new insights into a broad range of problems from Perelman’s
proof of the Poincaré conjecture to greedy-routing problems in cell phone networks [12, 13, 14,
15, 16]. Here the time evolution of the metric ġgg is proportional to the Ricci tensorRRRc,

ġgg = −2Rc (ggg) . (1)

The RF equation yields a forced diffusion equation for the curvature; i.e., the scalar curvature (R)
evolves as

Ṙ = 4R + 2R2, (2)

here4 is the Laplacian with respect to the metric ggg.
The majority of the engineering applications of RF have been limited to the numerical evo-

lution of piecewise linear surfaces [17]. This is not surprising since a geometry with complex
topology is most naturally represented in a coordinate-free way by unstructured meshes, e.g. finite
volume [18], finite element [19]. The applicability of discrete RF in two dimensions arises from its
diffusive curvature properties and from the uniformization theorem for surfaces: every simply con-
nected Riemann surface evolves under RF to one of three constant curvature surfaces — a sphere,
a Euclidean plane or a hyperbolic plane. RF on surfaces is an accepted method for engineering a
metric for a surface given only its curvature [17]. However, in three dimensions, it is significantly
more complicated. In particular, singularities can form during evolution under RF. In three di-
mensions, the uniformization theorem yields the geometrization theorem of Thurston, that shows
that each closed 3-manifold has a decomposition into a connected sum of one or more of eight
prime 3-manifolds [20, 21]. The diffusive curvature flow in three and higher dimensions together
with this classification provides a richer taxonomy than its 2-dimensional counterpart. Perhaps this
more refined taxonomy may prove useful in network classification. Diffusive curvature flow may
provide noise reduction in higher dimensional manifolds, and in this direction we are currently
exploring a coupling of RF with persistent homology [22, 23]. Finally, the soliton solutions of
RF are Ricci flat and are therefore vacuum solutions of Einstein’s equations for gravitation. This
feature and its connection to the renormalization group make RF with boundary an exciting topic
for current research into AdS/CFT models of quantum gravity [24, 25].

In this area research we report on four major advances, extending our work on SRF to what we
refer to as discrete Ricci flow (DRF):

• We diagonalized the SRF equations so that they are scalable to large data sets [47].

• We preformed the first DRF evolution through a curvature singularity in 3-dimensions using
manifold surgery [48].

• We developed the first application to Wang and Yau’s quasi-local energy using our tech-
niques, and this has allowed us extend our research to defining a quasi-local congestion
energy-functional for networks [49].

• We unified our curvature expressions with those of Forman, thus allowing us to extend our
curvature flow analysis from discrete manifolds to complex networks [48].
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One of our graduate students (S. Ray) was the first to apply the Wang and Yau formulation
of quasi-local mass for an extreme rotating black hole [49]. He has been recruited as a National
Research Corporation (NRC) postdoctoral fellow at AFRL/RIT. In Ray’s work he showed the need
to extend their definition to handle definitions below a critical radius above the horizon. This
development was important in order for us to extend this novel mathematical framework to more
general structures, in particular, to the measure of quasi-local congestion to complex networks. We
are now in a position to move this forward. Our results are now being used by numerous groups
to develop a discrete quasi-local measure of congestion in networks [49, 51, 52]. This quasi local
congestion (QLC) measure could be an ideal filtration parameter to guide network reconfiguration
and ensure load balance.

3 METHODS, ASSUMPTIONS AND PROCEDURES

3.1 Five Metrics and Milestones and Accomplishments.

We addressed each of the five primary tasks and technical requirements throughout this research
effort as follows:

• (Metric 4.1.1–4.1.3) We derived quantum circuits and resource counts for quantum attacks
against AES-128, AES-192, AES-256, MARS, and Serpent as planned. Based on these
analyses, we can identify cipher characteristics that support “quantum resistance.” Thus,
instead of detailing RC6 and Twofish circuits, we collaborated with Y-K Liu and E Schoute,
adding the lightweight designs SIMON and SPECK to the resource comparison. We identified
a cipher-agnostic resource saving/trade-off for handling plaintext-ciphertext pairs in Grover’s
algorithm.

• (Metric 4.2.1–4.2.3) Leveraging an AONT, we reduced αη’s implementation complexity.
Only a part of the preprocessed payload needs to be sent via the optic channel to ensure
information-theoretic guarantees, including a provable forward secrecy guarantee. For self-
synchronization of the classical transmission, existing techniques suffice. For the optic chan-
nel, a simple preprocessing is incompatible with the benefits from the AONT, but with the
reduced bandwidth need, our error correction on the optic channel appears adequate.

• (Metric 4.3.1–4.3.3) We successfully submitted more than one article per year under this
effort in refereed journals as highlighted in Sec. 3.2. We have organized two international
meetings entitled “Quantum Cryptanalysis” addressing the scope of this research. Both have
been approved under the umbrella of a Dagstuhl Seminar (No. 15371 and No. 17401),
and one of these was picked up by nature [8]. Moreover, one of the PIs met each year at
AFRL/RIT to report on the status of the project.

• (Metric 4.4.1– 4.4.4) We meet each milestone by simulating the neck pinch of a discrete
geometry and integrating through the singularity using a discrete form of manifold surgery.
This evolution required re-meshing based on a discrete diffeomorphism formulation based
on the PI’s previous research. Our new diagonalized for of the DRF equations enabled us to
mirror Forman’s curvature [50] and we applied our DRF technique to a real world network
(RWN) of e-mail exchanges.
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• (Metric 4.5.1–4.5.4) Our PhD student successfully defended his thesis by analyzing, for the
first time, the definition of quasi-local mass developed by S-T Yau and M-T Wang. This
calculation was involved, and pointed out some improvements needed in their theory. This
application is being used to define a quasi-local definition of congestion in networks. This
definition mirrors the Wang and Yau definition for quasi-local energy and momentum in
general relativity. This future research will be conducted by S. Ray at the AFRL under his
National Research Council (NRC) postdoctoral fellowship.

We met or exceeded all five metrics and milestones described above, with two exceptions:

• Integrating self-synchronization into αη appears to require pre-processing of the raw data
or/and a post-processing of data transmitted through the optic channel. The defining proper-
ties of an AONT seem to rule out a preprocessing approach. For a post-processing approach,
it is unclear how to integrate with the error correction for the optic channel without invalidat-
ing the security proof. As the design of our encryption scheme enables us to send only parts
of the data over the optic channel and we emphasized provable security, we think that our
basic error correction that goes along with the security analysis is a pragmatic workaround.

• We were only able to examine the change in curvature-based heat maps under DRF but have
not finished defining and benchmarking a QLC measure related to these curvature quantities.
In particular, much of our research with PhD student Shannon Ray was consumed in analyz-
ing the Wang and Yau QLM definition. This result was necessary, and the students results
lead to his degree and was successful in establishing a postdoctoral position at AFRL/RIT.
He will continue this research under this NRC and apply a our results to quantum systems.
The community has acknowledged that we have developed the first faithful discrete repre-
sentation of Hamilton’s Ricci Flow integrating through a singularity using a discrete form
of manifold surgery. We used discrete re-meshing (discrete diffeomorphism) to accomplish
this evolution. Exciting applications are underway both of pure mathematical foundation as
well as applied complex network problems.

3.2 Publications Under this Effort

There are 7 publications in refereed journals, 1 publication in refereed conference proceedings, two
Dagstuhl reports, and a (refereed) poster presentation associated to this effort; two more papers on
protecting point-to-point connections are close to completion and about to be submitted. The
publications are as follows:

1. Alsing, P. M., Miller, W. A. and Yau, S-T, “A realization of Thurston’s geometrization:
discrete Ricci flow with surgery,” Annals of Mathematical Sciences and Applications (2018)
in press ; arXiv:1709.08494.

2. Conboye, R and Miller, W. A., “Piecewise flat curvature and Ricci flow in three dimensions,”
Asian J. Math. 6(6) (2017) 1063-1098.

3. Miller, W. A., Ray, S., Wang, M-T & Yau, S-T, “Wang and Yau’s quasi-local energy for an
extreme Kerr spacetime,” Class. Quantum Grav. (2018) in press ; arXiv:1708.07532.
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4. Ray, S., Miller, W. A., Alsing, P. M. & Yau, S-T, “Adiabatic isometric mapping algorithm for
embedding polyhedral metrics in Euclidean 3 space,” Class. Quantum Grav. 32(23) (2015)
235012.

5. Alsing. P., Blair, H. A., Corne, M., Jones, G., Miller, W. A., Mischaikow, K. and Nanda, V.
“Topological Signatures of Singularities in Simplicial Ricci Flow,” Axioms 6(3) (2017) 24.

7. Conboye, R., Miller, W. A. and Ray, S., “Distributed mean curvature on a discrete manifold
for Regge calculus,” Class. Quantum Grav. 32 (2015) 185009.

8. Kepley, S., Russo, D., Steinwandt, “Cryptanalysis of a modern rotor machine in a multicast
setting,” Cryptologia 40(6) (2016) 515–521.

9. Grassl, M., Langenberg, B., Roetteler, M., and Steinwandt, R., “Applying Grover’s algorithm
to AES: quantum resource estimates,” in T. Takagi, editor, Post-Quantum Cryptography,
Lect. Notes in Comput. Sci. vol. 9606, Springer (2016) 9–43.

10. Amento, B., Grassl, M., Langenberg, B., Liu, Y.-K., Schoute, E., and Steinwandt, R., “Quan-
tum Cryptanalysis of Block Ciphers: A Case Study,” 21st Annual Conference on Quantum
Information Processing, (2018) poster.

11. Mosca, M., Roetteler, R., Sendrier, N., Steinwandt, R. (eds.), “Quantum Cryptanalysis
(Dagstuhl Seminar 15371),” Dagstuhl Reports, 5(9), (2015) 1–17.

12. Mosca, M., Sendrier, N., Steinwandt, R., Svore, K. (eds.), “Quantum Cryptanalysis (Dagstuhl
Seminar 17401),” Dagstuhl Reports , (2018) to appear.

4 RESULTS AND DISCUSSION

4.1 Security of Point-to-Point Connections

The results on point-to-point connection roughly split into

1. Resource estimates for quantum attacks, primarily focusing on the resource analysis of im-
plementing an exhaustive key search with Grover’s algorithm against various prominent
block ciphers. In addition to one of the PIs, Brittanney Amento (Florida Atlantic Univ.),
Markus Grassl (Max-Planck Gesellschaft, Germany), Brandon Langenberg (Florida Atlantic
Univ.), Yi-Kai Liu (NIST), and Eddie Schoute (Univ. of Maryland) participated in this part
of the project research. For a classical cryptanalytic result, David Russo and Shane Kepley,
two students at the PIs’ institution were collaboration partners.

2. The integration of classical pre- (and post-)processing into αη to establish strong provable
guarantees, primarily in an information-theoretic setting without the introduction of compu-
tational assumptions. In addition to one of the PIs, two students at the PIs’ institution —
Hai Pham (Florida Atlantic University) and Shane Kepley (Florida Atlantic University) —
as well as Adriana Súarez Corona (Universidad de Léon, Spain) were collaboration partners.
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4.1.1 Resource Estimates for Quantum Attacks

In symmetric cryptography, arguably the most straightforward form of quantum cryptanalysis is to
perform exhaustive key search against a block cipher, using Grover’s algorithm. Asymptotically,
this achieves a quadratic speedup, compared to classical exhaustive search. The straightforward
interpretation would mean that if a block cipher has k bits of security against classical computers,
it will have k/2 bits of security against quantum computers. However, this ignores a number of
issues regarding the implementation of Grover’s algorithm. Even leaving aside the question of fault
tolerance, we need to implement the “oracle” in Grover’s algorithm – it checks (a superposition
of) target keys against given plaintext-ciphertext pairs. The Grover oracle is specific to the target
cipher E we attack, the implementation of the Grover oracle UM,E finds the (unique) key K in the
key space KE where the predicate fM,E(K) : KE → {0, 1}, defined as

fM,E(K) =





1 if
r∧

i=1

E(Mi, K) = Ci

0 otherwise.
, (3)

is 1. It acts on the given inputs as

UM,E|K〉|−〉 = (−1)fM,E(K)|K〉|−〉 , (4)
UM,E|K〉|+〉 = |K〉|+〉 . (5)

Figure 1 and Figure 2 show two different ways to implement the testing of a candidate key against
a given tuple of r plaintext-ciphertext pairs in the Grover oracle. The parallel Grover oracle in
Figure 1 computes the encryption for all plaintexts in parallel. This oracle variant requires less
gates to implement and the total circuit depth is small; the required number of qubits is higher,
however. The unitaries K and E implement the key expansion and message encryption of the
target cipher, respectively. Alternatively, the sequential oracle in Figure 2 be used to reduce the
total number of qubits at the cost of increasing the gate count and circuit depth.

|K〉 / K K† |K〉
|M1〉 / E |C ′1〉 E† |M1〉... ... ... ... ... ...
|Mr〉 / E |C ′r〉 E† |Mr〉
|−〉 (−1)fM,E(K)|−〉

Figure 1: The parallel Grover oracle computes the encryption for all plaintexts in parallel.

Whichever option we choose, from the above figures it is clear that the structure of the specific
target cipher will influence the details, and therewith the cost, of running Grover’s algorithm.
Table 1 (extracted from our work in [6]) gives an idea of the quite substantial differences in the
cost of the quantum circuits that have been found for various block ciphers — all using a 128-bit
secret key. In particular, for members of the lightweight families SIMON and SPECK a Grover
attacks appears much closer to being practical than for MARS. It should be noted that the quantum
circuits we identified are the first ones reported in the literature for these ciphers in this level of
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|K〉 / · · · · · · |K〉
|0〉⊗2n / · · · · · · |0〉⊗2n
|0〉 · · · · · · |0〉
|0〉 · · · · · · |0〉
|0〉⊗r−3 ... . . . ... . . . ...
|−〉 · · · · · · (−1)fM,E(K)|−〉

E1 E2 E ′r E†2 E†1

Figure 2: The sequential Grover oracle trades qubits for circuit depth.

Block cipher Clifford T -gates qubits
SIMONpar(32, 4) 76,770 40,432 257
SIMONseq(32, 4) 134,196 60,632 194
SPECKpar(32, 4) 133,858 69,328 259
SPECKseq(32, 4) 264,900 137,282 195
SERPENT 256,314 132,608 800
MARS 1.32 · 108 9.6 · 107 1936
AES-128 106 106 984

Table 1: Resources for implementing various 128-bit block ciphers as a quantum circuit.

detail, and improvements can be expected. E.g., in the second Dagstuhl Seminar we organized in
connection with this project, a group in the Netherlands indicated possible improvements for the
gate counts in the S-box of AES. Such results will also reduce the overall gate cost of AES. For
instance, Figure 3 gives a schematic overview of how we structured an AES circuit for the case of a
192-bit key, and with a more (gate) efficient S-box construction, we could obtain (gate) savings in
each round – and therewith in each iteration of Grover’s algorithm, i.e., local savings pay off. Note
that the circuit includes the key expansion, which one may be temped to suppress in an abstract
AES discussion, but as we need to encrypt plaintexts in a Grover attack, the correct round keys
must be derived, and we cannot ignore the key expansion.

What makes a block cipher more resistant against a Grover-based attack? One of the an-
swers is indicated in the above overview of a circuit for AES-192: we do have to find the round
keys inside the Grover oracle. As a consequence, a complex key schedule can make the design of
the Grover oracle quite complex—and at the same time, latency possibly caused by a more com-
plex key schedule may be acceptable for a number of applications. The most fundamental issue
that impacted the development effort for our quantum circuits rooted in the internals of the round
functions, however: Many modern block ciphers are contain a number of linear operations as part
of the round functions—AES being a prime example of such a design. For security reasons, the
design also introduces some non-linear components, commonly in the form of one or several S-
boxes. The type of S-boxes made quite a difference for our analysis efforts: we have to implement
these “look-up tables” as a quantum circuit, which is conveniently done by first implementing a
reversible circuit, and thereafter mapping reversible gates to a Clifford+T gate set, using existing
decompositions [9].
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Figure 3: Structure of a quantum circuit for AES.

S-boxes that are inherently reversible and operate on a small number n of bits only can be
seen as elements of the symmetric group Sn, and hence we can invoke the powerful algorithmic
machinery for word problems in Sn. Such techniques are well-known from solving permutation
puzzles—a permutation needs to be expressed as a short word in terms of given generators. In
our case the generators correspond to certain elementary gates, and a word being short means
we want to keep the number of gates small. Group-theortic tools could be used successfully for
decomposing the S-box of AES, for instance.

Serpent is another example where a group-theoretic approach allows the construction of quite
compact circuits — Figures 4 and 4 show quantum circuits for all Serpent S-boxes— depending
on the round permutation being even or odd, we do need an additional qubit (ancilla):
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Figure 4: Quantum circuits for SERPENT’s S-boxes: even permutations.
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Figure 5: Quantum circuits for SERPENT’s S-boxes: odd permutatons

In a sense on the opposite end of the design space is the AES finalist MARS: The MARS S-
box contains 512 entries, each being a 32-bit value produced in a “pseudorandom fashion” (with
a cryptographic hash function). Since no obvious algebraic structure exists to take advantage of,
the most naive approach would be to implement 512 nine-fold controlled NOT gates for each of
the 32 bits (i.e., checking every input bit possibility and applying the appropriate output per bit),
which would result in a highly costly quantum circuit. Of course, some boolean simplification
can be applied here, but we failed to find “impressive” simplifications that come from structural
insight—the lack of algebraic structure appears to effectively limit the tools available. Implement-
ing the unstructured S-box dominates the design and implementation cost of the Grover oracle for
MARS. Having large “random” S-boxes appears at this point an adequate design tool to increase
the complexity of a Grover-based attack.

4.1.2 Enhancing αη through the Integration of Classical Cryptographic Techniques

To be able to discuss a protocol like αη and its integration into a hybrid scheme, we use the notion
of a quantum symmetric-key encryption scheme using mesoscopic coherent states. This is a triple
of efficient algorithms as follows:

• KeyGen: given the security parameter, it outputs a secret key K.

• Encryption: given a plaintext M and a secret key K, it outputs a ciphertext C, consisting
of a sequence of coherent states and a bitstring of the form

C = (|ψ1〉, . . . |ψm〉||c1, . . . , cn)
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• Decryption: given a ciphertext C and a secret key K, it outputs a plaintext M .

We allow the sequence of coherent states or the classical bit string to be empty to include both
classical and purely non-classical symmetric-key encryption schemes. The key tool to preprocess
data in such a way that we can make less use of the optic channel (without sacrificing security)
is an AONT. In terms of the entropy function H , we can characterize an AONT as follows: Let
X1, ..., Xs, Y1, ..., Ys be random variables taking values from the finite set X , with |X| = v. These
2s random variables define a (l, s, v)-AONT provided that the following conditions, are satisfied:

1. H(Y1, ..., Ys|X1, ..., Xs) = 0,

2. H(X1, ..., Xs|Y1, ..., Ys) = 0

3. For all X ⊆ {X1, ..., Xs} with |X | = l, and for all Y ⊆ {Y1, ..., Ys} with |Y| = l, it holds
that

H(X|{Y1, ..., Ys}\Y) = H(X )

For the purpose of this project, we are only interested in AONTs that can be constructed efficiently,
and a result of Stinson [10] can be used to derive efficient constructions of linear AONTs when X
is a finite field. Regrettably, Stinson’s result does not apply when we care about an analysis at the
bit-level. Being able to protect the secrecy of individual bits is a cryptographic necessity, however,
and so we introduced a notion of restricted AONT, which is less versatile than an AONT, but the
restriction imposed does not matter for our application. Essentially, we restricted the positions of
the unknown output-values in the definition of an AONT. In our context, this will mean that we
fix which bits will be transmitted by means of the optic channel with an αη-type protocol, and
which bits of the restricted AONT output can be exposed on a classical transmission channel. The
simplest case of a restricted AONT is a 1-restriced AONT: Let X1, ..., Xs, Y1, ..., Ys be random
variables taking on values in the finite set X . These 2s random variables define a 1-restricted
AONT provided that the following conditions are satisfied:

1. H(Y1, ..., Ys|X1, ..., Xs) = 0

2. H(X1, ..., Xs|Y1, ..., Ys) = 0

3. For all i such that 1 ≤ i ≤ s, H(Xi|Y2, ..., Ys) = H(Xi).

There is no harm for us, in imposing restrictions on our position choices in advance, or keeping
this choice secret. An AONT has no secret key. In fact, the restricted AONTs we are interested
in come from highly structured binary matrices. Namely, the binary matrices we are interested in,
have the following form, and applying a restricted AONTs boils down to simple matrix-by-vector
multiplication:

M =




1 1 1 1 . . . 1
1 0 1 1 . . . 1
1 1 0 1 . . . 1
...

...
...

... . . . ...
1 1 1 1 . . . 0




Schematically, our protocol design is summarized in Figure 6. One topic that so far did not receive
sufficient attention in the literature is the security impact of error correction on the optic channel,
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which is clearly needed, if we target high-speed applications and take realistic error rates (cf. [11])
into account. In order to be able to establish a provable result, we settled for an admittedly very
simple error correction approach — a binary repetition code. As this affects only the part of the
preprocessed message that is sent over the optic channel — which can be small — this seems
completely sufficient. And with this construction we can indeed provide information-theoretic
security bounds on the security of the resulting encryption scheme. As neither the restricted AONT
nor the error correction rely on computational assumptions, the security model and guarantee are
theoretically quite “clean.”

Figure 6: Schematic overview of the hybrid protocol.

Of course, in this type of model side-channels are not taken into consideration. Main restriction
is the (not very surprising) need for a certain amount of entropy in the raw payload to be trans-
mitted. Leaving the information-theoretic setting, we anticipate that the payload would be pre-
processed with a classical high-speed AEAD anyway. Concatenating this with our hybrid scheme
results in a situation where the adversary even lacks the ciphertext to mount an attack against the
AEAD. Another (information-theoretic) feature of our design is that it comes inherently with a
forward secrecy guarantee – assuming suitable restrictions on the (experimental) abilities of the
adversary, we could established that past input bits remain protected even after comprise of the
secret key. Of course, for future transmissions no more guarantees can be provided then.

Downside of our scheme is that the restricted AONT prevents us from benefiting from poten-
tially available self-synchronization guarantees of the classical AEAD solution. However, in view
of the limited bandwidth need for the optic channel in our design, this appears a price worth pay-
ing. With the new construction we can make extensive use of a classic channel and still, provably,
preserve αη advantages.

4.2 Global Analysis of Complex Networks

A discrete RF (DRF) approach for three and higher dimensions, referred to as Simplicial Ricci
Flow (SRF), has been introduced recently and is founded on Regge calculus [26, 27, 28], as well
as complementary work in this direction by [29, 30, 31, 32, 50]. The equations of SRF are similar
to their continuum counterpart and were shown for this model to convergent. Recently, the Rce
tensor was reconstructed on each edge e of a lattice geometry [35]. Here they defined (Definition
5.3) a volume associated to edge e = v1v2 that was capped at each of the two bounding endpoints
v1 and v2. However, in this work we extended the volume associated to the edge e to include the
union of the two Voronoi volumes associated to bounding vertices of the edge,

Ve = Vv1 ∪ Vv2 . (6)
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In so doing, we avoided the need to artificially cap the ends of the volume. The formulae for the
Ricci curvature (Eq. 1.3) of the edge in [35] is identical for this extended volume, it just includes
more edges in the summation. Even though both volumes gave essentially equivalent neck pinching
dynamics, we choose the extended volume as it adheres closely to the approach by Forman [50].
These new DRF equations form a diagonalized set of first-order autonomous nonlinear differential
equations in time. There is one equation per edge in the lattice geometry,

1

`e

d`e
dt

= −Rce = −Ke +
1

2
Re. (7)

In this DRF equation [35] we use an alternative but equally valid vertex-weighted expression:

1. Ke is the sectional curvature of edge `e = v1v2 and is given in terms of the sum over all the
edges, `ej that share a common vertex (v1 and/or v2) with edge `e,

Ke =
1

Ve

∑

ev1 ,ev2∼e

(
cos2(θev1 )εev1

Aev1

Vev1 +
cos2(θev2 )εev2

Aev2

Vev2

)
.

The data structure for this sectional curvature is illustrated in (Fig. 7). Included in this data
structure are all the edges that share either vertex v1 or v2 or both. This data structure is
common for both the discrete Ricci flow tensor Rc

DRF
used here as well as the Forman

graph Ricci curvature RcF for an edge e in a graph. It is expressed in terms of the Voronoi
areasAj dual to the edges `j , the sum of the dual Voronoi 3-volumes of the vertices bounding
edge e,

Ve = Vv1 + Vv2 ,

the deficit areas εj of these edges used in Regge calculus [36], as well as the angle θj between
edge `e and `j . Here, Vev1 is the fraction of the dual Voronoi volume, Vv1 associated with
edge ev1. These are explicitly defined for this model in [37, 39, 40]. Additionally,

2. Re is the scalar curvature associated to edge `e, and it is expressed in terms of the average of
the scalar curvatures at each of the endpoints of edge `e = v1v2,

Re =
1

2
(Rv1 +Rv2) .

The vertex-based scalar curvatures were introduced earlier in Regge calculus, and is a certain
weighted sum of the curvatures of the edges meeting a given vertex [37],

Rv =
1

Vv

∑

e∼v

`eεe.

Here Vv is the dual volume associated with vertex v, and `e is the length of the edge emanating
from vertex v.

Our research under this program explored the behavior of these new diagonalized DRF equa-
tions in 3-dimensions for a geometry with axial symmetry, and to examined the development of
a Type-1 neck pinch singularity through the singularity using manifold surgery techniques. Thus
providing the first piecewise linear numerical realization of Thurston’s geometrization using man-
ifold surgery.
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Figure 7: The data structure of an edge (e = v1v2) used in our definition of the Forman-Ricci
tensor.

4.2.1 The 3-Dimensional Neck Pinch Model

We use the analysis of Angenent and Knopf on the Type-1 singularity analysis of the continuum
RF equations as a foundation of this work [38]. They carefully analyzed a class of axisymmetric
double-lobed shaped geometries with mirror symmetry about the plane of the neck as illustrated in
the top of Fig. 8. In 3D the continuum cross-sections are 3-spheres and not circles, and in our dis-
crete model the cross sections are icosahedrons and not hexagons. The 3D cells are triangle-based
frustum blocks as opposed to the trapezoids depicted in the bottom of the figure. Here the variable
ac measures the proper distance from the equator, and s is the length of the icosahedron edges.The
symmetry of this geometry allows us to suppress one of the three dimensions for visualization
purposes. In [38] RF was applied to a warped product metric on I × S2 having the form,

g = ϕ(z)2dz2︸ ︷︷ ︸
da2

+ρ(z)2gcan (8)

= da2 + ρ(a)2gcan. (9)

Here, I ∈ R is an open interval,
gcan = dθ2 + sin2 θdφ2, (10)

is the metric of the unit 2-sphere,

a(z) =

∫ z

0

ϕ(z)dz, (11)

is the geodesic axial distance away from the waist, and ρ(a) is the radial profile of the mirror-
symmetric geometry, i.e. s = ρ(a) is the radius of the cross-sectional 2-sphere at axial distance
a from the waist. Angenent and Knopf proved that the RF evolution for such a geometry has the
following properties:

1. If the scalar curvature is everywhere positive, R ≥ 0, then the radius of the waist (smin =
ρ(0)) is bounded, (T − t) ≤ s2min ≤ 2(T − t), where T is the finite time at which a neck
pinch occurs.
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2. As a consequence, the neck pinch singularity occurs at or before T = s2min.

3. The heights of the two lobes are bounded from below and, under suitable conditions, the
neck will pinch off before the lobes will collapse.

4. The neck approaches a cylindrical-type singularity.

We demonstrated in our earlier work that the SRF equations, for a sufficiently pinched radial pro-
file, reproduced the neck pinch singularity in finite time, and that the SRF evolutions agree with a
finite-difference solution of the continuum RF equations for the same profile [39, 40]. However, in
our previous analysis we were unable to remove the singularity by manifold surgery and so unable
to integrate through the singularity and reproduce the direct product of two collapsing 3-spheres.
Furthermore the equations used previously, though proven to converge to the continuum RF equa-
tions, form a sparsely-coupled set of autonomous nonlinear first-order differential equations that
proved numerically difficult and time consuming to solve.

a

s

ai

si

si+1

ai+1

ac =⌃ai

Figure 8: A two dimensional representation of the 3D neck pinch geometry of Angenent and Knopf
(continuum on top, and discrete on bottom).

The discrete model reported here is a piecewise linear (PL) approximation to the double-lobed
geometry (e.g. the S2 cross sections are modeled by icosahedra, and adjacent faces of the icosahe-
dra are connected to each other via frustum blocks) as illustrated in Fig. 9 The lattice is composed
of triangle-based frustum blocks, and the dual lattice is composed of pentagonal-based frustum
blocks. The expressions for the sectional, scalar, and Ricci curvature uses the dual lattice with its
dodecahedral cross sections. This lattice is described more fully in [26]. Our simulation used 80
cross-sectional icosahedra across the double-lobed profile. We also relaxed the condition of mir-
ror symmetry about the throat and considered asymmetric geometries. This work represents the
first non-trivial numerical solution of the new DRF equations, and it is the first DRF integration
through a Type-1 singularity via manifold surgery of which we are aware. The results are illus-
trated in Fig. 10. We use axial symmetry of our model to suppress one dimension and the resulting
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Figure 9: An illustration of the icosahedron neck pinch geometry for nine cross-sectional icosahe-
dra (top), and its dual dodecahedral lattice (bottom).

two-lobed geometry can be visualized in Euclidean 3-space (our evolution was fortunately isomet-
rically embeddable in R3). The middle 3’rd and 4’th figure occur at the same time (t = 183.0) in
the evolution. They illustrate the explicit manifold surgery, where the spherical caps (two icosa-
hedrons )are placed on the ends of the left and right lobes. This is the first numerical illustration
of Thurston’s geometrization procedure that we are aware of. This surface has 3438 edges, 1580
triangle-based frustum blocks and 960 vertices, although symmetry reduces the number of edges
to 80 icosahedral {si} edges and 79 axial {ai} edges. The illustrative simulation presented here
involves the solution of a diagonal set of 159 autonomous nonlinear first-order differential equa-
tions. We evolved the left and right lobes for 1682 and 2133 time steps, respectively. We used a
time step ∆t = 0.25. There is no longer the need for matrix inversion at each evolution step.

In the next section we describe the initial profile used and the numerical results obtained.

Figure 10: The RF of a lopsided neck pinch geometry through the Type-1 singularity using surgery
and yielding the geometry as a direct product of two 3-spheres.
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Figure 11: A 2-dimensional cross section of a lopsided neck pinch geometry evolving under RF
through the Type-1 singularity.

4.2.2 DRF with Surgery: A Numerical Realization of Thurston’s Geometrization for a Neck
Pinch Geometry.

We evolved a sufficiently pinched axisymmetric 3-geometry which was given the initial (t = 0)
radial profile,

si = 105.15

(
1− 0.2 e

( ξi+.40.4 )
2

− 0.05 e
( ξi+0.6

0.3 )
2

cos(ξi)− 0.7 cos(ξi)
4

)
, ∀i ∈ {1, ..., n}, (12)

and axial segments,
ai = 100 sin (∆ξ) , ∀i ∈ {1, 2, ..., n− 1}, (13)

where ξi = (n−2i+1)/2, ∆ξ = π/(n+1), and there are n = 80 icosahedral cross-sections. Fig. 10
shows the the initial profile of the lobed geometry in the rectangle to the left along with six other
snapshots taken later during the evolution. This initial double-lobed geometry is also illustrated in
Fig. 11 and is the outermost curve in the planar embedding. We evolve this surface by numerically
solving Eq. 7. This geometry evolved to a pinch (third geometry from the left in Fig. 10) at
t = 183.0. We evolved the equations using a fourth-order Runge-Kutta code with ∆t = 0.25.
At every 50 steps in this evolution we remesh the surface using a cubic spline interpolation. This
remeshing was necessary to keep the circumcenter inside each frustum block (as described in [39]).
Near the singularity t = 183 we removed the pinch by manifold surgery yielding the two lobes
exhibited in Fig. 11 using the following 4-step procedure:

1. we remove the axial edge a45 where the geometry pinched yielding a disconnected left and
right lobed geometry each with R3 topology (the right and left boundaries were removed;
respectively);

2. we capped the left and right lobes by gluing an icosahedra to these open ends with edge
length s45 and s46 thus forming two disconnected 3-dimensional ovoids;

3. we remeshed each of the 3-dimensional ovoids using a cubic spline;

4. finally, we continued evolving using the DRF equations for both of the 3-dimensional ovoids.

Here, Surgery yields two disconnected 3D ovoids and each becomes spherical under the RF evolu-
tion. The resulting geometry is a direct product of two 3-spheres. As the lobed geometry collapses
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a pinch occurs at t= 183. At this point we remove the axial edges at the pinch and cap each end
of the left and right lobe with a new icosahedra. These two surfaces (pre and post surgery) are the
3rd and 4th layers inside the initial surface. After surgery, we remesh both the left and right 3-
dimensional ovoids using cubic spline interpolation. This is, to our knowledge, the first numerical
realization for PL manifolds of Thurston’s geometrization procedure. This particular surface has
3348 edges, 1580 triangle-based frustum blocks and 960 vertices, although symmetry reduces the
number of edges to 80 icosahedral {si} edges and 79 axial {ai} edges.

A more sophisticated surgery procedure that we illustrate in Fig. 12 was implemented. This
involved reassigning the values to two of the s variables and two of the a values. This procedure
offers no essential advantage over the simpler procedure consisting of just capping the surgery with
an icosahedron and remeshing. Here we replace the last three s variables and two a variables with
their spherical cap values. Because we found that this more time-consuming and sophisticated
approach yields the same results, we chose to use the more austere procedure enumerated above.
We evolved these two lobes separately using the Eq. 7. Under this flow the curvature uniformized
and the lobes each evolved toward a collapsing 3-sphere geometry as shown in the figure. We
reproduced expected results with the new DRF equations as shown in Fig. 10 and Fig. 11. In other
words, the initial geometry evolved toward a direct product of two constant curvature Thurston
geometries, and in particular, as a direct product of two 3-spheres.

This numerical example demonstrates our ability to integrate through a singularity and realize
the Thurston decomposition. Our current approach is numerically more efficient than our earlier
formulations.

Figure 12: After the manifold surgery the lobe was closed using a spherical cap with proper match-
ing conditions as illustrated in this figure.

4.2.3 From Piecewise Linear Curvature to Graph Curvature

While we focused our research on the discrete Ricci flow of a PL geometry and manifold surgery,
we applied our formulation based on Forman’s curvature construction to more general structures,
e.g. graphs. It is our focus to explore the properties of graph curvature flow and determine its utility
in characterizing the graph structure, or in its ability to identify and diffuse interesting curvature
regions in the graph. To this end, there is considerable interest and pioneering work in applying the
Ricci flow techniques to characterize and identify change in dynamic small-world spatial networks
[41, 42]. Positive curvature networks stabilize, while negative hyperbolic curved networks expand.
The key to these approaches is a measure of the Ricci curvature introduced by Forman [50]. We
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identified a striking, but intuitive, relationship between the Forman Ricci curvature RcF on graphs
and our formulation of the discrete Ricci tensor Rc

DRF
[34, 35],

RcF =
1

2

(
ω(v1)

ω(e)
+
ω(v2)

ω(e)

)
−

∑

ev1 ,ev2∼e

1

2

(
ω(v1)√
ω(e)ω(ev1)

+
ω(v2)√
ω(e)ω(ev2)

)
, (14)

Rc
DRF

=
1

2

(
Rv1 +Rv2

2

)
−
∑

ev1 ,ev2∼e

1

2

(
cos2(θev1)εev1

Aev1

+
cos2(θev2)εev2

Aev2

)
(15)

Here, e is the edge under consideration between two nodes v1 and v2, the edges sharing node v1
are denoted by evi and are each weighted by an appropriate weighting function ω(evi) ∈ [0, 1]
(with i = {1, 2}), and ω(vi) ∈ [0, 1] is the weighting function for node vi. The data structure as
shown in Fig.7 is identical for both the discrete Ricci tensor and the Forman curvature on graphs.
The comparison of these two curvatures for a given simplicial network, e.g. the 600-cell polytope,
could sharpen the definition of the vertex and edge weighting function for the Forman curvature.
This suggests the following correspondence:

ω(vj)←→ cos2
(
θej
)
εej (16)

√
ω(ej)ω(e)←→ Aej (17)

We believe this may lead to discoveries characterizing complex networks and continued work
resulting from this program is already underway [43].

4.2.4 An Example Application to a Real World Network: Curvature Heat Maps

W demonstratde the calculation of the Forman Ricci curvature for a very small portion of the an
e-mail network. In this example we examine seven e-mail exchangers over a multi-year period.
We excised a small portion of the e-mail data base. The details are not important as we are just
using this to illustrate the graph Ricci curvature technique introduced in this report with actual
data. The graph shown in Fig. 13 was constructed with nodes (colored circles of different radii)
are people and links (lines of varying thickness) between nodes indicate that two people were on a
common e-mail thread. The size of a node shows the number of e-mail threads in which a person
participated. The thickness of a link denotes the number of shared e-mail threads between two
people. Each node is algorithmically assigned to a community (a group with a disproportionately
large number of links among them), which is shown by node color.

For my purpose, the seven vertices of the graph that we investigated are be labeled as follows:
(v1) node weight of 24; (v2) node weight of 19; (v3) node weight of 15; (v4) node weight of 8; (v5)
node weight of 7; (v6) node weight of 12; and finally (v7) node weight of 4.

The edge weighting matrix of the e-mail threads is a symmetric matrix, and its entries is deter-
mined by the number of shared e-mail threads, in particular we find

ω (e) = 11− 1

5




0 4 4 1 1 5 2
4 0 5 2 2 3 2
4 5 0 5 2 3 2
1 2 5 0 1 1 1
1 2 2 1 0 0 0
5 3 3 1 0. 0 0
2 2 2 1 0 0 0




. (18)
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Figure 13: Seven-node e-mail sub-network based on seven e-mail exchangers collected over sev-
eral years.

The curvature map can be calculated using Eq. 14 with the node weighting

ω(v) =




1.00
0.79
0.63
0.33
0.29
0.50
0.17




. (19)

.
There are 21 edges in this graph, e.g. e1 = v1v2. We used Eq. 14 to construct the following

curvature map for this graph.

4.2.5 Wang and Yau’s Quasi Local Mass

This section summarizes our work with PhD student Shannon Ray on exploring the definition of
quasi-local mass in a gravitational field [49]. The local value for the energy density of a gravi-
tational field is zero since the Einstein tensor is divergenceless and it is proportional to the stress
energy. This is true even in the strongest gravitational fields and fluxes in the universe. In order to
provide a physical and meaningful definition of the effective energy-density of a pure gravitational
field, one must define it over a non-zero volume; hence the name quasi-local energy or quasi-local
mass. Early definitions have been flawed and had led to the most recent definition by S-T Yau
and M-T Wang [53]. Under this project we pushed their theory by examining their definition of
quasi-local mass of a ball of radius R > M surrounding an extreme rotating Kerr black hole of
mass M [49]. This is of interest to this project because it opens a new and novel approach to
define a quasi-local congestion measure of a RWN; especially given our curvature measures and
the established relation between curvature and load balance in a network.
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Figure 14: Modified Forman Ricci curvature map ( Eq. 14) for the graph illustrated in Fig. 13.

The key to defining such a quasi-local quantity is to be able to subtract a ground-state energy.
This was originally done by Brown and York by embedding the surface of the non-zero volume in
flat Euclidean space; however not all 2-surfaces are embeddable in Euclidean space and it gives
non-zero values for some flat spacetimes. Wang and Yau generalized this to optimal embeddings
of the surface into flat Minkowski spacetime, and providing physically meaningful junction condi-
tions between their embedding and the surface in the original curved spacetime.

In our work we explored the landscape of the Wang-Yau quasi-local energy for balls surround-
ing an extremely rotating black hole. Below a certain critical radius the constant radius spheres
surrounding the Kerr black hole can no longer be embedded into Euclidean space, but can be
embedded isometrically into Minkowski spacetime as shown in Fig. 15. Here, the image to the
right is an isometric embedding of the spherical Boyer-Lindquist surface for R = 3/2M into
Minkowski spacetime. This surface is not isometrically embeddable into Euclidean 3-space, RRR3.
The equatorial rim is embeddable in Euclidean 3-space; however, the two polar caps are isomet-
rically embeddable in RRR2,1. The graph on the left shows a plot of the isometric embedding into
RRR3,1 for a φ = 0 cross-section (one dimension suppressed). In regions below the critical radius the
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Figure 15: Isometric embedding of the spherical Boyer-Lindquist surface for R = 3/2M into
Minkowski spacetime.

Wang-Yau definition ruled out these surfaces, and they returned an imaginary value for the quasi-
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local mass (Fig. 16. This figure is a contour plot of quasi-local energy as a function of the two
Fourier coefficients with a1 on the x-axis and a3 on the y-axis. The line connecting the points indi-
cates the path taken by the simplex method when optimizing the functional. The surfaces shown at
the bottom of the figure are the convex shadows in R3 at three points along the minimization path.
The surface to the lower right represents our initial guess, the surface in the lower left represents
the global minimum, and the central surface is a surface with an intermediate value of E. Our
numerical results are consistent with the global minimum occurring on the boundary of admissible
solutions, i.e. on the boundary of the color saturated gap in the middle of the contour plot where
the energy has an imaginary component Im(E) > 0.This suggests that we need to further modify
their definition and provide a quasi-local mass that has physical significance. We are currently
working on this problem and its extension to graph congestion.

Figure 16: Landscape of the Wang-Yau quasi-local energy for a sphere around a Kerr black hole
in the space of the first two Fourier coefficients a1 and a3.

5 CONCLUSIONS
Over the course of this project, we have been able to substantially advance the quantitative analy-
sis of quantum attacks against point-to-point connections – a workshop we organized was picked
up by nature, our work on AES was used by NIST to inform an ongoing standardization pro-
cess, follow-up research has been initiated, and in the second international Quantum Cryptanalysis
workshop we organized in connection with this project, there was not enough space to admit ev-
eryone interested in attending. With our findings, we can now confidently choose block ciphers
that offer meaningful resistance against Grover’s algorithm without sacrificing performance. Our
work clearly shows that key length alone is too coarse a measure to estimate the cost of a quantum
attack, but suitable S-boxes and key schedules are potent design tools to complicate a key search
with a quantum computer.

At this point, the more urgent questions for understanding quantum attacks are on the asym-
metric side – e.g., the open research literature offers very limited help in working out a complete
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quantum attack against a standardized signature scheme using elliptic curves. Even writing down
a specific circuit implementing Shor’s algorithm against a realistic RSA-parameter is far from
straightforward, as details of the arithmetic need to be worked out as a quantum circuit. Finally,
mapping a logical quantum circuit onto quantum hardware also requires (at least for today’s crypt-
analytic applications) quantum error correction, and the details of this step – and the resulting cost
overhead – are still not very well understood.

On the design side, we have shown that αη can greatly benefit from adding classical pre- (and
post-)processing. We showed that information-theoretic guarantees can be established that enable
a more reduced use of the optic channel in favor of using a more exposed classical channel. Even
taking error correction into account, strong security guarantees can be established, including a
situation where the secret key eventually gets exposed.

It seems plausible that the set of DRF equations will have an equally rich spectrum of ap-
plication as does its 2-dimensional counterpart known as combinatorial RF [44]. We therefore are
motivated to explore the DRF in higher dimensions so that it can be used in the analysis of topology
and geometry, both numerically and analytically, to bound Ricci curvature in discrete geometries
and to analyze and better handle higher–dimensional RF singularities [45, 46]. The topological
taxonomy afforded by RF is richer in 3D than in 2D. In particular, the uniformization theorem says
that any 2–geometry will evolve under RF to a constant curvature sphere, plane or hyperboloid,
while in 3–dimensions the curvature and surface will diffuse into a connected sum of eight distinct
prime manifolds [20]. We ask is there a similar uniformization/geometrization theorem for 2D/3D
spatial networks?

We plan on using this to further define quasi-local congestion on an embedded network ge-
ometry. We will borrow the theoretical construction of Wang and Yau in their definition of quasi-
local mass in general relativity and apply this to the simplicial geometry of an embedded network.
Needed in this construction is a Hamiltonian for the embedded network. Guiding this research is
the widely accepted conjecture that curvature is a measure of congestion and load balance in net-
works. While we are just at the beginning of this research, we believe this holds promise to address
one of the deepest questions in complex networks: ”What is the normal state of the network?”

The work presented here on global analysis of complex networks proposes a novel approach to
RWN characterization. It gives us a natural path for transitioning this research beyond this project
to the following milestones:

1. Explore more fully the use of persistent homology (PH) to identify singularity formation.

2. Develop a fully-efficient algorithm using SRF with surgery and diffeomorphism to decom-
pose simplicial 3-manifolds into a finite connected sum of their prime components.

3. Develop quasi-local congestion and use this in PH as a filtration parameter to identify, mon-
itor and ameliorate abnormal states of a complex network.

4. Apply SRF to 3-geometries with boundary for applications extending domain of combinato-
rial RF on 2-surfaces.
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6 LIST OF SYMBOLS, ABBREVIATIONS AND ACRONYMS
AEAD Authenticated Encryption with Associated Data
AES Advanced Encryption Standard
AFRL Air Force Research Laboratory
AONT All-Or-Nothing-Transform
DRF Discrete Ricci Flow
CRF Combinatorial Ricci Flow
FAU Florida Atlantic University
NIST National Institute of Standards and Technology
NSA National Security Agency
PH Persistent Homology
PI Principle Investigator
PL Piecewise Linear
QLC Quasi-Local Congestion
QLM Quasi-Local Mass
RC Regge Calculus
RWN Real World Networks
RF Ricci Flow
RI Information Directorate
RITC Emerging Computing Technology
SRF Simplicial Ricci Flow
US United States
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