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Fueled by the availability of low-cost electronics, sensors and wearables, high performance computing, and network connectivity, society is 
in the midst of a major revolution in cyber-driven, dynamic distributed big data systems. Our current understanding of the integration of 
cloud computing, mobile devices and the explosion of information is somewhat limited in the context of machine learning and artificial 
intelligence. Exploiting key elements of this modernization could result in previously unimaginable applications, surges in operational 
efficiency, and crisis management.
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Scientific Progress

The Transformative Identity Cyberscience Computing relies on a broad spectrum of big data sciences to provide undeniable 
scientific associations between people, places, events and materials from evidence. It’s most well-known application determines 
if/how/when a criminal/terrorist activity was committed, identifies victims, distinguishes between the innocent and the guilty, and 
links the guilty to unsolved crimes. Identity science, “the study of the use of physiological signals, cultural traits, behavioral 
interactions, digital artifacts, and emotion cues for establishing the identity of an individual or group as well as the policy/ethical 
issues related to the use of identity” is an important aspect of overall identity. When the two sciences are integrated, or fused, 
we have an opportunity for a truly new science of integrated transformative Identity Cyberscience.

Technology Transfer



Final Report W911NF-16-1-0238 Florida International University 
 Grant: STIR: Scientific Exploration of Cyber-Driven Dynamic, Di, Project ID 800007041 

Submitted October 1, 2016  

Proposal Submitted October 1, 2016 

Title: Integrated Transformative Identity Cyberscience: A Foundational Research Proposal 

OBJECTIVE: Integrated transformational identity Cyberscience will be essential for the Department of Defense to 

conduct their missions in the future. The plethora of new and emerging sensor systems will enable sampling of an 

ever-larger ecosystem which, when combined with advances in semantic language processing and complex narrative 

analysis will provide insights and relationships never before seen.  Combined with agile, rapid data processing and 

analysis based upon the combined power of parallel and cloud computing, the future warrior will have real-time, 

actionable intelligence in hand within a matter of minutes. These systems will become the foundation for an entirely 

new mission set. 

DESCRIPTION: Fueled by the availability of low-cost electronics, sensors and wearables, high performance 

computing, and network connectivity, society is in the midst of a major revolution in cyber-driven, dynamic 

distributed big data systems. Our current understanding of the integration of cloud computing, mobile devices and 

the explosion of information is somewhat limited in the context of machine learning and artificial intelligence. 

Exploiting key elements of this modernization could result in previously unimaginable applications, surges in 

operational efficiency, and crisis management.  

Potential Military Applications: The Transformative Identity Cyberscience Computing relies on a broad spectrum 

of big data sciences to provide undeniable scientific associations between people, places, events and materials from 

evidence. It’s most well-known application determines if/how/when a criminal/terrorist activity was committed, 

identifies victims, distinguishes between the innocent and the guilty, and links the guilty to unsolved crimes. Identity 

science, “the study of the use of physiological signals, cultural traits, behavioral interactions, digital artifacts, and 

emotion cues for establishing the identity of an individual or group as well as the policy/ethical issues related to the 

use of identity” is an important aspect of overall identity. When the two sciences are integrated, or fused, we have an 

opportunity for a truly new science of integrated transformative Identity Cyberscience.  

Scope: The objective of this proposal is to address the challenges through a large multidisciplinary research effort 

that consists of building a system of systems that will be developed in three phases.  

Phase 1: Involves developing initial concepts/ design analysis, and modeling theoretical characterization of 

biometric and integrated transformative identity Cyberscience data.  

Phase 2:  Leveraging our parallel computing expertise to develop, real-time transformative data algorithms that store 

and process large amount of captured data or information.  

Phase 3: Focuses on testing and evaluating through case studies with the data from military applications such as 

automated target recognition, battlefield surveillance, etc. 

Anticipated breakthroughs to be accomplished by this research include; 

(a) developing innovative quantitative metrics for evaluating the quality of biometrics/signatures (including 

multimodal, mixed, and noisy samples),  

(b) exploring the properties of emerging biometrics (ECG, EEG, PUF, etc.) and how they can contribute to novel 

forensic applications,  



(c) creating semantically enriched workflows/abstractions to automate biometric/forensic management and analytics 

processes,  

(d) developing novel predictive and real-time big data analytics for accurate pattern recognition and signature 

identifications supported by new parallel cloud computing paradigms,  

(e) evaluating the fundamental security and privacy issues, and exploiting what is learned to optimize the 

communication, storage, security, and performance of the forensic system from the front end (devices/sensors) 

through the back end (cloud). 

Topic Chief: Dr. Cliff Wang, ARO, 919 549 4207, cliff.x.wang.civ@mail.mil 

REFERENCES: 

[1] [df1] R, Wang and B. Fang. "Affective computing and biometrics based HCI surveillance system." 

Information Science and Engineering, ISISE'08. International Symposium on. 2008. 

 [2] Buke Ao, Yongcai Wang, member, IEEE Richard Brooks, Iyengar S.S., and Yu Lu "On Precision 

Bound of Distributed Fault-Tolerant Sensor Fusion Algorithms" to appear in ACM Computing Surveys, 

2016. 

[3]  [df2]P. Scarfo, "Achieving assured authentication in the digital age." Biometric Technology Today, 

2013 

[4] Vasanth Iyer, S.S. Iyengar, G. Rama Murthy, Kannan Srinathan, Govindarajulu, and M.B. Srini- vas. 

STACK: Sparse Timing of Algorithms using Computational Knowledge. New Developments and 

Applications in Sensing Technology, Springer publications 2010. 

[5] [df3] L. Sörnmo and P. Laguna. Bioelectrical signal processing in cardiac and neurological 

applications. Academic Press, 2005. 

[6] [df5] B. Gassend, D. Clarke, M. van Dijk, and S. Devadas, "Silicon Physical Random Functions", 

Proceedings of the Computer and Communication Security Conference (CCS), 2002. 

[7] M. Yu and S. Devadas, "Secure and Robust Error Correction for Physical Unclonable Functions", 

IEEE Design and Test Magazine, 2010. 

[8] [df4]"Nymi," 2014. [Online]. Available: http://www.getnymi.com/. 

[9][df6] G. E. Suh and S. Devadas, "Physical Unclonable Functions for Device Authentication and Key 

Generation", Design Automation Conference, 2007. 

[10] D. Forte, A. Srivastava, "On Improving the Uniqueness of Silicon-Based Physically Unclonable 

Functions Via Optical Proximity Correction", Design Automation Conference (DAC), 2012. 

[11] [df7] M.T. Rahman, D. Forte, J. Fahrny, M. Tehranipoor, "ARO-PUF: An Aging-Resistant Ring 

Oscillator PUF Design," Design, Automation, & Test in Europe (DATE), March 2014 

[12] [df8] K. Xiao, M.T. Rahman, D. Forte, M. Su, Y. Huang, M. Tehranipoor, "Bit Selection Algorithm 

Suitable for High-Volume Production of SRAM-PUF," in Hardware-Oriented Security and Trust 

(HOST), 2014 

[13] [df9] M. T. Rahman, D. Forte, F. Rahman, M. Tehranipoor, "A Pair Selection Algorithm for Robust 

RO-PUF Against Environmental Variations and Aging," IEEE International Conference on Computer 

Design (ICCD), 2015 

mailto:cliff.x.wang.civ@mail.mil


[14] [df10] M. Yu and S. Devadas, "Secure and Robust Error Correction for Physical Unclonable 

Functions", IEEE Design and Test Magazine, 2010. 

[15] [df11] W. Yan, F. Tehranipoor, J. Chandy. "A Novel Way to Authenticate Untrusted Integrated 

Circuits." IEEE/ACM International Conference on Computer-Aided Design (ICCAD), 2015. 

[16] [df12] Z. Guo, N. Karimian, M. Tehranipoor, D. Forte, “Hardware Security Meets Biometrics for the 

Age of IoT”, to appear IEEE International Symposium on Circuits and Systems (ISCAS), 2016 

[17] [df13] Z. Guo, N. Karimian, M. Tehranipoor, D. Forte, “Biometric Based Human-to-Device (H2D) 

Authentication”, to appear GOMACTech, 2016 

[20] [df14] Z., Guo, J. Di, M. Tehranipoor, D. Forte, "Investigation of obfuscation-based anti-reverse 

engineering for printed circuit boards." Design Automation Conference (DAC), 2015. 

[21][df15] M. Tehranipoor, U. Guin, D. Forte. Counterfeit Integrated Circuits: Detection and Avoidance. 

Springer, 2015.  

[22][df16] K. Xiao, D. Forte, M. Tehranipoor. "Circuit Timing Signature (CTS) for Detection of 

Counterfeit Integrated Circuits." In Secure System Design and Trustable Computing. Springer, 2016. 

[23][df17] K. Yang, D. Forte, and M. Tehranipoor. "An RFID-based technology for electronic component 

and system Counterfeit detection and Traceability." IEEE International Symposium on Technologies for 

Homeland Security (HST), 2015. 

[24][df18] K. Xiao, X. Zhang, M. Tehranipoor. "A clock sweeping technique for detecting hardware 

trojans impacting circuits delay." IEEE Design & Test of Computers, 2013. 

[25][df19] Y. Jin, and Y. Makris. "Hardware Trojan detection using path delay fingerprint." IEEE 

International Workshop on Hardware-Oriented Security and Trust (HOST), 2008. 

[26][df20]  R.H., Weber, and R. Weber. Internet of Things. Springer, 2010. 

[27] [df21] “Sections| American Academy of Forensic Sciences,” 2015 [Online] Available: 

http://www.aafs.org/about-aafs/sections/. 

[29] A. van Asten, "On the added value of forensic science and grand innovation challenges for the 

forensic community.," Sci Security, pp. 54, 170-179, 2014. 

[30] A. Ross, in Encyclopedia of Biometrics, Boston, Springer, 2015, pp. pp 1430-1435. 

[31] S. Bharadwaj, M. Vatsa and R. Singh, Harnessing auxiliary information : new methods to improve 

person identification, Delhi: Indaprastha Institute of Information Technology Delhi, 2015. 

[32] R. K. O. A. E. Gianni Pirelli, Using Internet and Social Media Data as Collateral Sources of 

Information, American Psychological Association, 2016. 

[33] [wood8] Anil K. Jain, Karthik Nandakumar, and Arun Ross. 50 years of biometric research: Ac-

complishments, challenges, and opportunities. Pattern Recognition Letters, 79:80 – 105, 2016. 

[34] [wood9] A. K. Jain, A. Ross, and S. Prabhakar. An introduction to biometric recognition. IEEE 

Transactions on Circuits and Systems for Video Technology, 14(1):4–20, Jan 2004. 



[35] [wood 54] S. Afroz, A. C. Islam, A. Stolerman, R. Greenstadt, and D. McCoy. Doppelganger finder: 

Taking stylometry to the underground. In 2014 IEEE Symposium on Security and Privacy, pages 212–

226, May 2014. 

[36] [wood 101] Reham Amin, Tarek Gaber, Ghada ElTaweel, and Aboul Ella Hassanien. Biometric and 

traditional mobile authentication techniques: Overviews and open issues. In Bio-inspiring cyber security 

and cloud services: trends and innovations, pages 423–446. Springer, 2014. 

[37] [wood 102] Abdulwahid Al Abdulwahid, Nathan Clarke, Ingo Stengel, Steven Furnell, and 

Christoph Reich. Continuous and transparent multimodal authentication: reviewing the state of the art. 

Cluster Computing, 19(1):455–474, 2016. 

[38][wood 103] Devasis Bassu, Munir Cochinwala, and Ashish Jain. A new mobile biometric based upon 

usage context. In Technologies for Homeland Security (HST), 2013 IEEE International Conference on, 

pages 441–446. IEEE, 2013. 

[39][wood104] Andrew S Branscomb. Behaviorally identifying smartphone users. 2013. 

[40][wood105] Tempestt J Neal, Damon L Woodard, and Aaron D Striegel. Mobile device application, 

bluetooth, and wi-fi usage data as behavioral biometric traits. In Biometrics Theory, Applications and 

Systems (BTAS), 2015 IEEE 7th International Conference on, pages 1–6. IEEE, 2015. 

[41][wood106] Marcelo Luiz Brocardo, Issa Traore, Sherif Saad, and Isaac Woungang. Authorship 

verifica¬tion for short messages using stylometry. In Computer, Information and Telecommunication 

Systems (CITS), 2013 International Conference on, pages 1–6. IEEE, 2013. 

[42][wood107] Ling Pei, Robert Guinness, Ruizhi Chen, Jingbin Liu, Heidi Kuusniemi, Yuwei Chen, 

Liang Chen, and Jyrki Kaistinen. Human behavior cognition using smartphone sensors. Sensors, 

13(2):1402–1424, 2013. 

[43][wood108] Lex Fridman, Steven Weber, Rachel Greenstadt, and Moshe Kam. Active authentication 

on mobile devices via stylometry, application usage, web browsing, and gps location. 2015. 

[44][w109] Hui Xu, Yangfan Zhou, and Michael R Lyu. Towards continuous and passive authentication 

via touch biometrics: An experimental study on smartphones. In Symposium On Usable Privacy and 

Security (SOUPS 2014), pages 187–198, 2014. 

[45][w110] Hataichanok Saevanee, Nathan Clarke, Steven Furnell, and Valerio Biscione. Text-based 

active authentication for mobile devices. In IFIP International Information Security Con-ference, pages 

99–112. Springer, 2014. 

[46][w111] Liang Cai and Hao Chen. Touchlogger: Inferring keystrokes on touch screen from smart-

phone motion. HotSec, 11:9–9, 2011. 

[47][w112] Hugo Gascon, Sebastian Uellenbeck, Christopher Wolf, and Konrad Rieck. Continuous 

authentication on mobile devices by analysis of typing motion behavior. In Sicherheit, pages 1–12. 

Citeseer, 2014. 

[48][w113] Michael O’Grady. Sms usage remains strong in the us: 6 billion sms messages are sent each 

day, 2012. 



 [49][w114] Agathe Battestini, Vidya Setlur, and Timothy Sohn. A large scale study of text-messaging 

use. In Proceedings of the 12th international conference on Human computer interaction with mobile 

devices and services, pages 229–238. ACM, 2010. 

[50] [w115] Claudia Nickel, Tobias Wirtl, and Christoph Busch. Authentication of smartphone users 

based on the way they walk using k-nn algorithm. In Intelligent Information Hiding and Multimedia 

Signal Processing (IIH-MSP), 2012 Eighth International Conference on, pages 16–20. IEEE, 2012. 

[51] [w116] Jennifer R Kwapisz, Gary M Weiss, and Samuel A Moore. Cell phone-based biometric 

identification. In Biometrics: Theory Applications and Systems (BTAS), 2010 Fourth IEEE International 

Conference on, pages 1–7. IEEE, 2010. 

[52][w117] 97% of all smartphones will have touchscreens by 2016.  

https://www.abiresearch.com/press/97-of-all-smartphones-will-have-touchscreens-by-20/. 

[53] [w118] Cheng Bo, Lan Zhang, Xiang-Yang Li, Qiuyuan Huang, and Yu Wang. Silentsense: silent 

user identification via touch and movement behavioral biometrics. In Proceedings of the 19th annual 

international conference on Mobile computing 4 networking, pages 187–190. ACM, 2013. 

[54] [w119] Weizhi Meng, Duncan S Wong, Steven Furnell, and Jianying Zhou. Surveying the 

develop¬ment of biometric user authentication on mobile phones. IEEE Communications Surveys 4 

Tutorials, 17(3):1268–1293, 2015. 

[55] [w120] Wingyan Chung and G.A. Wang. Profiling and visualizing cyber-criminal activities: A 

general framework. 

[56] [w121] Angela Orebaugh, Jason Kinser, and Jeremy Allnutt. Cyber profiling: Using instant 

messaging author writeprints for cybercrime investigations. 

[57] [df44] N. Karimian, F. Tehranipoor, M. T. Rahman, S. Kelly, D. Forte, "Genetic Algorithm for 

Hardware Trojan Detection with Ring Oscillator Network (RON)," IEEE International Symposium on 

Technologies for Homeland Security (HST), 2015. 

[58] [df22] J. Bullington, "'Affective computing and emotion recognition systems: the future of biometric 

surveillance?" Proceedings of the 2nd annual conference on Information security curriculum 

development. ACM, 2005. 

[59] Zhou, Q., Simmhan, Y., & Prasanna, V. (2013, October). Towards hybrid online on-demand 

querying of realtime data with stateful complex event processing. In Big Data, 2013 IEEE International 

Conference on (pp. 199-205). IEEE. 

[60] [w165]Berners-Lee, T., Hendler, J., & Lassila, O. (2001). The semantic web. Scientific american, 

284(5), 28-37. 

[61] [w140] Saeed, M., Chelmis, C., Prasanna, V., Thigpen, B., House, R., & Blouin, J. (2015, April). 

Semantic Web Technologies for External Corrosion Detection in Smart Oil Fields. In SPE Western 

Regional Meeting. Society of Petroleum Engineers. 

[62] [w166] Scioscia, F., & Ruta, M. (2009, September). Building a Semantic Web of Things: Issues and 

Perspectives in Information Compression. In ICSC (pp. 589-594). 

https://www.abiresearch.com/press/97-of-all-smartphones-will-have-touchscreens-by-20/


[63] [w161] Evgeny Kharlamov, Nina Solomakhina, Özgür Lütfü Özçep, Dmitriy Zheleznyakov, Thomas 

Hubauer, Steffen Lamparter, Mikhail Roshchin, Ahmet Soylu, and Stuart Watson. How semantic 

technologies can enhance data access at siemens energy. In The Semantic Web - ISWC 2014 - 13th 

International Semantic Web Conference, Riva del Garda, Italy, October 19-23, 2014. Proceedings, Part I, 

pages 601–619, 2014.  

[64] [w162] Achim Rettinger, Uta Lösch, Volker Tresp, Claudia d’Amato, and Nicola Fanizzi. Mining 

the semantic web - statistical learning for next generation knowledge bases. Data Min. Knowl. Discov., 

24(3):613– 662, 2012. 

[65] [w163] Vikash K. Mansinghka, Richard Tibbetts, Jay Baxter, Patrick Shafto, and Baxter Eaves. 

Bayesdb: A probabilistic programming system for querying the probable implications of data. CoRR, 

abs/1512.05006, 2015. 

[66] [141] M. E. Newman, “Scientific collaboration networks. II. shortest paths, weighted networks, and 

centrality,” Physical review E, vol. 64, no. 1, p. 016132, 2001. [2] V. E. Krebs, “Mapping networks of 

terrorist cells,” Connections, vol. 24, no. 3, pp. 43-52, 2002. 

[67] [143] F. Liljeros, C. R. Edling, L. A. N. Amaral, H. E. Stanley, and Y. berg, “The web of human 

sexual contacts,” 2001. 

[68] [144] T. Opsahl, F. Agneessens, and J. Skvoretz, “Node centrality in weighted networks: 

Generalizing degree and shortest paths,” Social Networks, vol. 32, no. 3, pp. 245{251, 2010. 

[69] [156] D. Kempe,  J. Kleinberg, and É. Tardos, “Maximizing the spread of influence through a social 

network.” Proceedings of the ninth ACM SIGKDD international conference on Knowledge discovery and 

data mining. ACM, 2003. 

[70] [157] A. Srivastava, C. Chelmis, and V. K. Prasanna, "Influence in social networks: A unified 

model?." Advances in Social Networks Analysis and Mining (ASONAM), 2014 IEEE/ACM International 

Conference on. IEEE, 2014. 

[71] [158] A. Srivastava, C. Chelmis, and V. K. Prasanna, “The unified model of social influence and its 

application in influence maximization.” Social Network Analysis and Mining 5.1 (2015): 1-15. 

[72] [146] S. Fortunato, “Community detection in graphs,” Physics Reports, vol. 486, no. 35, pp. 75-174, 

2010. 

[73] [147] M. E. Newman and M. Girvan, “Finding and evaluating community structure in networks,” 

Physical review E, vol. 69, no. 2, p. 026113, 2004. 

[74] [148] M. Girvan and M. E. Newman, “Community structure in social and biological networks,” 

Proceedings of the National Academy of Sciences, vol. 99, no. 12, pp. 7821-7826, 2002. 

[75] [149] M. E. Newman, “Fast algorithm for detecting community structure in networks,” Physical 

review E, vol. 69, no. 6, p. 066133, 2004.  

[76] [150] B. Pang and L. Lee, “Opinion mining and sentiment analysis,” Foundations and trends in 

information retrieval, 2(1-2), pp.1-135, 2008. 

[77] [151] B. Liu, “Sentiment analysis and opinion mining,” Synthesis lectures on human language 

technologies 5, no. 1: 1-167, 2012. 



[78] [152] A. Tumasjan, T.O. Sprenger, P.G. Sandner, and I.M. Welpe. “Predicting Elections with 

Twitter: What 140 Characters Reveal about Political Sentiment,” ICWSM. May 23;10:178-85, 2010. 

[79] [153] M. Cheong and V.C. Lee, “A microblogging-based approach to terrorism informatics: 

Exploration and chronicling civilian sentiment and response to terrorism events via Twitter”, Information 

Systems Frontiers, 13(1), pp.45-59, 2011. 

[80] [154] R. Zheng R, J. Li., H. Chen, and Z. Huang, “A framework for authorship identification of 

online messages: Writing‐style features and classification techniques,” Journal of the American Society 

for Information Science and Technology, Feb 1;57(3):378-93, 2006. 

[81] [155] A. Kontostathis , L. Edwards, and A. Leatherman. “Text mining and cybercrime,” Text 

Mining: Applications and Theory. John Wiley & Sons, Ltd, Chichester, UK, 2010. 

[82] [130] Jeremy Siek, Lie-Quan Lee, and Andrew Lumsdaine. Boost random number library. 

http://www.boost.org/libs/graph/, June 2000. 

[83] [131] Dean, Jeffrey, and Sanjay Ghemawat. "MapReduce: simplified data processing on large 

clusters." Communications of the ACM 51.1 (2008): 107-113. 

[84] [132] Lin, Jimmy, and Michael Schatz. "Design patterns for efficient graph algorithms in 

MapReduce." Proceedings of the Eighth Workshop on Mining and Learning with Graphs. ACM, 2010. 

[85] [133] Malewicz, Grzegorz, et al. "Pregel: a system for large-scale graph processing."Proceedings of 

the 2010 ACM SIGMOD International Conference on Management of data. ACM, 2010. 

[86] [134] Cheatham, Thomas, et al. "Bulk synchronous parallel computing—a paradigm for 

transportable software." Tools and Environments for Parallel and Distributed Systems. Springer US, 

1996. 61-76. 

[87] [135] Low, Yucheng, et al. "Graphlab: A new framework for parallel machine learning."arXiv 

preprint arXiv:1408.2041 (2014). 

[88] [136] Gonzalez, Joseph E., et al. "Powergraph: Distributed graph-parallel computation on natural 

graphs." Presented as part of the 10th USENIX Symposium on Operating Systems Design and 

Implementation (OSDI 12). 2012. 

[89] [137] Robert McColl, Oded Green and D. Bader. A new parallel algorithm for connected 

components in dynamic graphs. In IEEE International Conference on High Perfor- mance Computing. 

URL http://www.stingergraph.com/data/uploads/papers/ dynamiccomponents.pdf. 

[90] [138] Cheng, R., Hong, J., Kyrola, A., Miao, Y., Weng, X., Wu, M & Chen, E. (2012, April). 

Kineograph: taking the pulse of a fast-changing and connected world. In Proceedings of the 7th ACM 

european conference on Computer Systems (pp. 85-98). 

[91] [139] Cai, Zhuhua, Dionysios Logothetis, and Georgos Siganos. "Facilitating real-time graph 

mining." In Proceedings of the fourth international workshop on Cloud data management, pp. 1-8. ACM, 

2012. 

[92] [w38] J. P. Campbell. Speaker recognition: a tutorial. Proceedings of the IEEE, 85(9):1437–1462, 

Sep 1997. 

[93] [df26] "Nymi," 2014. [Online]. Available: http://www.getnymi.com/. 



[94] [df33] M. Yu and S. Devadas, "Secure and Robust Error Correction for Physical Unclonable 

Functions", IEEE Design and Test Magazine, 2010. 

[95] [df36] Z. Guo, N. Karimian, M. Tehranipoor, D. Forte, “Biometric Based Human-to-Device (H2D) 

Authentication”, to appear GOMACTech, 2016 

[96] [df37] Z., Guo, J. Di, M. Tehranipoor, D. Forte, "Investigation of obfuscation-based anti-reverse 

engineering for printed circuit boards." Design Automation Conference (DAC), 2015. 

[97] [df38] M. Tehranipoor, U. Guin, D. Forte. Counterfeit Integrated Circuits: Detection and Avoidance. 

Springer, 2015. 

[98] [df39] K. Xiao, D. Forte, M. Tehranipoor. "Circuit Timing Signature (CTS) for Detection of 

Counterfeit Integrated Circuits." In Secure System Design and Trustable Computing. Springer, 2016. 

[99] [df6] G. E. Suh and S. Devadas, "Physical Unclonable Functions for Device Authentication and Key 

Generation", Design Automation Conference, 2007. 

[100] [df10] M. Yu and S. Devadas, "Secure and Robust Error Correction for Physical Unclonable 

Functions", IEEE Design and Test Magazine, 2010. 

[101][df11] W. Yan, F. Tehranipoor, J. Chandy. "A Novel Way to Authenticate Untrusted Integrated 

Circuits." IEEE/ACM International Conference on Computer-Aided Design (ICCAD), 2015. 

[102] [df12] Z. Guo, N. Karimian, M. Tehranipoor, D. Forte, “Hardware Security Meets Biometrics for 

the Age of IoT”, to appear IEEE International Symposium on Circuits and Systems (ISCAS), 2016 

[103] [df13] Z. Guo, N. Karimian, M. Tehranipoor, D. Forte, “Biometric Based Human-to-Device (H2D) 

Authentication”, to appear GOMACTech, 2016 

[104] [df14] Z., Guo, J. Di, M. Tehranipoor, D. Forte, "Investigation of obfuscation-based anti-reverse 

engineering for printed circuit boards." Design Automation Conference (DAC), 2015. 

[105] [df15] M. Tehranipoor, U. Guin, D. Forte. Counterfeit Integrated Circuits: Detection and 

Avoidance. Springer, 2015. 

[106] [df51] J. Daugman, "New methods in iris recognition." Systems, Man, and Cybernetics, Part B: 

Cybernetics, IEEE Transactions on, 2007 

[107] [167] Zhang, Y., Panangadan, A., & Prasanna, V. K. (2014, August). UFOM: Unified fuzzy 

ontology matching. In Information Reuse and Integration (IRI), 2014 IEEE 15th International Conference 

on (pp. 787-794). IEEE. 

[108] [w42] Salil P Banerjee and Damon L Woodard. Biometric authentication and identification using 

keystroke dynamics: A survey. Journal of Pattern Recognition Research, 7(1):116–139, 2012. 

[109] [43] Emanuele Maiorana, Patrizio Campisi, Noelia González-Carballo, and Alessandro Neri. 

Keystroke dynamics authentication for mobile phones. In Proceedings of the 2011 ACM Symposium on 

Applied Computing, SAC ’11, pages 21–26, New York, NY, USA, 2011. ACM.  

[110] [44] Ting-Yi Chang, Cheng-Jung Tsai, and Jyun-Hao Lin. A graphical-based password keystroke 

dynamic authentication system for touch screen handheld mobile devices. Jour¬nal of Systems and 

Software, 85(5):1157 – 1165, 2012.  



[111] [45] N. L. Clarke and S. M. Furnell. Authenticating mobile phone users using keystroke analysis. 

International Journal of Information Security, 6(1):1–14, 2007. 

[112] [122] First Place, IEEE 2012 SCALE Challenge: Yogesh Simmhan, Vaibhav Agarwal, Saima 

Aman, Alok Kumbhare, Sreedhar Natarajan, Nikhil Rajguru, Ian Robinson, Samuel Stevens, Wei Yin, 

Qunzhi Zhou and Viktor Prasanna, Adaptive Energy Forecasting and Information Diffusion for Smart 

Power Grids, The Fifth IEEE International Scalable Computing Challenge (SCALE '12), May 2012.  

[113] [123]  Alok Kumbhare, Marc Frincu, Yogesh Simmhan and Viktor Prasanna, Fault-Tolerant and 

Elastic Streaming MapReduce with Decentralized Coordination, IEEE International Conference on 

Distributed Computing Systems (ICDCS), 2015. 

[114] [124] Charith Wickramaarachchi, Alok Kumbhare, Marc Frincu, Charalampos Chelmis and Viktor 

K. Prasanna, Real-time Analytics for Fast Evolving Social Graphs, IEEE/ACM International Symposium 

on Cluster, Cloud and Grid Computing (CCGrid), Scale challenge finalist, May 2015. 

[115] [126] Alok Kumbhare, Yogesh Simmhan, Marc Frincu, Viktor Prasanna, Reactive Resource 

Provisioning Heuristics for Dynamic Dataflows on Cloud Infrastructure, IEEE Transactions on Cloud 

Computing, 2015. 

[116] [127] Yogesh Simmhan, Alok Kumbhare, Charith Wickramaarachchi, Soonil Nagarkar, Santosh 

Ravi, Cauligi Raghavendra and Viktor Prasanna, GoFFish: A Sub-Graph Centric Framework for Large-

Scale Graph Analytics, European Conference on Parallel Processing (Euro-Par '14), 2014. 

[117] [128] Charith Wickramaarachchi, Marc Frincu, Patrick Small and Viktor Prasanna, Fast Parallel 

Algorithm For Unfolding Of Communities In Large Graphs, IEEE High Performance Extreme 

Computing Conference(HPEC '14), 2014. 

[118] [129] Charith Wickramaarachchi, Charalampos Chelmis and Viktor Prasanna, Empowering Fast 

Incremental Computation over Large Scale Dynamic Graphs, IEEE International Parallel & Distributed 

Processing Symposium (IPDPS) ParLearning 2015 Workshop, 2015. 

[119] [46] Seong seob Hwang, Sungzoon Cho, and Sunghoon Park. Keystroke dynamics-based au-

thentication for mobile devices. Computers & Security, 28(1–2):85 – 93, 2009. 

[120] [47] I. V. McLoughlin and M. s. Naransamy. Keypress biometrics for user validation in mobile 

consumer devices. In 2009 IEEE 13th International Symposium on Consumer Electronics, pages 280–

284, May 2009. 

[121] [48] Stephen Elliott, Eric Kukula, and Nathan Sickler. The challenges of the environment and the 

human/biometric device interaction on biometric system performance. Proceedings HBDI and 

Environment, 2004. 

[122] [49] M Statheropoulos, A Pappa, P Karamertzanis, and H.L.C Meuzelaar. Noise reduction of fast, 

repetitive gc/ms measurements using principal component analysis (pca). Analytica Chimica Acta, 

401(1–2):35 – 43, 1999. 

[123] [50] Christopher G. Thomas, Richard A. Harshman, and Ravi S. Menon. Noise reduction in bold-

based fmri using component analysis. NeuroImage, 17(3):1521 – 1537, 2002. 



[124] [123] Alok Kumbhare, Marc Frincu, Yogesh Simmhan and Viktor Prasanna, Fault-Tolerant and 

Elastic Streaming MapReduce with Decentralized Coordination, IEEE International Conference on 

Distributed Computing Systems (ICDCS), 2015.  

[125] [125] Yogesh Simmhan, Neel Choudhury, Charith Wickramaarachchi, Alok Kumbhare, Marc 

Frincu, Cauligi Raghavendra and Viktor Prasanna, Distributed Programming over Time-series Graphs, 

IEEE International Parallel & Distributed Processing Symposium (IPDPS), May 2015.  

[126] [127] Yogesh Simmhan, Alok Kumbhare, Charith Wickramaarachchi, Soonil Nagarkar, Santosh 

Ravi, Cauligi Raghavendra and Viktor Prasanna, GoFFish: A Sub-Graph Centric Framework for Large-

Scale Graph Analytics, European Conference on Parallel Processing (Euro-Par '14), 2014. 

[127] [128] Charith Wickramaarachchi, Marc Frincu, Patrick Small and Viktor Prasanna, Fast Parallel 

Algorithm For Unfolding Of Communities In Large Graphs, IEEE High Performance Extreme 

Computing Conference(HPEC '14), 2014. 

[128] [145] U. Brandes, “A faster algorithm for betweenness centrality,” Journal of Mathematical 

Sociology, vol. 25, no. 2, pp. 163-177, 2001. 

[129] [156] D. Kempe,  J. Kleinberg, and É. Tardos, “Maximizing the spread of influence through a social 

network.” Proceedings of the ninth ACM SIGKDD international conference on Knowledge discovery and 

data mining. ACM, 2003. 

[130] [157] A. Srivastava, C. Chelmis, and V. K. Prasanna, "Influence in social networks: A unified 

model?." Advances in Social Networks Analysis and Mining (ASONAM), 2014 IEEE/ACM International 

Conference on. IEEE, 2014. 

[131] [158] A. Srivastava, C. Chelmis, and V. K. Prasanna, “The unified model of social influence and its 

application in influence maximization.” Social Network Analysis and Mining 5.1 (2015): 1-15. 

[132 [146] S. Fortunato, “Community detection in graphs,” Physics Reports, vol. 486, no. 35, pp. 75-174, 

2010. 

[133] [147] M. E. Newman and M. Girvan, “Finding and evaluating community structure in networks,” 

Physical review E, vol. 69, no. 2, p. 026113, 2004. 

 [134] [10] Thomas J. Baker. Biometrics for intelligence-led policing: The coming trends. 

http://www.policechiefmagazine.org/magazine/index.cfm?fuseaction=display arch&article 

id=2358&issue id=420 April 2011. 

[135] [11] Diane Shaffer. Privacy impact assessment for the fingerprint identification records system 

(firs) integrated automated fingerprint identification system (iafis) outsourcing for noncriminal justice 

purposes - channeling. https://www.fbi.gov/services/records-management/foipa/privacy-impact-

assessments/firs-iafis, May 2008. 

[136] [12] C. R. Wright and J. Wilson. Using biometrics in the workplace.  

https://www.fisherphillips.com/resources-newsletters-article-using-biometrics-in-the-workplace, January 

2014. 

[137] [13] Biometrics as a security measure in health care. January 2014. 



[138] [14] Ryan Kline. Indiana blood bank uses biometrics for donor id.  

http://www.secureidnews.com/news-item/indiana-blood-bank-uses-biometrics-for-donor-

id/?tag=biometrics, November 2009. 

[139] [15] Stephen Mayhew. Biometrics use at massachusetts school raise privacy concerns from 

par¬ents. http://www.biometricupdate.com/201409/biometrics-use-at-massachusetts-school-raise-

privacy-concerns-from-parents, September 2014. 

[140] [16] Alex and Dorothy Fox. Fox tech watch: Sheriff deploys iris scanning technology. 

http://www.correctionalnews.com/articles/2012/03/14/fox-tech-watch-sheriff-deploys-iris-scanning-

technology, March 2012.  

[141] [17] Christopher A. Miles and Jeffrey P. Cohn. Tracking prisoners in jail with biometrics: An 

experiment in a navy brig. 

[142] [18] Introduction to mykad. http://www.jpn.gov.my/en/informasimykad/introduction-to-mykad/. 

[143] [19] About touch id security on iphone and ipad. https://support.apple.com/en-us/HT204587, 

November 2015. 

[144] [9] A. K. Jain, A. Ross, and S. Prabhakar. An introduction to biometric recognition. IEEE 

Transactions on Circuits and Systems for Video Technology, 14(1):4–20, Jan 2004. 

[145] [20] L. J. Spreeuwers, A. J. Hendrikse, and K. J. Gerritsen. Evaluation of automatic face 

recognition for automatic border control on actual data recorded of travellers at schiphol airport. In 

Biometrics Special Interest Group (BIOSIG), 2012 BIOSIG - Proceedings of the International Conference 

of the, pages 1–6, Sept 2012. 

[146] [21] 7 surprising ways facial recognition is used. http://www.cbsnews.com/pictures/7-  

surprising-ways-facial-recognition-is-used/. 

[147] [22] Manuel G¨unther, Laurent El Shafey, and Sébastien Marcel. Face Recognition in Challeng¬ing 

Environments: An Experimental and Reproducible Research Survey, pages 247–280. Springer 

International Publishing, Cham, 2016. 

[148] [23] Jian Huang, Pong C. Yuen, J. H. Lai, and Chun-hung Li. Face recognition using local and 

global features. EURASIP Journal on Advances in Signal Processing, 2004(4):1–12, 2004. 

[149] [24] T. Ahonen, A. Hadid, and M. Pietikainen. Face description with local binary patterns: 

Application to face recognition. IEEE Transactions on Pattern Analysis and Machine Intelligence, 

28(12):2037–2041, Dec 2006. 

[150] [25] Jian Yang, D. Zhang, A. F. Frangi, and Jing yu Yang. Two-dimensional pca: a new approach 

to appearance-based face representation and recognition. IEEE Transactions on Pattern Analysis and 

Machine Intelligence, 26(1):131–137, Jan 2004. 

[151] [26] Andrzej Kasinski, Andrzej Florek, and Adam Schmidt. The put face database. Image 

Processing and Communications, 13(3-4):59–64, 2008. 

[152] [27] Gary B Huang, Manu Ramesh, Tamara Berg, and Erik Learned-Miller. Labeled faces in the 

wild: A database for studying face recognition in unconstrained environments. Technical report, 

Technical Report 07-49, University of Massachusetts, Amherst, 2007. 

http://www.correctionalnews.com/articles/2012/03/14/fox-tech-watch-sheriff-deploys-iris-scanning-technology
http://www.correctionalnews.com/articles/2012/03/14/fox-tech-watch-sheriff-deploys-iris-scanning-technology


[153] [28] P.Jonathon Phillips, Harry Wechsler, Jeffery Huang, and Patrick J. Rauss. The feret database 

and evaluation procedure for face-recognition algorithms. Image and Vision Computing, 16(5):295 – 306, 

1998. 

[154] [29] Changxing Ding and Dacheng Tao. A comprehensive survey on pose-invariant face 

recognition. ACM Trans. Intell. Syst. Technol., 7(3):37:1–37:42, February 2016. 

[155] [30] Speaker recognition. http://www.biometric solutions.com/solutions/index.php?story=speaker 

recognition. 

[156] [31] Douglas A. Reynolds. Overview of automatic speaker recognition. 

http://147.229.9.23/study/courses/SRE/public/prednasky/2009- 10/07 spkid doug/sid tutorial.pdf, 2008. 

[157] [32] Kevin Peachey. Banks turning to voice recognition. http://www.bbc.com/news/business-

36939709, August 2016. 

[158] [33] Tomi Kinnunen and Haizhou Li. An overview of text-independent speaker recognition: From 

features to supervectors. Speech Communication, 52(1):12 – 40, 2010. 

[159] [34] K. S. R. Murty and B. Yegnanarayana. Combining evidence from residual phase and mfcc 

features for speaker recognition. IEEE Signal Processing Letters, 13(1):52–55, Jan 2006. 

 


	Final Report W911NF-16-1-0238 Florida International University



