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Status:

This is the final report for this project which has a budget closing date of July 14, 2012.
In this report we have included results from earlier years to present an overview of all the
research conducted. Here we have highlighted results and extensions that were developed
in the final reporting period.

Accomplishments:

For this project, the main goal is to develop novel, multi-theory, agent-based, high
performance computing (HPC)-based representation methods, and models coupled with
analytical and algorithmic techniques for inference and state assessment of complex
socio-technical  networks.  Sophisticated agent interaction-generated network
representations of complex events will greatly extend the ability to deal with a variety of
modern military missions and circumstances. For example, the range of technical, social,
economic and military aspects of the use and proliferation of CBRN weapons is the kind
of interwoven, heterogeneous and asymmetric, detail and individual interaction-rich
situation that this approach will transform. However, simplistic approaches to agent-
based representations and analysis can lead to a false sense of “surface validity”. Our
work has taken the first steps towards better understanding complex socio-technical
networks of interest to DTRA and has provided new methods for preventing, responding
to and recovering from such events as they occur in relation to WMD attacks.

A central theme in our work under this project has been to investigate the role of details
in synthesis and analysis of complex social networks. Specifically, we have studied the
following general questions: (i) what level of aggregation is adequate when studying
dynamics over socio-technical networks, and (ii) how important are specific agent-agent
interactions; meaning even when we have a model which is highly resolved (in terms of
number of entities and interactions), how precise do we need to be in the representation
of the interactions and the relational attributes of individual agents and the interactions
among them. These questions pervade each of the topical areas proposed. The final
reporting period also covers more work on sensitivity and uncertainty quantification
related to these questions.

Work in past years has also focused on new generalized threshold models for social
systems and spread of complex contagions. Classic threshold models capture basic
phenomena, but our extensions developed throughout the project, and also this final year,
have greatly extended our model variety and have led to development of theory for their
behavior. The insight we have obtained on the properties of these models is of direct use
in model design, verification, validation and system learning.

The major goals of the project are summarized in the following three main tasks with
sub-tasks as indicated.

Task 1: Network Inference: Structure, Attributes, Behavioral Characteristics and
Co-Evolution.

1.1 Synthesis and embedding of community networks.
1.2 Inference of behavioral characteristics of networked systems: modeling spread of



malware over large communication networks.
1.3 Develop local and global structural measures for assessing sensitivity and robustness
of networks and their evolution

Task 2: Development of agent-based inductive models for situational awareness and
consequence analysis related to acquisition, proliferation and use of CBRN
weapons.

2.1 Models and characterizations of social interactions.

2.2 Development of generalized social diffusion models for complex contagions.

2.3 Methods for accentuating and thwarting diffusion of complex contagions.

2.4 Human initiated cascading failures in inter-dependent infrastructure: modeling
behavioral adaptation.

2.5 Develop model-based situational assessment using high performance simulation for
planning and response for WMD

Task 3: Statistical and analytical methods for quantifying the uncertainty in state
assessment of socio-technical networks and robust stochastic optimization methods
for ranking potential course of actions.

3.1 Statistical test for required level-of-detail in model design for epidemics.

3.2 Supervised and unsupervised learning for clustering epidemic curves and categorizing
real-time surveillance data.

3.3 Effects of demographic and spatial variability on epidemics — regional differences.

3.4 Effects of demographic and spatial variability on epidemics — national differences.

3.5 Structural changes to networks, measures and invariance

3.6 Network model sensitivity analysis of specific models

The work undertaken in this project is being leveraged by the DTRA CNIMS project.
Conversely, the DTRA CNIMS project has provided us with important practical
problems and has made us aware of the problems faced by DTRA in providing reach-
back to its DoD customers. This has crucially allowed us to work on problems and
develop technologies that can be transitioned to DOD in the near future. Examples of
such technology include:

= Developing a formal methodology for embedding sub-networks of interest within the
larger social network. The problem was directly motivated by the need at DOD for
pandemic planning and response as it pertains to the US military bases. The
methodology we are developing can be transitioned via the CNIMS project to develop
more realistic models of US bases and embed them within the large social contact
networks.

= One of DTRA’s missions is to understand the impact of WMDs. This has motivated
us to study the cascading failures amongst inter-dependent critical infrastructures.
Our original results provide a formal methodology to represent and study such issues.
The role of human-initiated cascades is an important new idea that will see useful
applications in the near future. Under the DTRA CNIMS project we have developed



the SIS system (described later) to study such coupled infrastructures. The system
was designed and developed during this reporting period and is continuously being
extended.

= The study of various diffusion processes over socio-technical networks is motivated
by DTRA’s mission to understand how adversarial groups might get access to CBRN
weapons, their motivation, their intent and ways of thwarting these.

Our recently awarded DTRA grant HDTRA1-11-1-0016 titled “Rigorous Approaches for
Validation and Verification of Networked Systems” has also provided avenues for
leverage in both directions. The work under this grant and the HDTRA1-11-1-0016
complement each other, and in some places in this report we have pointed out how this
interplay has benefitted one or both projects.

Results:
Overview:

Our results provide new methodologies for studying the questions above. Furthermore,
they provide new insights into specific dynamics we investigated that were directly
motivated by DTRA mission — spread of infectious diseases and spread of complex
contagion such as behaviors, fads, ideologies, and cascading infrastructure failures
caused by WMD. The discussion below highlights the important findings. Additional
information can be found in the listed publications.

We have written over 60 research articles; in addition, we have written a number of
papers that summarize our efforts and are accessible to the broader scientific community
[AK+09, BB+09, BE+09, BL+09, KMP10]. Highlights of our work under this project
include:

(i) Development of embedding methodologies to incorporate detailed sub-networks
within larger networks in the context of military and high school student sub-populations.
We call this process “zooming” analogous to how satellite images are presented. Initial
results indicate that certain details when embedding these sub-networks have a significant
impact on disease dynamics. This work is central for developing general modeling
principles under Topic 1. The analysis has been applied further during the final reporting
year in conjunction with work under HDTRA1-11-1-0016 developing the theory of the
methodology.

(ii) Construction of models for complex contagions. Complex and simple contagions are
shown to be different on realistic social networks. Examples include spread of rumors,
strikes, and social movements. Two main problems being studied are control (controlling
the contagion by “immunizing” certain nodes) and influence maximization (maximizing
the spread of contagion by choosing the right nodes to “infect”). New models have been
introduced in this final year.

(iii) Development of mathematical and statistical methods for assessing the level-of-detail
required in models to answer questions pertaining to epidemics and course-of-action
planning based on initial outbreak data. We have conducted studies demonstrating how
details matter in all aspects of modeling of networked systems. We have developed the
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“edge swap” methodology further this year under HDTRA1-11-1-0016 and applied it to
specific cases for this grant. It is central for measuring how much and what kinds of
details are important.

(iv) We have also conducted statistical sensitivity studies in the context of epidemics. The
studies helped identify which parameters of the stochastic SEIR model are most important
for assessing the disease dynamics. The methodology extends to other stochastic
diffusion processes over networks and also supports the question of determining the
required level of detail for given analyses.

This section gives specific results broken down by major task numbers.

Task/Topic 1: Network Inference: Structure, Attributes, Behavioral Characteristics
and Co-Evolution.

1.1 Synthesis and embedding of community networks: Synthesis and embedding of sub-
networks within existing networks is central to many studies of infrastructure robustness.
Examples include identifying and adding suitable attributes to particular demographic
groups such as a military sub-population in the case of force-readiness studies during an
epidemic. The recent HIN1 pandemic highlighted this issue, and we worked with DTRA
personnel in supporting reachback work. The methodology developed here has been
leveraged by the DTRA CNIMS project. In order to embed a “zoomed” network, an
existing contact network should be modified as follows: (1) identifying vertices
corresponding to military personnel, and (2) by replacing this induced sub-network by a
new and typically more detailed sub-network that takes into account military attributes
and contacts of military nature in addition to other normal contacts. Here, not only must
the military personnel sub-network be captured accurately, but its embedding within the
remaining network must also be precise.

In the context of epidemiology, simulations show that schools play a critical role in
disease propagation for society as a whole. As for military sub-populations, one faces the
same issues when investigating how the detailed structure of student contacts affect
disease dynamics: one will have to identify the student sub-population, one must derive
detailed contact patterns for the students, and one must embed this new graph structure
within the existing social contact graph.

The methods we developed for constructing synthetic community networks (e.g. military,
schools, colleges, etc.) in the previous reporting periods have been extended and refined
further [XC+12] under our DTRA grant on Verification and Validation and have been
applied under this grant. Here, the detailed sub-networks that were developed have now
been embedded in the larger networks, and this has been tested for synthetic networks of
military bases and high schools in the US. The work for military bases was done in
conjunction with the DTRA CNIMS project. For high school networks, we have
synthesized detailed contact networks for three high schools in Montgomery County.
These three sub-networks have now been embedded in the New River Valley synthetic
population. Here our approach was based on complete, detailed, anonymized classroom
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assignments as well as surveys seeking to assess contact patterns among students outside
of class, but also with other members of the population.

Initial studies demonstrate several interesting facts. First, when comparing the original
contact network to the network with the embedded detailed sub-network, graph measures
such as degree distribution are virtually identical for the two networks. However, for
many choices of embedding parameters, the two networks demonstrate significantly
different disease dynamics. Specifically, the network with the detailed embedded sub-
network, generally seem to give larger epidemic sizes and the epidemic peak generally
occurs at an earlier stage. Details are still being analyzed.

Both the examples we have used (military subpopulation with vignettes, and students
with class schedules combined with publically available data) represent interesting cases
of the general problem. We expect the methods that we are developing here can be
generalized to other sub-populations and their embeddings. Examples include college
campuses, large business campuses, and villages.

New results for this work conducted during the final reporting period includes application
of new edge-swap methods to assess sensitivity with respect to the embedding [XC-
2012].

1.2 Inference of behavioral characteristics of networked systems: modeling spread of
malware over large communication networks: We have developed highly scalable models
of malware propagation in next generation communication networks. The importance of
cyber-attacks is evident from a number of recent reports, progressive use of scada and
communication networks to manage critical infrastructures and the establishment of
cyber command by the DoD. For this research, we constructed an enhanced EpiNet
simulation framework (named Fast-EpiNet) with several modifications and new features
that address the scalability issues of the parallel implementation of EpiNet. This
framework augments the functionality of EpiNet on infection propagation to include: (i)
Device-based detection mechanisms to detect infected devices based on behavior, (ii)
Implementation of response policies at device- and system-levels to control the spread
and (iii) Incorporation of ways to handle behavioral adaptations for individuals to
dynamically react to the malware spread. Our work has been published in
[BB+10,BC+10a,BC+10b,BC+10c,CC+09,TMB10]

The detection mechanisms modeled are derived from implementable policies that depend
on malware signatures (files stored at certain locations on the device, sequence of system
calls, etc.). Deviation from the normal behavior of the device is deemed as an indicator
for an infection. Fast-EpiNet also provides a framework to implement and study
response policies at device- and system-levels. The framework can now be used to
analyze the impact of applying response mechanisms and determine the efficacy of the
response. Fast-EpiNet now provides an environment in which policies can be deployed
and evaluated with fine granularity. To incorporate the behavioral adaptations, we have
implemented dynamic “triggers” that enable response mechanisms to be activated by
malware prevalence. These triggers are not set up statically, but once enabled are
dynamically activated based on certain pre-defined conditions. We have implemented
both global and neighborhood based triggers that are activated when a certain number of
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devices become infected in the entire network or in the neighborhood of a certain
susceptible device. Fast-EpiNet can:

1. Handle large networks. For example, a synthetic wireless network spanning the urban
region of Miami comprising 1.2 million nodes can be simulated in about an hour. In
contrast, EpiNet cannot process such large networks even with increasing processing
elements (PEs).

2. Utilize more PEs to study large networks. For example, we show weak scaling of
Fast-EpiNet on the Miami network with 80 PEs. Communication overheads prevent
this in case of EpiNet.

3. Fast-EpiNet's computational framework allows representation of complicated static
(offline) and dynamic (online) interventions.

1.3 Develop local and global structural measures for assessing sensitivity and robustness
of networks and their evolution.

As a part of our project HDTRA1-11-1-0016 we have developed extensions of our edge-
swap methodology. This work includes developing more theoretical insight into the edge-
swap process and its properties. The methodology has been applied in this project, for
example, to assess sensitivity with respect to the sub-network embedding described above
[XC-2012].

Task/Topic 2: Development of agent-based inductive models for situational
awareness and consequence analysis related to acquisition, proliferation and use of
CBRN weapons.

2.1 Models and characterizations of social interactions: We have worked with dynamic
interaction data from a dormitory collected via mobile phones. These data cover
approximately 80 individuals for a nine month period. Subjects were given smart phones
that scanned the immediate environment for other Bluetooth devices (in particular, the
phones in the study) every five minutes. There is thus very fine granularity in the
proximity of individuals during this period. This data was coupled with various
symptomatic information (collected via survey), as well as a wide range of other
information such as mood, body-mass index, political beliefs, and eating habits. Part of
the work was devoted to understanding the statistical structure within the data, with a
particular focus on discerning the signal in the noise. Thus, for example, some
“proximity” might involve proximity in adjacent rooms, which is quite a different
phenomenon than proximity in the same room. Partially in parallel we examined the
behavioral correlates of particular symptoms, with a preliminary set of findings in the
Ubicomp paper [MC+10]. New results developed in final reporting period demonstrate
how the meeting time proximity can be used to control attack rates. Additionally, the
effect of scheduling (order of meetings/encounters) has been analyzed; see [DH+12,
DO+12, DL+11, DW+12].




2.2 Development of generalized social diffusion models for complex contagions: We
have designed and developed a general framework for evaluating complex contagions
that has two components: (1) a transmission module and (2) a state transition module.
The framework allows user-defined modules to be plugged into the system. We have
implemented several models of each type, and most are agnostic in the sense that, for
example, one transmission model can be used with many state transition models, for
greater ranges in behaviors. Transmission models include a probabilistic phase to
determine whether a contagious or affected agent transmits contagion to a susceptible
agent during a pair-wise interaction. If so, then the amount of contagion transmitted can
be constant, probabilistic (e.g., determined from a uniform distribution within user-
defined limits), and/or a function of agent traits. The last feature, which is not yet
implemented, enables customized transmission at an individual agent level. State
transition models include user-specified constant thresholds (where a threshold t = 3, for
example, can mean that an agent requires multiple interactions with contagious agents in
order to change state) and a state change probability distribution where below a threshold,
the probability of state transition is small, and above the threshold, the probability is
greater. Other user-specified features include memory, where the effects of multiple
contagious interactions over a finite timeframe are combined, and a “unique infectors”
switch, such that if it is “on” then each contagious agent can contribute at most one
interaction to the state transition of a susceptible agent. One implemented model, for
example, includes a linear decay over a time window so interactions that are further in the
past have lesser influence. These features significantly extend those of classical contagion
models, and even those of generalized contagion models (e.g., [KM+10,KK+10]), and
recover the earlier models as special cases.

Several other models have been developed and extended as a part of this project but most
notably under the HDTRA1-11-1-0016 project during the final year. Examples include
bi-threshold systems which distinguish the thresholds for the up- and down-transitions
[KM+11], multi-state & multi-threshold systems developing bi-threshold systems even
further [KM+12] and dynamic threshold systems capturing the case where the threshold
can change with the dynamics [CC+12].

Examples of behaviors. The general diffusion model allows us to represent a range of
social and behavioral theories, including theories of collective behavior [Gr78, DWO05,
CMO07, CFQO7, NO9]. The table below provides a listing of selected threshold behaviors
from published sources. Not all of these have been modeled by the various sources;
[Gr78] takes a step in this direction with regard to social movements. One of our goals is
to be able to simulate these and other behaviors. The table below contains published
examples of threshold behaviors in social systems [Gr78, DW05, CM07, CFO7].

Number | Threshold Example
1 diffusion of innovations
2 rumors and disease
3 strikes




4 voting

educational attainment

6 obesity

7 social movements

Illustrative results. The models and their implementations described above have been
incorporated into the EpiSimdemics code, a parallel discrete event simulator. Illustrative
results of the effects of threshold and deterministic and probabilistic state transition
functions are given in Figure 1 for simulations of the spread of information through
Miami, Florida over a 100-day period. The simulations include 2.1 million people and
over 50 million daily interactions. The state transition model is a “0-to-1” (Boolean)
threshold symmetric ratchet-up model, meaning that an agent either does not possess the
information (state 0) or is informed (state 1), and that once an agent receives the
information, she retains it and continually tries to pass it on to all of her neighbors. The
plots show the running total fraction of the population that is informed over time.

A state transition occurs from 0 to 1 when the number of informed neighbors n; of an
agent is n¢ > t. In Figure 1 (left side), the retarding effect of increasing threshold is
evident: a distinct phase transition occurs, from an almost immediate cascade for t = 2 to
a delayed cascade when t = 5 to zero spread for t > 10. Figure 1 (right side) shows the
effect of a probabilistic transition function. This model operates as follows: if n; < t, then
a state transition occurs with probability 0.01; if n; >=t, then a state transition occurs with
probability 0.9. The probabilistic transition model enables far greater diffusion,
particularly for larger thresholds, but the rate of spread is a function of t. These results
suggest the types of differences in behaviors can be realized with different models, and
point to the need to characterize the features of different diffusive phenomena.
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Figure 1. Cumulative fraction of the population informed as a function of time for
information spread in Miami, Florida using (left side) deterministic transitions and (right
side) probabilistic transitions. Here thr denotes the threshold.
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The focus to this point has been on developing and implementing features of generalized
contagions. Timing studies have shown that execution times can increase, over those of
the simplest model in EpiSimdemics, by some 25% to 40%. Compared to the execution
times of EpiSimdemics with the pre-existing simple-contagion model, the execution
durations for complex contagions will increase. Our general scheme uses polymorphism,
which means resolution of transmission and transition models must be done at runtime
and hence incurs overhead. Also, some of these more detailed models are significantly
more complicated and are composed of many more lines of code than required for the
simple contagion model. Nonetheless, we believe we can bring down these execution
times. Results on various simple and complex contagions and behavioral adaptations
appear in [SG09,SG10,KL+10,KM+10,FS+09,CMM10]

2.3 Methods for accentuating and thwarting diffusion of complex contagions: We have
examined two related problems. The first case analyzes how to increase the likelihood of
diffusion of complex contagions spreading among agents in a network. The solution to
this first problem involves computing k-cores of the graph. Seeding higher cores results
in greater likelihood of wide-spread diffusion. We also determined an upper bound on the
maximum spread size. This is an example of using a static property (k-cores of a graph)
to compute a dynamical property: the extent of diffusion spread. This work is detailed
[KK+11].

The second problem of thwarting diffusion is shown to be NP-hard for complex
contagions. Thus, heuristics were devised and tested against three networks from the
literature. The methods were shown to be effective in inhibiting diffusion. Results are
contained in [KK+10].

2.4 Human initiated cascading failures in inter-dependent infrastructure: modeling
behavioral adaptation: We have developed an integrated modeling environment to study
human-initiated cascading failures in coupled transportation, social and cellular
infrastructure systems. The research makes the following broad contributions: (i) it
develops an individual based modeling framework for representing the social,
transportation and cellular systems, and (ii) conducts illustrative case studies that
demonstrate this modeling environment — the study is chosen to highlight the individual
behavioral adaptation in the event of a no-notice crisis and its emergent effect on multiple
infrastructures and the feedback that results from these interactions. The modeling
environment provides policy makers and analysts a way to compare various response
strategies and what-if scenarios. Specific contributions include:

We constructed a first principles based approach for synthetic wireless cellular network
traffic during an evacuation. Here, we developed a model for wireless cellular network
traffic during an evacuation in the downtown region of Portland, Oregon. This involves
the following technical extensions: (i) construction of an instance of the activity based
mobility model with activities for all individuals in the evacuation region changed
because of the evacuation, and (ii) modification of the calling patterns for individuals
during the evacuation period. Note that virtual data sets (at least in the open literature)
exist for activity and call pattern changes during evacuations and disasters. In this study,
we used simple parameterized models for the two behavioral adaptations; the system
itself can handle more complicated behavioral adaptation. Note that the two behavioral
adaptations are coupled in that individuals use their devices while evacuation is
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underway. This induces time-varying loads on both these infrastructures; furthermore, the
time series of the loads cannot be decoupled due to feedbacks.

We found the load characteristics show high variation at different base stations,
depending on where they are located, and if there are significant call drops around the
evacuation region, enabling us to identify critical towers. We studied a simple iterative
strategy to balance the load in a hybrid mesh and cellular network, in which the excess
load on a base station is routed to its neighboring cells has a significant impact on the call
drops. The work appears in [BB+10].

See [CB+10, FS+10, GK+10, FS+09, MM+09] for related work we have done on
behavioral modeling, adaptation and co-evolution with network structure.

2.5 Develop model-based situational assessment using high performance simulation for
planning and response for WMD. As a part of the NPS-1 study developed under the
DTRA CNIMS grant in the current reporting period, we have developed a comprehensive
simulation system built directly on the formalism of graph dynamical systems [BM+12].
For the prototype study, we analyzed a hypothetical scenario with a small human-
initiated WMD attack in Washington DC (national planning scenario 1). In this study and
in on-going work, we have analyzed the effects of having full/partial communication and
also of human behavioral factors in the time after the incidence.

The system (abbreviated SIS) is an implementation of highly detailed, coupled,
networked socio-technical systems, and includes models and analysis for:

e communication via wireless and other devices
 individual behavioral properties and group dynamics
« health evolution

« transportation and routing

« infrastructure restoration

The simulation models, which are illustrated in Figure 1, are applied in the given
sequence for each iteration of the full simulation model. In this system, the data flow is
via databases. As a mathematical abstraction, the global simulation model is therefore a
coupled, co-evolving sequential dynamical system [MM+09].

Having the simulation model firmly rooted in a precise mathematical framework ensures
clarity of design as facilitates verification of implementation. Our earlier work on the
foundations of these systems and the work conducted under the DTRA grant HDTRA1-
11-1-0016 have assisted in all these aspects for the SIS model. With a formally specified
model that is amenable to analysis, we also have more avenues for optimization ensuring
efficient and provably correct computation.

For the purpose of HPC simulation models and validation, SIS offers a great opportunity
for conducting large-scale sensitivity analysis for realistic networked systems. Network
and agent behavioral sensitivities can be analyzed in isolation as well as in a
comprehensive manner by appropriately configuring or adding models within SIS. In this
manner, both practical systems as well as general theory can be advanced. The work
conducted under this grant has supported the underlying theoretical foundations of SIS.
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Figure 1: Modules and their organization in the SIS model.

Development of web-enabled graph dynamical system analysis tool.

In accord with our plans before the final project year, we began the development of a
web-enable computational tool to explore network dynamics on graphs (GDS calculator).
Being mainly targeted at research and education, this web-enabled tool allows one to
investigate phase spaces and trajectories of several classes of graph dynamical systems.
Additionally, it will determine and explore all functional and cycle equivalence classes of
sequential dynamical systems. This information allows one to assess stability and
sensitivity aspects across the update scheme that is used. To bridge the gap to more
realistic systems and their analysis, we have begun the development of the InterSim
framework [KK+11b]. This framework scales to networks of size 10° and is focused
primarily on determining trajectories of systems and their long-term behaviors. The work
will be continued under other on-going funded projects.

Task/Topic 3: Statistical and analytical methods for quantifying the uncertainty in
state assessment of socio-technical networks and robust stochastic optimization
methods for ranking potential course of actions.

3.1 Statistical test for required level-of-detail in model design for epidemics: Network
models of infectious disease epidemiology can potentially provide insight into how to
tailor control strategies for specific regions, but only if the network adequately reflects
the structure of the region’s contact network. Typically, models that incorporate details
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about human interactions produce the network. Each detail added renders the models
more complicated and more difficult to calibrate, but also more faithful to the actual
contact network structure. We have developed a statistical test to determine when
sufficient detail has been added to the models, and have demonstrated its application to
the models used to create a synthetic population and contact network for the USA. The
work was published in [EV+10].

3.2 Supervised and unsupervised learning for clustering epidemic curves and categorizing
real-time surveillance data: Classification and clustering techniques are widely used for
identifying underlying groupings within datasets. We have applied unsupervised
clustering techniques such as principal components clustering with k-medoids, and
nonparametric Bayesian clustering with Dirichlet process priors to find groupings within
epidemic curves generated from flu models with varying parameters. We have also
evaluated the comparative performance of supervised classification techniques such as
support vector machines, linear discriminant analysis, random forests and nearest
neighbor in categorizing real-time surveillance data similar to simulated outbreaks from
our disease models. In addition, we have performed nonparametric Bayesian clustering
with the Dirichlet process for categorizing partial epidemic curves from real-time
surveillance data for new disease outbreaks.

The unsupervised clustering methods correctly identified epidemic curve types with
minimal misclassification error rate. The comparative performance of the supervised
classification methods varied significantly depending on the length assessed into the
outbreaks, the disease type and the distinctiveness between disease outbreaks.
Classification techniques, which are easier to implement and consist of fewer
assumptions regarding the structure of the outbreak, perform better than more
complicated techniques. In addition, severe influenza outbreaks are easier to categorize
since the epidemic curve structures are usually distinct from other epidemic curves. A
preliminary version of our work has been presented at [NB+10].

3.3 Effects of demographic and spatial variability on epidemics — regional differences
(Miami/Seattle): The goal of this research was to determine if the same influenza
vaccination strategies would have the same level of effectiveness when applied to two
different US metropolitan areas, Miami and Seattle. The composition of the population
differs significantly in age distribution and household size distribution. We used an
individual-based network modeling approach in which every pair of individuals
connected in the social network is represented. Factorial design experiments were
performed to estimate the impact of age-targeted vaccination strategies to control the
transmission of a “flu-like” virus. The findings showed that: (1) age composition of the
city matters in determining the effectiveness of a vaccination strategy; and (2)
vaccinating school children outperforms every other strategy. The most significant policy
implication of this research is that there may not be a universal vaccination strategy,
which works across all cities with the same level of effectiveness. Secondly, given the
important role of school children in the transmission of influenza, the US Government
should consider the vaccination of school children a top priority. The work appears in
[TMB10].

3.4 Effects of demographic and spatial variability on epidemics — national differences
(Beijing, Los Angeles, New Delhi): The structure of social contact networks influences
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the spread of infectious diseases in an urban region. An important goal of network
science is the development of structure to function theory — identifying structural features
of the social network that yield insights into the disease propagation. Effective
pharmaceutical as well as non-pharmaceutical interventions can be identified by
analyzing the social contact networks. In this work, motivated by the recent pandemic
caused by HIN1, we focused on influenza-like diseases and corresponding people-people
social contact networks and studied such social infrastructures in Beijing, China; Los
Angeles, US; and New Delhi, India. We compared each infrastructure in terms of static
structural properties, as well as disease dynamics and intervention efficacy.

We have generated synthetic populations and social contact networks for Los Angeles,
Beijing and New Delhi using different methodologies. For Los Angeles, we used the US
census data, Dun & Bradstreet location data, and activity survey data. For Beijing and
New Delhi, we had only the Landscan population density data and limited census data.
We developed a generic methodology that takes into account variable data availability
and granularity across different regions of the world. This model, based on Landscan
data, can be applied to generate a synthetic population, including individual
demographics, home locations, and daily activities, for any area in the world. The Los
Angeles, New Delhi and Beijing contact networks are not equal due to different
construction methodologies and the fact that the two populations inherently have very
different demographic structures and activity patterns. To construct the contact networks,
we explicitly generated activity sequence of each individual in the population taking into
account the variability in demographic and activity patterns for each city individually.
Other works in current literature either ignore the detail activities of the individual
persons or use the same generic model for every city/country in the world. This loses the
crucial demographic and spatial variability, which has significant effect on network
structure as well as disease dynamics.

For comparison, we have first computed major structural measures for the two networks,
including degree distribution, clustering coefficient distribution, connectivity, and
vulnerability distribution. We then use a high performance agent based simulation
(EpiFast) to compare the efficacy of widely accepted public health interventions, which
have different impacts on the epidemic progress in the two different populations. We are
especially interested in non-pharmaceutical interventions (NPI), such as school closure,
that play an important role while containing pandemics caused by emerging infectious
diseases. Our results highlight the importance of spatial and demographic structure of the
social contact network when designing effective interventions. For example, the
distribution of school-aged children varies widely between the three cities — this
difference affects the efficacy of NPIs such as school closures. Structural analysis of the
networks provides important cues in this regard. The results have an important
implication, namely, guidelines developed by global health organizations such as WHO
should be evaluated and adapted by each country based on the specific demographic and
spatial characteristics. Preliminary work appears in [CH+10].

3.5 Structural changes to networks, measures and invariance: The structure and
dynamical properties of networked systems are often characterized by the degree
distribution of the underlying graph. For instance, the Erdds-Renyi model of random
graphs, where sampling is done by including each edge at random with independent
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probability p, is adequate to infer a number of structural properties of the generated
graph. However, this is not the case for real world networks since the presence of edges is
generally correlated with the presence of other edges. As a step towards making more
realistic models, scientists have studied degree distributions of many real world networks
which have often been claimed to obey power laws. A general assumption in this
research is that the local properties of a network (often, even parameters such as the
average degree and clustering coefficient) are adequate to determine its global structural
and dynamical properties. However, the variability among the space of graphs having a
specified degree distribution is not usually taken into account. Researchers prove general
theorems that say something about the dynamical process on such power law graphs.
These theorems are probabilistic statements — they usually say that certain properties hold
either in expectation or some cases a slightly stronger statement is possible that says that
this holds with high probability. In proving such theorems, the proofs usually average
over all graphs with a given degree distribution. This approach, although promising, is
simply inadequate when dealing with real world networks for the simple reason that real
world networks constitute a small fraction of the space of all power law degree bounded
networks. Moreover, (i) real world networks need not have power-law degree
distributions, (ii) if they have there are many reasons why such a distribution could have
come about, (iii) and just because the graph has power law degree distribution does not
say much about other structural properties of the network. We have demonstrated through
explicit constructions that local properties such as the degree distribution or assortativity
are insufficient to characterize the global dynamics of reaction-diffusion processes. We
used “edge flipping” to generate a Markov chain of random graphs with fixed degree
distribution and rewired edges while keeping the degree distribution unchanged. We
instantiated several such chains, starting from a highly structured, realistic representation
of a social contact network and study the global dynamics of a canonical reaction-
diffusion process: epidemic spread. Our main observations are:

1. Local properties such as degree distributions and assortativity do not adequately
characterize social contact networks: we found huge variability in the space of
graphs with the same degree distribution as our synthetic social contact networks.
Specifically, the graphs generated by the swap chain (which have the same degree
distribution) exhibit varying structural and epidemic properties. Furthermore, the
difference in these properties increases as the Markov chain gets further from its
starting point. We also consider variants of the swap chain which preserve
assortativity constrains, e.g., based on age or degree, and find that the disease
dynamics are still quite different.

2. Social contact networks are a small and not easily accessible subset of the space
of graphs with a given degree distribution: we found that the “convergence time”
with respect to epidemic properties (as quantified by the number of swaps taken for
the Markov chain to reach a distribution of graphs with roughly fixed epidemic
properties) is much larger for synthetic social contact networks than for random
graphs with similar degree distributions. This suggests that the space of synthetic
social contact networks form a much smaller subset of the whole space of graphs with
the same degree distribution.
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Our work provides a cautionary note on the use of local random graph models to infer
global network and dynamical properties.

3.6 Statistical Sensitivity Analysis for Epidemic Models: In large-scale realistic models
of socio-technical systems it can be challenging to identify which parameters affect
outcomes the most. Key factors that complicate such an analysis include the size of the
network, the many sources of data required for calibration and the large number of
parameters involved. In [NB+12], we conducted a sensitivity analysis of an individual-
based SEIR model for influenza-like epidemics. It should be noted that although the
analysis was specific to disease propagation, the general principles extend to a broad
range of diffusion phenomena over complex networked systems.

This study is motivated by the need to improve methods for real-time modeling and
predicting during a pandemic [LF+11]. The usefulness of real-time modeling was
illustrated during the 2009 influenza pandemic using both compartmental models
[OC+10] and individual-based models [CM+11]. The three parameters used in this study
were transmissibility, incubation period distribution, and infectious period distribution.
Here, the transmissibility is the diffusion intensity of a disease through a population. The
transmissibility is usually measured using the reproductive number, the number of
secondary cases for each primary case. The incubation period is the interval during which
infected individuals cannot spread the disease and usually lasts between 1-4 days for
seasonal influenza [CD+10]. The infectious period duration is the period during which
infected individuals can transmit the disease to susceptible individuals. The epidemics
were analyzed using ANOVA, with Bonferroni correction for multiple comparisons
where applicable, and clustering with principal components to identify groupings of
epidemic curves. Key results of the analysis include:

(1) The transmissibility and mean infectious period duration significantly affected the
time to peak, peak attack rate and total attack rate. In contrast, an increase in the mean
incubation duration did not significantly affect the total attack rate, but slightly
influenced the time to peak and peak attack rate.

(2) The mean of the incubation period distribution appeared to be the sole determinant of
its effects on the epidemics. In contrast, the mean and variance of the infectious period
distribution were needed to determine its influence on epidemic dynamics.

(3) Compared to the other parameters, the infectious period distribution exerted the
strongest influence on the total attack rate and structure of the epidemic curves.

(4) The model sensitivity was consistent across social networks with demographic and
rural-urban differences.

(5) School-age children had the highest age-specific attack rates irrespective of mean
infectious period and susceptibility of the other age groups.
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Although the study is specific to epidemics, we note that the methodology developed here
allows us to identify critical parameters in a broad range of complex, networked, agent-
based models and also identifies particular demographic groups and components that
influence the dynamics the most. Moreover, the particular values observed for
transmissibility in an actual epidemic can be used as a measure to predict the severity of
that epidemic. This construction of this early-warning observable can also be generalized
to other complex systems.
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1. Impact on principal disciplines:
Results developed for threshold systems and generalized contagion models have
advanced the state of the art for the mathematical and computational theory of
graphical dynamical systems. New methods for inferring and analyzing relational
networks have advanced the field of network science.

2. Impact on other disciplines:
The frameworks and algorithms that are being developed constitute an important step
towards achieving the goals of this project and, along with the mathematical findings
regarding threshold systems, provide a basis for theoretical understanding of
computational methods as well as modeling of many social systems.

3. Impact on development of human resources:
Nothing to report.

4. Impact on physical, institutional and information resource that form infrastructure:
Nothing to report.

5. Impact on technology transfer:
Nothing to report.

6. Impact on society beyond science and technology.
Nothing to report.

7. Dollar amount of budget spent in foreign countries: $0.00

Changes/Problems:

No changes were made to the objectives or approach the study. Also, no problems or
delays were encountered, and the budget/expenditures remained unaltered. The project
did not involve human or animal subjects nor biohazards. The location of the project
remained unchanged.
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Status:

This is the final report for this project which has a budget closing date of July 14, 2012. In this report we have included results from earlier years to present an overview of all the research conducted. Here we have highlighted results and extensions that were developed in the final reporting period.

Accomplishments:

For this project, the main goal is to develop novel, multi-theory, agent-based, high performance computing (HPC)-based representation methods, and models coupled with analytical and algorithmic techniques for inference and state assessment of complex socio-technical networks. Sophisticated agent interaction-generated network representations of complex events will greatly extend the ability to deal with a variety of modern military missions and circumstances. For example, the range of technical, social, economic and military aspects of the use and proliferation of CBRN weapons is the kind of interwoven, heterogeneous and asymmetric, detail and individual interaction-rich situation that this approach will transform.  However, simplistic approaches to agent-based representations and analysis can lead to a false sense of “surface validity”.  Our work has taken the first steps towards better understanding complex socio-technical networks of interest to DTRA and has provided new methods for preventing, responding to and recovering from such events as they occur in relation to WMD attacks. 

A central theme in our work under this project has been to investigate the role of details in synthesis and analysis of complex social networks. Specifically, we have studied the following general questions: (i) what level of aggregation is adequate when studying dynamics over socio-technical networks, and (ii) how important are specific agent-agent interactions; meaning even when we have a model which is highly resolved (in terms of number of entities and interactions), how precise do we need to be in the representation of the interactions and the relational attributes of individual agents and the interactions among them.  These questions pervade each of the topical areas proposed. The final reporting period also covers more work on sensitivity and uncertainty quantification related to these questions.

Work in past years has also focused on new generalized threshold models for social systems and spread of complex contagions. Classic threshold models capture basic phenomena, but our extensions developed throughout the project, and also this final year, have greatly extended our model variety and have led to development of theory for their behavior. The insight we have obtained on the properties of these models is of direct use in model design, verification, validation and system learning. 



The major goals of the project are summarized in the following three main tasks with sub-tasks as indicated.



Task 1: Network Inference: Structure, Attributes, Behavioral Characteristics and Co-Evolution.

1.1 Synthesis and embedding of community networks.

1.2 Inference of behavioral characteristics of networked systems: modeling spread of malware over large communication networks.

1.3 Develop local and global structural measures for assessing sensitivity and robustness of networks and their evolution



Task 2: Development of agent-based inductive models for situational awareness and consequence analysis related to acquisition, proliferation and use of CBRN weapons.

2.1 Models and characterizations of social interactions.

2.2 Development of generalized social diffusion models for complex contagions.

2.3 Methods for accentuating and thwarting diffusion of complex contagions. 

2.4 Human initiated cascading failures in inter-dependent infrastructure: modeling behavioral adaptation. 

2.5 Develop model-based situational assessment using high performance simulation for planning and response for WMD 



Task 3: Statistical and analytical methods for quantifying the uncertainty in state assessment of socio-technical networks and robust stochastic optimization methods for ranking potential course of actions.

3.1 Statistical test for required level-of-detail in model design for epidemics.

3.2 Supervised and unsupervised learning for clustering epidemic curves and categorizing real-time surveillance data. 

3.3 Effects of demographic and spatial variability on epidemics – regional differences.

3.4 Effects of demographic and spatial variability on epidemics – national differences.

3.5 Structural changes to networks, measures and invariance 

3.6 Network model sensitivity analysis of specific models



The work undertaken in this project is being leveraged by the DTRA CNIMS project. Conversely, the DTRA CNIMS project has provided us with important practical problems and has made us aware of the problems faced by DTRA in providing reach-back to its DoD customers.  This has crucially allowed us to work on problems and develop technologies that can be transitioned to DOD in the near future. Examples of such technology include:



· Developing a formal methodology for embedding sub-networks of interest within the larger social network. The problem was directly motivated by the need at DOD for pandemic planning and response as it pertains to the US military bases. The methodology we are developing can be transitioned via the CNIMS project to develop more realistic models of US bases and embed them within the large social contact networks.

· One of DTRA’s missions is to understand the impact of WMDs. This has motivated us to study the cascading failures amongst inter-dependent critical infrastructures. Our original results provide a formal methodology to represent and study such issues. The role of human-initiated cascades is an important new idea that will see useful applications in the near future. Under the DTRA CNIMS project we have developed the SIS system (described later) to study such coupled infrastructures. The system was designed and developed during this reporting period and is continuously being extended.

· The study of various diffusion processes over socio-technical networks is motivated by DTRA’s mission to understand how adversarial groups might get access to CBRN weapons, their motivation, their intent and ways of thwarting these. 



Our recently awarded DTRA grant HDTRA1-11-1-0016 titled “Rigorous Approaches for Validation and Verification of Networked Systems” has also provided avenues for leverage in both directions. The work under this grant and the HDTRA1-11-1-0016 complement each other, and in some places in this report we have pointed out how this interplay has benefitted one or both projects.



Results:

Overview:

Our results provide new methodologies for studying the questions above. Furthermore, they provide new insights into specific dynamics we investigated that were directly motivated by DTRA mission – spread of infectious diseases and spread of complex contagion such as behaviors, fads, ideologies, and cascading infrastructure failures caused by WMD.  The discussion below highlights the important findings. Additional information can be found in the listed publications.

We have written over 60 research articles; in addition, we have written a number of papers that summarize our efforts and are accessible to the broader scientific community [AK+09, BB+09, BE+09, BL+09, KMP10]. Highlights of our work under this project include:

(i) Development of embedding methodologies to incorporate detailed sub-networks within larger networks in the context of military and high school student sub-populations. We call this process “zooming” analogous to how satellite images are presented. Initial results indicate that certain details when embedding these sub-networks have a significant impact on disease dynamics. This work is central for developing general modeling principles under Topic 1. The analysis has been applied further during the final reporting year in conjunction with work under HDTRA1-11-1-0016 developing the theory of the methodology.

(ii) Construction of models for complex contagions. Complex and simple contagions are shown to be different on realistic social networks. Examples include spread of rumors, strikes, and social movements. Two main problems being studied are control (controlling the contagion by “immunizing” certain nodes) and influence maximization (maximizing the spread of contagion by choosing the right nodes to “infect”). New models have been introduced in this final year. 

(iii) Development of mathematical and statistical methods for assessing the level-of-detail required in models to answer questions pertaining to epidemics and course-of-action planning based on initial outbreak data.  We have conducted studies demonstrating how details matter in all aspects of modeling of networked systems. We have developed the “edge swap” methodology further this year under HDTRA1-11-1-0016 and applied it to specific cases for this grant. It is central for measuring how much and what kinds of details are important.

(iv) We have also conducted statistical sensitivity studies in the context of epidemics. The studies helped identify which parameters of the stochastic SEIR model are most important for assessing the disease dynamics. The methodology extends to other stochastic diffusion processes over networks and also supports the question of determining the required level of detail for given analyses.







This section gives specific results broken down by major task numbers.

Task/Topic 1: Network Inference: Structure, Attributes, Behavioral Characteristics and Co-Evolution.

1.1 Synthesis and embedding of community networks: Synthesis and embedding of sub-networks within existing networks is central to many studies of infrastructure robustness. Examples include identifying and adding suitable attributes to particular demographic groups such as a military sub-population in the case of force-readiness studies during an epidemic. The recent H1N1 pandemic highlighted this issue, and we worked with DTRA personnel in supporting reachback work. The methodology developed here has been leveraged by the DTRA CNIMS project. In order to embed a “zoomed” network, an existing contact network should be modified as follows: (1) identifying vertices corresponding to military personnel, and (2) by replacing this induced sub-network by a new and typically more detailed sub-network that takes into account military attributes and contacts of military nature in addition to other normal contacts. Here, not only must the military personnel sub-network be captured accurately, but its embedding within the remaining network must also be precise.

In the context of epidemiology, simulations show that schools play a critical role in disease propagation for society as a whole. As for military sub-populations, one faces the same issues when investigating how the detailed structure of student contacts affect disease dynamics: one will have to identify the student sub-population, one must derive detailed contact patterns for the students, and one must embed this new graph structure within the existing social contact graph. 

The methods we developed for constructing synthetic community networks (e.g. military, schools, colleges, etc.) in the previous reporting periods have been extended and refined further [XC+12] under our DTRA grant on Verification and Validation and have been applied under this grant. Here, the detailed sub-networks that were developed have now been embedded in the larger networks, and this has been tested for synthetic networks of military bases and high schools in the US. The work for military bases was done in conjunction with the DTRA CNIMS project. For high school networks, we have synthesized detailed contact networks for three high schools in Montgomery County. These three sub-networks have now been embedded in the New River Valley synthetic population. Here our approach was based on complete, detailed, anonymized classroom assignments as well as surveys seeking to assess contact patterns among students outside of class, but also with other members of the population. 

Initial studies demonstrate several interesting facts. First, when comparing the original contact network to the network with the embedded detailed sub-network, graph measures such as degree distribution are virtually identical for the two networks. However, for many choices of embedding parameters, the two networks demonstrate significantly different disease dynamics. Specifically, the network with the detailed embedded sub-network, generally seem to give larger epidemic sizes and the epidemic peak generally occurs at an earlier stage. Details are still being analyzed.

Both the examples we have used (military subpopulation with vignettes, and students with class schedules combined with publically available data) represent interesting cases of the general problem. We expect the methods that we are developing here can be generalized to other sub-populations and their embeddings. Examples include college campuses, large business campuses, and villages. 

New results for this work conducted during the final reporting period includes application of new edge-swap methods to assess sensitivity with respect to the embedding [XC-2012]. 



1.2 Inference of behavioral characteristics of networked systems: modeling spread of malware over large communication networks: We have developed highly scalable models of malware propagation in next generation communication networks. The importance of cyber-attacks is evident from a number of recent reports, progressive use of scada and communication networks to manage critical infrastructures and the establishment of cyber command by the DoD. For this research, we constructed an enhanced EpiNet simulation framework (named Fast-EpiNet) with several modifications and new features that address the scalability issues of the parallel implementation of EpiNet. This framework augments the functionality of EpiNet on infection propagation to include: (i) Device-based detection mechanisms to detect infected devices based on behavior, (ii) Implementation of response policies at device- and system-levels to control the spread and (iii) Incorporation of ways to handle behavioral adaptations for individuals to dynamically react to the malware spread. Our work has been published in [BB+10,BC+10a,BC+10b,BC+10c,CC+09,TMB10]

The detection mechanisms modeled are derived from implementable policies that depend on malware signatures (files stored at certain locations on the device, sequence of system calls, etc.). Deviation from the normal behavior of the device is deemed as an indicator for an infection.  Fast-EpiNet also provides a framework to implement and study response policies at device- and system-levels. The framework can now be used to analyze the impact of applying response mechanisms and determine the efficacy of the response. Fast-EpiNet now provides an environment in which policies can be deployed and evaluated with fine granularity. To incorporate the behavioral adaptations, we have implemented dynamic “triggers” that enable response mechanisms to be activated by malware prevalence. These triggers are not set up statically, but once enabled are dynamically activated based on certain pre-defined conditions. We have implemented both global and neighborhood based triggers that are activated when a certain number of devices become infected in the entire network or in the neighborhood of a certain susceptible device. Fast-EpiNet can:



1. Handle large networks. For example, a synthetic wireless network spanning the urban region of Miami comprising 1.2 million nodes can be simulated in about an hour. In contrast, EpiNet cannot process such large networks even with increasing processing elements (PEs).

2. Utilize more PEs to study large networks. For example, we show weak scaling of Fast-EpiNet on the Miami network with 80 PEs. Communication overheads prevent this in case of EpiNet.

3. Fast-EpiNet's computational framework allows representation of complicated static (offline) and dynamic (online) interventions.







1.3 Develop local and global structural measures for assessing sensitivity and robustness of networks and their evolution.

As a part of our project HDTRA1-11-1-0016 we have developed extensions of our edge-swap methodology. This work includes developing more theoretical insight into the edge-swap process and its properties. The methodology has been applied in this project, for example, to assess sensitivity with respect to the sub-network embedding described above [XC-2012]. 



Task/Topic 2: Development of agent-based inductive models for situational awareness and consequence analysis related to acquisition, proliferation and use of CBRN weapons.

2.1 Models and characterizations of social interactions: We have worked with dynamic interaction data from a dormitory collected via mobile phones.  These data cover approximately 80 individuals for a nine month period.  Subjects were given smart phones that scanned the immediate environment for other Bluetooth devices (in particular, the phones in the study) every five minutes.  There is thus very fine granularity in the proximity of individuals during this period.  This data was coupled with various symptomatic information (collected via survey), as well as a wide range of other information such as mood, body-mass index, political beliefs, and eating habits. Part of the work was devoted to understanding the statistical structure within the data, with a particular focus on discerning the signal in the noise.  Thus, for example, some “proximity” might involve proximity in adjacent rooms, which is quite a different phenomenon than proximity in the same room. Partially in parallel we examined the behavioral correlates of particular symptoms, with a preliminary set of findings in the Ubicomp paper [MC+10]. New results developed in final reporting period demonstrate how the meeting time proximity can be used to control attack rates. Additionally, the effect of scheduling (order of meetings/encounters) has been analyzed; see [DH+12, DO+12, DL+11, DW+12].



2.2 Development of generalized social diffusion models for complex contagions: We have designed and developed a general framework for evaluating complex contagions that has two components: (1) a transmission module and (2) a state transition module. The framework allows user-defined modules to be plugged into the system. We have implemented several models of each type, and most are agnostic in the sense that, for example, one transmission model can be used with many state transition models, for greater ranges in behaviors. Transmission models include a probabilistic phase to determine whether a contagious or affected agent transmits contagion to a susceptible agent during a pair-wise interaction. If so, then the amount of contagion transmitted can be constant, probabilistic (e.g., determined from a uniform distribution within user-defined limits), and/or a function of agent traits. The last feature, which is not yet implemented, enables customized transmission at an individual agent level. State transition models include user-specified constant thresholds (where a threshold t = 3, for example, can mean that an agent requires multiple interactions with contagious agents in order to change state) and a state change probability distribution where below a threshold, the probability of state transition is small, and above the threshold, the probability is greater. Other user-specified features include memory, where the effects of multiple contagious interactions over a finite timeframe are combined, and a “unique infectors” switch, such that if it is “on” then each contagious agent can contribute at most one interaction to the state transition of a susceptible agent. One implemented model, for example, includes a linear decay over a time window so interactions that are further in the past have lesser influence. These features significantly extend those of classical contagion models, and even those of generalized contagion models (e.g., [KM+10,KK+10]), and recover the earlier models as special cases. 

Several other models have been developed and extended as a part of this project but most notably under the HDTRA1-11-1-0016 project during the final year. Examples include bi-threshold systems which distinguish the thresholds for the up- and down-transitions [KM+11], multi-state & multi-threshold systems developing bi-threshold systems even further [KM+12] and dynamic threshold systems capturing the case where the threshold can change with the dynamics [CC+12].

Examples of behaviors. The general diffusion model allows us to represent a range of social and behavioral theories, including theories of collective behavior [Gr78, DW05, CM07, CF07, N09]. The table below provides a listing of selected threshold behaviors from published sources. Not all of these have been modeled by the various sources; [Gr78] takes a step in this direction with regard to social movements. One of our goals is to be able to simulate these and other behaviors.  The table below contains published examples of threshold behaviors in social systems [Gr78, DW05, CM07, CF07].



		Number

		Threshold Example



		1 

		diffusion of innovations



		2

		rumors and disease



		3 

		strikes



		4 

		voting



		5 

		educational attainment



		6 

		obesity



		7 

		social movements







Illustrative results. The models and their implementations described above have been incorporated into the EpiSimdemics code, a parallel discrete event simulator. Illustrative results of the effects of threshold and deterministic and probabilistic state transition functions are given in Figure 1 for simulations of the spread of information through Miami, Florida over a 100-day period. The simulations include 2.1 million people and over 50 million daily interactions. The state transition model is a “0-to-1” (Boolean) threshold symmetric ratchet-up model, meaning that an agent either does not possess the information (state 0) or is informed (state 1), and that once an agent receives the information, she retains it and continually tries to pass it on to all of her neighbors. The plots show the running total fraction of the population that is informed over time.

A state transition occurs from 0 to 1 when the number of informed neighbors nt of an agent is nt ≥ t. In Figure 1 (left side), the retarding effect of increasing threshold is evident: a distinct phase transition occurs, from an almost immediate cascade for t = 2 to a delayed cascade when t = 5 to zero spread for t ≥ 10. Figure 1 (right side) shows the effect of a probabilistic transition function. This model operates as follows: if nt < t, then a state transition occurs with probability 0.01; if nt >= t, then a state transition occurs with probability 0.9. The probabilistic transition model enables far greater diffusion, particularly for larger thresholds, but the rate of spread is a function of t. These results suggest the types of differences in behaviors can be realized with different models, and point to the need to characterize the features of different diffusive phenomena.
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Figure 1. Cumulative fraction of the population informed as a function of time for information spread in Miami, Florida using (left side) deterministic transitions and (right side) probabilistic transitions. Here thr denotes the threshold.

The focus to this point has been on developing and implementing features of generalized contagions. Timing studies have shown that execution times can increase, over those of the simplest model in EpiSimdemics, by some 25% to 40%. Compared to the execution times of EpiSimdemics with the pre-existing simple-contagion model, the execution durations for complex contagions will increase. Our general scheme uses polymorphism, which means resolution of transmission and transition models must be done at runtime and hence incurs overhead. Also, some of these more detailed models are significantly more complicated and are composed of many more lines of code than required for the simple contagion model. Nonetheless, we believe we can bring down these execution times. Results on various simple and complex contagions and behavioral adaptations appear in [SG09,SG10,KL+10,KM+10,FS+09,CMM10]

2.3 Methods for accentuating and thwarting diffusion of complex contagions: We have examined two related problems. The first case analyzes how to increase the likelihood of diffusion of complex contagions spreading among agents in a network. The solution to this first problem involves computing k-cores of the graph. Seeding higher cores results in greater likelihood of wide-spread diffusion. We also determined an upper bound on the maximum spread size. This is an example of using a static property (k-cores of a graph) to compute a dynamical property: the extent of diffusion spread. This work is detailed [KK+11].

The second problem of thwarting diffusion is shown to be NP-hard for complex contagions. Thus, heuristics were devised and tested against three networks from the literature. The methods were shown to be effective in inhibiting diffusion. Results are contained in [KK+10].

2.4 Human initiated cascading failures in inter-dependent infrastructure: modeling behavioral adaptation: We have developed an integrated modeling environment to study human-initiated cascading failures in coupled transportation, social and cellular infrastructure systems. The research makes the following broad contributions: (i) it develops an individual based modeling framework for representing the social, transportation and cellular systems, and (ii) conducts illustrative case studies that demonstrate this modeling environment – the study is chosen to highlight the individual behavioral adaptation in the event of a no-notice crisis and its emergent effect on multiple infrastructures and the feedback that results from these interactions. The modeling environment provides policy makers and analysts a way to compare various response strategies and what-if scenarios. Specific contributions include:

We constructed a first principles based approach for synthetic wireless cellular network traffic during an evacuation. Here, we developed a model for wireless cellular network traffic during an evacuation in the downtown region of Portland, Oregon. This involves the following technical extensions: (i) construction of an instance of the activity based mobility model with activities for all individuals in the evacuation region changed because of the evacuation, and (ii) modification of the calling patterns for individuals during the evacuation period. Note that virtual data sets (at least in the open literature) exist for activity and call pattern changes during evacuations and disasters. In this study, we used simple parameterized models for the two behavioral adaptations; the system itself can handle more complicated behavioral adaptation. Note that the two behavioral adaptations are coupled in that individuals use their devices while evacuation is underway. This induces time-varying loads on both these infrastructures; furthermore, the time series of the loads cannot be decoupled due to feedbacks.

We found the load characteristics show high variation at different base stations, depending on where they are located, and if there are significant call drops around the evacuation region, enabling us to identify critical towers. We studied a simple iterative strategy to balance the load in a hybrid mesh and cellular network, in which the excess load on a base station is routed to its neighboring cells has a significant impact on the call drops. The work appears in [BB+10].

See [CB+10, FS+10, GK+10, FS+09, MM+09] for related work we have done on behavioral modeling, adaptation and co-evolution with network structure.

2.5 Develop model-based situational assessment using high performance simulation for planning and response for WMD. As a part of the NPS-1 study developed under the DTRA CNIMS grant in the current reporting period, we have developed a comprehensive simulation system built directly on the formalism of graph dynamical systems [BM+12]. For the prototype study, we analyzed a hypothetical scenario with a small human-initiated WMD attack in Washington DC (national planning scenario 1). In this study and in on-going work, we have analyzed the effects of having full/partial communication and also of human behavioral factors in the time after the incidence.

The system (abbreviated SIS) is an implementation of highly detailed, coupled, networked socio-technical systems, and includes models and analysis for:

· communication via wireless and other devices

· individual behavioral properties and group dynamics

· health evolution

· transportation and routing

· infrastructure restoration

The simulation models, which are illustrated in Figure 1, are applied in the given sequence for each iteration of the full simulation model. In this system, the data flow is via databases. As a mathematical abstraction, the global simulation model is therefore a coupled, co-evolving sequential dynamical system [MM+09]. 



Having the simulation model firmly rooted in a precise mathematical framework ensures clarity of design as facilitates verification of implementation. Our earlier work on the foundations of these systems and the work conducted under the DTRA grant HDTRA1-11-1-0016 have assisted in all these aspects for the SIS model. With a formally specified model that is amenable to analysis, we also have more avenues for optimization ensuring efficient and provably correct computation.



For the purpose of HPC simulation models and validation, SIS offers a great opportunity for conducting large-scale sensitivity analysis for realistic networked systems. Network and agent behavioral sensitivities can be analyzed in isolation as well as in a comprehensive manner by appropriately configuring or adding models within SIS. In this manner, both practical systems as well as general theory can be advanced. The work conducted under this grant has supported the underlying theoretical foundations of SIS. 



[image: ]

Figure 1: Modules and their organization in the SIS model.





Development of web-enabled graph dynamical system analysis tool.



In accord with our plans before the final project year, we began the development of a web-enable computational tool to explore network dynamics on graphs (GDS calculator). Being mainly targeted at research and education, this web-enabled tool allows one to investigate phase spaces and trajectories of several classes of graph dynamical systems. Additionally, it will determine and explore all functional and cycle equivalence classes of sequential dynamical systems. This information allows one to assess stability and sensitivity aspects across the update scheme that is used. To bridge the gap to more realistic systems and their analysis, we have begun the development of the InterSim framework [KK+11b]. This framework scales to networks of size 106 and is focused primarily on determining trajectories of systems and their long-term behaviors. The work will be continued under other on-going funded projects.



Task/Topic 3: Statistical and analytical methods for quantifying the uncertainty in state assessment of socio-technical networks and robust stochastic optimization methods for ranking potential course of actions.



3.1 Statistical test for required level-of-detail in model design for epidemics: Network models of infectious disease epidemiology can potentially provide insight into how to tailor control strategies for specific regions, but only if the network adequately reflects the structure of the region’s contact network. Typically, models that incorporate details about human interactions produce the network. Each detail added renders the models more complicated and more difficult to calibrate, but also more faithful to the actual contact network structure. We have developed a statistical test to determine when sufficient detail has been added to the models, and have demonstrated its application to the models used to create a synthetic population and contact network for the USA. The work was published in [EV+10].

3.2 Supervised and unsupervised learning for clustering epidemic curves and categorizing real-time surveillance data: Classification and clustering techniques are widely used for identifying underlying groupings within datasets. We have applied unsupervised clustering techniques such as principal components clustering with k-medoids, and nonparametric Bayesian clustering with Dirichlet process priors to find groupings within epidemic curves generated from flu models with varying parameters. We have also evaluated the comparative performance of supervised classification techniques such as support vector machines, linear discriminant analysis, random forests and nearest neighbor in categorizing real-time surveillance data similar to simulated outbreaks from our disease models. In addition, we have performed nonparametric Bayesian clustering with the Dirichlet process for categorizing partial epidemic curves from real-time surveillance data for new disease outbreaks.  

The unsupervised clustering methods correctly identified epidemic curve types with minimal misclassification error rate. The comparative performance of the supervised classification methods varied significantly depending on the length assessed into the outbreaks, the disease type and the distinctiveness between disease outbreaks.  Classification techniques, which are easier to implement and consist of fewer assumptions regarding the structure of the outbreak, perform better than more complicated techniques. In addition, severe influenza outbreaks are easier to categorize since the epidemic curve structures are usually distinct from other epidemic curves. A preliminary version of our work has been presented at [NB+10].

3.3 Effects of demographic and spatial variability on epidemics – regional differences (Miami/Seattle): The goal of this research was to determine if the same influenza vaccination strategies would have the same level of effectiveness when applied to two different US metropolitan areas, Miami and Seattle. The composition of the population differs significantly in age distribution and household size distribution. We used an individual-based network modeling approach in which every pair of individuals connected in the social network is represented. Factorial design experiments were performed to estimate the impact of age-targeted vaccination strategies to control the transmission of a ‘flu-like’ virus. The findings showed that: (1) age composition of the city matters in determining the effectiveness of a vaccination strategy; and (2) vaccinating school children outperforms every other strategy. The most significant policy implication of this research is that there may not be a universal vaccination strategy, which works across all cities with the same level of effectiveness. Secondly, given the important role of school children in the transmission of influenza, the US Government should consider the vaccination of school children a top priority. The work appears in [TMB10].

3.4 Effects of demographic and spatial variability on epidemics – national differences (Beijing, Los Angeles, New Delhi): The structure of social contact networks influences the spread of infectious diseases in an urban region. An important goal of network science is the development of structure to function theory – identifying structural features of the social network that yield insights into the disease propagation. Effective pharmaceutical as well as non-pharmaceutical interventions can be identified by analyzing the social contact networks. In this work, motivated by the recent pandemic caused by H1N1, we focused on influenza-like diseases and corresponding people-people social contact networks and studied such social infrastructures in Beijing, China; Los Angeles, US; and New Delhi, India. We compared each infrastructure in terms of static structural properties, as well as disease dynamics and intervention efficacy.

We have generated synthetic populations and social contact networks for Los Angeles, Beijing and New Delhi using different methodologies. For Los Angeles, we used the US census data, Dun & Bradstreet location data, and activity survey data. For Beijing and New Delhi, we had only the Landscan population density data and limited census data. We developed a generic methodology that takes into account variable data availability and granularity across different regions of the world. This model, based on Landscan data, can be applied to generate a synthetic population, including individual demographics, home locations, and daily activities, for any area in the world. The Los Angeles, New Delhi and Beijing contact networks are not equal due to different construction methodologies and the fact that the two populations inherently have very different demographic structures and activity patterns. To construct the contact networks, we explicitly generated activity sequence of each individual in the population taking into account the variability in demographic and activity patterns for each city individually. Other works in current literature either ignore the detail activities of the individual persons or use the same generic model for every city/country in the world. This loses the crucial demographic and spatial variability, which has significant effect on network structure as well as disease dynamics.    

For comparison, we have first computed major structural measures for the two networks, including degree distribution, clustering coefficient distribution, connectivity, and vulnerability distribution. We then use a high performance agent based simulation (EpiFast) to compare the efficacy of widely accepted public health interventions, which have different impacts on the epidemic progress in the two different populations. We are especially interested in non-pharmaceutical interventions (NPI), such as school closure, that play an important role while containing pandemics caused by emerging infectious diseases. Our results highlight the importance of spatial and demographic structure of the social contact network when designing effective interventions. For example, the distribution of school-aged children varies widely between the three cities – this difference affects the efficacy of NPIs such as school closures. Structural analysis of the networks provides important cues in this regard. The results have an important implication, namely, guidelines developed by global health organizations such as WHO should be evaluated and adapted by each country based on the specific demographic and spatial characteristics. Preliminary work appears in [CH+10]. 

3.5 Structural changes to networks, measures and invariance: The structure and dynamical properties of networked systems are often characterized by the degree distribution of the underlying graph. For instance, the Erdös-Renyi model of random graphs, where sampling is done by including each edge at random with independent probability p, is adequate to infer a number of structural properties of the generated graph. However, this is not the case for real world networks since the presence of edges is generally correlated with the presence of other edges. As a step towards making more realistic models, scientists have studied degree distributions of many real world networks which have often been claimed to obey power laws. A general assumption in this research is that the local properties of a network (often, even parameters such as the average degree and clustering coefficient) are adequate to determine its global structural and dynamical properties. However, the variability among the space of graphs having a specified degree distribution is not usually taken into account. Researchers prove general theorems that say something about the dynamical process on such power law graphs. These theorems are probabilistic statements – they usually say that certain properties hold either in expectation or some cases a slightly stronger statement is possible that says that this holds with high probability. In proving such theorems, the proofs usually average over all graphs with a given degree distribution. This approach, although promising, is simply inadequate when dealing with real world networks for the simple reason that real world networks constitute a small fraction of the space of all power law degree bounded networks. Moreover, (i) real world networks need not have power-law degree distributions, (ii) if they have there are many reasons why such a distribution could have come about, (iii) and just because the graph has power law degree distribution does not say much about other structural properties of the network. We have demonstrated through explicit constructions that local properties such as the degree distribution or assortativity are insufficient to characterize the global dynamics of reaction-diffusion processes. We used “edge flipping” to generate a Markov chain of random graphs with fixed degree distribution and rewired edges while keeping the degree distribution unchanged. We instantiated several such chains, starting from a highly structured, realistic representation of a social contact network and study the global dynamics of a canonical reaction-diffusion process: epidemic spread. Our main observations are:

1. Local properties such as degree distributions and assortativity do not adequately characterize social contact networks: we found huge variability in the space of graphs with the same degree distribution as our synthetic social contact networks. Specifically, the graphs generated by the swap chain (which have the same degree distribution) exhibit varying structural and epidemic properties. Furthermore, the difference in these properties increases as the Markov chain gets further from its starting point. We also consider variants of the swap chain which preserve assortativity constrains, e.g., based on age or degree, and find that the disease dynamics are still quite different.



2. Social contact networks are a small and not easily accessible subset of the space of graphs with a given degree distribution: we found that the “convergence time” with respect to epidemic properties (as quantified by the number of swaps taken for the Markov chain to reach a distribution of graphs with roughly fixed epidemic properties) is much larger for synthetic social contact networks than for random graphs with similar degree distributions. This suggests that the space of synthetic social contact networks form a much smaller subset of the whole space of graphs with the same degree distribution.



Our work provides a cautionary note on the use of local random graph models to infer global network and dynamical properties. 



3.6 Statistical Sensitivity Analysis for Epidemic Models: In large-scale realistic models of socio-technical systems it can be challenging to identify which parameters affect outcomes the most. Key factors that complicate such an analysis include the size of the network, the many sources of data required for calibration and the large number of parameters involved. In [NB+12], we conducted a sensitivity analysis of an individual-based SEIR model for influenza-like epidemics. It should be noted that although the analysis was specific to disease propagation, the general principles extend to a broad range of diffusion phenomena over complex networked systems.



This study is motivated by the need to improve methods for real-time modeling and predicting during a pandemic [LF+11]. The usefulness of real-time modeling was illustrated during the 2009 influenza pandemic using both compartmental models [OC+10] and individual-based models [CM+11]. The three parameters used in this study were transmissibility, incubation period distribution, and infectious period distribution. Here, the transmissibility is the diffusion intensity of a disease through a population. The transmissibility is usually measured using the reproductive number, the number of secondary cases for each primary case. The incubation period is the interval during which infected individuals cannot spread the disease and usually lasts between 1-4 days for seasonal influenza [CD+10]. The infectious period duration is the period during which infected individuals can transmit the disease to susceptible individuals. The epidemics were analyzed using ANOVA, with Bonferroni correction for multiple comparisons where applicable, and clustering with principal components to identify groupings of epidemic curves. Key results of the analysis include:



(1) The transmissibility and mean infectious period duration significantly affected the time to peak, peak attack rate and total attack rate. In contrast, an increase in the mean incubation duration did not significantly affect the total attack rate, but slightly influenced the time to peak and peak attack rate.



(2) The mean of the incubation period distribution appeared to be the sole determinant of its effects on the epidemics. In contrast, the mean and variance of the infectious period distribution were needed to determine its influence on epidemic dynamics.



(3) Compared to the other parameters, the infectious period distribution exerted the strongest influence on the total attack rate and structure of the epidemic curves.



(4) The model sensitivity was consistent across social networks with demographic and rural-urban differences.



(5) School-age children had the highest age-specific attack rates irrespective of mean infectious period and susceptibility of the other age groups.



[bookmark: _GoBack]Although the study is specific to epidemics, we note that the methodology developed here allows us to identify critical parameters in a broad range of complex, networked, agent-based models and also identifies particular demographic groups and components that influence the dynamics the most. Moreover, the particular values observed for transmissibility in an actual epidemic can be used as a measure to predict the severity of that epidemic. This construction of this early-warning observable can also be generalized to other complex systems.
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