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Abstract 

This project developed models and algorithms for analyzing and improving the robustness of 
information flow in interdependent physical and social networks in counter-WMD scenarios. While 
much research in the DTRA portfolio focused on modeling the propagation of failure cascades 
through interconnected networks, a point of departure in this project was to recognize that 
networks (of humans or computer-controlled physical assets), unlike physical systems often used 
to model them, are made of intelligent entities whose ability to control damage or mitigate cascade 
propagation is not an inherent property but is rather determined in large part by the amount of 
information they have about the unfolding event. With that in mind, the project investigated 
techniques to enhance observability – the ability to correctly estimate physical state – with a focus 
on exploiting social media. The project developed a science of observability of physical events 
from social media. This science allows modeling interconnected cyber-physical and social 
networks, where physical phenomena interact with social observers generating both physical 
effects and information artifacts. Research outcomes included results such as extraction of 
pertinent information about the state of the physical world from signals that transpire on social 
media, analysis of reliability of individual sources and information items, algorithms for role 
discovery, and foundations for social data fusion for purposes of estimation of physical state, and 
detection, localization, and tracking of physical events. We also developed scalable tools for 
heterogeneous network analysis based on scalable distributed algorithms for tensor manipulation 
and machine learning, directed at solving the aforementioned problems. 
 
  



 

Chapter 1: Introduction 
 
This project developed models and algorithms for analyzing and improving the robustness of information 
flow in interdependent physical and social networks in counter-WMD scenarios. We focused on human 
sources as the originators of information and the agents for its dissemination, complementing other means 
of observation (such as physical sensors). A significant example of human-sourced information lies in social 
media posts, offering the means to investigate algorithms for information extraction from such a source. 
The project developed analytical foundations and algorithms for understanding and enhancing observability 
– the ability to correctly estimate physical state – by exploiting social media data. 

While the project used social media extensively to evaluate algorithms for information extraction, the 
underlying mathematical foundations of observability are broadly applicable to other human-sourced data 
as well, such as human-generated reports and data originating from mobile crowd-sensing apps. The 
following contributions were attained: 

 Robust information recovery and fact-finding (Chapter 2): Robustness was investigated in the 
context of both physical and social networks, leading to a book on analytic foundations of fact-
finding. 

 Physical event discovery (Chapter 3): Tools were developed for discovery of physical events from 
their social media signatures. 

 Damage assessment (Chapter 4): Algorithms were developed that estimate physical damage from 
exaggerated, imprecise, and generally unreliable social media feeds. 

 Role discovery (Chapter 5): Techniques were developed for identifying roles that nodes play on 
social networks from analysis of network topology in the neighborhood of those nodes. 

 Scalable infrastructure support (Chapter 6): Libraries were developed for effective and scalable 
mathematical manipulation of large graphs, such as that necessary to carry out the aforementioned 
algorithms on large data sets.   

 Other (Chapter 7): A variety of other contributions were developed in the general area of mining 
large social networks. 

The following chapters describe the above contributions, respectively. 

 

Chapter 2: Robust Information Recovery and Fact-finding 

The first thrust of the project focused on information recovery in the aftermath of a mass-destruction event. 
Recovering an information delivery capability in the aftermath of a mass-destruction event entails solving 
two fundamental problems that pertain to physical and social networks, respectively; namely: (i) design of 
content delivery capabilities that are robust to resource outages and bottlenecks, and (ii) design of truth 
discovery algorithms from noisy, unreliable, and conflicting (social) network data to increase robustness to 
noise and misinformation.  

Robust Information-maximizing Physical Networks 

We developed content delivery services for the aftermath of mass-destruction events that enable survivors 
and first responders to post information (for example, broadcast descriptions of damages and images of 
the aftermath) in the absence of a functional communication infrastructure. These protocols exploited 
mobile devices, handling opportunistic forwarding (when such devices came in contact) and in-network 
storage. A novel feature of these protocols was that they maximized information content delivered subject 
to resource constraints. This was accomplished by assigning priorities to content objects for forwarding and 
replacement that depend on the degree of similarity (or dissimilarity) among them, such that a measure of 
entropy is maximized. Entropy-maximizing prioritization aims at reducing semantic redundancy (such as 
that between pictures of the same scene at the same location taken from slightly different angles). This is 
in contrast to redundancy among identical objects and among time series data. We demonstrated that, in 
resource constrained networks, our protocol significantly improved a measure of information coverage, 
thereby decreasing communication latency, reducing consumed bandwidth, and improving situation 



 

understanding at the same time. We also explored the role of caching and content pre-fetching policies on 
mobile nodes in maximizing the rate of information delivery. A new cache replacement policy, called 
diversity caching, was designed that maximized a measure of information served, as opposed to cache hit 
rate. This policy was transitioned to BBN, where it was re-implemented on their composite networks testbed 
for demonstration to government clients. Experiences from running diversity caching at BBN demonstrated 
that exploitation of semantic relations between stored content items to prioritize delivery and content 
replacement increases the amount of information delivered, while minimizing both end-to-end latency and 
resources consumed. Furthermore, we developed an approach for hierarchical content naming that allows 
applications to encode relevant content semantics into content names, and allows network services, such 
as caching, to exploit hierarchical naming for information-maximizing delivery. 

The above mechanisms aimed at providing support for content dissemination in resource-challenged 
environments, where communication infrastructure is destroyed. It paved the way for research on exploiting 
information posted in the aftermath of disasters, such that situation understanding is maximized.  
 

Fact-finding from Human Observations   

Information-maximizing networks make the best use of scarce physical resources in delivering key 
information from survivors, first-responders, and other social sources in the aftermath of a mass-destruction 
event. Unlike the case with well-calibrated and well-tested infrastructure sensors, humans are less reliable, 
and the likelihood that reported observations are correct is often unknown a priori. Approaches for robust 
information delivery were therefore augmented with truth discovery techniques that separate fact from 
rumor. Given a network of human sources of unknown reliability who together supply observations that 
cannot be immediately verified, we addressed the question of whether one can determine, in an analytically 
founded manner, the probability that a given observation is true. We developed an optimal solution to the 
above truth discovery problem. Optimality, in the sense of maximum likelihood estimation, was attained by 
solving an expectation maximization problem that returns the best hypothesis regarding the correctness of 
each observation. The approach was shown to outperform state of the art fact-finding heuristics, as well as 
simple baselines such as majority voting. We then developed algorithms for assessing credibility of 
information taking into account the topology of the social network over which the information propagates. 
We demonstrated that taking this topology into account can significantly enhance our ability to improve 
quality of extracted information in the face of noise, rumors, and misinformation that accompanies the chaos 
of mass destruction events. The algorithm was extended to operate on streaming data. New inference tools 
were developed to fill-in missing information items by leveraging known correlations between them. The 
approach was tested on several Twitter-based data sets from hurricanes, chemical attacks, acts of 
terrorism, nuclear disasters, and other real-life events showing that it attains a high level of accuracy in 
identifying correct information and suppressing less reliable inputs.  

Our truth discovery work, mentioned above, confirmed the observation that independence between sources 
is a key property to reduce error in extracted information. If sources are not independent (e.g., repeating 
what they heard from others), information recovery is prone to rumor propagation and misinformation. To 
address this problem, we developed algorithms for unbiased source selection that attempt to maximize 
independence between the selected sources to support unbiased information recovery from social 
networks. Source selection was complemented by algorithms for rumor detection. We developed an 
approach for assessing the likelihood that a piece of information is in fact a rumor, in the absence of data 
provenance information. We also developed techniques for unbiased sampling of diverse opinions. 

With additional funding (including a 6.2 transition effort) our fact-finding techniques were incorporated into 
a tool, called Apollo, designed to help analysts attain situation awareness from noisy Twitter data feeds. 
The tool automatically identifies credible information and stitches it into a storyline describing the event. 
Apollo, developed with joint funding from ARL and DTRA, was demonstrated at the DTRA Seminar Series 
on April 29th, 2014. The idea of using weak indicators to infer facts with a quantified degree of reliability was 
generalized to a sensing paradigm, called social sensing. One of the highlights of the project was the 
publication of a book on social sensing (with Morgan Kaufmann) by Dong Wang, Tarek Abdelzaher, and 
Lance Kaplan, entitled “Social Sensing: Building Reliable Systems on Unreliable Data,” in 2015.  



 

 

The book focused on describing the mathematical foundations for reliability guarantees in social sensing. 
More specifically, it developed analytic means for computing accurate error bounds in cases where 
information about the physical world is collected from social sources whose reliability is unknown. It contains 
examples of exploiting Twitter to reliably reconstruct relevant world state. Besides the formulation and 
solution of the basic social sensing problem in the aforementioned book, several advances were made on 
progressively more advanced versions of social sensing problems. These include: 

 Social sensing of time-varying phenomena: The challenge of obtaining reliable information from 
noisy and conflicting data collected from unreliable social network sources was extended to cases, 
where the state in question changes dynamically. A challenge in designing the estimator was to 
properly handle conflicting data, when reported state of the same variable changes over time. Such 
a conflict could either be attributed to lack of source reliability or to an actual state change in the 
physical world. A maximum-likelihood estimator was developed to reconstruct the most probable 
state trajectories of different binary state variables using the noisy social observations as input. 
 

 Social sensing of interdependent phenomena: Techniques were developed for exploiting physical 
dependencies between observed variables to improve the accuracy of social sensing. Physical 
phenomena are interdependent. Hence, the bits mentioned above are not independent variables 
but rather are correlated. When different phenomena are described on social networks, much noise 
is introduced due to lack of reliability of sources, as well as other misinformation, propaganda and 
errors. We demonstrated how knowledge of dependencies between different “bits” can improve 
estimation accuracy of ground truth from noisy observations. Of particular interest was to develop 
techniques that can be used at scale, where the dependencies among variables are extensive. 
 

 Scalable social sensing: Finally, to support algorithms such as the above, common primitives were 
extracted and implemented in a scalable manner on server clusters. Specifically, a key primitive 
identified was one of clustering data by arbitrary distance functions. A service was developed that 
performs such clustering at scale, thereby allowing social sensing to be performed in real-time on 
very large amounts of data.  

 

Chapter 3: Physical Event Discovery   

Techniques for localizing physical events from their social media signatures were developed. A hallmark of 
the developed techniques has been the exploitation of source location affinity. Each source, by virtue of 
their location and interests is more likely to make references to a finite number of locations with higher 
probability. By identifying and exploiting such location affinities of sources on social networks, we are better 
able to determine locations of events described by these sources. The work naturally led to follow-up 
research aiming to understanding human mobility. While there has been fruitful research on modeling 
human mobility using tracking data (e.g., GPS traces), the recent growth of geo-tagged social media 
(GeoSM) brought new opportunities to this task because of its sheer size and multi-dimensional nature. 
Nevertheless, obtaining quality mobility models from the highly sparse and complex GeoSM data remained 
a challenge. We proposed GMOVE, a group-level mobility modeling method using GeoSM data. Our insight 
was that the GeoSM data usually contains multiple user groups, where the users within the same group 
share significant movement regularity. User grouping and mobility modeling are therefore two intertwined 
tasks: (1) better user grouping offers better within-group data consistency and thus leads to more reliable 



 

mobility models; and (2) better mobility models serve as useful guidance that helps infer the group a user 
belongs to. GMOVE thus alternates between user grouping and mobility modeling. Real-life data sets 
demonstrated that GMOVE effectively generated meaningful group-level mobility models.  

We then used geo-tagged social media (GTSM) data streams to conduct recency-aware urban activity 
modeling and worked out a new method, ReAct, that processed continuous streams and obtained recency-
aware urban activity models on the fly. ReAct embeds all the regions, hours, and keywords into the same 
latent space to capture their correlations. Our experiments on the geo-tagged tweet streams in two major 
cities showed that ReAct significantly outperformed existing methods for location and activity retrieval, and 
was orders of magnitudes faster.  

The idea that social networks respond predictably to physical state leads to the next natural question; 
namely, if physical state was independently measured and an anomalous state was observed, can 
anomalies observed in physical state be explained by correlating them with anomalies simultaneously 
detected in social network information feeds? The above work led to information gain metrics that identify 
keyword combinations whose frequency of occurrence has undergone an unusual change (measured in 
information gain) within an observation window, compared to their normal statistics. For example, a keyword 
combination such as “forest” and “fire” might be normally absent from tweets, but is being observed with 
high frequency in a given window, making it a high-information-gain item. Statistical analysis techniques 
were developed to identify high-information gain keyword combinations over sliding windows. Tweets 
containing such keyword combinations were then ranked by the corresponding information gain. These 
tweets were analyzed for location references and matched to locations where physical sensor anomalies 
were observed, hence normally explaining these anomalies. The approach was applied to explain the root 
causes of several traffic anomalies on California freeways, among other scenarios. For example, Figure 3 
depicts a radiation sensor anomaly observed on February 18th, 2014, by a sensor near the Fukushima 
reactor.  

 

Figure 3. A radiation anomaly near the Fukushima reactor on February 18th, 2014. 

The following tweet was identified as the explanation: 

 

Translating this tweet (from Japaneese), it was determined that the tweet was about a report from TEPCO 
(the reactor owner and decomissioning operator), stating that a radioactive leak was detected in the first 
floor of Unit 5 in the basement of the turbine building of the Fukushima Daiichi Nuclear Power Station. The 
example illustrates that utility of social networks as means of explaining unusual phenomena detected by 
physical sensors.     

 



 

Chapter 4: Damage Assessment 

We also exploited social networks for facilitating damage assessment in the aftermath of critical events 
such as those involving use of weapons of mass destruction (WMDs). Damage assessment requires a 
sufficient degree of observability into the evolving physical state (such as the state of propagation of a 
physical damage cascade triggered by the event). Often accurate state assessment is hard to attain due to 
impaired access to “ground zero” and insufficient resources. The advent of social networks, such as Twitter, 
offers an opportunity to observe events through the social lens of survivors and their online networks, some 
of which may remain partially operable after the event. The goal of our effort was to investigate the degree 
to which physical state can be reconstructed from information propagated on such social networks. 

As a running case study, we focused on analysis of gas shortage around New York City in the aftermath of 
hurricane Sandy. This hurricane hit the city at the end of October 2012. It was the second costliest hurricane 
on record in the US (after Katrina) at the time and the worst in 2012. A severe gas shortage ensued. The 
All Hazards Consortium logged the status of hundreds of gas stations in the affected area during the month 
of November, archiving daily gas availability at each station. In addition, our team collected tweets from the 
area (using the Twitter API to download tweets with the keyword “gas”). Sentiment analysis was performed 
on the tweets to determine if they are positive or negative. This analysis offered an opportunity to plot the 
average sentiment regarding the gas crisis as reflected on Twitter over time. Let us call this measured 
sentiment, the Twitter social response. The research question posed was one of understanding how social 
response evolves as a function of actual damage, and the degree to which damage evolution may be 
reconstructed from observing social response. Three sub-questions were then answered: 

 First, what model best expresses the relation between damage and Twitter social response? 
Thinking of the total number of gas stations that are out of gas on a given day as input and social 
response as output of an auto-regressive moving average (ARMA) model with delay, is response 
affected more by the input terms (i.e., by actual damage) or by past output terms (i.e., previous 
sentiment)? What is the order of the model and how big is the delay term? In other words, how far 
back do terms that affect current sentiment go? Is the model linear or not? A linear model would 
indicate that humans react to different levels of damage in a consistent manner. Non-linear 
response would indicate that human behavior changes. For example, in a state of panic, social 
response might become disproportionate to actual damage. Hence, the structure of the model gives 
interesting insights into the nature of human response to physical emergencies, observed on social 
networks. 

 Second, can the actual physical damage evolution be inferred from the observed social response 
on a social network like Twitter? The answer depends very much on the shape of the model 
discussed in the above bullet and the amount of noise present in the raw data. Given the model 
and noise terms, what is the accuracy of physical damage reconstruction? Moreover, the order of 
the model and the magnitude of the delay term affect how soon damage can be estimated. If 
sentiment is a delayed reaction then it carries less information on the present and more on the past. 

 Third, does the evolution of sentiment on the social network actually affect damage propagation 
itself? In our example, the propagation of a gas outage follows supply and demand dynamics, 
where supply has been impaired by damage attributed to the disaster. Are these dynamics 
consistent with demand curves observed prior to the disaster, or does the demand curve needed 
to explain outage dynamics change after the disaster as a function of the sentiment? The latter 
would indicate that the sentiment does affect the evolution of damage propagation by altering the 
demand profile. 

The highlights of the findings were as follows: 

 Analyzing the parameters of the best-fitting ARMA Model that relates actual damage (i.e., outage 
expressed as percentage of gas stations out of gas on a given day) to social response (i.e., the 
prevalence of the negative Twitter sentiment about the crisis on a given day), it is seen that the 
social response is best explained by a non-linear model that is a combination of two linear ones. In 
the beginning, social response tracks average damage, leading to a model that acts as a low-pass 
filter. Later, social response becomes more of an auto-regressive function of itself. In other words, 
sentiment feeds on itself and becomes more weakly correlated to actual damage. The non-linearity 



 

suggests a transition from rational response to a “panic” mode, where sentiment becomes inflated 
by what social media carry, more so than by physical observations.  

 Having understood the non-linear model relating actual damage to social response, it becomes 
possible to estimate actual damage from the social response curve alone, as observed on Twitter. 
In other words, given the evolution of sentiment on Twitter, it is possible to estimate the evolution 
of the gas outage footprint over time. Figure 2 shows the recorded Twitter sentiment curve, denoted 
by Act. S, where higher values denote a more prevalent negative sentiment (and where 1 means 
100% prevalence). It also shows the actual damage, denoted by Act. D, which denotes the 
percentage of gas stations out of gas as a function of time. It then compares the actual damage to 
damage estimated from the Twitter social response curve using a few versions of our models 
discussed above (denoted by Est. D). The comparison demonstrates a remarkable 
correspondence between the actual and estimated damage curves. The horizontal axis in the figure 
is the number of days elapsed since hurricane landfall. The figure demonstrates the feasibility of 
estimating damage footprint from social response.   

 
Figure 2. Estimating actual physical damage (Act. D) from social response (Act. S) in the aftermath of 

hurricane Sandy. Estimated damage curves (Est. D) match actual damage well.  

 
 As might be expected, the physical damage and social response are indeed two interacting 

cascades. The social response exacerbates damage by artificially inflating demand, causing a 
larger outage footprint. In turn, the larger outage footprint exacerbates the sentiment, leading to a 
more prevalent negative social response.  

While the above description aggregated all response and all damage into two scalar numbers, the work 
also considered spatial extensions of the model, where both damage and response were broken up by area 
(e.g., New York versus New Jersey) and relations were found between the resulting vectors. Models that 
best predict sentiment in an area were found to be more a function of worst neighbor damage, as opposed 
to local damage.  

 

Chapter 5: Role Discovery 

As mentioned above, in recovering information from social networks, a key concern lies in understanding 
dependence between sources (for purposes of unbiased source selection). This is accomplished by 
analysis of the social network graph. Recovered information quality is maximized when the sources 
selected are independent. Understanding the social network reduces to the problem of estimating social 
ties between pairs of individuals. We took an axiomatic approach to the problem of social tie strength 
estimation. Starting from a list of axioms, which a measure of tie strength must satisfy, we characterized 
functions that satisfy all the axioms. We then showed that there is a range of tie-strength measures that 
satisfy this characterization. A measure of tie strength induces a ranking on the edges of the social network 



 

(and on the set of neighbors for every person). We showed that for applications where the ranking, and not 
the absolute value of the tie strength, is the important thing about the measure, the axioms are equivalent 
to a natural partial order. Once edges in the social network are characterized (as described above), we are 
further able to determine nodes with special roles in the network, based on the local topology. For example, 
we may want to identify leaders, followers, rumor spreaders, and information hubs. Intuitively, given a social 
network, two nodes belong to the same role if they have similar structural behavior. We developed RolX 
(Role eXtraction), a scalable (linear in the number of edges), unsupervised learning approach for 
automatically extracting structural roles from general network data. We demonstrated the effectiveness of 
RolX on several network-mining tasks.  

Role discovery leads to the natural next question of network similarity. Given a set of k networks, possibly 
with different sizes and no overlaps in nodes or links, how can we quickly assess similarity between them? 
For example, is an emerging network of individuals, resources, and transactions similar to one that might 
indicate preparations for a WMD attack? What features should best characterize such a network? Is there 
a set of social theories that when represented by a small number of descriptive, numerical features, 
effectively serve as a “signature” for the network? Having such signatures will simplify a wealth of graph 
mining and social network analysis tasks, including clustering, outlier detection, and visualization. We 
introduced a novel, effective, and scalable method for solving the above problem. Another objective 
addressed was controlling propagation over large graphs. A key issue in WMD scenarios is to study 
properties of effect propagation over different types of graphs. Controlling the dissemination of an entity 
(e.g., meme, virus, etc) on a large graph is an interesting problem in many disciplines. Examples include 
epidemiology, computer security, and marketing, to name a few. We asked: which edges should we add or 
delete in order to speed-up or contain dissemination? We introduced effective and scalable algorithms to 
solve these dissemination problems and conducted a theoretical study and experiments on real topologies 
of varying sizes to demonstrate the effectiveness and scalability of our approaches.  

Chapter 6: Scalable Infrastructure Support 

Analysis of large networks of the sort mentioned above (e.g., for role discovery on Twitter) requires scalable 
algorithms. This motivated our research on scalability. We developed algorithms for scalable tensor (multi-
dimensional array) decomposition which is an important data mining tool with applications including 
clustering, text mining, role discovery, and anomaly detection. We developed GigaTensor, a scalable tensor 
decomposition algorithm on MapReduce. GigaTensor can handle billion-length modes, and at least 100 
times more scalable than the state of the art algorithm. We used GigaTensor to analyze a very large real 
world knowledge base tensor, and found interesting concepts, refinements, and use-cases. We also 
developed ParCube, a sampling based fast tensor decomposition algorithm which produces sparse factors. 
We used ParCube to find port scanning attacks on network traffic data, and to find anomalous activities in 
social network postings data. Finally, we developed scalable algorithms to accomplish common network 
mining tasks such as link prediction, clustering, outlier detection, ranking, and periodicity mining.  

We also studied a distributed (Hadoop) implementation of ‘stochastic gradient descent’ analysis methods 
for tensors and coupled matrix-tensor factorizations. This led to one of the most scalable methods for the 
task. We also studied the use of tensor analysis for computer network security, in a honey-pot setting. Our 
tensor based method was able to group similar attacks (similar by timestamp, and/or exploit, and/or botnet 
used), and thus help sys-admins understand better how the attackers behave. We also developed a tensor-
inspired method to spot temporal communities in real, time-evolving graphs. Continuing with the scalability 
objective, we studied the problem of determining the proper aggregation granularity for longitudinal (a.k.a., 
time-evolving or dynamic) network data for purposes of summarizing large amounts of information, when 
edges are added to the network in a streaming fashion. Longitudinal networks are often used to study topics 
such as dissemination, change detection, evolution of communities, or network growth. Aggregation lengths 
are often arbitrarily chosen based on intuition or convenience. The same network may be aggregated per-
day in one study, per-week in another study, and per-month in yet another. It is unclear whether these 
interval lengths are optimal for the tasks being considered. We described a novel algorithmic framework, 
called ADAGE, which identifies the appropriate variable-length intervals depending on the structural 
properties of the graph and the tasks under consideration. 



 

 

Chapter 7: Other Contributions 

A significant number of other isolated contributions were developed over the course of the project. Those 
include linking named entities in Web text with heterogeneous information networks, personalized entity 
recommendation in heterogeneous information networks, phrase mining for construction of a topic 
hierarchy, identifying key phrases in unstructured text, entity recognition, among others. Details are omitted 
from the final report, but can be found in the individual publications. 
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