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1. We fully functionally developed Pharos into a mobile testbed: . Our

current methods and tools for validation and evaluation allow

examination of components of the overall system in isolation;

however our repertoire of tools lacks the ability to

gain a complete system understanding of complex deployments

with many unpredictable moving pieces. In our work,

we develop the Pharos testbed, a networked system of

autonomously mobile devices that can coordinate with each

other and with networks of embedded sensors and actuators.

Using Pharos, we identify and quantify many of the unique

challenges associated with mobile cyber-physical systems.

Through a series of experiments using the testbed, we demonstrate

one of its most important aspects: push-button repeatability,

or the ability to easily recreate the same experiment

multiple times. In our research, we draw parallels between experiments

in live mobile cyber-physical systems and simulation

of them to demonstrate the complexities that are not fully

captured in the latter and to posit mechanisms by which results

of live experiments can be use to drive future mobile

cyber-physical system simulations. These results, coupled

with demonstrations of how the Pharos testbed can be used

for a variety of experiments for mobile cyber-physical systems

and how new experiments can be seamlessly executed

on the testbed, demonstrate both the critical importance of
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real-world validation of mobile cyber-physical systems and

the capabilities of Pharos in supporting such validation.



2. Autonomous Intersection Planning: Autonomous intersection management (AIM) is a

new intersection control protocol that exploits the capabilities of

autonomous vehicles to control traffic at intersections in a way

better than traffic signals and stop signs. A key assumption of

this protocol is that vehicles can always follow their trajectories.

But mechanical failures can occur in real life, causing vehicles

to deviate from their trajectories. A previous approach for handling

mechanical failure was to prevent vehicles from entering

the intersection after the failure. However, this approach cannot

prevent collisions among vehicles already in the intersection or

too close to stop because (1) the lack of coordination among

vehicles can cause collisions during the execution of evasive

actions; and (2) the intersection may not have enough room

for evasive actions. In our work, we propose a preemptive

approach that pre-computes evasion plans for several common

types of mechanical failures before vehicles enter an intersection.

This preemptive approach is necessary because there are

situations in which vehicles cannot evade without pre-allocation

of space for evasion. We present a modified AIM protocol and

demonstrate the effectiveness of evasion plan execution on a

miniature autonomous intersection testbed.



3. Miniaturizing Vehicular Testbeds: Despite increasingly realistic vehicular network simulations,

the effects of real-world mobility on network and application

performance in vehicular networks are still not well understood.

We use Pharos, a small-scale vehicular network

testbed with “push-button”experiment repeatability and develop

a framework for analyzing network performance of vehicular

networks simultaneously in simulation and in the

real world. We empirically study the differences between

real-world and simulated connectivity. Early experiment results

using our vehicular testbed show significant differences

between simulated and actual movements resulting in differences

in wireless connectivity. Because of this, we implement

a trace mobility model that allows the OMNeT++ simulator

replay actual GPS-based movement traces collected by

the testbed and scale to larger networks.



4. Multi-Robot Patrols:  Multi-robot patrol is a fundamental application

of multi-robot systems. While much theoretical work exists

providing an understanding of the optimal patrol strategy for

teams of coordinated homogeneous robots, little work exists

on building and evaluating the performance of such systems

for real. In our work, we evaluate the performance of multirobot

patrol in a practical outdoor distributed robotic system,

and evaluate the effect of different coordination schemes on

the performance of the robotic team. The multi-robot patrol

algorithms evaluated vary in the level of robot coordination:

no coordination, loose coordination, and tight coordination.

In addition, we evaluate versions of these algorithms that

distribute state information—either individual state, or entire

team state (global-view state). Our experiments show that while

tight coordination is theoretically optimal, it is not practical

in practice. Instead, uncoordinated patrol performs best in

terms of average waypoint visitation frequency, though loosely

coordinated patrol that shares only individual state performed




best in terms of worst-case frequency. Both are significantly

better than a loosely coordinated algorithm based on sharing

global-view state. We respond to this discrepancy between

theory and practice, caused primarily by robot heterogeneity,

by extending the theory to account for such heterogeneity, and

find that the new theory accounts for the empirical results.
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Training Opportunities:  Nothing to Report

Results Dissemination:  Our work on Pharos was presented at multiple forums, including at ICRA, ICC and 
INFOCOM. We worked with colleagues at other universities, as well as collaborators at UT in disseminating our 
research results. Our collaborators include: Prof. Sanjay Shakkottai, Prof. Christine Julien, Prof. Peter Stone (CS) 
and Prof. Luis Sentis (ME). Each of the collaborators gave multiple talks on the topic, including within the 
University, at A&M, Rice and the University of Houston.

Honors and Awards:  Nothing to Report

Protocol Activity Status: 

Technology Transfer:  The Pharos lab became a hotbed of innovation, with two startup companies emerging from 
the research conducted at the lab:



1. Lynx Laboratories Inc. (now part of Occipital Inc.): Lynx Labs developed the world's first 3D imaging camera, 
which was subsequently acquired by Occipital Inc.



2. M87 Inc. : M87 building mobile multihop communications systems, and is the pioneer in client-centric multihop 
communication systems, WiFi tunneling and client SON.
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ABSTRACT
As mobile cyber-physical systems (MCPS) begin to pervade
our everyday environments, tools and techniques for robustly
and reliably evaluating system solutions are an essential but
as yet missing component for the development process. Our
current methods and tools for validation and evaluation al-
low examination of components of the overall system in iso-
lation; however our repertoire of tools lacks the ability to
gain a complete system understanding of complex deploy-
ments with many unpredictable moving pieces. In this pa-
per, we present the Pharos testbed, a networked system of
autonomously mobile devices that can coordinate with each
other and with networks of embedded sensors and actuators.
Using Pharos, we identify and quantify many of the unique
challenges associated with mobile cyber-physical systems.
Through a series of experiments using the testbed, we demon-
strate one of its most important aspects: push-button repeata-
bility, or the ability to easily recreate the same experiment
multiple times. Finally, we draw parallels between experi-
ments in live mobile cyber-physical systems and simulation
of them to demonstrate the complexities that are not fully
captured in the latter and to posit mechanisms by which re-
sults of live experiments can be use to drive future mobile
cyber-physical system simulations. These results, coupled
with demonstrations of how the Pharos testbed can be used
for a variety of experiments for mobile cyber-physical sys-
tems and how new experiments can be seamlessly executed
on the testbed, demonstrate both the critical importance of
real-world validation of mobile cyber-physical systems and
the capabilities of Pharos in supporting such validation.

1. INTRODUCTION
Mobile cyber-physical systems (MCPS) are gaining

importance as key enablers of emerging applications;
this necessitates reliable, robust, and rapid validation
and evaluation mechanisms for integrated communica-
tion, coordination, and control solutions. Theoretical
research in specific sub-domains of mobile networking,
distributed control, sensing, and ubiquitous computing
have generated many algorithms and techniques to solve
problems that are supportive of mobile cyber-physical
systems. Individually, these problems are technically

complicated: they have many pieces but are ultimately
made predictable in terms of their elicited behavior. To-
gether in the form of a complete mobile cyber-physical
system, the integration of these pieces is extremely com-
plex: its behavior from the perspective of any compo-
nent can be highly unpredictable, and disparate sys-
tem components can often lead to unexpected behav-
iors. Although individual pieces of the solutions are
commonly evaluated rigorously through mathematical
arguments or statistically through software simulation,
these evaluations are performed in isolation, thus over-
simplifying many of the complexities of a real mobile
cyber-physical system. Indeed, such oversimplifications
are necessitated by the need for analytical/simulation
tractability, but these can lead to myopic solutions,
which when brought together can result in outcomes
inconsistent with the original simplifying assumptions.
In this paper, we introduce the Pharos testbed, an au-

tonomous mobile testbed for extensive validation and
evaluation of mobile cyber-physical systems. This is
motivated by the fact that current evaluations supported
by mathematical models or simulation are largely inval-
idated [2]; to correct for this, results from simulation
should be coupled with a validation of the complete
mobile system, from the application and its operating
scenario down to the mobility platforms and physical
radios [14]. Some e↵ort has been devoted to checking
the accuracy of simulations using live networks [11, 16],
showing that there is a significant di↵erence between
simulations and real systems [1, 14]. However, these live
network results have served primarily to discredit simu-
lation results, remaining di�cult to replicate and o↵er-
ing little to no guidance on how mobile cyber-physical
solutions may perform in the real world. Testbeds have
measured the impact of radio propagation on real de-
ployments [4, 8, 7, 9, 17, 20, 25], and some have con-
nected those measurements with simulation [15]. We
present a more detailed overview of this related work
in Section 7. As a general rule, these testbeds do not
explicitly account for mobility, though a few simulate
the movement of devices by dynamically attenuating
radio signals [26, 27, 29]. A few testbeds support ac-
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tual mobility but often lack reproducibility because the
mobility is itself ad hoc and not repeatable [21] or tied
to a specific infrastructure [6].

Pharos supports mobile cyber-physical system evalu-
ation at all levels (from hardware through the network
stack to tailored application functionality) in live net-
works. Our fundamental building block, the Proteus 1,
is an autonomous mobile system with highly modular
software and hardware. Pharos2 contains a number of
the Proteus nodes and enables execution of live mo-
bile cyber-physical systems deployments. This paper
presents three contributions related to Pharos: i) we in-
troduce the Pharos testbed as a comprehensive mobile
cyber-physical system testbed (Section 3); ii) we char-
acterize the repeatability of Pharos experiments (Sec-
tion 4); and iii) we quantify the divergence of Pharos
experiments from simulations (Section 5).

In identifying the design requirements of mobile
cyber-physical systems, we identify many unique char-
acteristics and challenges they pose. Unlike traditional
cyber-physical systems, mobile environments have con-
stantly changing topologies with nodes that opportunis-
tically communicate via a wireless ad hoc network.
Thus, the communication “graph” between nodes is
rapidly evolving due to mobility and the vagaries of
the wireless medium, and it is di�cult if not impossible
to reliably recreate it in simulation. Pharos gives us
the unique ability to deploy tens of autonomous mobile
nodes that can simultaneously and continuously mea-
sure position, state of the communication channel, and
other system attributes and compare them with sim-
ulation. Pharos also o↵ers us push-button repeatabil-
ity of these experiments, providing insights into diverse
behaviors that a mobile cyber-physical system can ex-
hibit across runs and in di↵erent environments in spite
of using the same hardware and software. Using the
Pharos testbed, we pinpoint cyber and physical varia-
tions across runs, empirically establishing relationships
between physical properties and cyber properties. We
demonstrate the repeatability of our system despite un-
predictable and thus uncontrollable dynamics inherent
to a mobile cyber-physical system. Finally, we correlate
Pharos experiments with simulations, demonstrating
that existing simulators fail to completely capture the
complexity of even small-scale mobile cyber-physical
system deployments.

Pharos explores fundamental issues related to the
reproducibility and accuracy of mobile cyber-physical
experiments. The testbed and its constituent compo-
nents are easily changeable from both a hardware and

1Proteus: a person or thing that readily changes appear-
ance, principles, etc., or, from mythology, a sea god noted
for his ability to assume di↵erent forms.
2Pharos: any lighthouse or beacon to direct sailors, or, from
mythology, the mythical home of the sea god Proteus.

a software perspective, resulting in an expressive, mal-
leable, and extensible platform for evaluating sophisti-
cated mobile cyber-physical system solutions.

2. PROBLEM DEFINITION
In the “real-world,” user perception of performance

is measured through application responsiveness in the
context of a complete system. Ultimately, the goal of
mobile computing research is to improve this perfor-
mance. Unfortunately, testing new components in a
complex mobile cyber-physical system is excessively dif-
ficult due to the unpredictable and uncontrollable ex-
ternal factors. We create a testbed that reduces these
hurdles associated with validating and evaluating com-
plete mobile cyber-physical systems.
We must rely on commodity hardware to best ensure

that results from the testbed reflect how an application
or system would function in a real deployment. There-
fore, in addition to providing support for autonomous
movement, our platform must also enable heterogeneous
system evaluation in the presence of real mobility and
real wireless communication. Using human volunteers
to accomplish this proves di�cult, as it is di�cult to
ensure experiment repeatability and scalability (find-
ing enough volunteers for each test may be non-trivial).
Thus, our testbed must be robotic, while incorporating
realism, repeatability, and scalability in its design. The
complete vision is a monumental undertaking; we apply
pragmatic constraints that allow us to make a signifi-
cant contribution toward supporting the validation of
complete mobile cyber-physical systems. Specifically,
we support moderate speeds of mobility; we focus on
movement patterns in which devices move at no more
than 10.5 meters per second, or 25 miles per hour.
This paper lays the foundation for Pharos, intended

to serve ultimately as a benchmark for the design and
analysis of mobile cyber-physical systems. To this end,
we undertake the following specific challenges:

• Design steps for the Pharos Testbed to support
heterogeneity and extensibility in both hardware
and software to enable a wide variety of experi-
ments with mobile cyber-physical systems;

• Creation of a supporting software infrastructure
that enables push-button repeatability, including
repeatability of mobility patterns and communica-
tion capabilities to the extent possible; and

• Understanding of and quantifying the similarities
and di↵erences between experimental results and
simulated ones with the purpose of replicating ex-
periments and building on them in simulation.

3. THE PHAROS TESTBED
In this section, we first describe the Proteus platform,

which provides the hardware capabilities that drive the

2



Pharos testbed. We then discuss the testbed’s overarch-
ing software architecture, a key component in enabling
the push-button repeatability we describe in the next
section. This constitutes the first contribution of this
paper: the design and development of an expressive and
extensible testbed for mobile cyber-physical systems.

3.1 The Proteus Platform
The centerpiece of Pharos is the Proteus mobile

node [24], which is the individual participant in the en-
vironment. The Proteus design focuses on componen-
tization and reuse of commercial-o↵ -the-shelf (COTS)
equipment to maximize both robustness and flexibility.
Each node is inexpensive, easy to manufacture, and sim-
ple to work with. Below we discuss the details of the
design in three major functional sections, shown in Fig-
ure 1: mobility, behavior, and interaction.
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Figure 1: The Proteus Node Hardware

To reduce component coupling, we use well estab-
lished application programming interfaces (APIs) when-
ever possible. For example, the Player/Stage API [3]
allows movement definition (e.g., drive forward) to be
fully di↵erentiated from the hardware implementing the
behavior (e.g., the SegwayR� or the Traxxas). This ap-
proach also extends to the interface between the Pro-
teus node and experimental behavior. Conceptually,
individual pieces of an experiment can be developed
and validated independently using o↵-the-shelf simula-
tors tailored for a particular purpose (e.g., Stage [3] for
movement or OMNeT++ [28] for networking). Once
validated individually, these behaviors can be straight-
forwardly adapted to Proteus nodes, and the complete
cyber-physical system assembled quickly. Thus Pro-
teus’s architecture enables a rapid transition from in-
dividual pieces to an integrated real-world experiment.

Physical Mobility. The physical mobility of a Pro-
teus is provided by one of three options: an iRobot
CreateR�, a SegwayR� RMP50, or a customized Traxxas

Figure 2: The Proteus Mobile Node

Stampede. The CreateR� is a low cost, low speed, dif-
ferentially steered robot with a simple serial control in-
terface. The RMP50 is based on SegwayR�’s popular
self-balancing products and is controllable over a CAM
bus or USB port. It is more expensive than the CreateR�

but o↵ers higher speeds, higher payload capacity, and
long-range outdoor use. The third mobility option is
a customized Traxxas Stampede. The Stampede is a
high-performance remote controlled car with Ackerman
steering and 4-wheel-independent suspension. Each
platform provides its own power to reduce dependen-
cies on other components. While the Traxxas is not
a COTS component, the low cost, light weight, out-
door compatibility, and range of speeds makes it a de-
sirable option. The Traxxas platform is controlled by
the on-board micro-controller described in the next sec-
tion. Details on the hardware, assembly, and software
are all available to external groups wishing to reproduce
them[23, 24]. Figure 2 shows a photograph of a Proteus
node using the Traxxas mobility platform.
Behavior and Communications. A low-power

VIA EPIAR� x86 Linux-based computer coupled with
a FreescaleTM 9S12 micro-controller provides the plat-
form for Proteus node behaviors. This dual architecture
o✏oads many real-time tasks to the micro-controller
while allowing the x86 system to focus on higher level
aspects. The two-level approach also opens a wide range
of I/O options for connecting sensors and other periph-
erals. Basic communications are provided by an on-
board 802.11 b/g wireless network interface controller
with a 5.5 dBi antenna. Other network communica-
tion technologies (e.g., Bluetooth, MEMSICR� Motes)
can be easily added to any Proteus as required by a
particular experiment by attaching an additional plane
to the platform; we have experimented with multiple

3
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Figure 3: The Proteus (Mobility) Software Ar-
chitecture

planes built from a variety of sensors. Typically, mo-
bility commands for a Proteus node are executed by
user-level applications through the Player/Stage API.
Depending on the platform, these commands are then
sent to the mobility platform via serial interface, USB,
or the micro-controller. Sensor data is collected in much
the same way via serial, USB, or the micro-controller.

Environmental Interaction. The third functional
area of the Proteus is sensing and actuating. We cur-
rently support various range-finding sensors, digital com-
pass, global positioning system (GPS), and cameras, as
well as ambient sensing devices including MEMSICR�

motes. Many of these sensors are supported by third-
party drivers for the Player API. The remaining sensors
have matching interfaces in the Player API and only
require us to implement a device-specific driver that
typically resides on the micro-controller and is exposed
to the x86 through the serial connection. The drivers
enable sensed data to be used to influence the node’s
mobility in addition to being incorporated into applica-
tions running on the x86 computer.

3.2 Software Architecture
The software architecture used by the Pharos testbed

is shown in Figure 3. At a high-level, it consists of
three components: a Pharos client residing on a laptop

that wirelessly communicates with one or more Proteus
nodes, Pharos and Player servers running on each Pro-
teus’s x86 computer, and sensor/actuator drivers that
reside within Proteus’s micro-controller.
Pharos Client. The Pharos client is written in

JavaTM and serves as the experiment coordinator. It
is responsible for assigning motion scripts to Proteus
nodes and initiating the execution of the motion script.
The motion script is a text file containing tuples of the
form <latitude, longitude, speed, pause time>,
indicating a waypoint, a desired steady state speed, and
a pause time that the node should wait at the way-
point before moving on. Upon receiving the motion
scripts and experiment configuration, which contains
the node specifications and motion script assignments,
from the user, the Pharos Client wirelessly connects to
the Pharos Servers on each node, transfers the appro-
priate motion script, and coordinates the start of the
experiment. At this point, the nodes may move out of
range of the Pharos Client, and it has no further role
until the experiment is over when it collects the log files,
organizing them by experiment identifier and node ID.
Pharos Server. The Pharos Server is also written

in JavaTM and consists of a Motion Script Follower and
a Navigation component. The Motion Script Follower
informs the Navigation component of the next waypoint
and desired speed and waits for it to finish steering the
node to the specified waypoint. Upon arrival, the Mo-
tion Script Follower pauses the specified amount of time
before repeating the process. The Navigation compo-
nent requires compass and GPS data, using both to ad-
just the steering angle and speed at a frequency of 5Hz.
The Navigation component obtains the sensor data and
issues the movement commands through a Player Server
that also runs on the x86.
Player Server. The Player Server is implemented in

C/C++ and provides a popular middleware abstraction
for obtaining GPS and compass data and issuing move-
ment commands to control movement, to which we’ve
added functionality to allow it communicate with the
custom hardware on the Proteus robots. It connects to
the GarminR� eTrex GPS device through serial connec-
tions, and sends both movement commands and a 1Hz
heartbeat to a micro-controller which implements the
low level robotic hardware routines.
µController. The micro-controller implements low-

level drivers in a mix of C and assembly. It has a
Compass Driver that reads the compass heading via an
I2C bus; a Tachometer Driver that computes the cur-
rent velocity based on dual frequency-modulated sig-
nals from the tachometer; a Motor Driver that uses a
PWM signal to control the power delivered to the rear
wheel motor, and a Steering Driver that controls the
angle of the front wheels using a PWM signal. It auto-
matically sends compass and odometer data to the x86
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upon receiving the heartbeats. This push-based data
delivery model reduces communication overhead allow-
ing the micro-controller to focus on time-critical tasks.

4. CHARACTERIZING REPEATABILITY
In this paper, we characterize various facets of Pharos

using the Traxxas mobility plane and a sensor plane
consisting of a CMPS03 digital compass and Garmin
eTrex GPS. We use this deployment because it is suit-
able for an outdoor environment at the scale of a park-
ing lot.3 Because the evaluation location contained ob-
stacles like lamp posts, and because our nodes were
not configured with our obstacle detection sensors and
avoidance algorithms, we created a motion script to pur-
posely avoid obstacles. For consistency and to enable
comparisons, we use the same motion script throughout
our evaluations; this particular script consists of eleven
waypoints as shown in Figure 4 (we call it the “lollipop
motion script” because of its shape). To ensure compre-
hensive evaluation, the lollipop motion script contains
segments of varying length and turns of di↵erent direc-
tions and angles. In this section, we investigate various
aspects of push-button repeatability in Pharos.

4.1 Definition of Motion Divergence
Before quantifying motion repeatability, we first de-

fine what it means for two executions’ mobility patterns
to diverge. In Pharos, divergence in mobility is the dif-
ference between the node’s actual and ideal trajectories.
We can calculate this divergence by measuring the dis-
tance between the node’s actual location and its ideal
location at certain points in time as it follows its motion
script. There are many ways in which ideal location can
be defined. In this paper, we use four di↵erent defini-
tions, illustrated in Figure 5. In the figure “start” is a
waypoint in the mobility trace, while “destination” is
the subsequent waypoint. Since our evaluation environ-
ment has no obstacles, in an ideal situation, the node
would travel a perfectly straight line from the start to
the destination (indicated by a dashed line in the fig-
ures). However, the node usually diverges from this
ideal trajectory due to myriad factors such as sensing
inaccuracies, the node’s non-zero turning radius, mis-
alignment of the front wheels, imperfect tuning of the
suspension or lubrication of the wheels, etc. A sample
actual path is depicted in Figure 5 by the wavy solid line
from the start to the destination; black circles represent
points at which the on-board GPS can be sampled and
divergence can be measured.4

Absolute Divergence. Our first definition of di-

3For these experiments, the Pharos testbed was deployed in
the West parking lot of the Dell Diamond in Round Rock,
TX (GPS coordinate: 30.527345,-97.632118).
4In this study, we assume GPS provides ground-truth loca-
tion. On average, its indicated accuracy was 3m (10ft).
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Figure 4: The lollipop motion script used
throughout our evaluations

vergence is absolute, illustrated in Figure 5(a). It this
case, the node’s movement error is always calculated in
reference to the original ideal trajectory. At any mo-
ment, the node’s ideal location is the point on the ideal
trajectory that is shortest distance to the node’s ac-
tual location, i.e., the point on the line perpendicular
to the ideal trajectory from the current location. Ab-
solute divergence defines how far o↵ the node’s actual
trajectory is relative to the theoretical ideal of the mo-
tion script, which matches the expectations of the user
of the testbed, i.e., that the nodes will move along per-
fectly linear lines from one waypoint to the next.
Relative Divergence. While absolute divergence is

useful, it is not “fair” in that it does not use the same
definition of the ideal path as that used by the way-
point navigation algorithm implemented on the Pro-
teus. The waypoint navigation algorithm does not con-
sider the ideal path to be the straight line connecting
the segment’s start position to its destination position.
Instead, it assumes that the ideal path is the linear
line from the node’s current location to the destination
(i.e., the node’s objective is to reach the final destina-
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Figure 5: The four definitions of path divergence
used to evaluate motion characteristics

tion rather than to follow the original ideal trajectory).
Thus, the ideal path along which the node should travel
changes every time the node moves, as indicated by the
additional dashed lines in Figure 5(b) from the node’s
current location to the destination. To match the objec-
tive of the navigation algorithm, we introduce relative
divergence as the shortest distance between the node’s
current location and the recalculated ideal path based
on the node’s previous location. Relative divergence
is useful because it quantifies the minimum amount
of node positioning error that accumulates during the
inter-arrival time of GPS location measurements.

Relative-Speed Divergence. Relative divergence
captures the semantics of the ideal path as defined by
the Proteus’s waypoint navigation algorithm but does
not consider node speed. We introduce relative-speed
divergence, shown in Figure 5(c). Relative-speed di-
vergence is the distance between the node’s current lo-
cation and the the location it should be at if it had
traveled at the same speed along the recalculated ideal
path, whereas relative divergence is simply the shortest
distance between the node’s current location and any
point along the recalculated ideal path. The gray circles
along the recalculated ideal paths represent the ideal
position of the node assuming it traveled at the same

speed along the ideal path. Note that relative-speed
divergence is by definition greater than or equal to rel-
ative divergence. Relative-speed divergence quantifies
the actual positioning error that accumulates between
GPS location measurements relative to the navigation
algorithm’s theoretical ideal.
Reflective Divergence. The last form of diver-

gence is reflective and is distinguished in that it com-
pares one execution of a motion script with another
execution of the same motion script. Specifically, the
motion script is segmented into percentages of comple-
tion. At every ten percent increment, the location of the
node during one execution is compared with the posi-
tion of the node in another execution of the same mo-
tion script. Any di↵erence is the reflective divergence.
Reflective divergence is important because it enables di-
rect comparison of the repeatability across experimen-
tal runs. It does not compare to a theoretical ideal but
rather to actual location during previous executions of
the same motion script; reflective divergence allows us
to measure the preciseness of mobility in Pharos.

4.2 Repeatability of a Single Node
To evaluate movement repeatability, we programmed

a single node, named Lonestar, to follow the lollipop
motion script seven times. For all runs, the nodes trav-
eled at 1.5m/s. The actual paths Lonestar took are
shown in Figure 6. While Lonestar did not travel the
exact same path each time, perhaps due to variations in
GPS/compass accuracy, it did follow the same general
path. In this section, we delve deeper into the details
of the motion repeatability for these trips by Lonestar.
Note that this is simply a single example of such re-
peatability; we restrict our analysis to only Lonestar’s
movement since factors that di↵er across nodes may im-
pact the results (see Section 4.3).
Figure 7(a) shows the absolute divergence of Lones-

tar over the seven runs.5 The error bars indicate 95%
confidence intervals. The graph is divided into eleven
segments, one for each segment in the motion script.
The two most significant digits of the x-axis denote
the segment being traversed, which is also the desti-
nation waypoint, while the least two significant digits
indicate the percentage of the segment traversed. Be-
cause the segment lengths are not identical and GPS
location measurements do not arrive in fixed time inter-
vals (their inter-arrival times vary between 1-2 seconds),
the absolute divergence shown is the result of normaliz-
ing the timestamps of the raw data to be a percentage
of segment traversal and then linearly interpolating the
node’s position at fixed percentages of segment traver-

5Due to space restrictions, only a limited number of mo-
tion divergence graphs are shown. For a full list, see:
http://pharos.ece.utexas.edu/wiki/index.php?
title=Evaluating Motion Divergence
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Figure 6: The paths traveled by Lonestar over
seven executions of the lollipop motion script

sal. In this case, we interpolated the location of the
node at every ten percent of segment traversal.

While the average absolute divergence was relatively
low, three of the segments show poorer performance.
Figure 7(b) shows two samples that represent diver-
gence extremes: one for the trip from waypoint 4 to
5 that had the least divergence, and one from waypoint
7 to 8 that had the worst. The average absolute di-
vergence over all segment traversals was 1.34 ± 0.08m.
Considering just the “bad” segment traversals (i.e., seg-
ments 4, 8, and 9), the average absolute divergence was
2.39 ± 0.18m. Removing these segments from the oth-
ers, the average divergence was only 0.95 ± 0.06m. In
examining the nature of the environment where the mo-
bility trace occurred, a possible explanation for why
the trip from waypoint 7 to 8 exhibited increased error
may be the incline of the parking lot and the align-
ment of the front wheels on Lonestar. These diver-
gences are relatively small considering that the length
of the entire path is two orders of magnitude higher
at 304m. Furthermore, these are the absolute diver-
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Figure 7: Absolute divergence of Lonestar

gences that are relative to the straight line from the
segment’s starting location to final destination, mean-
ing they unfairly overestimate the perceived error (as
described when defining absolute divergence). Despite
this, the small absolute divergence is evidence that the
Pharos Testbed achieves movement repeatability for the
same node across experimental runs.
Figure 8 shows the relative divergence for Lonestar

over the same seven executions of the lollipop motion
script. As expected, the divergence is much smaller
since the ideal path is continuously recalculated. Aver-
aged over all segments, the relative divergence is only
0.31 ± 0.02m. This is approximately three times less
than the absolute divergence, indicating that while the
node may not be able to follow the ideal line from the
segment’s start location to the destination, it is able to
remain relatively close to the adjusted ideal line. One
interesting phenomena is the spike at the beginning of
each segment traversal. This is caused by the non-zero
turning radius of the node, which forces the node to sig-
nificantly diverge from the ideal route as it orients itself
towards the next waypoint. Because of this non-zero
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Figure 8: Relative divergence of Lonestar
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Figure 9: Relative-speed divergence of Lonestar

radius, the node inherently drifts away from the abso-
lute ideal path at the very beginning of each segment,
which is another reason why the relative divergence is
so much lower than the absolute divergence.

Figure 9 shows the relative speed divergence for Lon-
estar over the same seven runs. Averaged over all
segments of all executions, the relative divergence was
0.34±0.03m which is slightly higher than relative diver-
gence as expected. An interesting feature is the spike
about 80% of the way into traversing the third segment.
Looking at the top-down view of the path shown in Fig-
ure 6, it is apparent that the spike is due to the node
temporarily getting lost and running in a loop during
one of the motion script executions. This spike only
appears in the relative-speed divergence because it con-
siders the speed of the node, which is actually negative
when the node mistakenly makes a loop.

So far, this divergence analysis is relative to an ideal
path defined in terms of the original motion script (ab-
solute divergence) or the previous location of the node
during the same execution of the motion script (relative
and relative-speed divergence). These metrics charac-
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Figure 10: Reflective divergence of Lonestar

terize the accuracy of the mobility execution, i.e., the
degree to which the experimental results reflect the tar-
get underlying condition. To better understand how
the motion of the same node varies across executions
of the same motion script, i.e., the precision of ex-
ecuting the mobility script, we measured the reflec-
tive divergence exhibited by Lonestar as it executed
the lollipop motion script seven times. The results are
shown in Figure 10. The figure shows the average re-
flective divergence across every pairwise combination of
the seven executions. As before, the error bars indi-
cate 95% confidence intervals. One immediately appar-
ent phenomenon is the node takes significantly di↵erent
paths while going towards the first waypoint. This is
a result of our control of experiment initiation; we ne-
glected to start the node at the same location during
each execution of the script. Another feature is that
as the node traverses each segment, its divergence is
initially high but drops throughout the segment. This
is due to the node ending up with a di↵erent orienta-
tion at the end of the previous segment, which is due
to cumulative but varying errors throughout the previ-
ous segment’s traversal, resulting in the node needing
to turn by di↵erent amounts as it begins to traverse the
next segment. Overall, discounting the divergence going
towards the first waypoint, the average reflective diver-
gence was only 1.81 ± 0.07m. This is relatively small
compared to the size of the experiment, which covers a
region over 40m wide and 100m long.

4.3 Repeatability Across Multiple Nodes
To understand motion repeatability across nodes, we

used the results from executions of two additional nodes,
Wynkoop and Shiner. Figure 11 shows an overhead
view of their actual motion traces. The figure clearly
indicates that each node exhibits its own unique “mobil-
ity personality.” For example, Shiner sometimes makes
very wide right turns relative to the other two nodes.
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Figure 11: The paths Lonestar, Shiner, and
Wynkoop traveled over seven executions of the
lollipop-shaped motion script

This could be indicative of di↵erences in the alignment
of the front wheels or calibration of the steering arms.
Among the three nodes, Wynkoop seems to be the most
accurate. These observations are supported by the dif-
ferences in their absolute divergences. Specifically, the
average absolute divergence and 95% confidence inter-
vals of nodes Lonestar, Shiner, and Wynkoop across
all seven executions are 1.34±0.08m, 2.49±0.18m, and
1.20±0.06m, respectively. Clearly, despite the fact that
each node exhibits its own unique motion profile, which
is sometimes inaccurate, the 95% confidence intervals
in the absolute divergence remain relatively small. This
characterizes the Pharos testbed’s ability to provide mo-
tion repeatability across multiple nodes.

4.4 Instant-Simulation Replay of Experiments
The log files generated by the Pharos Middleware

while executing a motion script can be directly fed into
a simulator for achieving instant-replays of the exper-
iment. This is useful to visualize what occurred and
aid in debugging the system. To accomplish this, we
built a tool and an OMNeT++ [28] module that con-
verts a node’s locations as recorded in the log files into
a specialized motion script that is used by OMNeT++
to simulate the movements of the nodes. Every nodes’
GPS coordinates are logged as they arrive from the on-
board GPS device along with the corresponding GPS time
timestamp. We built a perl script which translates these
GPS coordinates into absolute {x,y} locations (in me-
ters) with the southwestern-most point of the exper-
iment space bounding-box as the {0,0} location. To
simulate the motion, we built a mobility module for
OMNeT++ called TraceMobility that follows these
{x,y,timestamp} points. Since GPS readings are not
instantaneously available at all times (due to the sam-
pling rate of the GPS device), TraceMobility inter-
polates the position of each node along a straight line
between sampled locations using a uniform speed that
would take the node from a point A to a point B in the
amount of time that separates the two samples. This
interpolation may not be ideal since it does not account
for the direction the node was heading or turn radius
constraints. However, since the GPS data inter-arrival
time is every 1-2 seconds, the e↵ect of this limitation
is small and well within the absolute error limitation
of the GPS devices themselves. Using these tools, we
can automatically replay real-world experiments in OM-
NeT++.

5. DIVERGENCE FROM SIMULATION
The repeatability of Pharos experiments character-

ized in the previous section looks at measures of the
Pharos testbed that are explicitly under our control,
namely di↵erent facets of the Proteus node’s mobility.
Communication, on the other hand, is known to be un-
repeatable in the real world, even in experiments that
control for other factors. Therefore we sought to char-
acterize the di↵erence between simulated connectivity
among mobile nodes and the real-world connectivity of
the nodes in the Pharos testbed.
Real-world connectivity between wireless nodes often

varies, sometimes to a large degree, from simulated con-
nectivity. A great deal of research has improved simu-
lator radio models to achieve better accuracy, however
there is still a marked di↵erence between the state-of-
the-art wireless simulators and the real-world [1, 14];
ultimately, nothing beats evaluating a mobile comput-
ing solution in situ. This variance in communication
characteristics is one of the most compelling reasons to
evaluate mobile cyber-physical system solutions using
real-world experiments in addition to simulations. To
begin to understand the relationships between the real-
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world connectivity in the Pharos testbed and simulation
results, we measured connectivity by sending wireless
beacons between the nodes in all of our experiments
and recorded when any node saw another nodes’ bea-
con. The beacons themselves were UDP packets sent to
the subnet broadcast address by the Pharos middleware
(at user-configurable intervals) containing a sequence
number to allow us to track which beacons were lost.

5.1 Experimental Setup
To compare the Pharos testbed to simulation, we use

the OMNeT++ network simulator [28]. For the simu-
lated radio within OMNeT++, we used the unit disk
radio model which considers a nodes’ wireless range to
be a perfect circle; if two nodes are in range of each other
they are considered to be connected. Although this is a
näıve radio model, it is popular and often used for sim-
ulation. It is also straightforward to replace this radio
model with a more sophisticated one in OMNeT++;
we use it to get an initial quantification of di↵erences
between the Pharos testbed and simulation.

We sent nine nodes along the lollipop mobility script
in Figure 4, starting each node 30 seconds apart. Tem-
porally separating the nodes in this manner reduces the
likelihood of collisions at the start of the experiment.
The nodes were configured to broadcast beacons on a
random interval between five to ten seconds apart. To
precisely simulate the same experiment, instead of us-
ing the input waypoint set for simulation (Figure 4), we
converted the actual GPS traces recorded by the nodes
(containing the node’s coordinates at every GPS sample
point) into an OMNeT++ mobility file for the simula-
tions as described in Section 4.4. This ensured that the
simulated nodes moved along the same trajectories as
the real nodes including any discrepancies between the
intended path and the actual path taken.

In the OMNeT++ simulation, we recorded the num-
ber of neighbors each node had at each sample point
and compared it to the recorded beacons showing which
nodes were actually connected at that same sample point
in the Pharos testbed experiment. These sample points
were defined based on the beacon interval in the Pharos
testbed; to ensure fairness for the simulator, the finest
grained sampling rate we could use was 10 seconds. We
compared one real-world run of this experiment with
simulations using simulated radio ranges of {10m, 25m,
50m, 75m, 100m, 150m, and 200m}.

5.2 Neighbor Connectivity Differences
To illustrate the di↵erence between real-world con-

nectivity (based on received beacons) and simulated
connectivity (based on an ideal radio model), we plot
the simulated connections and real connections seen by
each node during every 10 second interval for various
simulated radio ranges. Figure 12 shows the connectiv-
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Figure 12: Real-world connections vs. simulated
connections (using 50m simulated radio range)

ity we measured on the first node (Manny) to start the
experiment (chosen because it had the longest running
time) plotted alongside a simulation of the same mo-
bility and communication trace using a simulated radio
range of 50m.6 The figure shows a number of possible
connections (around t=300s) present in simulation but
missed by the Proteus node and also illustrates that the
simulated connectivity (although close to the real-world
data) consistently reported one to two extra neighbors
near the end of the simulation. Naturally, we observed
that the chosen simulated radio range had a significant
e↵ect on the number of extra neighbors. However with
an appropriately chosen simulated radio range, the con-
nectivity trends appeared to be the same between the
real-world and simulation for most of the graphs.
We do not average multiple real-world runs together

into one connectivity data set since the unpredictabil-
ity of communication across runs (not to mention across
di↵erent nodes even within the same run) is one of the
more interesting aspects of running real-world experi-
ments and one of the main motivations for building the
testbed in the first place. In the future, Pharos could be
used to collect data to build an empirical radio model,
but that is out of the scope of this paper.

5.3 Comparing Effective Radio Ranges
From our empirical results, we are also able to esti-

mate the e↵ective radio range of a given experiment.
To reason about the real-world range experienced by
the 802.11 radios on the Proteus nodes, we compared
the number of recorded neighbors a node saw in a ten
second interval to the “expected” number of neighbors
from simulation. We accounted separately for neigh-
bors that were missing in the simulation but present in
6Due to space constraints, all of the results cannot be in-
cluded. For the complete set of graphs for every node,
please visit: http://pharos.ece.utexas.edu/wiki/index.
php/Evaluating_Connectivity
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Figure 13: Neighbors missing from simulation
(left axis) and extra neighbors in simulation
(right axis) vs. simulated radio range

the real-world (which was rare) and neighbors that were
extra in the simulation but unaccounted for in the real-
world (which was, as expected, common). This data is
presented in Figure 13 with 95% confidence intervals.
It is interesting to note that any simulated radio range
greater than 50 meters, on average, results in more than
two extra neighbors that the real-world node “should”
have been able to see but did not. This could be due
to any number of reasons such as interference (although
there was only one detectable wireless network in range
of the experiment, with no connected users) or wireless
propagation e↵ects, given that our radios were approxi-
mately one foot o↵ the concrete parking lot. Additional
experiments resulted in similar real-world ranges.

From these results, we determined that the optimal
simulated radio range is surprisingly low: very close to
25m. This is surprising in that it is very short given the
large unobstructed open space we used for the experi-
ment. Figure 14 uses this 25m radio range and plots the
neighbors missed by the simulator and extras that were
not seen in the real world; this represents the best-case
of all of the radio ranges we tried in simulation.

6. LIMITATIONS & LESSONS LEARNED
In this section, we explore limitations of the Pharos

Testbed, some of which were overcome in performing
this work while others still remain. The examination of
these limitations provide insights for researchers with
similar e↵orts and drive our future work with Pharos.

Limitations in the Architecture. The Pharos
testbed currently contains several limitations that must
be overcome before it can attain widespread use. One
limitation is due to node complexity and the unpre-
dictable ways in which the cyber and physical worlds
interact, resulting in frequent device failures that limit
the scale of mobile cyber-physical system experiments.
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Figure 14: Neighbors vs. time for simulation
(25m radio range) and the real-world

The testbed contains over 30 Proteus nodes, but we
were frequently limited to experiments involving only
ten nodes due to various hardware failures. Overcoming
this limitation will require novel diagnostic tools to de-
tect failures, automated procedures for fixing them, and
evolving our hardware and software in ways that render
them inherently more robust against failure. Our cur-
rent manual approach to detecting and resolving hard-
ware and software problems on a case-by-case basis is
not sustainable as the number of nodes increases.
Limitations in Pharos Software Architecture.

Another limitation resides in the flexibility of the soft-
ware architecture. The current software only supports
one form of motion script based on GPS waypoints. Ex-
pressing acceleration or complex patterns like weaving
around obstacles is cumbersome using the current mo-
tion script syntax. Conditional and probabilistic move-
ments are not supported. In addition, there is no coor-
dination between motion and wireless communication,
so a node cannot change its mobility based on communi-
cations received. This is acceptable for the evaluations
in this paper because we focused on the repeatability
of motion and the properties of wireless connectivity,
which can be done using beacons emitted independent
of physical position. Future experiments will demand a
Pharos client that can more flexibly and seamlessly al-
low deployment and initiation of arbitrary software on
the Proteus. We envision creating a semantically rich
mobile cyber-physical experiment middleware that can
capture even the smallest nuances of motion, communi-
cation, and their interaction. Like a musical score sheet,
it will enable the musician (a mobile cyber-physical sys-
tem researcher) to orchestrate (control) numerous inde-
pendent instruments (mobile nodes) simultaneously in
a rhythmic (temporally-accurate) manner.
Limitations in Hardware and Device Drivers.

Additional challenges relate to the underlying hardware
and its interactions with the physical world. The micro-
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controller is computationally weak and highly sensitive
to interrupt latencies. Even the act of toggling the
LEDs too rapidly will interfere with other interrupts
and result in non-deterministic behavior. To achieve re-
liability, we had to carefully design the micro-controller
software components to maximize e�ciency by fully ex-
ploiting all available hardware. For example, a separate
hardware counter was used for every periodic task, and
only a minimal amount of computation is done within
an interrupt context. This was achieved by implement-
ing a dual-layer thread model based on a task queue into
which interrupt handlers can post long-running compu-
tations that execute in a foreground context.

Another lesson learned is related to the Proteus’ Li-
polymer batteries. When we first started large experi-
ments, the nodes would occasionally stop moving. This
was traced to a safety mechanism that shuts down the
battery when the current exceeds 6A, which can occur
when the node accelerates too quickly or encounters
excessive resistance. We installed an inrush-limiting
power thermistor and modified the software to limit ac-
celeration and cut the motor power when a discrepancy
occurs between the tachometer and the power being
sent to the motor. This, however, does induce limi-
tations in the achievable mobility patterns.

The default drivers for the Atheros wireless chip sets
are unreliable: when the nodes are configured to bea-
con at 1- 12Hz, they frequently fail. We had to decrease
the beaconing period to 5-10s before we could achieve
acceptable reliability. In the future, we plan to use the
MadWiFi drivers, which we expect to be more stable.

With respect to monitoring location and heading, we
often encounter challenges in sensing. The compass
is highly-sensitive to voltage fluctuations, which fre-
quently occur when the node is moving. This is an
on-going problem that we are still trying to resolve.
The GPS device sometimes has di�culty locking on the
satellites; we suspect that the electrical noise emitted by
the node’s electronics and the metal surface of the node
may be interfering with the sensors. We rely on addi-
tional software to filter apparently “bad” GPS readings
and delay node movement. This is a challenge for the
Pharos testbed, but it is also reflective of the real world,
where commodity GPS devices often have similar issues.

Limitations of Experiments to Date. The exper-
imental results described in this paper indicate that we
need to better control controllable factors in our exper-
iments. For example, one is the starting location and
orientation of each node. We failed to start the nodes at
the exact same location and with the exact same orien-
tation with each execution of the motion script. This re-
sulted in widely varying motion behaviors as the nodes
traveled towards the first way point. In the future, more
care should be taken to minimize variations across ex-
periments. While we have experimented with various

mobility patterns, the in-depth results in this paper rely
on a single motion script. We have not evaluated how
the motion script itself may influence repeatability.
Our evaluations do not yet evaluate how speed a↵ects

motion repeatability or wireless connectivity. The eval-
uations presented in this paper involve nodes traveling
at 1.5m/s. We have tested the nodes at other speeds
ranging from 0.5m/s to 3m/s, but we have not yet de-
termined the limits of reliability and repeatability.
In summary, the Pharos testbed is inherently extremely

complex. As we scale to more nodes, we will create new
hardware and software mechanisms that further auto-
mate the use of the testbed, from problem diagnosis and
resolution to the deployment of arbitrary MCPS exper-
iments. We are heartened by the results in this paper,
which indicate that despite vagaries in node behavior,
Pharos achieves relatively consistent behavior.

7. RELATED WORK
We are motivated by the significant gap between the-

oretical and experimental research for mobile cyber-
physical systems (MCPS). Researchers generally evalu-
ate mobile system components using mathematical mod-
els and software simulation. For tractability, these ap-
proaches make significant assumptions about the envi-
ronment and the network; these assumptions misrepre-
sent real networks [1, 2, 14]. Instead of relying on soft-
ware simulation, examining, validating, and evaluating
in a real deployment is ideal. Testbeds for evaluating
networked systems, and, more specifically, mobile and
pervasive computing environments, have become com-
mon [9, 16, 19, 22]. We do not provide an exhaustive
survey here but instead focus on a few approaches that
are related to or motivate our proposed work.
Judd et al. have developed a wireless emulator that

focuses on repeatability at a very fine level of granular-
ity at the physical layer [12]. The emulator uses real
application input to drive physical layer measurements.
While this approach allows researchers to elicit applica-
tion performance characteristics, the emulator does not
modularize arbitrary mobile cyber-physical systems, ex-
ecute complete mobile experiments, and connect these
results to results from simulation. Hydra uses a soft-
ware defined radio to allow fine-grained measurements
of MAC and physical layer protocols [17]. Hydra has
motivated our use of a modular software architecture,
but it does not address mobility concerns or the high-
level applications that drive MCPS deployments.
MiNT is a miniaturized multi-hop wireless network

testbed that connects live emulations with running sim-
ulations in real time [7]. MiNT uses radio attenuation
for devices in the testbed, allowing it to operate in a
small space. Bonsai validates that attenuated radio
links do not correctly mimic actual links in all cases [20].
Similar to MiNT’s connection to ns-2, TWINE com-
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bines emulated links with simulated ones [30]. ORBIT
also uses wired links and significant mathematical com-
putations to emulate wireless links [25]. Pharos, in com-
parison to these approaches, promotes the use of real
wireless links with real applications and real mobility.

Many existing approaches focus on the wireless na-
ture of the networks but ignore mobility aspects.
EWANT [26] and Meshtest [27, 29] address mobility
and maintain the small testbed environment; they sim-
ulate movement by changing attenuation properties of
emulated nodes. APE was one of the first to incorporate
real mobile nodes [21]; however APE nodes are not au-
tonomous. For reproducibility and common usage, we
require a testbed that can run repeatedly on its own.

MiNT-m extends MiNT to make nodes mobile while
still connecting live experiments with simulation [6].
MiNT-m is limited by its choice of technologies (i.e.,
it can only operate indoors) and its use of attenuated
links. MiNT-2 redesigns MiNT-m to reduce some of
the limitations but is still limited to indoor operation
with attenuated radios [18]. Mobile Emulab is an in-
door testbed to execute real applications in a radio-
attenuated environment [10] and connects the nodes to
a situated network of sensing devices, allowing for ex-
pressive MCPS situations. Like MiNT-m, the testbed
is tied to a specific room, and the links may not rep-
resent real-world links due to attenuation. Brown et
al. have built a wireless testbed of unmanned aerial ve-
hicles (UAVs), with purpose-constructed hardware [5].
The testbed was specifically designed to monitor net-
work quality and therefore has reduced ability to sup-
port arbitrary updates to both hardware and software.

With respect to connecting testbed experiments to
simulation, Liu et al. have devised a testbed that di-
rectly executes traces of simulation output [15]. In com-
parison to our motivation, we aim to directly execute
mobile cyber-physical solutions in the Pharos testbed
and to automatically generate simulatable versions of
them for large-scale tests. This has the benefit of di-
rectly evaluating the solution (and all of the perfor-
mance metrics enabled by that direct evaluation) in-
stead of a trace that merely represents the behavior.

The EXC Toolkit focuses on the software components
of a wireless multihop network, distancing these soft-
ware concerns from any specific hardware [13]. This
work is a springboard for our work in managing the
large number of software artifacts required in Pharos,
but the distancing from the hardware is disadvanta-
geous since the EXC user now must control the hard-
ware deployment and management of mobility and other
physical aspects by hand. Pharos motivates conjoining
these concerns with respect to a given mobile cyber-
physical system scenario to get an integrated under-
standing of the interplay of hardware and software.

We focus on end-to-end evaluation for cyber-physical

applications on real hardware for sensing, computation,
communication, and actuation and use real software
modules deployed in those mobile cyber-physical sys-
tems. Significant di↵erences between our approach and
existing e↵orts include the combined use of real links
and real, autonomous, and repeatable mobility. We also
aim to eventually support the direct translation of soft-
ware from a testbed to software simulation. Finally,
we require both hardware and software modularity and
the ability to evaluate metrics at all levels of abstrac-
tion. We focus on reproducibility (i.e., the ability to
repeat experiments within the testbed reliably and to
reproduce the results of experiments in simulation) and
on the ability to easily and swiftly compare solutions
that tackle similar problems. In addition, because the
testbed builds directly on devices that would be used in
an actual deployment, Pharos is capable of completely
and directly emulating target mobile cyber-physical sys-
tems.

8. CONCLUSIONS
In this paper, we identify and quantify the many

unique challenges posed by mobile cyber-physical sys-
tems (MCPS). To this end, we present the Pharos testbed,
a modular, flexible, COTS-based and thus inexpensive
and scalable testbed for MCPS. Pharos o↵ers push-
button repeatability giving insight into the diversity of
behaviors that a cyber-physical system exhibits across
runs, despite using the same hardware, software, and
physical environment. Using Pharos, we pinpoint cy-
ber and physical variations across runs and empirically
establish the relationship between physical-properties
and cyber-properties. We also demonstrated that our
nodes exhibit repeatable motion patterns with narrow
confidence intervals of just fractions of a meter despite
the unpredictable-and-thus-uncontrollable dynamics in-
herently present in a MCPS. Finally, we demonstrate
that existing simulators cannot capture the complexity
of even small MCPS consisting of only tens of mobile
nodes, but provide a mechanism by which one such sim-
ulator, OMNeT++, can be tuned to more accurately
match real-world MCPS behavior.
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