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Title: Collective Attention Threats: Models and Deterrence (FA9550-15-1-0149)

Primary Investigator: James Caverlee, Department of Computer Science and Engineering, Texas
A&M University, caverlee@cse.tamu.edu

Co-Investigator: Anna Squicciarini, College of Information Sciences and Technology
Pennsylvania State University, asquicciarini@ist.psu.edu

Problem / Objective: This project investigates threats to collective attention and develops both
models of these phenomena as well as methods to deter their impact and reach. These
collective attention threats manipulate opinion, rapidly spread malware, and disseminate
misinformation, all amplified by collective attention. Unlike traditional threats, users
themselves are unwitting accomplices to the spread, infection rate, and success of these new
threats. Toward tackling this challenge, this project aims to develop new models, algorithms,
and systems for defending against emergent collective attention threats in large-scale systems.

Results & Impact: We have made a number of key advances in this project. First, we have
developed methods to uncover hidden campaigns. Compared to traditional spam bots that
typically leave identifiable footprints, these human-powered deceptive campaigns are
inherently distinct, linked only by their common theme and not in common keywords, phrases,
or other easily identifiable signals. And since deceptive campaigns are generated by humans
rather than bots, their ongoing detection is even more challenging since crowds can actively
circumvent detection methods. We have pioneered methods to extract signatures of
crowdsourced manipulators, exploit graph-based locality to uncover hidden manipulators, and
uncover two-faced manipulators who engage in a mix of legitimate and malicious behaviors.
Second, we have developed algorithmic approaches toward controlling or at least managing
some instances of collective malicious behavior. We have started with crowdsourcing
platforms, where users’ contribution can be measured and controlled before it is actually used
for task completion or knowledge extraction. We also developed a user reputation system that
aims to balance the estimation accuracy of users' reliability and its cost by combining and
controlling different types of users' performance measures (i.e., including peer consistency
evaluations and gold standard tests). We have formulated integer-programming solutions that
identify early evidence of deviance, and in a recent study, how to control possible attempts of
deviance through a dynamic rewarding system (i.e. a pricing policy in case of paid
contributions). Finally, we have investigated the strategies of propagandists like ISIS where we
find through an analysis of all Arabic tweets in 2015 (more than 9 billion) that ISIS is relatively
ineffective. Although hailed by the FBI as the “most adept terrorist group” on social media, we
find that their collective influence has been steadily waning and was relatively small to begin
with (mainly since their interactions online tend to be insular or augmented by bots rather than
organic social media users).
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