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1.0 SUMMARY

This document represents the final technical report for the DARPA project, “Antag-
onistic Graph Coloring Under Uncertainty.” The primary objective of this research is to
determine optimal, or near-optimal, ways of identifying a subset of nodes of interest in a
graph and then “coloring” those nodes, subject to a time constraint. The term coloring
is general and can be interpreted to mean that we alter the binary status of a node. For
example, biological systems may be moved between healthy and infected states, physical
systems between working and failed, social systems between organic and influenced, and
digital systems between functioning and corrupt. Consequently, this work is applicable to
many problems in epidemiology, warfare, influencing social networks and cybersecurity.

The first set of results presented herein are based on randomly-generated graphs and
reveal explicit performance limits for graphs that are not fully-connected (i.e., those in which
there does not exist an edge connecting each node to all other nodes in the network). By
randomly-generating thousands of such graphs, we first examine the performance of a simple
baseline algorithm to reveal insights into the problem and explore the effects of coloring prob-
ability and coloring budget. It was found that there exist problem regimes in which small
increases in coloring budget can result in exponentially higher success probabilities; how-
ever, there also exist regimes in which large budget increases provide little to no substantive
improvements. This phenomenon is shown to be the result of the existence of two distinct
failure modes that behave predictably as a function of the coloring budget and coloring
probability. These results motivated an exploration of the case when the underlying graph
is fully-connected. For that class of problems, we were able to determine optimal dynamic
coloring strategies using discrete stochastic optimal control techniques (namely Markov de-
cision process models). This framework has dual benefits of exactness for fully-connected
graphs, and the ability to provide theoretical performance bounds for any possible coloring
policy over any possible graph. Combining these results, we demonstrate that the baseline
algorithm achieves near-optimal performance in certain problem instances, and poor perfor-
mance in others. We further extend the fully-connected analysis to include problems in which
the nodes can spontaneously uncolor with a certain probability. Using the MDP framework,
we were able to characterize optimal policies that, again, demonstrate performance bounds
for more general graphs.
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2.0 INTRODUCTION

To provide some context for the problem, we first present a mathematical model descrip-
tion and then review the objectives of this research. Let G(V,E) be an undirected graph,
where V denotes the set of vertices (or nodes) and E is the set of edges. There are N ≡ |V |
nodes in the graph, and there exists a subset of nodes of interest, S ⊂ V , with cardinality
M (M ≤ N). Both N and M are assumed to be finite. The fundamental problem can be
described as follows. We seek to “color” each of the nodes in S within a particular time
interval T = [ℓ, u], subject to a coloring “budget.” That is, we are only allotted a fixed,
finite number of coloring attempts, after which no coloring can be attempted. We consider
discrete time periods in the time horizon T = {1, 2, . . . , ℓ, ℓ + 1, . . . , u}. If all of the nodes
in S are colored within [ℓ, u], then the event is said to be a success ; otherwise, it is a fail-

ure. Our aim is to maximize the probability of success (or the proportion of
experiments that lead to success).

Initially, the decision maker knows only the number of nodes N , the number of special
nodes M and the probability of successfully coloring a node, which is denoted by pc (0 <
pc ≤ 1). In the most generic form of the model, nodes may also independently uncolor with
probability pu (0 ≤ pu ≤ 1); we present results for this more complicated version of the
problem. First, one node is selected randomly from V and is colored, thereby revealing its
adjacent nodes and whether or not this node belongs to S. During each subsequent time
period, the decision maker must decide which nodes, from among those that are visible, to
attempt to color. If the coloring is successful, the decision maker learns whether the node
is in S, and the nodes adjacent to the newly colored node become available for coloring in
future time periods. If the coloring is unsuccessful, the node remains uncolored, and no new
knowledge of the topology is gained by the decision maker. Denote by B the total coloring
budget over the time horizon. That is, the decision maker depletes one unit from the budget
for any coloring attempt made (irrespective of the outcome). Once the budget is depleted, no
additional coloring attempts can be made, thereby inducing a tradeoff between aggressively
coloring and depleting the budget. Intuitively, with an unlimited budget, one would attempt
to color at will until all the nodes in S are identified, ensuring success. However, with a
constrained number of coloring attempts, and a finite time limit, one must carefully select
how these attempts will be made in each period. Initially, we consider models in which the
nodes cannot uncolor (i.e., pu = 0), but later extend the preliminary models to consider this
complication.

3.0 METHODS, ASSUMPTIONS AND PROCEDURES

The primary methods employed in this research include graph theory, stochastic model-
ing, Markov decision process models (discrete stochastic optimal control) and optimization
theory. When analyzing graphs that are not full-connected, exact solutions cannot be ob-
tained via analytical methods. For these cases, we created, executed and analyzed several
computer simulation models (in the MATLAB computing environment) to gain insights into
the behavior of coloring strategies. Specifically, the simulation model was used to: (i) ran-
domly generate graphs having random topologies; (ii) simulate coloring and uncoloring prob-
abilistic behavior; (iii) simulate a greedy, baseline coloring heuristic for non-fully-connected
graphs in order to estimate the success probability.

When the graphs are assumed to be fully-connected, we are able to provide exact problem

2
Approved for Public Release; Distribution Unlimited.



formulations by creating Markov decision process (MDP) models. This modeling approach
assumes a discrete time horizon and requires a state-space model, along with one-step tran-
sition probabilities. We formulated two distinct, yet related, problems: (i) the case when
nodes cannot uncolor after having been colored; and (ii) the case when nodes uncolor in-
dependently with probability pu after having been colored. In the latter scenario, the state
space is (necessarily) larger and, therefore, the computation time increases substantially.

In summary, we examined three different models and provide interesting insights into the
behavior of the success probability for each of the models. The three models are summarized
as follows:

1. A simulation model to estimate the success probability for non-fully-connected graphs.
The model implements a greedy coloring heuristic and assumes that nodes cannot
independently uncolor;

2. A Markov decision process (MDP) model to compute the exact success probability
for fully-connected graphs. The model implements the value iteration algorithm and
assumes that nodes cannot independently uncolor;

3. A second MDP model to compute the exact success probability for fully-connected
graphs. The model also implements the value iteration algorithm but allows the nodes
to independently uncolor after they have been colored.

4.0 RESULTS AND DISCUSSION

In this section, we summarize the main results obtained in this research and provide
numerical illustrations. Some further closing remarks are provided in Section 5.0.

4.1 A Baseline Policy for Connected Graphs

Consider first a simple, greedy heuristic policy that serves as a baseline upon which we
will build more sophisticated policies. Roughly speaking, this policy seeks to color all but
one of the nodes in set S before time ℓ; subsequently, it attempts to color the remaining
nodes in S during [ℓ, u]. More precisely, if at some time t < ℓ the remaining budget is bt,
the number of available nodes to color is at and the number of nodes in S that remain to be
colored is rt, this baseline policy prescribes attempting to color a total of

kt = min{rt − 1, at, bt}

randomly selected nodes (from the set of available nodes). For any time t ≥ ℓ, the policy
calls for coloring kt = min{at, bt} randomly selected nodes. This policy is intuitive in that
it will not allow for the complete coloring of S before the time window [ℓ, u]; however, it
is greedy in that within the time interval [ℓ, u] it will attempt to color as many nodes as
possible.

To examine the performance of this baseline policy, we performed a series of computer
simulation experiments. Specifically, we randomly generated 5000 graphs inside the unit
square. For each graph, the locations of the vertices V are uniformly distributed, and
the edges in E are generated by constructing the Delaunay triangulation of V . We used
this method because it induces favorable properties, namely that the graphs are connected
(though not fully-connected), nearest neighbors in V are adjacent in G and distant nodes

3
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are rarely adjacent (sliver triangles are avoided). Figure 1 depicts one of the randomly-
generated graphs with 25 nodes and five nodes of interest (which are identified with bold
font). Note that, with the exception of the nodes on the outer edges, nodes tend to be
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Figure 1: A randomly-generated graph with N = 25 and M = 5.

adjacent to their nearest neighbors. Lastly, the set of special nodes S was selected randomly
as a subset of nodes within V . In order to promote spatially-clustered nodes of interest, the
nearest neighbors of S are added to S with some probability p (0 ≤ p ≤ 1). After a graph is
generated, the coloring of G is simulated by employing the baseline policy described above
to determine which actions are taken.

The output of the simulation run is saved as the entire history of visible portions of G
at each time step, coloring attempts, coloring successes and the final result, which must be
one of three mutually exclusive outcomes:

1. Successful coloring of all nodes in S;

2. Failure due to expiration of the time window; or

3. Failure due to depletion of the coloring budget.

We examined the performance of the baseline policy over a large set of parameter values.
Specifically, we considered T = [12, 24], N ∈ {25, 30, . . . , 100}, M ∈ {5, 7, . . . , ⌊N/4⌋},
B ∈ {30, 40, . . . , 300}, and pc ∈ {0.1, 0.2, . . . , 1.0}. For each set of parameters, 5000 graphs
were randomly generated, the baseline policy is implemented, and the results recorded. In
Figure 2(a), we fix N = 25 and M = 5 and show the impact of varying pc for different values
of B; similarly, we fix N = 40 and M = 9 in Figure 2(b). We observe (intuitively) that
increasing the coloring probability (pc) improves outcomes, and that for a sufficiently high
coloring budget, only a modest coloring probability is required to achieve a high probability
of success. Additionally, we observe that there are diminishing marginal returns as the
coloring budget increases. To further investigate this latter point, we varied the budget for
different, fixed coloring probabilities and plotted the results in Figure 3. In each curve, we
observe that there exists a point at which increasing the coloring budget has little-to-no
impact on the outcome of the experiment. The reason for this is intuitive: with a sufficiently
large budget, a failure event is more likely to be the result of time expiration.
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(a) 25 nodes and 5 nodes of interest.
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(b) 40 nodes and 9 nodes of interest.

Figure 2: Effect of varying the coloring success probability pc.
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Figure 3: Effect of varying the coloring budget B.

Figure 4 depicts the case with N = 25, M = 5, pc = 0.2, illustrating the contribution
of each failure mode. This suggests two regimes should be considered, based on parameter
values, namely budget-constrained (BC) and time constrained (TC) regimes. In the BC
regime, little can be done to improve the success probability without increasing the coloring
budget, increasing pc, or leveraging known structure about G. Within TC, modifying the
exploration strategy to more aggressively explore before time ℓ could prove useful (trading
off the risk of time expiration with that of prematurely coloring all of S).
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Figure 4: Comparison of failure modes.

4.2 Fully-Connected Graphs Without Uncoloring

If we consider the case of a fully-connected (or complete) graph, i.e., there exists an edge
E between any two nodes in V , then it is possible to exploit the problem structure and
simplify the analysis. We have created a stochastic optimization model for this problem,
and the framework provides an upper bound on the maximum probability of successfully
coloring all of the nodes in S. We next describe this optimization model.

First, it should be noted that in this case, all nodes are visible and available for coloring
at the start of the problem. This is because the initial node that is colored must be connected
to every other node in V . In this case, nodes can no longer be discriminated by their edge sets
and as such, node identities can be pooled together into the following categories: nodes in S
that are currently colored (w1), nodes in S that are currently uncolored (x1), nodes in V \S
that are currently colored (w2), nodes in V \ S that are currently uncolored (x2), and nodes
that have never been colored. The decision maker’s actions, at any decision epoch, can be
similarly reduced to the number of currently uncolored nodes to attempt to recolor (y) and
the number of nodes of unknown type to attempt to color (z). With these definitions we can
formally define a Markov decision process (MDP) that has a state space of polynomial size in
the model parameters. At time t ∈ T we define the system state to be st = (wt

1, w
t
2, x

t
1, x

t
2, b

t),
with state space Γ = {0, 1, . . . ,M}2×{0, 1, . . . , N−M}2×{0, 1, . . . , B}, action at = (yt, zt),
and action space A(st) = {0, 1, . . . ,min{xt

1, b
t}}×{0, 1, . . . ,min{N −xt

1−xt
2−wt

1−wt
2, b

t}}.
It should also be noted that the permissible actions are further constrained by yt + zt ≤ bt.
Additionally, in this model, there are no immediate rewards except for the terminal rewards.
In particular, at time u and state su the reward Rau(s

u) is simply the probability that the
remaining nodes in S are successfully colored after taking action au. It should be noted that
in case pu = 0, the state reduces to st = (wt

1, w
t
2, b

t) and the action is simply at = zt.
Next, we will derive the transition probabilities in the fully-connected case. Let us define

the following random variables:

Zt : the number of nodes belonging to S among the zt that we attempt to color at t

X t : the number of nodes in S that we successfully color at time t
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W t : the number of nodes in V \ S that we successfully color at time t

In what follows, HG(a, b, c) denotes a hypergeometric random variable with parameters a, b
and c, and Bin(n, p) denotes a binomial random variable with n trials and success probability
p. At time t, we attempt to color zt nodes from a finite population of size N − wt

1 − wt
2

containing exactlyM−wt
1 nodes in S; therefore, Zt|st, zt ∼ HG(N−wt

1−wt
2,M−wt

1, z
t). For

notational convenience, define the (conditional) random variable ξt = Zt|st, zt. Now, of the
ξt nodes in S that we attempt to color, each node has a probability pc of being successfully
colored; hence, X t|st, zt ∼ Bin(ξt, pc). Similarly, W t|st, at ∼ Bin(zt − ξt, pc). With this
information, we can explicitly characterize the probability of successfully coloring all the
nodes in S by time u. In particular, this probability of success is P(Xu = M − wu

1 |s
u, zu).

Since this probability is monotone nondecreasing in zu, we have that the optimal action at
the terminal decision epoch is given by z∗(su) = min{bu, N − wu

1 − wu
2}, i.e., the largest

permissible action. Next, define value function v(st), as the probability of success starting
in state st. Then for the terminal state su, we have

v(su) = P (Xu = M − wu
1 |s

u, z∗(su))

=























p
M−wu

1

c , bu ≥ N − wu
1 − wu

2 ,

pM−wu

1

c

(

N−M−wu

2

bu−M+wu

1

)

(

N−wu

1
−wu

2

bu

) , M − wu
1 ≤ bu < N − wu

1 − wu
2 ,

0, bu < M − wu
1 .

(1)

For decision epoch t < u, we can determine v(st) by backwards recursion. In particular,

v(st) = max
a∈A(st)

{

E(v(st+1)|st, a
}

(2)

= max
a∈A(st)

{

∑

i

∑

j

P
(

X t = i,W t = j|st, a
)

v(wt
1 + i, wt

2 + j, bt − a)

}

. (3)

Now, it is clear that X t and W t are not independent random variables; however, they are
conditionally independent, given Zt. Thus, by conditioning and removing all zero terms, we
obtain the following form of v(st), which is useful for numerical implementation:

v(st) = max
a∈A(st)

{

m̄
∑

k=m

k
∑

i=0

a−k
∑

j=0

P(X t = i|Zt = k)P(W t = j|Zt = k)

× P(Zt = k|st, a)v(wt
1 + i, wt

2 + j, bt − a)

}

, (4)

or, more succinctly,

v(st) = max
a∈A(st)

{

m̄
∑

k=m

k
∑

i=0

a−k
∑

j=0

(

k

i

)(

a− k

j

)

pi+j
c (1− pc)

a−i−j

(

M−wt

1

k

)(

N−M−wt

2

a−k

)

(

N−wt

1
−wt

2

a

)

}

, (5)

where m := max{0, a−N +M + wt
2} and m̄ := min{a,M − wt

1}.
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Next, we compare the performance of the MDP model with the baseline policy described
in Section 4.1. We graphed the probability of success using the greedy policy and the
optimal policy obtained via the MDP model in Figure 5(a) when T = [12, 24], N = 25,
M = 5, pc = 0.2, and the budget B ranges from 50 to 200 in increments of 10. First, because
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Figure 5: Greedy & fully-connected policies when greedy policy is budget- and time-
constrained.

the complete graph is a relaxation of any other graph, it provides an upper bound on the
expected performance of any policy. However, notice that when the budget is relatively
small (B ≤ 100), the primary failure mode of the baseline policy is a depleted budget (see
Figure 5(b)), but the performance is very close to that of the optimal policy in Figure 5(a).
However, when the budget is sufficiently large (B > 100) and the primary failure mode of
the baseline policy is time expiration, the performance of the two policies differ significantly.
This is because the optimal policy attempts to activate nodes more aggressively in the early
time periods, resulting in (often significant) performance gains. Though not displayed here,
it is worth noting that the value function exhibits monotonicity that can be exploited to
improve scalability.

4.3 Fully-Connected Graphs With Uncoloring

We modify the state at time t ∈ T to be st = (wt
1, x

t
1, w

t
2, b

t), where wt
1, x

t
1, and bt are

defined as before, wt
1 + xt

1 ≤ M , and wt
2 is the number of nodes in V \ S that have ever

been colored. Therefore, the state space Γ satisfies Γ ⊆ {0, 1, . . . ,M}2×{0, 1, . . . , N−M}×
{0, 1, . . . , B} and |Γ| = (M + 1)(M + 2)(B + 1)(N − M + 1)/2. The action at time t is
at = (zt, yt), where zt is the number of nodes of unknown type to attempt to color, and yt is
the number of nodes known to be in S that we attempt to recolor at time t. For each t ∈ T ,
define these random variables:

Zt
c : of the zt nodes of unknown type, Zt

c is the number that belong to S

X t
c : the number of nodes in S successfully colored for the first time

8
Approved for Public Release; Distribution Unlimited.



Y t
c : the number of nodes in S successfully recolored

W t
c : the number of nodes in V \ S successfully colored for the first time

X t
u : the number of nodes in S that uncolor.

After conditioning on the current state and action, these random variables are distributed
as follows:

Zt
c|s

t, at = Zt
c|s

t, zt ∼ HG(N − xt
1 − wt

1 − wt
2,M − xt

1 − wt
1, z

t)

X t
c|s

t, at = X t
c|s

t, zt ∼ Bin(Zt
c, pc)

Y t
c |s

t, at = Y t
c |y

t ∼ Bin(yt, pc)

W t
c |s

t, at = W t
c |s

t, zt ∼ Bin(zt − Zt
c, pc)

X t
u|s

t, at = X t
u|w

t
1 ∼ Bin(wt

1, pu).

With these definitions, we are now prepared to derive the value function. Similar to the
case when pu = 0, first consider the terminal decision epoch at time t = u. If the current
state is wu

1 = M , then we have already succeeded, and if bu < M − wu
1 then we have

insufficient budget and our probability of succeeding is zero; otherwise, the optimal action
is to attempt to recolor all of the nodes in S and expend the remaining budget on coloring
nodes of unknown type. Therefore, y∗(su) = xu

1 and z∗(su) = min{bu−xu
1 , N−xu

1−wu
1−wu

2},
respectively. A successful outcome is then contingent on no nodes in S uncoloring, and the
remaining uncolored nodes in S becoming colored. We can then see that the value function,
at the last decision epoch u, is given by

v(su) = P(Xu
c = M − xu

1 − wu
1 , Y

u
c = xu

1 , X
u
u = 0|su, z∗(su))

=























0, bu < M − wu
1

p
M−wu

1

c (1− pu)
wu

1

(

N−M−wu

2

bu+wu

1
−M

)

(

N−xu

1
−wu

1
−wu

2

bu−xu

1

) , bu ≥ M − wu
1 , b

u − xu
1 < N − xu

1 − wu
1 − wu

2

p
M−wu

1

c (1− pu)
wu

1 , otherwise

.

(6)

Next, we derive the general state-action transition probability, namely

P(wt+1
1 = wt

1 + i, xt+1
1 = xt

1 + j, wt+1
2 = wt

2 + k|st, at).

We note that this probability is equivalent to

P(X t
c −X t

u + Y t
c = +i, X t

u − Y t
c = j,W t

c = k|st, at). (7)

Similar to the case where pu = 0, W t
c is conditionally independent of the other random

variables, given Zt
c. Thus, we begin by conditioning on Zt

c to see that (7) is equivalent to
∑

n∈N

P(X t
c − xt

u + Y t
c = +i, X t

u − Y t
c = j|Zt

c = n, st, at)P(W t
c = k|Zt

c = n, zt)P(Zt
c = n|st, at),

(8)
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where N = Z+ ∩ [max{0, zt −N +M + wt
2},min{zt,M − wt

1 − xt
1}]. Now, we consider the

second random variable in the first expression of (8), i.e., X t
u − Y t

c . By conditioning on Y t
c ,

we see that

P(X t
u − Y t

c = j|Zt
c = n, st, at) =

yt
∑

m=0

P(X t
u = j +m|Zt

c = n, st, at)P(Y t
c = m|Zt

c = n, st, at)

=

yt
∑

m=0

(

wt
1

j +m

)

pj+m
u (1− pu)

wt

1
−j−m

(

yt

m

)

pmc (1− pc)
yt−m. (9)

Additionally, we know that

P(X t
c = i+ j|Zt

c = n, zt) =

(

n

i+ j

)

pi+j
c (1− pc)

n−i−j, (10)

P(W t
c = k|Zt

c = n, zt) =

(

zt − n

k

)

pkc (1− pc)
zt−n−k, (11)

and

P(Zt
c = n|st, at) =

(

M−xt

1
−wt

1

n

)(

N−M−wt

2

zt−n

)

(

N−xt

1
−wt

1
−wt

2

zt

)
. (12)

Since (8) is equivalent to

∑

n∈N

P(X t
c = i+ j|Zt

c = n, st, at)P(X t
u − Y t

c = j|Zt
c = n, st, at)

× P(W t
c = k|Zt

c = n, zt)P(Zt
c = n|st, at), (13)

we can compute (7) by combining equations (9) – (13).
Hence, the value function can be computed by standard backwards dynamic program-

ming. For t < u, by conditioning and removing all zero terms, we obtain the following form
of v(st):

v(st) = max
a∈A(st)







∑

n∈N

yt
∑

m=0

n+yt
∑

i=−wt

1

∑

j∈J

zt−n
∑

k=0

v(wt
1 + i, xt

1 + j, wt
2 + k, bt − zt − yt)

×P(X t
c −X t

u + Y t
c = +i, X t

u − Y t
c = j,W t

c = k|st, at)

}

,

where J = Z ∩ [max{−i,−m},min{wt
1 −m,n− i}].

10
Approved for Public Release; Distribution Unlimited.



4.4 Numerical Illustrations and Results

As an extensive test bed, the problem with T = [12, 24], N = 25, M = 5 and pc = 0.20
was explored. In particular, all 176 combinations of the cases where B ∈ {50, 60, . . . , 200}
and pu ∈ {0, 0.025, . . . , 0.250} were considered. The simplest summary measure for each of
these test cases is the probability of success. Figures 6(a) and 6(b) summarize the probability
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(b) P(Success) as a function of pu.

Figure 6: Behavior of the success probability as a function of B and pu.

of success for these numerical tests. Some interesting properties are immediately evident.
Specifically, it is seen in Figure 6(a) that the probability of success, as a function of the
coloring budget, is a sigmoidal function (logistic functions of this type can be fit nearly
exactly). This indicates that even in the case with uncoloring, there are regions of increasing,
constant, and decreasing marginal returns associated with increasing the budget. Practically
speaking, beyond a certain point, increasing the coloring budget is no longer an effective
way of improving the success probability. Figure 6(b) demonstrates that the probability of
success is decreasing, but with decreasing marginal differences, in the uncoloring probability
pu. Indeed, the least-squares fit seems to indicate that the relationship is quadratic (or very
nearly quadratic).

Figures 7(a) and 7(b) depict the exact and fitted values for a few select curves. The
quality of these fits, as well as the simplicity of their form, suggests that there may be some
fundamental, analytic underpinning to these results. In all cases, the least-squares fit yields
a coefficient of determination R2 > 0.999. The accuracy of these fit curves would suggest
that solving only a few instances is sufficient to accurately predict the probability of success
over a large number of problem parameters. This type of analysis should be explored over
additional cases where other parameters are varied.
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Figure 7: Best-fit curves for best attainable success probability..

Finally, we examined the optimal actions and value functions. Figure 8 depicts the
change in value function when increasing pu from 0.0 to 0.1. As expected, the value function
is monotone in b5 and w5

2 and never larger when there is uncoloring. Surprisingly, the shapes
of the value functions are nearly identical. In both cases, the shape is sigmoidal in both
dimensions and reaches a point of zero marginal returns at approximately the same point.
This suggests that simple value function approximation schemes can be used in both models
(with and without uncoloring).
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(a) Value function when pu = 0.0.
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(b) Value function when pu = 0.1.

Figure 8: Value function comparison with and without uncoloring (T = [12, 24], N = 25,
M = 5, B = 200, and pc = 0.2). For both cases, the time is fixed at t = 5 and no nodes in
S have been colored.
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Figure 9 depicts the optimal actions and reveals several interesting insights: (i) the
optimal actions are monotone nondecreasing in the remaining budget; (ii) when pu = 0.1,
the optimal action is either to do nothing or attempt to color all remaining nodes; and
(iii) the optimal action when pu = 0 is always at least as large as the optimal action when
pu = 0.1. The first point suggests a structural result that can be proven and exploited to
improve solution time, while the second point suggests the optimality of a threshold-type
policy. Regarding the third point, it may seem intuitive that, because uncoloring complicates
the problem, we should color more aggressively early in the time horizon. However, if too
many nodes in S are successfully colored early, some of those may uncolor before the start of
the time horizon. It should be noted that these optimal policies are generally more aggressive
than the baseline policy of subsection 4.1.
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(a) Optimal actions without uncoloring.
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(b) Optimal actions when pu = 0.10.

Figure 9: Comparing optimal actions with and without uncoloring (T = [12, 24], N = 25,
M = 5, B = 200, and pc = 0.2). Brighter color indicates attempting to color a larger number
of nodes. In both cases, the time is fixed at t = 5 and no nodes in S have been colored.

Figure 10 gives the value function for the example problems, but now at time t = 16.
Once again the shapes of the functions are sigmoidal and nearly identical. In fact, if we let
Va denote the matrix of values plotted in Figure 10(a) and Vb denote the matrix of values
plotted in Figure 10(b) then ‖0.5Va − Vb‖max = 0.0077. Hence, the shapes of the curves are
nearly identical up to a multiplicative constant.
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(a) Value function when pu = 0.0.
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Figure 10: Value function comparison with and without uncoloring (T = [12, 24], N = 25,
M = 5, B = 200, and pc = 0.2. In both cases, the time is fixed at t = 16 and no nodes in S
have been colored.

Finally, Figure 11 depicts the optimal actions at t = 16. In this case, we still have that
the optimal action is larger when there is no uncoloring, but the optimal policies are much
closer to each other than during the earlier time period (t = 5).
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(a) Optimal actions when pu = 0.0.
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(b) Optimal actions when pu = 0.10.

Figure 11: Optimal action comparison with and without uncoloring (T = [12, 24], N = 25,
M = 5, B = 200, and pc = 0.2). Brighter color indicates attempting to color a larger number
of nodes. In both cases, the time is fixed at t = 16 and no nodes in S have been colored.

14
Approved for Public Release; Distribution Unlimited.



5.0 CONCLUSIONS

In this research project, we considered the problem of optimally locating and “coloring”
a subset of nodes of interest within a graph. Within the context of our problem, coloring
does not refer to the classical node-coloring problem of graph theory, but rather implies the
altering of the binary status of a node. The main objective is to maximize the probability
that all nodes of interest are successfully located and colored within a prescribed window,
subject to a fixed coloring budget and coloring/uncoloring probabilities. We examined cases
in which the nodes can and cannot uncolor independently after having been successfully
colored.

The most interesting results stem from the third stochastic optimization model in which
we considered a fully-connected graph within which the nodes can uncolor independently.
While preliminary findings indicate extremely interesting problem structure – namely that
the probability of success appears to assume an analytical form that might be predictable by
knowing only a few problem parameters – further numerical experimentation and analytical
work is needed to make definitive assertions about these relationships. Nonetheless, the
apparent trends in our data are very strong and appear unlikely to be spurious.

The initial (baseline) model employs some simplifying assumptions but provides a frame-
work for approaching the problem when more complex dynamics are introduced. Indeed, the
baseline policy can be seen as one that provides a performance limit for other approaches.
Identifying policies that perform well when the baseline policy fails is crucial. To this end, in
future research, we will leverage the solutions to existing graph-theoretic problems (e.g., the
stochastic Steiner tree problem) to devise more sophisticated policies. Additionally, exploit-
ing the structural insights from our models, we will devise custom reinforcement learning

algorithms for systematically improving existing policies and generating novel, near-optimal
policies.
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LIST OF ACRONYMS & GLOSSARY

DARPA – Defense Advanced Research Projects Agency

MDP – Markov Decision Process
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