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This project provides us with a thorough understanding of the potential development of mobile malware, and it 
helps develop effective countermeasures to detect mobile malware. It greatly improves the security situation on 
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government agencies and military personals.


The proposed research compares the feasibility of three well known machine learning algorithms on the detection 
of malware on the Android platform. Once accuracy is at an acceptable level, these algorithms performance are 
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Report Title

This project provides us with a thorough understanding of the potential development of mobile malware, and it helps develop effective 
countermeasures to detect mobile malware. It greatly improves the security situation on mobile phone networks (and the Internet) and 
benefit the broad community of the smartphone users, including U.S. government agencies and military personals.


The proposed research compares the feasibility of three well known machine learning algorithms on the detection of malware on the 
Android platform. Once accuracy is at an acceptable level, these algorithms performance are further enhanced to decrease analysis time, 
which can lead to faster detection rates. The framework makes use of powerful GPU’s (Graphics Processing Unit) in order to reduce the time 
spent on computation for malware detection. Utilizing MATLAB’s parallel computing kit, we can execute analysis at a much higher speed 
due to the increased cores in the GPU. A reduced computation time allows for quick updates to the user about zero day malware, resulting in 
a decreased impact. With the increase in mobile devices unending, quick detection becomes necessary to combat mobile malware, and with 
Android alone reaching its 50 billionth app downloads, is no small task.
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Scientific Progress

Objective: Mobile malwares are an emerging security threat on mobile phone networks, which will have great impacts on the 
overall security of smartphone networks. The main objectives of this project are 1) to investigate the potential development of 
mobile malwares, and 2) to develop effective countermeasures to detect mobile malwares.





Approach: This project combats the unauthorized access and transmission of data by analyzing mobile applications to 
determine if it posed a threat to user information. In order to accomplish this task, a mobile framework was implemented to 
analyze Android applications for their ability to access and transmit user data. This system was able to detect applications that 
posed a threat to user data achieving an 88% detection rate. The framework was also able to reduce the total number of 
applications that needed deep analysis by identify those that required thorough investigation and decreasing the total data set 
by 56% and thus reducing the total time frame for malware analysis.


Many mobile malware detection methods utilize the APK (Android Application Package) to retrieve source code data for 
analysis; permissions, functions and other useful information. In this project the applications are allowed to run on devices so 
that real usage statistics can be retrieved, which include bandwidth, memory, permission list, package names and other data. 
The data is stored on a database, and queried to build datasets for analysis. The analysis of the data creates a malware 
probability value that determines the potential of an application to access and transmit user data. The focus in this research is to 
detect applications that steal user data, which is a subset of different kinds of malwares. The analysis time is then compared on 
the basis of GPU and CPU to determine the benefit of GPU analysis.


 


Accomplishments:


(1) Design/Implement database to store user, device and application variables and an application to retrieve data from devices; 


(2) Design analysis algorithm to rate each applications potential to access and transmit user data.


(3) Analyze data on the accuracy of detection utilizing application permissions and usage variables using MATLAB;


(4) Evaluate data on the time necessary for analysis of application data sets; and 


(5) Assess data on comparison of performance of the CPU and GPU analysis for different malware detection algorithms.





Conclusion and Future Work 


This project provides us with a thorough understanding of the potential development of mobile malwares, and it will help 
develop effective countermeasures to detect mobile malwares. It will greatly improve the security situation on mobile phone 
networks (and the Internet) and benefit the broad community of the mobile phone users, including U.S. government agencies 
and military personals. The results obtained from this project can be integrated into U.S. military programs such as Nett Warrior. 
The techniques and systems developed in this project can help monitor, evaluate, and improve the security situation of the DoD 
mobile phone networks for potential infiltration, infection, and attacks.  In addition, we are planning to extend our detection 
methods to detect zero-day mobile malwares

Technology Transfer
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Objective: Mobile malwares are an emerging security threat on mobile phone networks, which will have great impacts on the overall 

security of smartphone networks. The main objectives of this project are 1) to investigate the potential development of mobile 

malwares, and 2) to develop effective countermeasures to detect mobile malwares. 

 

Approach: This project combats the unauthorized access and transmission of data by analyzing mobile applications to determine if it 

posed a threat to user information. In order to accomplish this task, a mobile framework was implemented to analyze Android 

applications for their ability to access and transmit user data. This system was able to detect applications that posed a threat to user 

data achieving an 88% detection rate. The framework was also able to reduce the total number of applications that needed deep 

analysis by identify those that required thorough investigation and decreasing the total data set by 56% and thus reducing the total 

timeframe for malware analysis.  

 

Significance: Many mobile malware detection methods utilize the APK (Android Application Package) to retrieve source code data 

for analysis; permissions, functions and other useful information. In this project the applications are allowed to run on devices so that 

real usage statistics can be retrieved, which include bandwidth, memory, permission list, package names and other data. The data is 

stored on a database, and queried to build datasets for analysis. The analysis of the data creates a malware probability value that 

determines the potential of an application to access and transmit user data. The focus in this research is to detect applications that 

steal user data, which is a subset of different kinds of malware. The analysis time is then compared on the basis of GPU and CPU to 

determine the benefit of GPU analysis.   

 

Accomplishments 

(1) Design/Implement database to store user, device and application variables and an application to retrieve data from devices;  

            (2) Design analysis algorithm to rate each applications potential to access and transmit user data. 

            (3) Analyze data on the accuracy of detection utilizing application permissions and usage variables using MATLAB; 

            (4) Evaluate data on the time necessary for analysis of application data sets; and  

            (5)  Assess data on comparison of performance of the CPU and GPU analysis for various malware detection algorithms. 

 

Conclusions: The project was successful in detecting the ability of an application to access and transmit a user’s data. The project 

maintained a detection rate of 80% accuracy and at a time of 14 seconds, on the dataset of 41 applications. The implementation was 

also successful in detecting the number of applications that would require more analysis; by pointing out that 21 applications did not 

pose a significant threat to user data, and highlighting that 20 of the applications in the dataset should receive further testing and 



analysis. The analysis was completed in 14.907 seconds, with 14.106 seconds spent querying the database and waiting for results. It 

is worth highlighting that the actual computation time was 0.42 seconds, which was spent calculating the log(x) value of the 

bandwidth and assigning true or false values to the malware probability field. To further improve the execution time a GPU can be 

used, however there will be minimal effect, because the majority of the time is consumed retrieving data to build the datasets. Further 

insight can be gained by also making use of other data collected, such as application memory consumption; although this may not 

have a large correlation to malware behavior.   

 

 

 

Future Plans: (1) This project provides us with a thorough understanding of the potential development of mobile malware, and it 

will help develop effective countermeasures to detect mobile malwares. It will greatly improve the security situation on mobile phone 

networks (and the Internet) and benefit the broad community of the mobile phone users, including U.S. government agencies and 

military personals. The results obtained from this project can be integrated into U.S. military programs such as Nett Warrior. The 

techniques and systems developed in this project can help monitor, evaluate, and improve the security situation of the DoD mobile 

phone networks for potential infiltration, infection, and attacks.  (2) We are planning to extend our detection methods to detect zero-

day mobile malwares  
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