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Executive summary

The purpose of this document is to inform ADL and other TLA performers about the Operational
Characteristics that impact users’ privacy concerns and to make recommendations for
implementing a Privacy by Design (PbD) model where privacy decisions of the system are made
in its initial developmental stages. The set of recommendations put forth in this document will
allow ADL and other TLA performers to select the characteristics that best alleviate users’
concerns.

In the first section, User Characteristics, the variance in individuals’ privacy concerns are
considered. Personal characteristics of users, including decision-making mechanisms, cognitive-
processing practices, and communication styles, have significant implications for their privacy
management behaviors. To address these characteristics, it is recommended that TLA tailor to
different privacy management strategies and communication styles in its design. For example,
users should be given options for selective sharing of their information and outcomes, and both
social-network style and direct, chat-style interaction features should be available.

A section on Input Data Characteristics addresses issues surrounding the collection of users’
personal information. Data collection is fundamental to providing personalized learning
experiences that adapt to users. However, it is important to consider the privacy implications of
collecting the potentially sensitive data about users that is necessary for adaptive systems to
function effectively. In some cases, the TLA may make incorrect predictions or predictions that
users may be uncomfortable with. To solve this issue, users should be allowed to scrutinize and
correct potential mistakes in system predictions, as well as to venture beyond the personalized
recommendations.

The Output Characteristics section offers recommendations for presenting adaptations to users.
Personalized notifications are an important feature of the TLA architecture, which specifies three
types of adaptations, specifically providing individualized recommendations to switch from one
Learner Activity to another, determining the next learning activity within a single activity
provider, and adapting learning content within a single learning activity. For these mechanisms
to be effective, they must be accurate without being intrusive or inconvenient. Notifications
should be carefully planned to prevent interrupting a user’s current task. Systems should also be
designed to prevent leaking personal information in social settings by providing only generic
notifications or, where possible, tailoring notifications to specific social settings.

A section titled Data Location and Ownership addresses questions of data location and
ownership from a user-privacy perspective. Because the TLA is inherently decentralized by
design, it is important decisions about where collected data will be stored and what entities have
access to it must be made. Such decisions should reflect the spirit of “open” learning models by
giving users ownership over their data. Of course, employers and apps will necessarily have
access to some data, but access should be limited to narrowly specified purposes and take steps
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to maintain user privacy, such as de-identifying data when possible. Another strategy may be to
allow users to designate a “data steward” to manage their data in accordance with their privacy
preferences. The TLA should also make user models portable so users can take their data with
them as they move between employers.

The Data Sharing section outlines how recipients of user data can preserve user privacy when
using the data for various purposes. It is important for managers to communicate secondary
data usage practices to users; users should be aware of what information collected about them
is used and how. Managers should also act responsibly regarding placement and promotion
decisions by being transparent about the guidelines they use to assess potential conflicts
between competencies and preferences and to prevent discriminatory practices. Finally,
Institutional Research Board (IRB) guidelines for research, which require data to be anonymized
to the degree possible, should be followed.

The last section, Privacy Support Mechanisms, discusses techniques for user-tailored privacy
(UTP). UTP moves beyond a “one-size-fits-all” approach to privacy design by accounting for the
high variability and context-dependency of people’s privacy decisions. UTP aims to strike a
balance between giving users no control over their privacy, which may elicit privacy concerns,
and giving users full control over their privacy, which is often unmanageably complex for the
typical user. Successful implementation of UTP requires taking such steps as using accessible
privacy controls, and using users’ behavioral patterns to make privacy-related adaptations.

Given the complexity of privacy in advanced distributed learning systems, upcoming versions of
this document will delve deeper into the idea of user-tailored privacy as a decision-support
mechanism for TLA. For the final document, we will seek consensus among TLA performers
regarding the operational characteristics and the implementation of user-tailored privacy. This
will allow us to make specific and concrete recommendations regarding privacy support for TLA.
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Introduction

Purpose

The Total Learning Architecture (TLA) is a set of specifications to enable the development of
next-generation learning systems. As the TLA specifications are being developed, there exists an
opportunity to implement Privacy by Design (PbD), where privacy is treated as a fundamental
part of the system, and taken into account throughout the entire development lifecycle of the
system, starting at the early stages of design and development [51, 207, 308, 314, 335]. This
document therefore describes the potential impact of the Operational Characteristics (OCs) of
TLA-based systems on users’ privacy concerns. The OCs are aspects of TLA-based systems that
can be implemented in various ways. The purpose of this document is to allow ADL and other
TLA performers to select the operational variants that best alleviate users’ privacy concerns.

Scope

This document describes the operational variations of privacy-relevant OCs of distributed
learning systems in general—and specifically of TLA—as well as their impact on users’ privacy
concerns. Where possible, an attempt is made to juxtapose the privacy concerns with the benefit
of the described operational variant.

This document is written to support both the current development of the TLA specifications, as
well as current and future implementations of these specifications in real-life distributed learning
systems. The described OCs and their variants may therefore go beyond any currently envisioned
specification and implementation of TLA.

OCs that are not privacy-relevant are not discussed in this document. Most notably, this
document does not concern the security of the TLA. Security-related OCs are only discussed
where they intersect with user privacy concerns.

Several types of actors are involved in the development of the TLA specifications, and the
implementation and operation of distributed learning systems based on these specifications. To
aid different actors in navigating this document, we highlight parts of it that are particularly
relevant for specific audiences. These audiences are described in Table 1.

Where possible, the document contains concrete recommendations. Further recommendations
will be added after intensive discussion with ADL and other TLA performers during the
development of version 1.0 of this document.



PS4TLA Spec 0.1 — Operational Characteristics Introduction

Table 1: Actors that form the potential audiences for this document.

Icon Description

( ® > Training Manager—Responsible for
evaluation, promotion, mission planning,

user data management and research

Activity Developer—TLA End User
Application Developers who develop and
implement the TLA user facing apps

o
l ‘ TLA Backend Developer—Develops the

Data Core and TLA Processors

Applicable to Training Manager +
Activity Developer

3

l } Applicable to Activity Developer + TLA
()

Backend Developer

o

m

m Applicable to all
AR

']

Definitions and Abbreviations

The Total Learning Architecture (TLA) is a set of specifications to enable the creation of a next-
generation Learning Management System (LMS). These specifications consist of a set of web
service specifications and APIs for sharing learning-related user data in a consistent way, thereby
allowing the integration of learning applications (User Facing Apps created by Activity Providers)
ranging from eBooks to Massively Open Online Courses (MOOCs) into comprehensive
personalized e-learning solutions [310]. The TLA specifies ubiquitous data collection (e.g. by
integrating a wide variety of learning applications, interfacing with social media activity, and
tracking smartphone sensors) and user modeling (e.g. by collecting highly detailed learner
runtime activity) to enable highly personalized and pervasive (On The Job, Just In Time) training
recommendations, calculated by the TLA Providers [98]. Moreover, the TLA specifications calls
for an Open Social Learner Model (OSLM) that allows learning materials, activities, and outcomes
to be shared across learners (enabling peer interactions) and learning systems (allowing for an
extensible learning environment) [370]. This document describes how certain characteristics of



PS4TLA Spec 0.1 — Operational Characteristics Introduction

the TLA specification—and of distributed learning systems implementing these specifications—
have an impact on users’ privacy concerns.

Privacy by Design (PbD) is a design philosophy in which privacy aspects are addressed early in the
system design and development process, rather than after the system has been developed
(“post hoc privacy”) [51, 207, 308, 314, 335]. While post hoc privacy solutions typically try to
mitigate privacy problems that exist within a system, PbD tries to avoid privacy problems from
occurring at all. This document addresses PbD by analyzing the proposed operational
characteristics of the TLA from a privacy perspective.

An Operational Characteristic (OC) is an aspect of TLA that influences the users’ experience. OCs
are compositional, in that each OC (e.g. “input data”) consists of underlying sub-OCs (e.g.
“learner runtime activity”, “smartphone tracking data”). An OC can be implemented in multiple
ways across different operational dimensions (e.g. learner runtime activity may be tracked in a
“granular” or “aggregated” manner, either in “real time” or “asynchronous”)—these are called
operational variants. A privacy-relevant OC is defined as an OC whose variants have an impact on

users’ privacy concerns.

Personally Identifiable Information (PIl) is information that reveals a person’s real-life identity,
e.g. their name, social security number, or (in most cases) their primary email address.

De-identification is the practice of removing Personally Identifiable Information (Pll) from a set of
data. Given that data that are in themselves not personally identifiable may be designated as PlI
when used in combination, the term k-anonymity is used to characterize a dataset as containing
no less than k exemplars of a certain combination of values. Generally speaking, a dataset is
considered de-identified when all Pll is removed, and k-anonymity is guaranteed for all
combinations of non-Pll data.

Pseudonymity is a means to identify a person in a system without revealing any links to their true
identity outside the system. Pseudonymity is usually implemented by allowing users to choose a
username that deviates from their real name.

The Health Insurance Portability and Accountability Act (HIPAA) establishes data privacy and
security provisions for safeguarding medical information.

Overview

Privacy threats have shown to be an important barrier to the adoption of personalized systems
[21, 54, 105, 193, 289, 317, 342, 357, 366], and it is therefore of utmost importance that such
threats are minimized in any TLA-based system. From a privacy perspective, the social capital-
based advantages of freely sharing learner profiles are at odds with the fact that these learner
profiles may be protected by laws like FERPA, since these profiles are also used for sensitive
employment decisions regarding placement, selection and promotion. On top of this, the
envisioned international deployment of TLA introduces prominent cultural variation in privacy



PS4TLA Spec 0.1 — Operational Characteristics Introduction

concerns and social etiquette [48, 59, 68, 79, 209]. Because of this, users of TLA-based
distributed learning systems must carefully navigate a multi-dimensional array of privacy
concerns, carefully balancing the benefits and risks of disclosing or allowing access to their
personal information. However, users of complex information systems have been consistently
incapable of effectively managing their own privacy [7, 155, 157, 185, 205, 225, 231], leaving
them vulnerable to perceived and real privacy threats.

Fortunately, the TLA specifications and reference implementation are still in the early stage of
development, which presents an opportunity implement Privacy by Design (PbD). This document
supports a comprehensive implementation of PbD by systematically investigating the impact of
the Operational Characteristics (OCs) of TLA-based distributed learning systems on users’
privacy. This allows ADL and other TLA performers to make informed decisions about which
operational variations present the optimal tradeoff between privacy and other considerations. In
cases where less-than-ideal privacy solution may be preferred for other reasons, the
specification suggests mitigating (post hoc) solutions to limit the impact on users’ privacy.

This document considers the following OCs and sub-0Cs:

1. User characteristics’ (learners’ privacy decision-making practices)
1.1. Decision-making
1.2. Elaboration likelihood
1.3. Communication style
2. Input data characteristics (data collection by the TLA Data Core)
2.1. Levels of identifiability
2.2. Collection of various data types
2.3. Inferences made based on collected data
3. Output characteristics (mechanisms for conveying learning adaptations to the users)
3.1. Recommendation presentation methods and mechanisms
3.2. Output modalities and devices
3.3. Feedback and conversation about recommendations
4. Data location and ownership (learner data management within TLA-based architectures)
4.1. Managing meta-, macro-, and micro- adaptations
4.2. Data ownership and stewardship
5. Data sharing (social and organizational aspects of distributed learning systems)
5.1. Scrutability and the quantified self
5.2. Social learning experiences
5.3. Assessment, promotion, and mission planning
6. Privacy support mechanisms (supporting learners’ privacy decision-making)
6.1. Privacy notices

! User characteristics are of course outside the control of the system developers, but provide
important parameters that need to be considered in the design of the TLA’s privacy features.
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6.2. Control mechanisms
6.3. Privacy nudging
6.4. User-tailored privacy

Each OC and sub-OC is further unpacked, and the tradeoff between privacy and other
considerations are described for all operational variations. Where possible, concrete
recommendations are made. Further recommendations will be added after intensive discussion
with ADL and other TLA performers.
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1 User characteristics

Problem: What is the user’s perspective? The main purpose of this document is to define
operational parameters for the TLA that are acceptable for its users from a privacy perspective.
How do users react to privacy-related decisions, and how does their perspective come about?

Current state of the art: Little focus on user characteristics. A lot of the existing privacy and
security literature focuses on technical solutions to privacy, and often disregards the
complexities of the behavior of users who operate within this technical landscape.

Solution: Study user characteristics. In this section, we acknowledge that users vary extensively
in their information disclosure behavior, as evidenced by the following research:

e Recurring privacy surveys by Westin and Harris Interactive that started in the early ‘80s
consistently find a substantial diversity in users” extent of privacy concerns. They identify
three types of users: fundamentalists, the unconcerned, and a pragmatic majority [130,
131, 379, 380].

e Recent research shows that users’ disclosure behavior is multi-dimensional [184], i.e.,
users differ not just in the amount of information that they disclose, but also in the kind
of information that they are most and least likely to disclose.

e Research shows that even for the same person, the disclosure decision depends on the
context in which it is made [28, 32, 64, 143, 158, 160, 214, 220, 260, 262, 266, 276, 356,
377].

e Indeed, the variability and context-dependency of privacy preferences is at the core of
many privacy theories such as Altman’s privacy regulation theory [12], Nissenbaum’s
contextual integrity [259, 260], and Petronio’s communication privacy management [282,
283].

This section analyzes how these differences in privacy concerns and behaviors come about,
which results in important PbD recommendations for TLA-based systems. In this section, you will
learn about the user characteristics that affect privacy concerns and behaviors, with specific
consideration of individuals’:

e Decision-making mechanisms
e Cognitive processing practices
e Communication styles

Key findings and recommendations are presented in Table 2.
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Table 2: Key findings regarding the user characteristics

Key Findings Recommendations
Decision-Making — Balance privacy risks and relevance —  Survey users
(1.1) — Users are not always rational —  Build trust
— Trust increases acceptance of data — Highlight relevance
collection and tracking
Cognitive — Decision practices range from heuristic to —  Cater to both heuristic and effortful
Processing (1.2) effortful (rational) processing styles
— Motivation and ability influence processing | — Encourage users to make rational
style decisions through effortful
— Motivation and ability can be instilled processing
Communication — Social network users selectively apply — Tailor to different privacy
Style (1.3) privacy management strategies management styles
—  Social network users use different —  Tailor to different communication
communication styles styles

1.1 Decision-making

It is important to first acknowledge the mechanisms by which users make privacy-related
decisions. While the benefits of adopting TLA specifications may be abundant, there are also
various challenges that exist with the collection of large amounts of data. Advances in storage
capabilities and data mining abilities enables the TLA Data Core to have a deeper analysis of the
preferences and behavior of its users by collecting a vast amount of data [237]. This includes
very detailed real-time information from users’ cellphone and other type of devices that could
reveal information about the decision-making process or personal stances on sensitive topics
that they normally would not share with other people or other systems.

Research shows that users acknowledge the benefit of data collection for personalization [366]
but when taken too far, the same data collection can deter users from using the system
extensively, or even dissuade them from using the system at all. This subsection discusses the
research that quantifies this phenomenon, which has been labeled the personalization-privacy
paradox [21, 54, 104]. We highlight the value of doing user research, building trust, and
highlighting the relevance of the information that is being collected (see Table 3).

Table 3: Recommendations regarding decision-making

Survey Users

—  Perform scenario-based experiments to quantify the effects of various data collection practices
— Conduct in-depth interviews to uncover users' privacy-related attitudes
— Perform controlled user experiments to detect potentially deleterious effects of heuristic decision practices

Build Trust

—  Ensure that the learning applications originate from trustworthy sources
— Employ sensible data collection practices and a privacy by design philosphy from the outset

Highlight Relevance

— Highlight the potential improvements in content relevance, time saving, enjoyment and novelty
—  Refrain from asking for information in situations in which the relevance is not readily apparent

10
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Existing work recommends balancing privacy risks and relevance

Starting with the basic research on information disclosure, one of the most-used (cf. [223, 280,
325]) conceptualizations of users’ conscious process behind their information disclosure
decisions is the “privacy calculus” [211, 212]. This conceptualization has been used by many
researchers to investigate the antecedents of information disclosure [69, 70, 80, 128, 170, 220,
246, 281, 386, 394, 396].

The privacy calculus is a privacy-specific instance general human decision-making theories [21,
223, 304, 338], which argue that people gather information about various aspects of each choice
option, assign a value to each of these aspects, trade off the different aspects, and then choose
the option that maximizes their utility [34, 97, 320]. What are the aspects that people trade off
in privacy decisions? Two aspects are mentioned repeatedly in existing work: perceived risk and
perceived relevance.

Perceived risk—Privacy risk is the “potential loss of control over personal information, such as
when information about you is used without your knowledge or permission” [95]. This loss of
control can lead to unintended uses and distribution of the information [265, 315, 369]. The
perception of risk is the fear that these unintended consequences will happen [148, 223]. The
following research quantifies the effects of perceived risk:

e Several studies found a direct effect of perceived risk on disclosure intentions [219, 220,
262], indicating that risk perceptions may lead us to restrict access to our personal
information [221, 281].

e Consumer surveys have found that between 58.2% [242] and 72% [137] of all
respondents cite risk as a reason not to disclose their personal information.

e Comparing effect sizes between studies, Dinev & Hart [80] note that privacy risk may
even be more likely to dissuade people from making an e-commerce transaction than the
economic risk of the transaction (see also [35]).

e Extending this argument, research shows that risk may indeed influence users’ intention
to transact in a web shop [172, 279], or their intention to adopt an online service [95].

e White argues that “Marketers’ efforts may be wisely directed at attempts to mitigate any
perceived “downside risks” associated with disclosure.” [383].

Moving specifically towards research on privacy in personalized systems, several researchers
show that privacy risks may inhibit the use of such services:

e Inastudy on ubiquitous commerce (u-commerce), Sheng et al. [317] showed that
personalization induced privacy concerns, and that users consequently would feel less
inclined to use personalized (rather than non-personalized) u-commerce services, unless
the benefits were overwhelming (i.e., providing help in an emergency).

e Awad and Krishnan [21] showed that users’ privacy concerns inhibited their use of
personalized services and advertising.

11
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e Sutanto et al. [342] demonstrated that privacy concerns can prevent people from using a
potentially beneficial personalized application.

Perceived relevance—\Whereas perceived risk describes the negative side of the privacy
calculus, the positive side appears to be governed by the perceived relevance of disclosure. The
following research quantifies the effects of perceived relevance:

e Stone was the first to consider the effect of the perceived relevance of information
requests on privacy-related behaviors [337], and this effect has since been demonstrated
empirically [219].

e Phelps et al. note that people’s purchase intentions go down when a service requests
information that does not serve the purpose of the request. They therefore argue that
“marketers need to resist asking for such information in situations in which the relevance
is not readily apparent” [289].

In the realm of personalized services, research shows that concerns mainly exist when these
services fail to provide useful benefits for which the disclosed information is relevant:

e Scientific research into consumer perceptions shows that people are willing to give up
privacy for personalization [128, 265], as long as this gives them benefits [289].

e Deeper investigations into this phenomenon show that users particularly value the
benefits of content relevance, time savings, enjoyment and novelty to an extent that may
have them ignore their initial privacy concerns [135, 144].

e Consequently, certain researchers claim that “privacy isn’t the issue” [123] as long as the
benefits are clear [174].

Risk perception affects disclosure

and transaction behavior online @
Privacy » Privacy concerns inhibits users
De CiSi on use of personalized services o

Making

Information requests perceived
as unnecessary leads to a decline
in users' purchase intentions

Users are willing to give up privacy
for personalization for benefits like o
time saving and enjoyment

Figure 1: Summary of findings from literature review of privacy decision-making

Integrating these streams of research, existing work has predominantly shown that risk and
relevance are both important in determining users’ willingness to adopt and provide personal

12
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information to personalized services, and researchers therefore claim that they should both
meet a certain threshold [357], or that they at least should be in balance [54, 394, 396] (see
Figure 1). This finding has been depicted in Figure 2.

Rational influences Behavior Heuristic influences
Provider-related System-related Context-related
System specific Context

Trust in provider concerns | Perceived risk (social, decisional)

Disclosure — Default

(order, setting)
Perceived ‘ > Perceived / \ Affect

benefits relevance (context, framing)

Figure 2: A diagrammatic representation of users' privacy decision process.

Users are not always rational; in-depth investigations are required

One critique of this existing work on the privacy-personalization paradox is that it often fails to
truly investigate the tradeoff between risk and relevance as a concrete behavioral decision,
because their outcome measure is a more generic form of an intention (i.e., it is measured with
generic questionnaire items such as “How likely would you provide your personal information
(including your location) to use the M-Coupon service?”). Such stated intentions arguably do not
directly relate to observable privacy behaviors (cf. Spiekermann et al. [336] and Norberg et al.
[262], who show that privacy preferences and actual behavior tend to be weakly related at best).

Indeed, the privacy calculus itself has been criticized for making unrealistic assumptions about
the rationality of decision-makers [168, 169]. Rather than being rational, people’s privacy
decisions are influenced by various heuristics, such as:

Information on others’ privacy decisions (i.e. “social proof” [7])

e The order of sensitivity in which decisions are being made (“foot in the door” and “door
in the face” [7])

e The overall professionalism of the privacy-setting user interface (“affect heuristic” [155])

e The available options to choose from (“context non-invariance” [185])

e The default setting and phrasing of privacy-related requests (“default” and “framing”

effects [181, 204]).

Future work on disclosure behavior—including investigations of TLA users’ privacy behaviors—
should conceptualize perceived risk as contextualized privacy concerns (i.e., concerns about the
possible consequences of disclosing a specific piece of information to a specific recipient [70,
232, 289, 326]) and perceived relevance as contextualized benefit: the perceived benefit of
disclosing a specific piece of information to a specific recipient [183, 219]. Initial work at the level

13
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of individual privacy decisions (a yes/no decision for multiple disclosures) has been successful in
separating the rational tradeoff from irrational influences, quantifying their relative contribution
[7, 182, 183, 194]. The distinction between general (system-related) concerns/benefits and
contextualized (information-related) risk/relevance is also depicted in Figure .

Trust increases users’ acceptance of data collection and tracking

Aside from highlighting the relevance of the data collection/tracking practices, there are several
ways to convince users to disclose more information. Some of these methods (and their
shortcomings) will be described in Section 6. Here we address the topic of trust. The following
research quantifies the effect of trust on information disclosure:

e Several researchers suggest that concern/risk is a mediator between trust and disclosure
intentions [232, 369, 395, 406]. This suggests that trust may reduce perceived risk, which
in turn increases disclosure.

e Dinev et al. argues the opposite effect, i.e. that the effect of concern/risk is (partially)
mediated by trust [79, 80]. Similarly, Knijnenburg and Kobsa showed that disclosure
behavior in a demographics- and context-based recommender system was determined
by trust in the company and concern/risk, with trust (partially) mediating the effect of
concern/risk [182]. This suggests that trust itself can be built by reducing the perceived
risk of information disclosure.

e Kobsa et al. show that trust can be a rational influence (rooted in risk and system-specific
concerns) as well as a heuristic influence (rooted in the affect heuristic) [194].

Figure 2 shows the interplay between trust and concern/risk.

Recommendations: survey users, build trust, highlight relevance

In sum, while privacy concerns are cause for hesitation in the unfettered collection of personal
information, the TLA processors rely on the collection of such information to provide accurate
personalization. This leads to a privacy-personalization paradox, i.e., a conflict between the
user’s perceived benefit of using TLA-based learning systems and their perceived concern
regarding the disclosure of requisite information. The Federal Trade Committee suggests that
addressing this paradox is essential for the success of personalized services [104]. Based on the
analysis in this sub-section, we therefore make the following recommendations to ADL and other
TLA performers:

e Survey users—As users’ privacy behaviors are rooted system- and context-dependent
perceptions of risk and relevance, it is important to continuously measure these
perceptions as TLA-based systems and their data collection practices evolve. At design-
time, TLA implementers should perform scenario-based multi-factorial experiments to

14
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quantify the effects of various data collection practices on perceived risk, perceived
relevance, and disclosure behaviors. At deployment-time, they should conduct in-depth
interview studies to uncover users’ privacy-related attitudes and their potentially
unanticipated antecedents and consequences. Moreover, implementers should perform
controlled user experiments to detect potentially deleterious effects of heuristic decision
practices on users’ overall privacy concerns.

e Build trust—Our analysis shows that trust in the provider of a TLA-based system is an
important factor in determining users’ system-specific privacy concerns and perceived
disclosure risk. Trust can be built heuristically through favorable name-brand
associations, and it is thus important that all providers within the interconnected network
of learning applications that constitute a TLA implementation are highly trusted by its
users. So, while the TLA specifications may suggest an “open” learning platform, each
implementation should ensure that the learning applications originate from trustworthy
sources. Trust can also be built rationally by making sure that users have minimal privacy
concerns at any point of time while using the system. TLA-based systems should
therefore employ sensible data collection practices and a privacy by design philosophy
from the onset. The suggestions in this document are instrumental in this endeavor.

e Highlight relevance—The privacy-personalization paradox and the privacy calculus
suggest that far-reaching data collection practices are admissible, so long as the user
understands the relevance of the data collection. At every step of the way, a TLA
implementation should therefore highlight the potential improvements in content
relevance, time savings, enjoyment and novelty that the collection of data can provide.
Section 6 discusses different means of communicating relevance to the user. Moreover,
the TLA activity providers should refrain from asking for information in situations in which
the relevance is not readily apparent.

1.2 Elaboration likelihood

The previous subsection demonstrated that privacy decisions are influenced by both rational and
heuristic antecedents, suggesting that users sometimes elaborate on their privacy-related
behaviors, while at other times take decisional shortcuts. This subsection analyzes the factors
that determine the relative importance of these two types of influences. We conclude that TLA-
based systems should cater to both rational and heuristic decision-making practices, and that
they can try to empower users to take more active control over their privacy (see Table 4).

Table 4: Recommendations regarding elaboration likelihood

Cater to Both Routes

—  Provide detailed privacy control mechanisms for central route decision-making
—  Provide sensible default settings to aid peripheral route decision-making
—  Provide both heuristic and rational sources of trust

Empower Users

— Provide contextualized controls and comic-based information
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Users’ decision practices range from heuristic to effortful

Outside the context of privacy, the decision-making literature has long realized that users’
decision practices range from heuristic to effortful, and have attempted to create “dual process
theory” models that reconcile these different types of decision processes. One such model is the
Elaboration Likelihood Model (ELM) [285, 287], which argues that people—to a varying extent—
use two routes of processing: a central route (high elaboration) and a peripheral route (low
elaboration):

e Central route processing is most in line with the privacy calculus, as it involves a more
effortful elaboration process [403], in which users form their attitudes about a product
based on a careful assessment of the most relevant available information [44, 226, 286],
such as objective information about risks and benefits of disclosure [15, 227, 398, 407]
and the availability of advanced privacy protection mechanisms [194].

e Peripheral route processing involves a more heuristic evaluation, which relies on
superficial but easily accessible cues [285, 286, 324], such as website reputation [194,
313], ostensible privacy guarantees [398, 407], and design quality [24], which is in line
with the heuristic accounts of privacy decision making discussed earlier [14, 155, 222].

Users’ motivation and ability influence their elaboration likelihood

ELM specifies two variables that determine the extent to which someone uses the central or
peripheral route: motivation and ability. Motivation can be a personal characteristic (i.e., certain
people are just generally more motivated to make privacy decisions), or it can depend on the
situation. (i.e., certain people are more motivated to make privacy decisions when the dealing
with a particular type of application or a particular type of data). Similarly, the ability to process
presented information can be a personal trait (i.e., certain people have more privacy knowledge)
or depend on situational factors (i.e. people are likely to make more elaborate privacy decisions
when they have sufficient time and no distractions) [44, 286]. The following research provides
evidence for the effect of motivation and ability on elaboration likelihood in privacy decision-
making:

e Privacy researchers have used general privacy concerns as a measure of one’s motivation
to engage in cognitive elaboration when making privacy-related decisions [24, 194, 407].
Privacy issues are of central importance to people with high levels of concern, and those
individuals will thus be more motivated to make systematic use of issue-relevant cues
and information.

e People with low levels of concern, on the other hand, will be more likely to use ostensive
yet superficial cues in their evaluation process [24, 194, 407]. Indeed, privacy scholars
have argued that some people use shortcuts and heuristics because they are not
motivated to spend the effort needed to make an elaborate decision [61].
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e Inasimilar vein, privacy researchers have used privacy self-efficacy (a person’s belief in
her cognitive resources required to cope with privacy-related problems [210]) as a
measure of one’s ability to engage in cognitive elaboration of privacy-related cues and
information [24, 194, 407]. People who are equipped with more knowledge and
resources are more able to engage in extensive elaboration.

e In contrast, People with low levels of self-efficacy will elaborate less and are more likely
to rely on decisional shortcuts [194, 324]—cues that help them decide without needing
to engage in cognitively elaborate processes. Indeed, privacy scholars have argued that
some people use shortcuts and heuristics because they are incapable of making an
elaborate decision [225, 231].

The effect of motivation and ability on elaboration likelihood is displayed in Figure 3.

Contextualized Comic-based

control information

+ l + + l +

Ability Motivation

(priv. self-efficacy) (general concern)

P T T T T TTTTTTTTAO C T T T T T I
| Central route | | Peripheral route |
| | | |
] ' : ]
: Rational influences Behavior Heuristic influences :
| |
| |

Figure 3: The effects of ability and motivation on central and peripheral route processing in privacy decision-making.

Motivation and ability can be instilled

We must acknowledge the harsh reality that users typically lack the motivation [61] and ability
[225, 231] to make elaborate privacy decisions. So, while we should be careful not to overburden
users with privacy control, it often serves to try and motivate and/or enable users to take a more
central processing route in their privacy decision process.

One way to do this is to provide highly contextualized privacy controls, which may increase users’
self-efficacy [183] (see Section 6.2). Another way to encourage central route processing of
privacy-related information is the use of privacy comics [178] (see the Section 6.1). Figure 3
further displays the (potential) effects of contextualized control and comic-based information.
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Recommendations: cater to both routes, empower users

In sum, TLA users may not only differ in the extent of information disclosure (as mentioned in

the introduction of this section), but also in the way in which they make privacy decisions. The
TLA will have to deal with users who are highly capable and motivated to make privacy-related
decisions, and users for whom this is decidedly not the case. Based on the analysis in this sub-
section, we therefore make the following recommendations to ADL and other TLA performers:

e Cater to both routes—It is important to realize that not all users will be able to make
elaborate privacy decisions at all times. TLA-based systems should therefore cater to
both central and peripheral route privacy decision-making. For example, a TLA providers
can provide detailed privacy control mechanisms for central route decision-making, but
also provide sensible default settings to aid peripheral route decision-making. Similarly,
TLA providers should provide both heuristic and rational sources of trust.

e Empower users—While this is not always possible, it is better if users make rational
rather than heuristic decisions. Hence, TLA-based systems should provide contextualized
controls and comic-based information in an effort to increase users” motivation and
ability to make more rational privacy-related decisions.

1.3 Communication style

Previous subsections covered users’ privacy behaviors towards personalized systems. However,
privacy in TLA-based systems extends beyond personalization; it is also relevant to the
interpersonal (“social networking”) aspects of these systems. Social networks typically provide a
plethora of mechanisms to manage one’s privacy beyond disclosure [89, 390], and research finds
that users tend to employ a wide variety of strategies to limit their disclosure [272, 390]. This
subsection describes these strategies, and how they can be supported in a TLA-based system
(see Table 5).

Table 5: Recommendations regarding communication style

Tailor to Different Privacy Management Strategies

—  Give Selective sharers the ability to selectively share information with specific apps and groups of people

—  Give Self-Censors non-personalized mechanisms for selecting material, and restricted forms of sharing

— Allow Time Savers to opt out of active notifications and social features

—  Give Privacy Maximizers all of the functionality described above

—  Give privacy balancers mechanisms for curation, blocking, and avoiding direct interaction

—  Make sure that Privacy Minimalists can maximally benefit from the adaptive and social functionalities of TLA
Tailor to Different Communication Styles

—  Employ automatic social-network style sharing for FYl communicators

—  Employ direct, chat-style interaction for non-FYl communicators
— Pay special attention to effects of integrating different communication styles within a single application
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Social network users selectively apply privacy management strategies

Wisniewski et al. [389, 391] identified ten distinct privacy behaviors on Facebook: withholding
basic or contact information, selective sharing through customized friend lists, blocking people,
blocking apps or event invitations, restricting chat availability, limiting access to or visibility of
one’s Timeline/Wall, untagging or asking a friend to take down an unwanted photo or post, and
altering one’s News Feed. Moreover, they demonstrated that users use these strategies
selectively. Specifically, they classified participants into six categories (see Figure 4) with distinct
privacy management strategies:

e Privacy Maximizers use almost all of the available privacy features on the social
network.

e Self-Censors use very few of the available privacy features, but primarily protect their
privacy via the traditional method of withholding information.

e Selective Sharers share much more information, but they protect their privacy by sharing
this content selectively, using custom friend lists.

e Privacy Balancers exhibit moderate levels of privacy management behaviors. Follow-up
work shows that this class of SNS users contains both “informed balancers” (who
carefully select the privacy mechanisms that suit their personal preferences) and
“uninformed balancers” (who simply make do with the few mechanisms they are aware
of).

e Time Savers/Consumers use Facebook primarily for passively consuming other people’s
posts, and take precautions to limit or avoid direct interaction with other users (e.g.
through chat).

e Privacy Minimalists use only a few common privacy features, but are generally very open
in their disclosure.

| Self-Censors

Withholding Basic Info. N . N
Privacy Minimalists

|Se\eclive Sharing| |T|me\ineN\/aII Moderation ‘

Withholding Contact Info.

| Privacy Maximizers |

| Selective Sharers |

| Privacy Balancers |

| Time Savers/Consumers |
|

|

Figure 4: The six privacy management strategies uncovered by Wisniewski et al. [389, 391]
See http.//www.usabart.nl/chart for an interactive version
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Social network users use different communication styles

Page et al. [270] suggests that users choose their social network based on their preferred
communication style. They argue that services that broadcast implicit social signals (e.g. location-
sharing social networks) are predominantly used by users who are predisposed to “FYI (For Your
Information) communication”. FYl communicators prefer to keep in touch with others through
posting and reading status updates, i.e., without actually having to interact with them. They tend
to benefit from the implicit social interaction mechanisms provided by broadcast-based social
network systems. People who are not FYl communicators, on the other hand, would rather call
others, or otherwise interact with them in a more direct manner, rather than passively reading
about them on social media. They thus tend to benefit more from systems that promote more
direct interaction.

Recommendation: tailor to different privacy management strategies and
communication styles

TLA users are likely to expect the system to have a wide variety of ways to communicate with
other users and manage their social privacy, and that different users will use these mechanisms
in different ways. Based on the analysis in this subsection, we therefore make the following
recommendations to ADL and other TLA performers:

e Tailor to different privacy management strategies—In a recent paper [385], we
explored how the different privacy management profiles uncovered by Wisniewski et al.
can be applied to TLA-based systems. We refer the interested reader to the paper, and
provide a summary of our analysis here:

o Give Selective sharers the ability to curate and selectively share their personal
information and training outcomes with specific applications and groups of
people.

o Give Self-Censors non-personalized mechanisms for the selection of learning
material, and highly restricted forms of sharing learning outcomes.

o Allow Time Savers to opt out of active notifications and social features.

o Give Privacy Maximizers all of the functionality described above.

o Give privacy balancers mechanisms for curation, blocking, and avoiding direct
interaction.

o Make sure that despite these mechanisms, Privacy Minimalists can maximally
benefit from the adaptive and social functionalities of TLA.

e Tailor to different communication styles—As users with different communication styles
prefer different mechanisms for interacting with each other, TLA-based systems should
support these different mechanisms. Specifically, the TLA should employ automatic
social-network style sharing for FYl communicators. These users will maximally benefit
from the “social awareness” that results from seeing the implicit activity of other TLA
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users. At the same time, TLA-based systems should employ direct, chat-style interaction
for non-FYl communicators. This is in line with research that shows that learners are
interested in seeing who is online and messaging them when they want to [399]. Since
the communication styles of FYl and non-FYI communicators is at odds, user research
should pay special attention to effects of integrating different communication styles
within a single application.
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2 Input data characteristics

Problem: What data should TLA collect? The TLA specifications envision a highly adaptive learner
model that proactively mines and tracks a variety of information sources to provide personalized
learning experiences. The goal of this learner model is to train employees on the job, adapting
presented training modules to personal capabilities, mission requirements, and available time
and other resources [98, 296]. Like many other adaptive systems, TLA-based systems thus rely
on the collection of potentially privacy-sensitive information to provide its personalized learning
services [105, 193, 289, 317, 342, 357, 366]. What kind of data should TLA-based systems collect,
and what should they refrain from collecting?

Current state of the art: Widespread data collection envisioned. Currently, the TLA specification
supplies APIs for the following kinds of user data [310, 329]:

e Learner runtime activity (Learner Experience Facts; xAPI): detailed tracking of specific
learning activities

e Competency/mastery/evidence (Learner Profile; pAPI): data users’ competencies,
completed objectives, evidence, expiration dates, etc.

e Learning activity descriptions (Activity Index; iAPI): most importantly, “paradata” that
includes user ratings, comments, and usage statistics about the learning activity)

e The learner’s context (Context; cAPI): aspects of the learner’s physical situation,
computation equipment, schedule, etc.

Solution: Study the privacy implications of collecting various types of data. This section considers
the privacy implications of the collection of these and other types of data by TLA-based systems.
Notably, we add a discussion of social connections, physiological / psychological / medical data,
skills and competences acquired outside the system, and users’ learning ambitions. It also covers
the privacy implications of the potential inferences that the TLA and/or its underlying learning
systems can make based on this data. Formal questions about data ownership and the
transmission of data to other parties are covered Sections 4 and 5, but are referred to in this
section whenever relevant.

This section describes the privacy implications of collecting data about learner activity within and
outside of the learning system, with specific attention to:

* Levels of identifiability
* Collection of various data types
* Inferences made based on data collection

Key findings and recommendations are presented in Table 6.
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Levels of
identifiability
(2.1)

Collection of
various data
types (2.2)

Inferences
made based
on collected
data (2.3)

Section 2.1: Levels of identifiability

Table 6: Key findings regarding the input data characteristics

Key Findings

Full anonymity is impossible; pseudonymous users can
be re-identified

De-identifying server data is still a good security
practice

Pseudonymity has consequences for social interaction

Recommendations

Use de-identification but don’t
rely on it for privacy purposes
Tailor users’ identifiability
based on the formality of the
environment

Learner runtime activity is essential for operation, but
can be sensitive

Continuously tracking the learner’s context can create
a digital panopticon

Social connection data can be used re-identify users
Detailed physiological data is sensitive, and tracking it
may create an unwanted power dynamic

HIPAA prohibits the collection and sharing of medical
data

Allow users to correct/appeal
competency data

Allow users to add outside
skills

Allow users to submit their
learning ambitions

Users don’t like incorrect predictions
Even correct predictions may at times be unwanted
Users are more than the sum of their data

Allow users to correct and
move beyond the personalized
recommendations

2.1 Levels of identifiability

Of all the types of data that can be collected by TLA-based systems, Personally Identifiable
Information (PIl) deserves special attention, because the use and sharing of Pl presents the risk
of revealing the identity of users to other parties. Pll can be defined as any information that
could be used on its own or with a combination of other details to identify, contact or locate a
person or to identify a person in context. The potentially classified nature of military identities
makes identifiability a particularly important problem in military applications [312].

This subsection explores the limits of de-identification, and discusses the situations in which
pseudonymity should be used or avoided (see Table 7).

Table 7: Recommendations regarding levels of identifiability

Tailor Users’ Identifiability

Use De-ldentification

— Use—but do not rely on—de-identification for privacy purposes

—  Creative and (self-)evaluative environments should use pseudonymity
— Formal and diplomatic settings should enforce a real name policy
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Full anonymity is impossible; pseudonymous users can be re-identified

Beyond security concerns, requesting Pll also induces privacy concerns. In a seminal paper,
Ackerman et al. demonstrated that most users are uncomfortable disclosing Pll, such as their
social security number (99%), credit card number (97%), phone number (89%), address (56%)
and full name (46%)—in contrast to information that does not personally identify them, such as
their favorite snack (20%) or favorite TV show (18%) [3].

A possible mitigation of these privacy concerns is to allow users to remain fully anonymous.
Anonymous interaction means that there are no persistent identifiers associated with the user.
Fully anonymous interaction with TLA-based systems is difficult though, since the personalization
functionality inherent in the TLA specifications crucially depends on the systems’ ability to
recognize the user across interactions [309]. More realistically, users can be allowed to interact
with the system under a pseudonym [19, 196]. However, scholars have debated the value of de-
identifying personal data stating that anonymized data may still be at risk of being re-identified
[264], due to the high dimensionality and sparsity of the data typically collected by
personalization learning systems [254]. In this sense, the combination of various data that are
not directly personally identifiable (e.g. a combination of the user’s favorite snacks, TV shows,
and other preferences) can effectively be used to identify them in a dataset. An overview of
these mitigation techniques is presented in Figure 5.

This re-identification threat can be reduced by not giving others access to any of the user data.
Note, though, that even without such access, it may be possible for a third party to make
inferences based on the output of the system. Calandrino et al. [45] employ such a “reverse re-
identification scheme” using a fake user accounts that are similar to the account of a target user.
An adversary using this technique can use the recommendations provided to the fake accounts
to isolate the target user's data. A means to overcome this problem is differential privacy, a
privacy model that inserts carefully calibrated noise into the user profile computation. The noise
masks the influence that any difference in a particular record could have on the outcome of the
computation [230, 241, 300, 408].

Interestingly, while pseudonyms and anonymity may reduce privacy concerns, many systems
increasingly require users to use their real name [409] (presumably to combat the increasing
number of fake accounts), and even some governments require their citizens to verify their real
name before signing up on certain popular websites (presumably to counter rumors and
defamation of politicians during the election cycle) [58]. A learning system that may be used to
make deployment and promotion decisions may similarly require users to authenticate with their
Pll to prevent and combat fraudulent use (e.g. cheating). In this case, it is good practice to hash
the requisite PII.
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Pseudonymity  De-identification Anonymity

Using information with obvious identifiers All types of identifiers are removed or All types of identifiers are removed or
removed or altered but it is still transformed to prevent association with altered using technical methods that
associated with inferable identifiers users prevent re-identification

OBVIOUS IDENTIFIERS
Data that could be used
on its own to identify a
user. Eg: Name,
Employee Number

INFERABLE IDENTIFIERS
Data that could

be combined to indirectly
identify an individual. Eg:
favorite TV shows, DOB,
gender or health
conditions

CONTROL METHODS
Either technical or
organizational controls
that specify and regulate
the re-identification of
users

Pll and other sensitive identifiable data TLA users can be de-identified by Anonymous data could be useful for TLA TEA SPECIFC
could be replaced with unique keys. Eg: generalizing data. E.g.: completed training users and activity providers by making EXAMBLES
Jane Doe could be identified as H67FS687. needed for deployment to France on certain data types binary or by adding
Alternatively, users could choose a name to 1/01/17 opposed to completed training. noise to block the status of users. E.g. 4 in
be identified when enrolling in courses and  Controls such as data deletion policies for 5 users pass this course versus detailed
using course discussion boards. ex-employees could be implemented. data and obscuring data when a user

wants to be left alone

Figure 5: Identification techniques and their application to TLA

De-identifying server data is still a good security practice

Although pseudonyms do not guarantee that users can never be re-identified, researchers have
argued that de-identification of server data can be a valuable but not foolproof method for
minimizing privacy and security risks. For instance, Masiello and Whitten argued that while
anonymized information will always carry some risk of re-identification, most of the privacy risks
occur only when there is certainty in re-identification [234]. Removing or hashing Pll and
introducing differential privacy introduces uncertainty in re-identification, thereby removing the
most prominent privacy risks.

These mechanisms could for instance be helpful to in the instance of a data breach: Personal
information such as upcoming lessons could possibly reveal where a soldier would be deployed
next, which would be a privacy risk. But if the soldier’s Pll is removed or hashed, and if the stored
lesson data contains a certain amount of noise, then the identity of the soldier and his/her
upcoming deployments cannot be determined with certainty. Targeted attacks to uncover the
soldier’s Pll may still succeed, but the de-identification practice prevents the data breach from
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automatically compromising the Pll of all the data subjects involved in the breach. Routinely de-
identifying data could also prevent rouge employees from having direct and effortless access to
data that exposes the identity of users.

Pseudonymity has consequences for social interaction

Anonymity and pseudonymity not only influence users’ privacy; research also suggests that
runtime identifiability (i.e., whether users get to know the identity of other users they interact
with while using the “social” features of a system) has an influence on user behavior [316].
Specifically, in creative environments (e.g. creative thinking exercises, brainstorming activities),
the absence of a name allows users to produce content more freely, which increases creativity
[57, 341], reduces conformity and inhibition [60], and increases the opportunity for intimacy and
the sharing of secrets [371]. The latter makes anonymity and pseudonymity useful for self- and
peer evaluation exercises.

Unfortunately, pseudonymity also induces a certain dissociation between the members of an
online community [341], which is obviously bad for team building exercises and other team
activities. Real name requirements can avoid such problems, and have also been shown to
reduce profanity and anti-normative expressions in online social networks, especially among
more-frequently participating users [58]. Formal and diplomatic settings may thus benefit from a
real name policy.

Recommendation: use de-identification; tailor users’ identifiability

Due to the intricate relationship between privacy, security, and the social consequences of
pseudonymity and anonymity, it is difficult to make a simple recommendation regarding the
identifiability of TLA users. Based on the analysis in this subsection, we can make the following
recommendations to ADL and other TLA performers:

e Use de-identification—Recent re-identification threats show that simply removing or
encrypting all Pll in a system does not guarantee that users cannot be identified.
However, de-identifying server data makes identification uncertain, which removes the
most prominent privacy risks. The data storage protocols of the TLA should thus use—but
do not rely on—de-identification for privacy purposes, either by not collecting any Pl at
all, or by removing, encrypting or securely key-coding the Pll that the system is required
to collected (e.g. for authentication purposes).

e Tailor users’ identifiability—Runtime identifiability has an influence on user behavior,
with anonymity, pseudonymity and real name policies each having both desirable and
undesirable social consequences. The social components of the TLA should thus use
anonymity, pseudonymity, and real name policies selectively, where socially useful and
appropriate. Specifically, creative and (self-)evaluative environments should use
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pseudonymity, because it increases creativity and earnest. Conversely, formal and
diplomatic settings should enforce a real name policy, because it reduces profanity and
anti-normative expressions.

2.2 Collection of various data types

TLA-based systems collect a wide array of data that is used to offer learners adaptive guidance
and to help teachers and institutions manage their learning ecosystem. Long-term persistent
data tracking allows TLA-based systems personalize learning, build competency models, coach
the learner, and discover helpful insights about its user base. Detailed in-situ tracking enables
the development of increasingly smart learning activities and personal assistants that guide,
coach, assess, and give feedback to learners. The collected data might even help to identify
cognitive states and traits that contribute to a large number of competencies and thereby offer
new generalizations of existing methods to teach and assess [310].

This subsection analyzes the privacy implications of the various data types that TLA-based
systems are currently envisioned to collect and/or may collect in future iterations of the
specifications (see Table 8).

Table 8: Recommendations regarding the collection of various data types

Carefully Protect Learner Runtime Activity

—  Protect learner runtime activity using a combination of strict access control,
encryption, de-identification and obfuscation

—  Provide easy-to-use notice and control mechanisms for users to control the
boundary between leisure and learning

— Test the mechanisms presented in Figure 4

Treat Social Connection Data as PIl

—  Protect social connection data as if it were personally identifiable information

Be Careful Not to Create a Panopticon

— Reduce unfettered context tracking to prevent the creation of a digital panopticon
Keep Some Data Local

—  Process it and use it locally
Allow Users to Add Outside Skills

—  Allow users to selectively add skills and competences acquired outside the system

Allow Users to Submit Their Learning Ambitions

—  Provide a comprehensive manual self-reporting system
— Provide a way to test or otherwise provide evidence for skills and competences
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Learner runtime activity is essential for operation, but can be sensitive

Tracking learner runtime activity is essential for TLA-based systems to enable personalized
learning with smart learning activities. Adaptive learning modules can use runtime learning
activity to track users’ abilities as they learn, and adapt the topic and difficulty level of the
training to the user’s current knowledge level and pace of learning. Moreover, the analysis of
highly granular learning behavior arguably allows training department managers to glean
superior detailed insights about users’ overall learning progress, the effectiveness of specific
training modules, and the capabilities available in their division [310]. For these reasons, users
should arguably not be allowed to opt out of tracking their runtime activity, as doing so would
undermine the very purpose of the TLA specifications.

Runtime activity may include very sensitive data, though. For example, detailed data from cyber
range practices may reveal battlefield tactics, and training data from top diplomats may reveal
weaknesses that can be exploited in negotiations. To alleviate users’ (and supervisors’) privacy
concerns, these data thus need to be protected by a combination of strict access control,
encryption, de-identification and obfuscation.

A complication in the tracking of runtime learner activity is the fact that tracking may occur
outside the traditional learning channels; TLA-based systems can give users credit for learning
other activities, such as playing a tactical game, or reading a relevant blog post. Such non-
traditional learning activities blur the boundaries between leisure and learning, and require
runtime learner activity tracking to be in an “always on” mode. Consequently, users may find
their real-world activities tracked, which arguably more privacy-invasive (and difficult to control)
than the tracking of in-system behaviors [261], especially when it happens in a pervasive and
unobtrusive manner. The mining and tracking activities may also be regulated by government
privacy regulations [83].

Given this fluid boundary between learning activities and real-world activities, the TLA should
give the user easy-to-use notice and control mechanisms to control this boundary. Figure 6
displays five of such mechanisms, at different levels of automation:

e Control center widget—This mechanism uses an opt-in paradigm, as it requires users to
activate the learning activity before starting it. The widget could potentially provide a
time-out functionality that automatically disables the tracking after a certain time
window has passed, and the widget could also automatically turn on during business
hours, and off outside business hours (these options are similar to Apple’s Night Shift
functionality). As an opt-in mechanism, the widget is the most private mechanism, but
also the most error prone: users may forget to turn on the learning activity tracking, or
may not be aware that something counts as “learning”. Compared to other mechanisms,
this is the only one that does not require any background tracking.

e Opt-in toast—This mechanism also uses an opt-in mechanism. But it monitors users’
activity in the background to detect potential learning activities. When a learning activity
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is detected, the notification appears, allowing the user to start the learner activity
tracking with a single tap (alternatively, the user can ignore the pop-down toast to avoid
tracking). The observed background activity used by this method (as well as the three
remaining methods) does not have to be permanently stored, and it should be made
clear to the user that this data is used for observation only. If client-side methods (see
Section 4) are used to monitor background activity, then this data does not need to be
transmitted to a server at all.

e Opt-out toast—This mechanism is similar to the opt-in toast, but uses an opt-out
mechanism: learner activity tracking is automatically started unless the user cancels the
tracking with a single tap. This mechanism is slightly more privacy sensitive, as users may
overlook the notification.

e Pop-up message—This mechanism uses a forced-choice paradigm, as it forces users to
confirm whether an activity is considered a learning activity. The automated pop-up
overcomes the problem of forgetting to turn on the tracking, but the pop-up itself can be
perceived as intrusive.

e Recording banner—This mechanism shows the user a pervasive banner to indicate that
the system is recording the user’s learning activity. Tapping the banner brings the user to
a screen where the recording can be ended and/or adjusted. This mechanism can be
combined with any of the other mechanisms.
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Chapter 30

aphod Beeblebrox crawled bravely
along a tunnel, like the hell of a guy he
was. He was very confused, but contin-
ued crawling doggedly anyway because
he was that brave.

He was confused by something he had just
seen, but not half as confused as he was going to
be by something he was about to hear, so it
would be best, at this point, to explain exactly
where he was.

He was in the Robot War Zones many miles
above the surface of the planet Krikkit.

The atmosphere was thin here, and relatively
unprotected from any rays or anything that space
might care to hurl in this direction.

He had parked the starship Heart of Gold
among the huge jostling dim hulks that crowded
the sky here above Krikkit, and had entered what
appeared to be the biggest and most important of
the sky buildings, armed with nothing but a Zap
gun and something for his headaches.

He had found himself in a long, wide and badly
lit corridor in which he was able to hide until he
worked out what he was going to do next. He hid
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