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1. Introduction

Ransomware is malware that essentially obstructs a user from accessing digital
assets through various mechanisms. These assets are held hostage and inaccessible
until a user pays a ransom. In most cases, this is accomplished using encryption;
where, once the malicious program executes, it will target and encrypt certain files
and will release the decryption key at the time of payment. Some ransomware
instances target only certain common user-generated files such as media and
documents. In this case, system files and others required for the operating system
to function correctly (user authentication, process execution, etc.) are unaffected.
Others encrypt much more and seek to lock out entire systems.

The spread of ransomware is accomplished through various channels including
business applications, USB drives, websites, and email. Email, however, is the most
prevalent! through the use of phishing campaigns. To this end, from 2016-2018,
the number of emails carrying ransomware increased by 6,000%.

WannaCry is ransomware that was originally released in May 2017. WannaCry
demanded ransoms be paid in the form of bitcoin, in attempts to preserve
anonymity. Although different for variants of WannaCry, the initial amount started
at $300 worth of bitcoin and increased to $600 after 72 h. After 7 days, the files
were permanently inaccessible. A few months later, in August 2017, the WannaCry
operator(s) converted the collected bitcoins to Monero, which is claimed to be more
anonymous due to its use of distributed consensus through ring signatures.?

While the WannaCry binary file can be spread through email—in which case, a
user downloads and executes the file—it can also spread without human
intervention. This is because it takes advantage of unpatched Windows Operating
Systems that have the Server Message Block version 1 (SMBvV1) service enabled
(typically used for file sharing). More information about this vulnerability and the
associated proof of concept can be found in the Microsoft Security Bulletin.®
Certain variants of WannaCry would test, before spreading, whether a Domain
Name Server (DNS) entry to a specific URL could be resolved. If resolved, then
the malware would halt; otherwise, it would spread. This was known as the
WannaCry kill switch and was identified a few days after its launch, which helped
to slow the spread of the malware. However, hours later, other variants, with the
removed Kill switch, were released and continued to spread and infect victim
machines.

In this report, we describe a multi-perspective analysis of the WannaCry

ransomware in the form of a cybersecurity exercise. We start by documenting the
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setup, including the software and network configurations. Next, we provide the
annotated exercise document, and then conclude with a summary of learning
objectives and mitigations.

2. Setup and Configuration

We based our setup, configuration, and analysis on Colin Hardy’s walkthrough* of
identifying different ways of finding the malware’s kill switch (that is, the
mechanism that makes the ransomware stop spreading). We set up a sandbox
environment to run and investigate the WannaCry ransomware sample.
Specifically, the setup consisted of the following:

« Ubuntu 16 LTS laptop with 7th generation i7 processor and 16 GB RAM
« VirtualBox 5.2.6

« Two Windows 7 Professional 64-bit Virtual Machines

« IDA Pro Free (version 5.0)

« Wireshark (version 2.6.6)

« WannaCry malware variant with MD5 Hash:
db349b97c37d22f5eald1841e3c89eb4

We used VirtualBox to create a virtual machine with an unpatched version of
Windows 7 (containing MS17-010 [ms17-010]), called victim. We copied the
WannaCry malware onto the desktop and also created a text file named TextFile.txt
on the desktop that contained the following string: “This is just some random text.
Nothing encrypted”. A cloned copy of this machine was created and called clean.
We then installed the Internet Information Services (1IS) web server that comes
with Windows 7 Professional and applied the patch for MS17-010 on clean. Both
virtual machines were configured to use a single common VirtualBox internal
network named intnet WannaCry. This allowed the virtual machines to
communicate only with each other and not with any outside devices.

As part of WannaCry’s kill switch validation logic, when it is first instantiated, it
will attempt to query a DNS address only if the machine has an active network
interface card with an IP address. Since network analysis is one perspective of the
exercise, we set up IP addresses on both the victim and clean machines (11.0.0.100
and 11.0.0.101, respectively).

As the final setup step, we captured a snapshot of both of the virtual machines. This

exercise can be completed in one of three ways. First, it can be downloaded and

Approved for public release; distribution is unlimited.

2



executed from the packaged virtual machines, as exported from the VirtualBox
software. Alternatively, the emulation sandbox software EmuBox® can be used to
access the machines using a Remote Desktop Client (e.g., MS-RDP)® or by
configuring a custom virtual machine and connecting into the US Army Research
Laboratory South Cyber Rapid Innovation Group (CyberRIG) Collaborative
Innovation Testbed (CIT).

3. Learning Objectives

The exercise described in the next section demonstrates the potential dangers and
impacts of WannaCry. The exercise was developed with a learning aspect in
mind—Dboth for high-level cybersecurity awareness and technical analysis. The
following are the targeted cybersecurity awareness learning objectives:

« Keep systems patched and disable any unused services. WannaCry spreads
by taking advantage of a vulnerability in the SMBVL1 service. This service
is known to be vulnerable and should be disabled and replaced with a
more recent version.’

« Only use administrator privileges when needed; constantly monitor and
maintain the list of administrator users on a system. Executing WannaCry
without administrator privileges greatly decreases its impacts.

. Practice defense-in-depth. Even if WannaCry infects a machine, its spread
can be minimized if multiple layers of defense are in place. For example,
firewall rules should restrict SMB traffic on networks that do not require
this service. Network and host-based intrusion detection systems can be
used to monitor systems and issue alerts for anomalous behaviors.

The following are the targeted technical analysis learning objectives:

. Basic malware analysis using an isolated, sandbox environment. This was
done using VirtualBox, but can also be accomplished using physical
systems that are physically segregated from outside networks and devices.
Although not the case for WannaCry, some malware is able to detect when
it is being run in a sandbox environment or in a software debugger and
modify its behavior accordingly.®

« Basic understanding of black-box network analysis. The Wireshark tool is
used to observe traffic that is generated when executing WannaCry. This
exercise provides a simple understanding of the Wireshark graphical user
interface (GUI) and basic capabilities.

Approved for public release; distribution is unlimited.
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« Basic understanding of the IDA Pro tool for analyzing a compiled binary.
IDA Pro is used to open a binary and understand the basic flow of
program logic using the graphical interface.

« Basic understanding of a DNS query. The Wireshark tool is used to dissect
and view bidirectional DNS packets from a client and server machine.

4. Exercise

The exercise is separated into two main activities. In the first, the ransomware is
executed and analyzed from different perspectives in order to identify the kill
switch. In the second activity, the kill switch must be implemented and tested. In
total, the exercise requires roughly 1-1.5 h to complete.

4.1 Activity 1: Analysis

Wireshark is a free and open source network packet analyzer. Wireshark captures
network packets and displays the packet data as detailed as possible. It is used for
network troubleshooting, analysis, software and communications protocol
development, and education.

The following are the steps for Activity 1, including annotations:

1) Open the remote desktop connection called ... Victim....rdp.

2) Locate Wireshark ‘ on the desktop and double click on the icon to open
the program.

3) Click on Local Area Connection.

4) Start Wireshark (Click on the shark fin) as shown in Fig. 1.

M The Wireshark Network Analyzer o 2=
e Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
® RE ] = = aaad

(W 2pply a display fiter __<ctrl-/> ~| Expression... = +

Welcome to Wireshark

Capture

using this filters [[1 [Enter a capture filte -]

Local Arca Connection VL e ol
R e b S e

Fig.1  Wireshark startup screen

Leave Wireshark running throughout the remainder of the exercise.
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5) Run WannaCry (it is on your desktop) without administrator privileges as
shown in Fig. 2 (you are using a sandbox environment):

General | Compatibilty | Security | Details | Previous Versions

@
Open an earlier version of Windows, select the compatibility mode that

If you have problems with this program and it worked comectly on
matches that earlier version

Help me choose the settings
Compatibilty mods Rt ministrator

¥ Run as administrator

Troubleshoot compatibility =
patibility mode for: Troubleshoot compatibility

Run this prog
Share with "

Pin to Taskbar

Share with
Settir Pin to Taskbar

Pin to Start M : "
e .EHU ; Make Sure thIS ’ ? Pin to Start Menu
Restnreprevmusversmns - R s
ESLOre Previous versions
is unchecked :

Send to

Send to

Disable desidtop@fomposition

Eu Disable cigalf scaling on high DPI settings Cut

Copy

Fiiviege Level ey
Create shortcut [T Run this prograll as an administrator Create shortcut
Delete Delete

| By Change settings forall users | Rename

. o] (et ] o) Froperies
S

Fig. 2  Executing WannaCry as non-admin

If the following prompt appears (Fig. 3), click on “This Program works correctly”:

--| Program Compatibility Assistant @
This program might require administrator privileges

If this program did not run correctly, try running the program as an
administrator.

Program: Microsoft® Disk Defragmenter

li !l Publisher: Microsoft Corporation

Location: C:h\Users\Reversing\DesktoptWannaCry.exe

% Restart the program as an administrator

< This program works correctly

Cancel

Fig.3  Compatibility popup

Note that this will not infect your machine, but you can still observe it trying to
communicate with other devices through Wireshark.

DNS packets are used to query a server to obtain the mapping between names (e.g.,
google.com) to addresses (e.g., 72.14.207.99). These packets may be a good way
to identify malware communication channels.

6) In Wireshark, click on the Filter Toolbar, type DNS, and then press enter to
show only DNS packets (see Figs. 4 and 5).
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£ Capturing from Local Area Connection 2 ===
File Edit View Go Copture Analyze Statistics Telephony Wircless Tools Help
mae RE Res=F oz BEaaamn
[ Tapply a display filter _ <Ctrl-/> ) ~| Expression...  +
No. Time Source Destination Protocol  Length Info
r 1 9.0800008 fe8@::15df: caba:ac?.. ff@2::1:3 LLMNR 84 Standard query @xdfl@ A wpa
i 2 a.a0a684 169.254.161.121 224.8.8.252 LLMNR 64 Standard query @xdf1® A wpa
L 3 8.182289 fed@::15df:cabazac?.. ff@2::1:3 LLMNR 84 Standard query @xdfl@ A wpa
4 8.182615 169.254.161.121 224.8.8.252 LLMNR 64 Standard query @xdf1® A wpa
5 8.387472 169.254.161.121 169.254.255.255 NBNS 92 Name query NB WPAD<BO>
6 1.855958 169.254.161.121 169.254.255.255 NBNS 92 Name query NB WPAD<@®>
7 1.884957 169.254.161.121 169.254.255.255 NBNS 92 Name query NB WPAD<BO>
4 I 3

Fig.4  Wireshark packet View A

1 ® RE QRes=TIEEQQAQN
|_‘|dr15 [x] ']Expression... +

Mo. Time Source Destination Protocol  Length Info

18 113.804835 .8.0. 11.6.8.101 DNS 189 Standard query @x76ec A www.iugerfsodp9ifjaposdfjhgoq
21 113 g 11.8 B 11.8.8.100 137 Destination unreachable (Port unreachable)

26 113.853115 .9.0. 11.6.8.101 189 Standard query @x3887 A www.iugerfsodp2ifjaposdfjhgoq
34 114.847376 11.6.8.101 189 Standard query @x3887 A www.iugerfsodp2ifjaposdfjhgoq

35 114.0 37 11.8.0.16] 11.6.0.160 137 Destination unreachable (Port unreachable)

Fig.5  Wireshark packet View B

7) Click through each DNS packet while observing the packet’s details (lower
window). You should find at least one packet with a suspicious domain that
is requested (hint: it starts with www.). Write it here:

WWW,

8) Now run WannaCry with administrator privileges. Right click on the
WannaCry icon and select “Run as administrator”. When prompted, press
the Yes button as shown in Fig. 6.

Open
| % Run as administrator
Troubleshoot compatibility

el
Share with “ User Account Control

11 Zip and Share (WinZip Express)
1 WinZip

Pinto Taskbar

Pinto Start Menu

Restore previous versions

| "j| Do you want to allow the following program from an
>/ unknown publisher to make changes to this computer?

Sendto

Cut

Copy

Paste

Create shortcut
Delete.

Rename

Proverties

Fig. 6  Executing WannaCry run as admin

9) After a short while, you will notice that a file on the desktop has been
encrypted (this may take up to 5 min). Write down the name of this file:
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Before two devices can communicate, similar to sending a letter through the mail,
they must know the other’s physical address. This is accomplished by sending data
in the form of address resolution protocol (ARP) packets.

10) In Wireshark, clear out the existing filter and then apply a filter to view
only ARP packets (use ARP as your filter string as shown in Fig. 7).

| ‘1JJVECSJE¢£QE'M

No. Time
38 45.171@91
39 45.196386
48 45.227859
41 45.298323
42 45,352889
43 45.424112
44 45 .477742
45 45,548335
46 45.682765
47 45.666319
48 45.727776
49 45,798229
5@ 45.883739
51 45.946239
52 45.946274

Source
PcsCompu_a2:cf:46
11.0.0.180
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46
11.0.0.180
PcsCompu_a2:cf:46
PcsCompu_a2:cf:46

A £ A

Fig. 7

Destination
Broadcast
11.8.8.255
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
11.8.8.255
Broadcast
Broadcast
4

Protocol  Length Info

ARP 42 Who has 11.0.8.12 Tell 11.08.0.108

NENS 92 Name query NBE WPAD<@8:>

ERP 42 Who has 11.8.8.2? Tell 11.8.8.168

ARP 42 Who has 11.6.8.3? Tell 11.8.0.168

ARP 42 Who has 11.9.8.47 Tell 11.8.6.188

ARP 42 Who has 11.9.8.5? Tell 11.8.0.10@

ARP 42 Who has 11.0.8.62 Tell 11.08.0.108

ARP 42 Who has 11.0.8.72 Tell 11.8.8.160

ERP 42 Who has 11.8.8.8? Tell 11.8.8.168

ARP 42 Who has 11.6.6.9? Tell 11.8.08.168

ARP 42 Who has 11.0.8.162 Tell 11.8.0.188
ARP 42 Who has 11.9.8.112 Tell 11.8.0.1@0
NENS 92 Name query NBE WPAD<@8:>

ERP 42 Who has 11.8.8.1? Tell 11.8.8.168

ARP 42 Who has 11.9.8.2? Tell 11.0.6.108
S

are am e an A oA mY T_17 aa oA oA oamn

ARP packets in Wireshark

11) Based on your observations (look at the Info column in Wireshark), in
your own words, do your best to briefly describe what you think the
malware is trying to do:

The Server Message Block (SMB) protocol is a protocol that lets devices share files
over a network. It was originally specified by Microsoft, IBM, and Intel.

12) Clear the current filter and apply a filter to show only SMB packets.

Wireshark provides packet symbols to identify packets that are related. Click on a
line of the “Packet List” pane to show the packet symbol.

First packet in a conversation.
Part of the selected conversation.

Not part of the selected conversation.

Last packet in a conversation.

Request.
Response.

The selected packet acknowledges this packet.

The selected packet is a duplicate acknowledgment of this packet.

The selected packet is related to this packet in some other way, e.g. as
part of reassembly.

Approved for public release; distribution is unlimited.
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13) Look at the SMB traffic flow as shown in Fig. 8 and do your best to give
a high-level explanation of what the malware is trying to do.

Hint: Look into the Info column of each packet.

e Source Diestination Frotocal  Length Info

364998 11.0.9.100 11.9.8.255 BROWSER 251 Domain/Morkgroup Announcement WORKGROUP, NT Workstation,
'3.453%7  11.0.0.108 11.0.8.161 SHB 142 Negotiate Protocol Request

418232 11.0.0.101 11.0.0.100 5B 185 Negotiate Protocol Response

'4.185609  11.0.9.100 11.9.8.101 SHB 157 Session Setup AndX Request, User: .\

4261511 11.0.8.161 11.0.0.100 SHB 175 Session Setup AndX Response

'4.261929  11.0.0.108 11.0.8.161 SHB 126 Tree Connect AndX Request, Path: \\11.0.9.1¢1\IPC§
'4.262656  11.0.9.101 11.0.9.10 SHB 93 Tree Connect AndX Response, Error: Non specific error co

Fig. 8 SMB packets in Wireshark

14) Wait until the window shown in Fig. 9 appears. (This may take up to
5 min.)

= |

12t9YDPgwueZ8NyMgws18p7, r6SI
it

Fig.9  WannaCry infection notice window

15) Open Windows Explorer and list a few file types that are encrypted and
some that are not encrypted. The system will be slow... keep in mind that
malware is running.

16) What is the malware using to decide which files to encrypt?

Congratulations! You have completed Activity 1.

4.2 Activity 2: Implementing the Kill Switch

Part 1: Binary analysis using IDA Pro.

IDA Pro is a combination of dissembler and debugger. It facilitates both static and
dynamic analysis. It is a powerful tool commonly used by professionals to perform
malware analysis.

Approved for public release; distribution is unlimited.
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Minimize (do not close!) the victim machine (... Victim....rdp) and open the remote
desktop connection called ...Clean....rdp.

The following are the steps for Activity 2, including annotations:
1) Locate IDA Pro g‘ and drag the binary named WannaCry onto the IDA

Pro icon. Click OK on the two popout windows (as shown in Fig. 10) and
Close in Help.

B2 Help SE=
& o
Hide Pt Options
About -
Load a newfile (5] | o | Search) IDA Pro commercial
. Losd e C:\Users\EUsenDesktop\wannaCiy2 0.eve 35 IS version: what are you
IDA - The Interactive Disassembler = ump back! Command feeing?
. cammand e swilch missing ¢
) & Freeware Version 5.0 ot a
& .
“r (c) 2010 Hew-Plays 54 \S:bveaknmm _An enhanced graphical user
o "*E;““”[” ‘[‘“E interface for all platforms
\elcome to the freeware edition of ID& Pro 5.0 Processar type 18 eane e
This version is fully functional but does nat offer all the belks and Il 80486 progessors: metape -] i The IDA Pro 6.x provides new unified GUT
whistles of the commercial versions of D4 Pro. s iace on all platforms. We replaced outdated MDI
Anclyss dd/Edit an enum .
Tiy the commereial version of ID4 Pro todayl Loading segment | 0-00000000 Encbled ddConsiEx much easie: se and offer more
Loadig offset 0400000000 Indicstor snabled dERtFoint ‘possibilities. It is faster too
h; hex-rays.com et S:T ot R ‘http://www hex-
tian ion at the end o [ty
Cieate segmenis says com/idapro/6i)index html
[7] Do nat display ID4 B info next time oK Load o
[oc ] R Supnort for more fhan 50
[[IManual load St bet upport for more than
. ihahetal s of D s processor families
Make imports segment @

[T Create FLAT gioup
System DLL drectory  C:Veindows

Fig. 10 IDA Pro startup windows

2)  Click on the tab named IDA View-A, as shown in Fig. 11.

[Z] DA View-A =N
-text: 00408140 -
~text:OMOSND 3 IIIILIIIIIIII SUBROUTINE QLI
-text: 00408140
.text: 00408148
-text:00408140 ; int _ stdcall WinMain(HINSTANCE hInstance ,HINSTANGE hPrevinstance,LPSTR 1pCndLine,int nShowCmd)
.text:00408140 _WinMain@16 proc near ; CODE XREF: start+12Flp
.text:pouB8140

.text: 00408140 szUrl byte ptr -56h

.text:00468148 var_ 17 = dword ptr -17h
-text:00408148 var_13 = dword ptr -13h
.text:00408140 var F = dword ptr -@Fh
.text:00468148 var B = dword ptr -8Bh

Fig. 11 IDA Pro text view

A kill switch is a mechanism used to shut down or disable machinery of a device or
program. The importance of finding a ransomware’s kill switch is to prevent it from
spreading. Keep in mind that not every malware has a kill switch.

3)  Scroll down until you find the domain name (the “www...” string that you
found in Activity 1, Step 7) as shown in Fig. 12.

Approved for public release; distribution is unlimited.
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IDA View-A

ext:004081408 nShowcnd

ext:00408140
* ext:06408140
* ext:00408143
* ext:06408144
* ext:00u08145
® ext:0040814A
* ext:06L0814F
* ext:00408153
* ext:06408155
* ext:00408157
® ext:06408158

«

= dword ptr

sub
push
push
nou
nou
lea
®or

esp, 58h

esi
edi

ecx, OEh

esi, offset aHttpWuww iugerf ; “hitp://wuw.iugerfsodp9ifjaposdfjhgosuri™. ..
edi, [esp+58h+s5zUrl]

eax, eax

rep movsd

moush
nou

[esp+58h+var_17], eax

16h

[B=8 (B (=52

Fig. 12  Kill switch URL in IDA Pro

In the low level (or assembly) code, the following imports (names written in pink)
are used to interact with the Internet. The Windows Internet (WinINet) Application
Programming Interface (API) enables applications to interact with File Transfer
Protocol (FTP), and Hypertext Transfer Protocol (HTTP) to access Internet
resources. These are some of the functions that make up the API:

functions.

InternetOpen function initializes an application's use of the WinlINet

InternetOpenUrlA function opens a resource specified by a complete FTP
or HTTP URL.

InternetCloseHandle function closes a single Internet handle. Returns

TRUE if the handle is successfully closed, or FALSE otherwise.

4)

Scroll down to find the functions that access the network in the code (see

Fig. 13).

© | A

‘ 1A Wigw-t Hex \-"iew-.ﬁ.l éh E=ports I Iﬁ Importsl N Hames I "[ﬂ] Functionsg I L Stringsl & Structures | En Enums

' o_text:
.text:
.text:
text:
text:
text:
text:
_text:
.text:
.text:
text:
text:
text:
text:
_text:

0a4e8174
0848176
08488177
0848817B
08488181
00408183
00403188
08488180
084 8818E
oaue8198
08488192
08488193
004083194
004 0319A
0aue819cC

push
push
mou

call
push
push
push
lea

mou

push
push
push
call
moy

push

1 ; duwAccessType
eax ; lpszAgent
[esp+6Ch+var_1], al
ds:InternetOpenn

a ; duContext
840000080 ; duFlags

] ; dwHeadersLength
ecx, [esp+o4h+szUrl]

esi, eax

a ; lpszHeaders
BCX ; lpszlrl

esi ; hInternet
ds:InternetOpenUrlA

edi, eax

esi ; hInternet

Fig. 13  Network functions in IDA Pro

Another way to find these functions is to view the Imports tab and look for the
names of the functions and then right-click and select “jump to xref”. This will list
all places in the code that reference the function.
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5) Rightclick on the IDA View-A window and click on graph view as shown

in Fig. 14.

2] DA Viewa HexViews | 3B Exports | M Names | ™7 Functions

" Shings g Structures | En Enums

IDA View-A

* text:
t text:
* _text:
¢ _text:
* .text:
* .text:
* _text:
t text:
* _text:
© _text:
* .text:
* .text:
t text:
t text:
* _text:
¢ _text:
* .text:
* .text:

4

00008147

68468196
88488192
004688193
604088194
0040819A
6au8819C
684688190
a84881A3
8046881A5
@e4881A7
004081A9
68u681AB
a846881AD
88488182
004688183
@040881B5
004081B6
68468189

004081A7: WinMain (x,x,x)+67

push
push
push
call
mov
push
nov
test
jnz
call
push
call
call
pop
Ror
pop
add
retn

a ; 1pszHeaders
ecx ; 1pszUurl

esi ; hInternet
ds:InternetOpenUrlf

edi, eax

esi ; hInternet
esi, ds:InternetCloseHandle
edi, edi

short loc_L4B81BC

esi ; InternetCloseHandle

[} ; hinternet
esi ; InternetCloseHandle
sub_4B88%8

edi

eax, eax

esi

esp, 56h

18h ; hInternet

Executing function
Compiling file 'C:h

‘main

Program Files\IDA Free\idcionload.idc'...

‘onLoad’.

Executing function

Fig. 14  Switch to graph view in IDA Pro

= Enter comment...

5 Enter repeatable comment...  ;

£ Editfunction...

= Hide

@ Graph view

< Undefine
Synchronize with

[T Run to curser
B Add breakpoint
iw Add write trace
irw Add read/write trace

i% Add execution trace

Some common instructions found in assembly are the following:

[E=E ol 5|

Shift+;

Alt+P

Mum -

« call jumps to another block of code; when execution of that block is

complete, the program execution will return.

« Jmp jumps to another block of code; when execution of that block is
complete, the program execution does not need to return.

. test executes a logical AND (typically used for value comparisons).

« jnz jumps to another block of code if a condition is met: result of the
previous instruction is not zero.

« mov instruction moves data from one location to another.

« PUSH adds values to the top of the stack.

« pop removes a value from the top of the stack into a register or memory
address.

Focus on call instructions and the pink function names and then do your best to
generally explain what is happening in the code.

6) Look at the subroutines after the conditional jump (follow the two arrows
to below the jnz instruction as shown in Fig. 15). Which subroutine (or
block) is the one that continues with the encryption and which one stops

before encryption occurs? Explain why.

Hint: See the code within functions by double-clicking on the function names. You

can go back by pressing ESC or the back arrow. [ =~ =-
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mnoy
test
jnz

esi, ds:InternetCloseHandle
edi, edi
short loc_4881BC

7)

[E N Ll
esi ; InternetCloseHandle
a ; hInternet| (loc_4881BC:
esi ; InternetCloseHandle call esi ; InternetCloseHandle
sub_4B8898 push edi ; hInternet
edi call esi ; InternetCloseHandle
eax, eax pop edi
esi xor eax, eax
esp, 56h pop esi
1B8h ; hInternet| [add esp, 56h

retn 18h
_WinHain@16 endp

Fig. 15 Conditional branch in IDA Pro

Based on what you observed so far, do your best to guess what would
prevent the encryption; that is, what should we do to reach the block that
stops the malware; what is the kill switch? (Remember, you can always
ask one of the coordinators to help.)

Part 2: Set up the Kill switch.

There is a file named hosts on Windows systems. This is a text file that contains
mappings from hostnames to IP addresses (think of it as a stored copy of a DNS
that maps google.com -> 72.14.207.99).

8)

Add a mapping as shown in the following:

a)
b)

Open File Explorer «« .

Navigate to the folder with the hosts file by entering
%WINDIR%/system32/drivers/etc into the navigation bar, as
shown in Fig. 16.

Search etc

il\:jv| .o Windows » System32 » drivers b etc v|4"|

Jrganize « Include in library + Share with + MNew folder

Fig. 16 Navigation bar

Edit the hosts file by right clicking and selecting notepad++ as shown
in Fig. 17.
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Name : Date mot

hosts FETYE
: Imh pen
Edit with Motepad++
Zip and Share (WinZip Express)
WinZip 3

Restore previous versions

n

|| prote

8 0

|| servi

Fig. 17 Notepad++ in context window
d) Add a mapping between google.com and the loopback address:

127.0.0.1, as shown in Fig. 18. This is a special address used to
communicate within your own machine.

# localhost name resolution i=s handled within DNS itself.
- 127.0.0.1 localhost

# | localhost

127.0.0.1 google.com

127.0.0.1 www.google.com

oW

[ L R ' R % R L T
[T

Fig. 18 Windows hosts file

e) Save the hosts file. If you received a Save failed prompt, press the Yes
button, as shown in Fig. 19.

to host names. Each
IP address should
orresponding host name.
rated by at least one

nserte| Save failed £
2 ¥

The file cannot be saved and it may be protected.
Do you want to launch Notepad++ in Administrator mode?

sourc|

® clif
o
itsel ~——

Fig. 19 Hosts file save windows

f) Navigate to google.com (this may take 1-2 min). You will see the
page returned from your own machine’s web server as shown in
Fig. 20 (note that this is not Google’s web server).
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C | ® google.com

o'Ran 0N
Velkommen VELKOMEN
Benvenuto Kl
Welkom

internet information services Wnam)
Valkommen )4

Hos Geldiniz gcggh_lq

Fig. 20 Default 11S7 web page

9)  Now, set up the kill switch by adding a mapping to the address you found
in Activity 1, Step 7, using the hosts file.

10) After you set up the kill switch, run the malware as an administrator.

Hint: Before running the malware make sure the domain works. Go to the site and
check that it accesses the local host.

If done correctly, your system will not be encrypted.
Uber Question: Why do you think this ransomware has a kill switch?

Congratulations! You have completed Activity 2.

5. Conclusion

In this document we described the WannaCry ransomware and some of its behavior.
We provided a hands-on exercise that demonstrates a multi-perspective analysis of
the malware using several techniques and tools that are available to the general
public. Additionally, we documented our setup and configuration for the exercise.
Similar analyses may be applied to other types of malware, their function, and ways
to mitigate their impact.

In the future, we will use this exercise not only for training and awareness, but to
also uncover research questions that can be addressed collaboratively by security
professionals, students, and faculty.
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List of Symbols, Abbreviations, and Acronyms

API
ARP
CyberRIG
CIT
DNS
FTP
GUI
HTTP
1S

IP

SMB
SMBv1
URL
USB
WinINet

application programming interface
address resolution protocol
Cyber Rapid Innovation Group
Collaborative Innovation Testbed
Domain Name Server

File Transfer Protocol

graphical user interface
Hypertext Transfer Protocol
Internet Information Services
Internet Protocol

Server Message Block

Server Message Block version 1
Uniform Resource Locator
Universal Serial Bus

Windows Internet
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