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Cyber-Physical Systems (CPS)

Composed of
 Software Controlling (cyber)
* Physical Phenomena (physical)

Examples:

 Car Airbag

- Software detects crash and triggers airbag inflation
* Drone

- Software detects and corrects drone attitude

* Inverted Pendulum
- Software detects and corrects pendulum inclination

Inertia
* Physical phenomena evolves even w/o software interaction
« Stable control requires continuous cyber-physical interaction at correct timing
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Cyber-Physical Systems Security

CPS IT
 Denial of Service can lead to damage  Denial of Service: only temporary
 Security mechanisms preserve physical Interruption
process properties (e.g., control stability) Security mechanisms focused on
« |f software stops physical process Information protection
continues * If software stops service stops

 Software state recoverable from sensors « Software state must be backed up

Good News:
 Physical process continues working
during software blackouts
Bad News:

 Long software blackout leads to physical
damage
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Cyber-Attacks Resilience in CPS:
Software Rejuvenation (YOLO)

YOLO Model: Reset Constantly, and Change Program

Reset processor to safe state (checkpoint)
- Current state is lost

Recover state from:
- Physical process
- Protected storage

BUT
* Ensure: cure not worst than iliness
Verify:
- Reboot not too frequent
- Controller blackout not too long
- State is recoverable or protected (including checkpoint)

Carnegie Mellon University GLQ
Software Engineering Institute

istribution Statement A] Approved for public release and un!

limited distribution



Software Rejuvenation
Operating Modes

1. Tracking Control (TC)
2. Software Refresh (SR)

3. Secure Control

« The switch from TC to SR s triggered by a timer

(SC)

IN/OUT ,e‘ Tracking

ﬁ Control
tlac TT(

\<

\ t- time out

il T e éT(

Secme

\C ontr ol/

O

Software \

Refresh

(unsecure Information)

« From SR to TC or SC there is a condition to be satified (secure information)

Software Tracking Control Software Secure Control Tracking Control Software
Refresh Attack Refresh Refresh
Tsr Trc Tsr Tsc Trc
t, refresh clock period t, refresh clock period
start clock timeout start clock timeout

\
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Software Rejuvenation
Secure Control

Defining
. Safety Set Egci(1)  (green)
+ Esciles) £ €:E50i (1) (light red)

*Tyc =17r¢c + 15k

Goal

SW refresh

- -

Secure Control

i F | n d E S an d TU C S U C h th a.t Software Tracking Control Software Secure Control Tracking Control Software
R (TUC ; SSO:} (E‘S ) j U) g ESCJ ( 1 ) - tr 1'ef1'esh’1::§ck period o e tr 1‘ef1‘e5hjjlzck period
start clock timeout start clock timeout
Ivc > Tsr Reachability set computed from the inner set under the
action of uncertain control input for the time interval 1yc
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Software Rejuvenation
Secure Control

Given €s and 117¢ such that

R(Tuc; Esciles),U) € Egei(1)
How can we guarantee stability and
recoverability?

Egci (1) has to be a Positively Invariant Set

Secure Control

SW refresh

o -

&

Carnegie Mellon University
Software Engineering Institute

[Distribution Statement A] Approved for public release and unlimited distribution.



Software Rejuvenation
Secure Control

Controlled System: i = f;(x) £ f(x,¢(x))

Lyapunov Function: V, : R" — R, My (z.4) C N (),
Vi(zeq) = 0 and Vo € My, (20q) — {xeq} : ( ) V,(x) >0, (ii)
: oV

Lyapunov level set:For ¢ > 0,

Ea(€) = {x € Ny, (weg)[Vpla) <€} e<1

Positively Invariant Set. For any
0 <e<1, &, (€)is an invariant set.

V>0, R(4:E,(e),0) € Eqle)

Secure Control

SW refresh

o m -

&
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Software Rejuvenation
Secure Control

Prop.1. Given i = f,(r) £ f(x,¢(x)) with stabilizing controller Secure Control
¢ for equilibrium state (x.,. p(2¢q)) and Lyapunov function V,(x)
as defined above, given € > 0 for any

e<e <13~v>0 sVt>( - e)q«_l,

SW refresh

R(t:E,(¢), ) C Eqle).

Prop.2. Forany U C U andany 0 < e < € < 1,
3T >0 3 R(t:E,(e),U) CEL() V t < Ty

« We can always recover in a finite time
« Given a reduced version of the Safety Set we can always find a period of time where is

allowed uncertain control.
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Software Rejuvenation
Analysis of mission progress
ldea:

Provide a sequence of way points that
represent a sequence of equilibrium points
around which we define the Safe Set.

Goal:

« Safety transition from one way point to the
next one.

* Liveness (in the case of no attack)

&
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Software Rejuvenation
Analysis of mission progress

 The new sets generalize the fact that a
different controller may be used during TC.

* Those sets are contained in the Safety Set

Erci (ETCS )

Epcilercs) C Egciles)
Ercilere) € Epcilercs)
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Software Rejuvenation
Analysis of mission progress

Safety Transition

Theorem.Let ¢ be the time instant associated to the transition
/ AR between two consecutive equilibrium points 7 and z/F1, then
x(t; 20, U) € Epciri(€54) with zp € Egc(1) if and only if

'Erciti(ercs) Epcilerc) € Epciti(€pc)
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Software Rejuvenation
Analysis of mission progress

Liveness: in presence of software refresh the
state of the system has to converge into &, (erc)

TC*)

Assumptions

ET

 No attack

« During SR the control inputs are constant
and equal to the last value provided by the
controller before the reboot.

PS: If the attack is persistent the liveness
cannot be guaranteed in this case. But the
system is always safe.
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Software Rejuvenation
Analysis of mission progress

Liveness: in presence of software refresh the
state of the system has to converge into &, (erc)

TC*)

Assumptions

ET

 No attack

« During SR the control inputs are constant
and equal to the last value provided by the
controller before the reboot.

PS: If the attack is persistent the liveness
cannot be guaranteed in this case. But the
system is always safe.
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Software Rejuvenation
Analysis of mission progress

. From V(XO) the LyapunOV funct|0n S;itf::[: Tracking Control S;{::tﬁx'\;:']e Tracking Control Sl;}eft:;;e
decreases up to V(X(T+¢))
» Atthe end of SR, the function V Ton Tro Tsn Tre
. » refresh clock period | : :
may Increase start:clotcl{ ’ timeout ! i i
xo = z(to) GI Epcilerco:) i i i i
Vi(zg _fl*____ ________________ : ________ : __________________ : _________ : _________
Ve(Tue) | _ :-_——_--_-.._,_____::_______;:::_______ ::‘_iL_ - __“xji_;— i
V(Xo) - V(X(T1¢)) > I I I I
| VX(T+¢c)) - VX(T1ct TeRr)) |
Theorem 2.For all zg € [Epci(€pc) — Epcilerc)],
31" > 05Vt > T x(t; o, up ) € Epcilerc), if
TV-FTC; j (;I?[}) — LE’“C-‘ j (;I?- (T-T(j.‘; X, e ) >
Vics (2(Tue; zo, @ 1gp)) — Ve (@(Tre; xo, TCY)).
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Software Rejuvenation
Analysis of mission progress

JMAVSim

6 DOF — 12 state variables

Py = — COS O sin—
m
. . F
Py = sino—
m

P, = g — CcOS O cosf—
m
1

.1
= —
7.0

Y

= tr
V=TT

Linear design:

 linearize at equilibrium

« assume full state available

- LQ state feedback design = dgne =

. reference points = Zoom s Dmamic @ 25,00m 01 6000
equilibrium states
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Software Rejuvenation: Drone experiment

jMAVSim

reating file eqpoint.txd

Zoom mode: Dynamic @ 25.00m FOV: 60,00° Creating file attack.txt
FPS: 1 CRS
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Software Rejuvenation
Analysis of mission progress

6 DOF = 12 state variables

Py = — COS O sinf—
m
. . F
Py = sino—
m
. __ F
P, = g — CcOS O cosf—
m
1
O =—T,
I, ?
. 1
0 = ]__9
=y
1

l‘ . Tu'; .

C L

Linear design:

 linearize at equilibrium

« assume full state available

« LQ state feedback design

« reference points =
equilibrium states

O
——SR

-SC

— Attack

Esclzeq) \ f |

Switch to TC

0.2 0.4 0.6 0.8

Y Im
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Software Rejuvenation
Protection Requirements

Onboard processor
ey Unirusted
Z','ii';?.’- safety controllr (5C) =1 )
. _ | o« o 32 m
e 18 e et e _. :EU Requirements |
— e O » Authenticate reference points
e e s g » Protect checkpoint integrity
eyber e .| Z + Protect refresh mechanism
attacks e - 15  Set actuator limits

TC/Attack
control limits

actuator
TC limits

_/ — .
control-to- . 0
SCorTC " : =
actuator ="
controls . ® ©
map o 2
SC — no control limits _'.
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Software Rejuvenation Protections (1)

Space (Memory) Protection
« Cheap implementation (low/no overhead)

Drone Experiment
» Take advantage of Micro-Hypervisor :

- Only memory protection: (nested page tables — hardware translation)
« Data
« Code

- No other virtualization

- Verified code implementing memory protection

- Separate serial port for communication

Time Protection
« Separate timer for hypervisor (no virtualization)
» Execute protected code in hypervisor (hyperapp)

Car negie Mellon l,,vn iVPI'Sily dg [Distribution Statement A] Approved for public release an

Software Engineering Institute
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Software Rejuvenation Protection (2)
Two Execution Envireanments: Two schedulers: VM+HV

- S
w | T
© >
= S
17
)] T
- 2 ] >
o) VM
1
a a”

Y
0 | M ﬂ
-|CE 4 R
- t t t t t t
o KZ
2 >

HV
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Current Experiments (1)
Drone Protection (VM Crash)

Terminal
X .
® Cancel recording

é 100% B saverecording

Hide window
@ Quit

Values

Altitude-rel (m)
-0.0
Ground Speed (m/s)
0.0
Flight Time
00:00:00

WAITING FOR VIDEO

Bk

pi@raspberrypi: ~/cdra/missionapp
pi@raspberrypi:~/cdra tonapp § sudo ./missionapp --ht mtserial:///dev/port:1

15200
DronecodeSDK version: 0.2.6 (dronecode_sdk_impl.cpp:26)

\\‘\‘II/'//
N N

S

)
7t g
s
,///lllll\\\\\\

Zoom mode: Dynamic @ 25.00m. FOV: 60.00°
FPS: 60 CRS ; ¢ InitMAavLink

Carnegie Mellon University
Software Engineering Institute

Waiting for drone to connect
New: System ID: 1 Comp ID: 1 (dronecode_sdk_impl.cpp:324)

Component Autopilot added. (system_impl.cpp:335)

Waiting for drone to connect

sending again, retries to do: 3 (520). (mavlink_commands.cpp:2

42)
sending again, retries to do: 2 (520). (mavlink_commands.cpp:2

425

[Distribution Statement A] Approved for public release and unlimited distribution.




Software Rejuvenation Protection (3)
Two Execution Environments: Two schedulers: VM+HV

_&/‘) S fa S }a S —fa S
0 11 _(
q0] >
- 1 l
8 T _I//
> " - " VM
1 | BN, N
a* a*
N,
N K1
S
- t
(D)
(@B KZ
2 -
HV
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Experiment to put it all together (ongoing)

Implement a YOLOized System
* Verified Refreshing Controller
* Verified Refreshing Trajectory Tracker
 Timing Verification
« Space and Timing Protection
* YVT Tool Verification Model (more in a moment)

Indoor Drone
« PX4 Controller Implementation
* Process-based refresh (micro-reboots)

&

Carnegie Mellon University
Software Engineering Institute
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Current Experiments (2)
Micro-reboot in indoor drone

| B
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Yoloized-system Verification Tool (YVT)

Integrate verification tools into architectural model
« AADL Model
« OSATE (AADL modeling tool)

Physics Verification

« Matlab Annex (sublanguage)
- Model of Plant and Controller

 Java interface with Matlab

* Display safe ellipsoids

* Prove properties
Scheduling tool

» Generates SMT models (calling Z3)
« Generates counter-example timeline

Carnegie Mellon University GLQ
Software Engineering Institute
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AADL Model

Top Level Model
system implementation testl.i
subcomponents
pl: process controllers.i;
quadrotor: system quadrotor.i;
Cpu: processor Jgeneric processor;
connections
cl:port quadrotor.transfer->pl.transfer;
connections
Actual Processor Binding => (reference (cpu)) applies to pl;
end testl.i;

Controllers component
process implementation controllers.i1
subcomponents
tl:thread controller thread.quadrotor controllerZ2;
t2:thread controller thread.i;
connections
cl: port transfer->tl.transfer;
end controllers.i;

Carnegie Me]lon lJn iversity m AT > ST : [Distribution Statement A] Approved for public release and unlimited distribution.
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Scheduling Parameters

process implementation myproc.i

subcomponents

tl:thread controller thread.quadrotor controller?2Z;

t2:thread controller thread.i;

connections
cl: port transfer->tl.transfer;

altitude

Executes on Time More resilience

Increases resilience
Level 3

‘ To complete late: Safe actuation. fame resilience Level 2

l Level 1

properties B 2K \
resilience
—-— Unschedulable parameters Level 0
Prlgrlty => 2 app11e§ to t1l; Less resilience
Period => 20 ms applies to tl;
Deadline => 20 ms applies to tl1; time
YVTProperties::Enforcement Time => 10 ms applies to tl;
Compute Execution Time => 8 ms 8 ms applies to tl;
YVTProperties::Enforcement Execution Time => 8 ms applies to tl;
YVTProperties::Max Resilience Level => 2 applies to tl;
YVTProperties::Max Jobs Per Valid Exec Time => 2 applies to tl;
] B | ] N .
; | I L
| .
YVT::Enforcement_Time
\ /
Period / Deadline
< ’ i I ) AT [Distribution Statement A] Approved for public release and unlimited distribution.
— 30
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Schedulability feedback (counter-example timeline)

ile Edit Navigate Search Project Run OSATE Analyses Yoloized System Verification AGREE Window Help
= mEFEDIEE RN Y - A0E0 0 BIEe EH HH-1-1-1"] Qv vl v i vty

#AADL Navi = @ AADL Diagr =2 | =default.aadl @ default_testl i Instance.aaxl2 @ Web Browser =

B% ¥ (

& | file:///home/dionisio/osate-test/workspace/YVTTest/instances/Failed-Schedule.svg
@ YVTTest

= Referenced Projects
» = Plug-in Contributions
» B default.aadl
v&instances
rindefault_test1_i_Instance.aaxl;
Ematlabscript.m
» 2YVTProperties.aadl

000000°0

tl

¢ oouosz vy T

! Problems = } O Properties ™ AADL Property Values

1 error, 0 warnings, 0 others

Description Resource Path Location
~ o Errors (1 item) : :

= : Not Schedulable default_test1_/YVTTest/instances Unknown
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Physics Verification (1)

Plant Model

system implementation quadrotor.i

annex matlab {**

o\°

Note:

o® o° 0O o

o o©°

o\°

m = 0.8;

L = 0.33/2;
Jx = 0.005;
Jy = 0.005;
Jz = 0.009;
g = 9.81;

**};

end quadrotor.i;

% Quadcopter:

o o° o© o° o o©

mass (Kqg)

Date:

arm length (m)

inertia seen
inertia seen
inertia seen
acceleration

at the
at the
at the
due to

09/04/18

% Generic Quadrotor X PX4 Parameters
no integrator

rotation axis.
rotation axis.
rotation axis.

gravity m/s”"?2

Quadrotor Example - Invariant Ellipsoids - version 1.1
Author: Raffaele Romagnoli

xx v: the equilibrium point due to the gravity force is considered

Linearized Dynamics + LQR controller

(Kg.m"2)
(Kg.m"2)
(Kg.m"2)

Carnegie Mellon University
Software Engineering Institute
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Physics Verification (2)

Controller Model

thread implementation controller thread.quadrotor controller?2
annex matlab {**

$Q@output:positionok, orientationok, velocityok, angularok, livenessok

$@input:reboot period secs
%% LQR Controller
Q=50*eye (n) ;
R=100*evye (p) ;

[K hat,S,E] lgr (hat sys,Q,R);

¥
end controller thread.quadrotor controller2;
process implementation controllers.i

subcomponents
tl:thread controller thread.quadrotor controller2;

t2:thread controller thread.i;

connections
cl: port transfer->tl.transfer;

properties

YVTProperties: :Reboot Period Secs => 180 ms applies to tl;

end controllers.i;

Carnegie Mellon University G_b COLUMBIA UNIVERSI
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Physics Verification (3)
Proven properties / Safe ellipsoids

File Edit Navigate Search Project Run OSATE Analyses Yoloized System Verification A
File Edit Mew |nsert Tools Desktop Window Help File Edit Wiew Insert Tools Desktop Window Help L]
g SEE D IEREN? /Y -inawOiiBEiOVidfis saauQvidyvitivivooDade|a/08| 3 NESde 2|08 kE
“AADL Navi = & AADL Diagr =8 = default.aadl = @ Web Browser | ) | o _——T=—_
& = process CONLIoLLers | | 2T
a Sl features 08 0.4
va2YVTTest transfer: in data port TransferData; 2l 0.3t
= Referenced Projects end controllers; Z: 02
: : : <[ 0.1t
» =Plug-in Contributions S process implementation controllers.i ol i i ol 1 I\
» 2defaul dl subcomponents o '
= default.aa tl:thread controller thread.quadrotor 0Lr
v&=instances t2:thread controller thread.i; 4 0.2
. connections 061 ' ’ e
» ndefault_test1_i_Instance.aaxl cl: port transfer->tl.transfer; sl N ~ 0.4
_ . i} properties S -0.5
@ Failed SChedUle‘SVg YVTProperties: :Reboot Period Secs => ] ' . ‘ ‘ ‘ ‘ . . = : :
# matlabscript.m -- Unschedulable parameters 1 e 0 e * 06 -04 02 0 02 04 06
. . Priority => 2 applies to t1;
> BYVTProperties.aadl Period => 20 ms applies to t1; | Figwe3d ool g 4 000)|
o bl E . E l Ee BT Wer Deed Moob (e Ghen EED > File Edit View |nsert Tools Desktop Window Help ¥
1 1 | e - = . = = = =
#. Problems ‘ Properties ® AADL Property Values n@ae|a|0a|s» = NEWds|B|08 »E
1 error, 0 warnings, 4 others
Description Lar e ol N
v @Errors (1 item) 1t 3 /
@: Could not prove velocityok sl 2r
. . 1t |
v i |nfos (4 items) . |
I I \ ol ! \
s :angularok Proven Successfuly \ | Ll |
4 : livenessok Proven Successfuly T NS 2l __-
4 : orientationok Proven Successfuly 1 . 4 3t N 74
4 : positionok Proven Successfuly 1s) o - ar T
é -1I.5 5. -OI.S [; G.IS ‘i 1:5 I2 Iﬁ ;1- ‘2 ’5 2I ‘Il é
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Summary and Status (1)
So Far

Control Verification of Software Rejuvenation
« Verified refresh frequency
« Verified control blackout duration
« Verified trajectory tracking
Timing Verification
 Resilience Timing Verification
« Temporal Protection

Protection
« Efficient memory isolation (HV)
* VM+HYV scheduling coordination
« Micro-reboot and persistent state implementation

Verification tool (YVT)
 Architectural model with timing and control models
* Integration of verification algorithms driven by AADL tool (OSATE)
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Summary and status (2)
Looking ahead

System state recovery
« Smart Kalman Filter Initialization
« Multiple checkpoints

Scheduling
« Optimize control actuation update frequency for single setpoint
« Optimize control actuation update frequency for control trajectories

YVT Enhanced Verification Techniques

* YVT already contains some new techniques
more to come:

- Timing verification of control trajectories

Extended Enforcement Techniques
 To explore: enabling trajectories with multiple checkpoints

Verified Transition Target Rejuvenation
* Implementation
* Verified YVT Model

&
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