The Provision of Cyber Manpower
Creating a Virtual Reserve

Major Gregg Curley

Abstract: Cyber manpower demands raise challenges similar to other high-
demand specialties. This article looks at the viability of adapting the manpower
model of the Public Health Service’s Reserve Commissioned Corps to the cy-
berdomain. A reserve paramilitary force could serve interchangeably across the
military and interagency without law of war restrictions, would provide a lower-
cost manpower option than full-time active duty, and could complement—not
compete—with the civilian cybersector. Last, targeted training, education, and
retention could shape this reserve force to meet emerging demands.
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irst Google then Facebook went dark. Netflix, Yahoo, Twitter . . . the top
100 websites became unusable in quick succession. Banks, stores, and hos-
pitals remained online but with degraded capability for a few hours—just
long enough for all of the personal data to be taken. Cell phones became paper-
weights. Power plants started to go offline, and the electricity was intermittent
across the country. Air traffic control was forced to ground flights, ground traf-
fic was brought to a standstill as traffic signals jammed, and mass transit ceased
to function. The economy literally stopped as the New York Stock Exchange
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(NYSE) and NASDAQ Stock Market suspended trading and the banks closed
to prevent a run. The delivery of food and goods ceased and widespread looting
ensued. It was complete chaos.

A coordinated and large-scale, state-sponsored cyberattack, such as the one
outlined above, has the potential to be utterly devastating. The response re-
quires a whole-of-government approach with a mechanism for mobilizing the
best cybertalent in the country and surging talent to a specific problem set.
Such a force should complement the military and be paramilitary in nature
but should source from a broader section of society. The Public Health Service
Ready Reserve Corps provides an adaptable model for the provision of top ci-

vilian cybertalent at a manageable cost.

History of Cyber

Unlike the other four domains (land, sea, air, and space), cyberspace—in all its
forms—is less than a century old and entirely manmade. The Department of
Defense (DOD) played such an integral role in the development of cyberspace,
it would not be a stretch to credit the military with creating the domain. In a
twist of irony, the DOD now has the responsibility of protecting a domain it
helped create but lost control of once it was opened to the public at large. There
are unique aspects of this domain that did not exist in any form 70 years ago.
Understanding the genesis of the cyberdomain will provide context when deter-
mining how to best defend it from malicious attacks or incursions.

The first device to resemble a modern computer was Charles Babbage’s
1834 design for an analytical engine.' Essentially, the analytical engine was a
giant four-function mechanical calculator that utilized punch cards for input-
ting information and was capable of producing printed output. In 1943, during
the height of World War II, a computer was built for the British military.? This
computer, dubbed Colossus, was used to break the codes of the German Lo-
renz SZ40 cipher machine.? Colossus, as its name implies, was enormous—a
by-product of its primitive vacuum tube technology.* Colossus and its vacu-
um tubes were characteristic of the first generation of computers, developed in
1937-46. Between 1947 and 1962, vacuum tubes gave way to transistors, and
the second generation of computers was born. Second-generation computers
had programming languages, memory, storage, and printing capabilities. Later,
transistors ran their course and the integrated circuit ushered in the third gen-
eration of computers, spanning 1963—present.” However, cyberspace required
one more crucial development that did not materialize until two decades after
third-generation computers first appeared—the internet.

The history of the internet is also relevant to developing an understanding
of the cyberdomain. With the development of the computer came the desire to

transmit and receive information between computers. In the 1960s, the Cold
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War forced the U.S. military to develop solutions for sharing information in the
event of a nuclear attack. One of the solutions was the Advanced Research Proj-
ects Agency Network (ARPANET). ARPANET functioned like an archaic ver-
sion of today’s internet, but access was highly restricted—only the DOD and
select contractors had access. A universal language for communicating among
computer networks was developed—the Transmission Control Protocol/
Internet Protocol (TCP/IP). On 1 January 1983, ARPANET officially adopted
the TCP/IP language, and the internet was born.® The technological progress
from the 1983 birth of the internet to the present is utterly mind-boggling.

Today, our technology has surpassed the then-futuristic wireless flip phones
portrayed in Star Trek, there are justified concerns that Russia influenced elec-
tions in the United States using cybercapabilities, and autonomous vehicles
will soon be commonplace.” The DOD’s cyberstrategy explains, “We live in a
wired world. Companies and countries rely on cyberspace for everything from
financial transactions to the movement of military forces.”® Millions have virtu-
al presences via social media, virtual currency supports online commerce (i.e.,
Bitcoin), and the internet impacts issues of sovereignty, defense, transportation,
human rights, commerce, and law. The internet permeates almost every facet
of modern life.

The year 2000 provided a sobering waypoint illustrative of how intercon-
nected the world has become and how important this domain is to our everyday
lives. In the late 1990s, the United States mobilized to address a cyberthreat:
the Y2K bug. When early computers were programmed between the 1960s
and 1980s, they were programmed with only two digits to represent the year.
The fear was that 1 January 2000 would cause significant problems in various
fields such as transportation, energy, and banking as computer systems would
incorrectly interpret the date as 1 January 1900 versus 1 January 2000.° This
interpretive error was known as the Y2K bug. In response to this threat, the
president formed a commission for Y2K conversion and civilian companies un-
dertook significant reprogramming efforts.!® While the fears associated with the
Y2K bug never materialized, were overblown, or were avoided through diligent
efforts, the Department of Commerce estimated the total cost of preparing for
the Y2K bug at $100 billion."" In the ensuing 17 years, the level of intercon-
nectedness, as well as the importance of the internet, has increased by orders of

magnitude.

Cyber and the Military

Cyberspace was only formally recognized by the DOD as the fifth warfighting
domain in 2005."2 Air Force Lieutenant Colonel David T. Fahrenkrug, in his
study titled “Cyberspace Defined,” wrote that cyberwarriors “will be the recog-

nized experts who understand the principals [sic] and techniques for conduct-

Curley

Vol. 9, No. 1

193



MCU Journal

194

ing combat operations in cyberspace so that the [DOD] can deliver sovereign
options for the defense of the United States of America and its global inter-
ests.”"? Because of the resources and lack of regulation that other nation-states
and nonstate actors have, the DOD and the greater interagency need to be able
to train, equip, and maintain a sufficient number of cyberwarriors to control
and ideally dominate this domain. Raising and maintaining a skilled cyber-
force is challenging, as the military is competing with the private sector, the
training pipeline is extensive, and the work is highly specialized and technical.
Additionally, the culture of the military and the modern technology worker
are not wholly compatible. For a variety of reasons, traditional surge options
(i.e., contracting, traditional reserve forces, internal sourcing, etc.), individually
or combined, are suboptimal. The United States needs a cyber-specific ready

reserve—a Virtual Reserve.

Defending a Domain

The DOD has identified three primary mission sets for its cyberwarriors: “[1]
defend DOD networks, systems, and information; [2] defend the nation against
cyber attacks of significant consequence; and [3] support operational and con-
tingency plans.”'* To accomplish these three missions, the DOD will dedicate
6,200 personnel, divided into 133 teams sourced from across the Services.”” An
additional 2,000 cyberpersonnel will exist in the reserve forces.'® On 24 Octo-
ber 2016, all 133 teams reached initial operating capability with approximately
5,000 trained personnel."” Initial operating capability means “all Cyber Mission
Force units have reached a threshold level of initial operating capacity and can
execute their fundamental mission.”*® The full cyberforce will be mission-capa-
ble in 2018."

The 133 cyberforce teams are provided by the various Services: 39 from
the Air Force, 41 from the Army, 40 from the Navy, and 13 from the Marine
Corps.” These Service-sourced teams are task-organized to achieve the cyber-
mission. Within that construct, there are 13 national mission teams, 68 cyber
protection teams, 27 combat mission teams, and 25 support teams. The national
mission teams defend the United States and its interests against cyberattacks of
significant consequence.” These teams are tasked with developing intelligence
and warning capabilities, partnering with the interagency to defend the United
States in cyberspace, sharing information with the Department of Homeland
Security, and accessing and improving the United States’ deterrence posture.”
Each national mission team consists of 64 personnel.”? Cyberprotection teams
defend priority DOD networks and systems against threats.?* Each cyberpro-
tection team consists of 39 individual team members, and each team will be
task-organized specifically for a given mission.” The 27 combat mission teams

provide support to geographic combatant commands by generating integrated
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cyberspace effects in support of operational plans and contingency operations.*
Each combat mission team is made up of approximately 60 personnel.” The
remaining 25 teams are support teams that provide analytic and planning sup-
port to the national mission and combat mission teams.*® Each support team

consists of 39 individuals.?

Description of the Problem

When it reaches full operational capacity, the DOD will have a cyberforce
equivalent to one and a half cyberbrigades; with the reserve capacity there will
be two brigades or a similar-size entity.” This is the force that is required to
sustain current operations—there is no built-in reserve capacity. Developing,
maintaining, and training this force poses some unique challenges. The size
and complexity of a cyberattack could quickly overwhelm the United States’
cybercapability. Sustaining a two-brigade-size force of highly skilled, technical,
and in-demand servicemembers is a difficult task. Sustainment of the force is
imperative given the power parity in this domain; one hacker with an internet
connection can potentially inflict more damage on the United States than the
entirety of some nations’ traditional militaries.

Cyber is a new domain. As the DOD’s cyberteams are building to full oper-
ational capacity, now is the time to look to developing an effective and efficient
bank of human capital that can be mobilized. Such a pool of talent is required
to deal with contingencies in three distinct circumstances: sustained operations,
specialized mobilizations (e.g., the Ebola outbreak and Stuxnet), and mass mo-
bilizations (e.g., World War II and Vietnam).

Mobilization

Mobilizing military forces generally follows three macro models: sustained, spe-
cialized, and mass mobilization. These three methods and the attendant cyber-
component are analyzed to establish a baseline and identify weaknesses within

the current cyberconstruct.

Sustained Operations

The DOD has identified issues related to sustaining the current force: (1) Cy-
berprofessionals possess a highly specialized skill set requiring both an aptitude
for the work and extensive training; (2) individuals with the required skill sets
are in very high demand in the civilian sector; and (3) the Services have started
to take targeted measures to retain and attract proven talent in this area. Ashton
B. Carter, then secretary of defense, stated in a speech, “Military leaders have
long complained that it is difficult to attract and keep cyber professionals in
the services because they can make far more money in private industry.”' Issues

with sustaining operations in the cyberdomain boil down to manpower, partic-
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ularly staying competitive with the civilian marketplace and providing the right
balance of incentives and retention techniques to maintain a competent force.

The military must compete for personnel with the civilian sector. When-
ever changes to military retirement, pay, and/or benefits are analyzed, one of
the most important metrics is the competitiveness of the total package with
the civilian sector. A military consisting of only those servicemembers that are
incapable of marketing their skills in the civilian sector would be a hollow and
ineffective force. In high-demand specialized fields, the incentives must be great
enough to attract and retain a critical mass of highly competent individuals
that, while they could have lucrative civilian careers, choose to serve instead.

The fields with civilian analogues (e.g., pilots, lawyers, doctors, and now cy-
ber) are fields where additional incentives and retention techniques are required
from time to time to remain competitive with the civilian sector. For instance,
the Services are authorized to offer doctors entry-level commissions ranging
from the 0-3 to the 0-6 level.** To ensure a steady stream of doctors, health
scholarships are offered across the Services.* Military pilots, who benefit from
very expensive government-funded training, incur longer service obligations to
ensure full recoupment of the government’s investment, whereas doctors’ initial
obligations can be shortened to two years to entice them to join.** Bonuses are
paid to high-demand military occupational specialties.’® Promotion precepts are
utilized to quickly fill vacancies in undermanned specialties and school incen-
tives are provided as reenlistment bonuses.* Lateral moves from one military
occupational specialty to another are used to generate middle management in
fields with critical shortages.” Generally speaking, these and similar strategies
allow for the forces to appropriately shape military manpower. The success of
these programs is reflected by the fact that, after 16 years of war, the United
States still possesses an all-volunteer force; the stop-loss policy ended almost 8
years ago and there has not been a draft since Vietnam.*

A current example of employing these various manpower-shaping tools is
reflected in the Air Force’s approach to its pilot shortage. Proposed solutions to
this crisis include lobbying the Federal Aviation Administration to increase the
number of flight hours before military pilots may be hired by civilian airlines,
offering bonuses, increasing aviation pay, liberalizing awards, and allowing re-
turn to active duty opportunities.” While the cyberforce will ultimately num-
ber around 6,200, reaching that initial number has required use of some similar
strategies. There is not an abundance of personnel with the required skill sets
that the U.S. government could turn to in a national emergency at a reasonable
price.

The military must source its cyberwarriors from the greater population.
This is a daunting challenge as the U.S. cybersecurity job market is expected to
grow from $75 billion in 2015 to $170 billion in 2020.“In 2016, more than
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200,000 cybersecurity jobs, in all sectors, went unfilled and job postings in-
creased 75 percent during the previous five years.* To open the aperture world-
wide, there is a projected shortfall of 1.5 million cybersecurity jobs.* It is clear
that the demand for cybersecurity professionals has outstripped the supply. Ba-
sic economics dictate these market inefficiencies will pose challenges for the
buyers in a seller’s market—and the U.S. government is a buyer.

The Bureau of Labor Statistics (BLS) lists the annual median salary for
an information security analyst at $92,600.” By comparison, a 10-year gun-
nery sergeant (E-8) receives a total regular annual military compensation of
$94,966.% An E-4 with four years in service (the end of an enlistment) sees total
regular military compensation of $50,746.” If the basic allowance for hous-
ing is removed from the equation—assuming the servicemember is required to
live in the barracks—the annual compensation package drops to approximately
$37,000.% Leaders have recognized this: “For troops who are trained in cyber
security, six-figure salaries will be easy to find in the civilian job market—and
the services know that money will be one important element of retention. For
example, the Marine Corps has set aside 16 percent of its total retention bonus
budget for targeting its small but growing cyber force.”

While the compensation is not particularly competitive, especially at the
lower ranks, the military does have a few advantages over the civilian sector.
The military will provide training and education, whereas the civilian sector
will generally expect a viable skill set prior to hiring. The military can provide
money for college, food, shelter, tax advantages, travel opportunities, and health
and dental insurance. There is also the ever-present pride that comes from serv-
ing. The military has already conceded to lawmakers that competing for talent
with the civilian sector on the basis of pay alone is futile: “We are not going to
compete on the basis of money. Where we're going to compete is the idea of
ethos, culture . . . that youre doing something that matters, that youre doing
something in the service of the nation.”* These inherent competitive advan-
tages to military service may be sufficient to generate and maintain a force of
6,200, but the drawbacks attendant to service, such as deployments, constant
moves, danger, and Service standards, coupled with the lure of lucrative civilian
options, will siphon off a large amount of talent and pose significant barriers
to quickly increasing the force size. Cloaking service in the flag will only go so
far. There are already indications and warnings that the current way of doing
business will be inadequate vis-a-vis cyber manpower, as then-Secretary of the
Air Force Deborah Lee James states: “We've made progress over the last year
or two, but it’s not good enough. We need to do more, to be open to different
ways of bringing people on and retaining people so we can bring the best and
brightest into our ranks.”*

DOD leaders have proposed a variety of strategies to gain and maintain

Curley

Vol. 9, No. 1

197



MCU Journal

198

parity with civilian-sector cybercompetence. Secretary Carter proposed colonel-
level direct commissions for cyberwarriors, and the Air Force is exploring
changing physical fitness standards for cyberpersonnel.”® The Marine Corps is
considering allowing cyberwarriors to bypass boot camp—a rite of passage in
this Service.’! The Marine Corps also will allow cyberwarriors to stay in the
cybermilitary occupational specialty.” To civilians, each one of these initiatives
appears to be a relatively innocuous force-shaping measure; however, each one
runs counter to the culture of the Services. Many uniformed servicemembers
were indignant over these proposed changes.*

The potential negative impacts to morale of favorable treatment afforded
to cyberwarriors should not be underestimated. Napoleon Bonaparte famously
stated, “There are only two forces in the world, the sword and the spirit. In the
long run the sword will always be conquered by the spirit.”>* When building
our cybersword, it must be done in such a way that does not weaken the overall
military spirit. During the course of building the cyberforce, Lieutenant Gener-
al Gina M. Grosso, deputy chief of staff for Manpower, Personnel and Services,
U.S. Air Force, states, “How much brawn does the military need, and how
much intellect? I think about a cyber warrior. Do I care what a cyber warrior
weighs? Do I care if he can run a mile and a half in 12 minutes?”> If the goal is
to build a cyberforce, the answer is no, the Air Force should not care. If the goal
is to build an armed force with an integrated cybercomponent—because of the
impact on morale and unit cohesion—the answer is yes, the Air Force should
care quite a bit. Favoritism for one specialty can only be pushed so far before
the rank and file will bristle at the disparate treatment for similarly situated in-
dividuals (e.g., Air Force E-4s from different occupational fields). The incentive
scheme for an infantryman or a pararescue airman will quickly become inad-
equate if a cyberwarrior in an air-conditioned building can receive better pay,
education benefits, and promotion opportunities while not shouldering similar
personal risk or having to maintain typical military standards.

Culture and morale concerns are by no means limited to the Air Force. As
the Marine Corps’ mantra states, every Marine is a rifleman. While a pithy say-
ing, because every enlisted Marine attends recruit training, it is also grounded
in truth. Changing that accession pipeline solely for the cyberfield will strike a
significant blow to Marine Corps culture. Aside from Marines that serve within
Marine Corps Forces, Special Operations Command (MARSOC), all Marines
are required to serve in “B” billets—jobs such as recruiters, drill instructors,
or embassy security—to remain competitive for promotion, reenlistment, and
retention. These changes would strike at the very heart of what it means to be
a Marine. These strategies also run counter to the culture of the Service, erode
morale, and marginalize other specialties. A solution that can satisfy manpower
requirements without negatively impacting morale will be ideal.
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Specialized Mobilization

Certain contingencies do not require the military to grow, but they do require
surge capacity in a specific field. Additional personnel were required to support
the response to the 2014-15 Ebola outbreak in Africa.’ When the civilian air
traffic controllers went on strike during the Ronald W. Reagan administration,
military air traffic controllers were brought in to keep civilian airlines flying.””
In the wake of Hurricane Katrina, the Army Corps of Engineers had a massive
response to the relief efforts.’® There is no such surge capability in the cyber-
community. Offensive cyberattacks will become more numerous and complex,
requiring more specialized manpower in the future. Any internal solution that
does not come with additional manpower and funding represents an opportu-
nity cost; the Services must make cuts elsewhere to resource the cybermission.
The 133 cyberteams are all being used on sustainment missions.”” Any emergent
requirements will necessitate degradation to sustainment, contracting costs, or

training additional personnel—all of which incur costs and delay.

Mass Mobilization
Mass mobilization of U.S. forces has not taken place since World War II. In
assessing the capability for a mass mobilization, current assets, domain-specific

surge strategies, and stop-gap measures must be assessed.

Existing Resources

If the hypothetical horde was to ride over the hill tomorrow and the United
States was required to mobilize, the military would grow shockingly fast. In
World War II, the Army alone grew from 174,000 to 11 million soldiers in
the span of six years.® Such a proportional mobilization today would mean
the Army would go from 541,000 to 34.2 million soldiers. Given modern so-
cietal norms, females would most likely be required to register for the draft,
significantly increasing the pool of people eligible for military service compared
to World War II. While a mass mobilization can occur relatively quickly, the
United States will not blindly add manpower and capacity. The government has
substantial mechanisms in place that allow for intelligent mobilization. Even
in the direst of situations, the United States will not conscript doctors to pull
triggers, linguists to sweep for improvised explosive devices, or pilots to captain
submarines—that is ineflicient, ineffective, and a losing strategy. When explor-
ing the viability of creating a cyber reserve, it is informative to understand the
various mechanisms the government will employ if an intelligent mobilization

is required.

Ground Forces

In a massive mobilization, the standing military would be quickly augmented
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with the reserve forces. The Army Reserve is 202,000 strong, and the Marine
Corps Reserve boasts 39,200 members.® The Army also would nationalize the
National Guard, which would instantly add another 350,200 to the rolls.®
With these mechanisms alone, the size of the standing army could more than
double overnight. These forces are already trained, equipped, and organized
into units.

For additional instant manpower, members of the Inactive Ready Re-
serve—"a manpower pool consisting mainly of trained individuals who have
previously served in [active component] units or in the [selective reserve]”—
could be called up.®® Military members who have retired could be called up
with a mobilization of the retired reserve.®* As was done in World War II, the
curriculum at the Service academies and Reserve Officers’ Training Corps could

be truncated to provide additional entry-level officers.®®

Naval Forces

Naval forces would be increased in a fashion similar to the ground forces, call-
ing on all components to activate and then relying on conscription for new
recruits. Additionally, the Coast Guard would transfer from the Department
of Homeland Security to the Department of the Navy.® An additional resource
pool would be the Coast Guard Auxiliary.”” The Merchant Marine also would
be nationalized under the Department of the Navy to provide shipping and
transport capacity.’® For ships, the Reserve Fleet—retired warships—could be
returned to service appreciably faster than building new ships. The Reserve
Fleet consists of 46 vessels that the United States keeps in “mothball” status in
the event there is a national emergency.®” These ships are kept in various stages
of maintenance. Additionally, there is a 99-ship National Defense Reserve Fleet
(NDRF)—commercial vessels that sit at anchor and are kept ready for military
use as troop or cargo transport.”’ As with the Reserve Fleet, these ships could
be pressed into service appreciably quicker than building or requisitioning new
ones.

Growing the U.S. Navy through reserves will take longer than growing the
ground and air forces through reserves due to the different hurdles they must
overcome. Even mothballed ships would require time before they could be re-
certified and activated. To compensate for lack of sea duty time, active duty
crews would need to be paired with reservists, and the crew as a whole would
need to pass their certification. Even with the domain-specific lag times asso-
ciated with mobilization, the U.S. Navy would still outpace other nations in
growing the size of the force. The Navy is the most powerful blue-water navy in
the world.”" Because the Service will start from a position of advantage and has
such programs as the Naval Reserve, the Reserve Fleet, and the NDRE, the U.S.

Navy would maintain a significant competitive advantage relative to potential
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adversaries. Mobilizing the full might of the Navy’s reserve options would be
a massive undertaking that would only be initiated if a conflict were against
an adversary that boasted a formidable blue-water navy and the conflict had a
long projected duration—otherwise mobilization would be a waste of time and

resources.

Air Power

The Air Force will quickly augment with members of the Air Force Reserve and
the Air National Guard. The Civil Air Patrol (the Air Force Auxiliary) would
see its civilian mission expand.”” For assets, the Air Force has the Civil Reserve
Air Fleet (CRAF). The CRAF is a fleet of civilian airliners that can be pressed
into national service in a time of war if the military’s airlift capabilities are in-
adequate. The federal government also contracts with civilian airlines directly
for troop transport.”? Similar to the Navy, the Air Force maintains a mothballed
fleet.”4 This fleet is located at Davis-Monthan Air Force Base, Tucson, Arizona,
and contains assets that can be updated, refurbished, or fixed relatively quickly
and pressed into service if required.”” Each of these mobilization options capi-

talize on existing trained manpower and equipment.

New Resources
The military would need to martial new resources in the event that a major

mobilization were needed—both materiel and manpower.

Materiel

One of the United States’ greatest assets is its economy. The military-industrial
complex would be expected to satisfy the need for additional equipment. In
World War II, American industry was able to successfully construct a troop
transport ship in just four days.” Today, the U.S. economy is the largest and
most powerful in the world. The size and breadth of the country ensures it has
ample supplies of natural resources and power required for manufacturing. The
nation’s economic might is so great that a tank factory is kept running, not
because more tanks are needed, but to ensure that if tanks are needed they can
be produced without the delay of having to retool a factory and relearn the lost
manufacturing skills.”” The U.S. economy, under most conditions, is capable
of out-building, out-resourcing, outspending, and outlasting our military en-

emies.

Personnel
Such a large-scale mobilization would also require personnel. Enlistment waiv-
ers would become both more lenient and more prevalent. Additional new man-

power would be added through conscription. Congress would pass legislation
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authorizing a draft.”® Once the legislation is passed, the Selective Service will
activate its reserve officers and a lottery will start drafting registered individu-
als.”” A draft would require a significant catalyst to become politically palatable;
however, if conditions necessitated one, a draft would provide a substantial
influx of personnel.

While an all-hands mobilization effort would be effective, there are inher-
ent inefliciencies. By definition, a U.S. military draft is a lottery. The manpower
will increase, but it will not increase in direct proportion to the need in certain
fields (e.g., medical, legal, and cyber). To ensure that a conscripted force is the
most effective it can be, mechanisms need to be in place to guarantee optimized
assignments across all military occupational specialties. In sum, it is not about
the sheer size of the force; how it is shaped is equally important. A force without
sufficient shaping is a horde; a force without sufficient quantity is easily margin-
alized, bypassed, or defeated (i.e., ineffective).

Across the traditional domains, the United States has a well thought out
mobilization plan. This smart approach to mobilization is a national security
hedge—it allows for a smaller standing military because a high-capacity mili-
tary is waiting in the wings—and an absolute behemoth can be mustered in a
very short period of time. Given the interconnectedness of today’s society and
potential damage an attack in the cyberdomain could inflict, an intelligent mo-
bilization plan for this domain should be developed.

Select Solutions

Recognizing that a need to quickly increase number and capacity of the coun-
try’s cyberwarriors is a likely contingency, an analysis of select solutions follows:
(1) maintain the status quo, (2) contract any shortfalls, and (3) create a cy-

ber-specific reserve force.

Status Quo
The first and least expensive option is to maintain the status quo. If and when
a situation presents itself that requires more cybercapacity than the United
States can bring to bear, traditional methods of addressing the capability gap
will be utilized. At the entry level, these methods include increased recruiting
incentives, truncated training pipelines, enlistment bonuses, and even direct
accessions. At the force-sustainment level, retention measures include stop-loss
clauses, retention bonuses, promotions, awards, return to active duty opportu-
nities, and schooling. Contracting will be used to address gaps present in the
active force until the active force can recruit, train, and resource the shortfalls.
The drawbacks to maintaining the status quo include the potential for a
drop in morale as cyberwarriors in effect become conscripts through programs

such as stop-loss—where servicemembers’ active duty commitments are unilat-
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erally extended by the government—or selfless sacrifice is subsumed by obliga-
tion garnered through retention incentives so lucrative that freedom of choice
is illusory. In addition to the morale drop in the maintained force, any training
of new troops will have a very long pipeline. The training pipeline will vary
depending on the required skill set; in any event, additional and effective new
manpower could not be applied to the capabilities gap without a significant
lag time. Any required additional capacity that cannot be generated in a timely

manner or maintained long-term within the military will need to be contracted.

Contracting Solution

One option is to contract for cyberwarrior services. In an age where a contract
infantry can be created, a cyberforce could likewise be contracted.® If the Unit-
ed States needs firewall protection for critical infrastructure, programmers for
defense satellites, or countermeasures to corporate contractor espionage—con-
tract it. This has been a solution to bridge manpower and expertise shortfalls
in the past, as James Lisher notes: “[Clontractors were used to support new
weapons systems in [Operation Iraqi Freedom] OIF and [Operation Enduring
Freedom] OEF. The dynamic nature of these contingencies resulted in employ-
ment of new weapons systems before the uniformed Services were manned to
support them. Contractors, again, were used to fill this capabilities gap.”®

Contracting does come with significant drawbacks. These drawbacks are
highlighted by the high-profile leaks of classified information by contractors
Edward J. Snowden and Reality Leigh Winner.®? Granted, this problem is not
isolated to contractors. Then-U.S. Army Private Chelsea Manning released
significant classified material but, generally speaking, there are relatively few
military prosecutions for leaks.® The United States will need to develop better
ways of securing networks and information while also ensuring that control of
the domain is not ceded to the contractors. One way to accomplish this is to
decrease reliance on contractors.

Military contractors in the cyber realm also are subject to limitations placed
on U.S. civilians relative to warfare. Civilians—including contractors—are
barred from conducting offensive cyberattacks because “a cyber network attack
[CNA] is ‘a category of fires employed for offensive purposes in which actions
are taken through the use of computer networks to disrupt, degrade, manipu-
late, or destroy information resident in the target information system or com-
puter networks, or the systems/networks themselves.” CNA is the manifestation
of combat operations in the cyber realm.”® CNAs may only be executed by
uniformed personnel.

At the macro level, the requirement for military personnel stems from the
Tallinn Manual—NATO’s analysis of the law of armed conflict as applied to
the cyberdomain. The 7allinn Manual states in Rule 20: “Cyber operations
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executed in the context of an armed conflict are subject to the law of armed
conflict.”® The law of armed conflict “bestows legal protections as a full-fledged
combatant, which has implications that range from ensuring prisoner-of-war
status under international law to immunity from prosecution in court.”® U.S.
contractors conducting CNAs would be state-sponsored criminals, which would
violate the Geneva Conventions. Violations of the Geneva Conventions would
undermine the entire treaty, potentially expose all of our servicemembers to
terrible atrocities, and would do irrevocable harm to the law of armed conflict.

To comport with the treaty and ensure appropriate legal protections under
the law of armed conflict, DOD policy holds that only uniformed servicemem-
bers conduct certain types of attacks. These operations are considered inher-
ently governmental (IG), which “is defined by the Federal Activities Inventory
Reform Act of 1998 as ‘a function so intimately related to the public interest as
to require performance by Federal government employees’.”® In a military con-
text, IG functions include: “plan[ing], prepar[ing], and execut[ing] operations
to actively seek out, close with, and destroy a hostile force or other military
objective by means of . . . employment of firepower and other destructive and
disruptive capabilities.”®® Offensive network attacks are specifically listed as a
planned use of destructive combat capabilities under Department of Defense In-
struction (DODI) 1100.22, Policy and Procedures for Developing Workforce Mix.®
This construct is problematic when a force is mixed military/contractor. A mil-
itary member must be the one to carry out the attack.

It makes sense that if the U.S. government is waging war on another sov-
ereign or entity, the individuals conducting the actions should be a part of that
government. As the DODI 1100.22 states, “The U.S. government has exclusive
responsibility for discretionary decisions concerning the appropriate . . . use of
destructive or deadly force on behalf of the United States.”” This retention of
responsibility stems from the high-stakes life-and-death nature of warfare, lia-
bility for destruction and damage, and the critical national interests implicated
by combat operations.”” To ensure appropriate decisions are made, decision-
making authority may only be delegated to military commanders; military
commanders are held accountable for their decisions, they receive extensive
military training, and they are held responsible for the training and readiness of
their force.”” The government can exercise limited control over contractors with
the only recourse short of criminal action often confined to economic measures:
cancel the contract or withhold payment(s).

Cyber would not be the first area in which the government has turned to
contracting to fix an emerging need. Contracted cooks, security, sanitation,
billeting, and linguists have been and currently are a pervasive presence in Af-
ghanistan. However, the cyberdomain poses special challenges to contracting.
As James R. Lisher II points out in an article for the Journal of Contract Man-
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agement: “In the past, the DOD faced similar challenges using contractors to
fill emergent personal security and interrogation needs following the launch
of Operation Iragi Freedom. The DOD must not rush to fill cyber capability
gaps without doing a proper manpower analysis to prevent the outsourcing of
inherently governmental functions.”” To the extent the government contracts
for cyberservices, a careful analysis of specific missions and functions must be
conducted to ensure compliance with the law of armed conflict, policies, and
directives.

Another drawback to contracting stems from the fact that many cyber issues
are new, unique, and require a time-sensitive response. It is nearly impossible to
contract for services and capabilities that are undefined until they are needed.
Take for instance the Mine-Resistant Ambush-Protected (MRAP) tactical vehi-
cles of OIF and OEF vintage. At the start of those conflicts, the thin-skinned
High Mobility Multipurpose Wheeled Vehicle (HMMWYV) was the tactical
vehicle of the Services. A procurement program for an up-armored, V-hulled,
desert-combat vehicle would have been summarily rejected in 2000. Howev-
er, by 2005, as the enemy employed improvised explosive devices, it quickly
became apparent that HMMW Vs were a liability. Once the need was iden-
tified, an up-armored, V-hulled, desert-combat vehicle was quickly designed,
procured, assembled, and delivered—the MRAP. The MRAP, a solution to
an unanticipated need, became a model for expedited government procure-
ment.”

Last, contracting is an expensive option. While the legacy costs in con-
tracting are not a concern for the government, contractors will require more
up-front money to compensate employees for this risk. Additionally, the more
dire the need, the more the cost; this is basic economics. Contractors cannot be
deployed anywhere strictly by executive fiat like the military—companies must
entice them, and they do so with money. These financial considerations would
render a contracted cyberforce an expensive option—an option that still may
not be able to generate real-time effects for unanticipated cyberthreats or legally
conduct the types of operations needed, all while simultaneously exposing the
United States to a higher information-security risk. Undoubtedly, some con-
tracting will be required, as it always has been in warfare. However, a more ro-
bust government cadre of skilled cyberprofessionals needs to be readily available
to address emergent threats. Avoiding a foreseeable overreliance on contracting
will provide more sovereign options to the United States while enabling the

United States to be proactive in its cyberstrategy rather than reactive.

Reserve Capacity
The United States could increase the capacity of DOD and interagency cyber-

warriors through a specialized reserve force. Reserve forces have their genesis
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in the military medical community. Prior to the Spanish-American War, the
military retained enough doctors to satisfy the peacetime mission. During the
war, the Army turned to contracting the capability. However, drawbacks to con-
tracting physicians quickly became evident—most notably the lack of flexibility
with regard to where and under what conditions they would work. The solution
to this problem was to offer reserve commissions to physicians who agreed to
be activated in a time of war. This part-time construct for gaining and main-
taining qualified personnel was so effective that it morphed into today’s Army
Reserve—a force of approximately 450,000.”

Reserve forces, because they are on a retainer, are significantly less expensive
than standing armies—some estimates quantify activated reserve forces at only
80 percent of the cost of active duty servicemembers. The reductions in cost are
mostly attributed to reduced retirement obligations and reduced support costs
(e.g., schools, housing, etc.). The reserves provide unique levels of experience
and maturity that members acquire in the civilian sector. The greatest advantage
to such a reserve force is the ability to shape the expertise contained within the
force for a relatively low cost. If more network professionals are needed, offer
scholarships in this field in return for a Service commitment. If the technology
is changing, take high performers and send them to specialized schools. Offer
bonuses in high-demand areas, recruit specific skill sets, or offer direct commis-
sions to attract the talent necessary. As covered when addressing manpower, a
variety of incentives can be used by the U.S. government to build and shape the
force when it exists in a reserve capacity.

The drawback to a traditional reserve force is that it would require mil-
itary standards—difficult for some of the more desirable cyberwarriors. For
example, it is unlikely regulation haircuts and cybersecurity skills are positive-
ly correlated; however, the requirement for regulation haircuts may be nega-
tively correlated with recruitment. In the cyberdomain, typing speed is more
important than foot speed. A great cyberwarrior may be paralyzed from the
waist down—currently that recruit would not be eligible for military service.
There are other physical, mental, and training standards that are necessary for
a traditional kinetic force that may be counterproductive to developing and
maintaining a cyber-specific force. Doing away with some of the standards for
one specific subspecialty is anathema to the military culture—the traditional
reserve forces are subject to this constraint. This culture clash is represented
by comments made by the commanding general of Marine Corps Forces Cy-
berspace Command: “You can let them in with purple hair but we’re going to
shave it off anyways and plug up whatever holes [piercings] they have if they’re
smart enough.”® The problem is if the purple-haired cybergenius is in fact smart
enough, there are sufficient civilian opportunities that are more lucrative and

will not require them to shave their head and plug their holes.
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Reserve military service within the interagency is not very seamless. Bil-
lets must be created, funding dedicated, and manpower applied. Every reserve
member that is provided to another entity is one less that the unit can utilize to
accomplish its primary mission. A reserve cyberunit would rightly demonstrate
institutional inertia with respect to fragmenting the force and distributing it
across the interagency. Additionally, military members are specifically prohib-
ited from conducting certain activities (law enforcement), and congressional
appropriations with specific earmarks further limit interoperability of a military

force.

Proposed Solution
A hybrid of the three options provides the best solution. The standing cyber-
force needs to remain competitive across the board. The force must be contin-
uously shaped and honed. If a requirement emerges that necessitates a surge in
cybermanpower, the traditional methods of incentives, training, and compul-
sion should be employed to organically grow both force and capacity. Special
cyber reserve units will provide additional cybercapacity while also serving as a
low-cost means for retaining trained personnel whose active duty commitments
have been fulfilled. Contracting should be utilized to supplement the active and
reserve forces and to bridge any capability gap while buying time for the military
to increase capacity. All three options are currently being pursued in earnest;
however, an additional nuance—a nonmilitary specialized reserve cyberforce—
should be added to the mix to maximize capability while minimizing cost.
A specialized reserve force should be created that provides a low-cost non-
military option for sourcing some of the best talent in the cybersector. Such a
force already exists in the medical community. In addition to military active
duty, reserve, and contracted medical personnel, a complementary nonmilitary
specialized reserve exists to supplement the medical field across the interagency:
the Public Health Service. This effective model can be adapted to cyberwar-
fare and will address the remaining drawbacks of the current three-pronged

approach.

The Public Health Service Model

An existing model could be adapted to provide cybermanpower. The Reserve
Commissioned Corps of the Public Health Service, a paramilitary organization,
provides the United States and the interagency with a bench of qualified man-

power, at a lower cost, and without the legal restrictions of contractors.

History
An Act for the Relief of Sick and Disabled Seaman was signed into law by Pres-
ident John Adams in 1798. This law required American ships entering a U.S.
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port to remit a portion of each seaman’s salary on arrival. The funds collected
in this manner were used to create hospitals for sick and disabled seamen and
fund doctors to care for them.”” In 1889, Congtress approved the Public Health
Service (PHS) Commissioned Corps to constitute the uniformed arm of the
Marine Hospital Service. The PHS Commissioned Corps was organized with
rank and authority in the same manner as the military, and the PHS officially
became one of the uniformed services of the United States. The name was short-
ened to the Public Health Service in 1912 and the mission set was expanded to
include sanitation and preventive medicine.”®
Like most government entities, the PHS expanded during World War II. In

addition to doctors, it received authorization to commission nurses, dieticians,
physical therapists, scientists, and public health officers.” Today, the PHS con-
sists of 6,700 uniformed officers.'™ The PHS has responded to a laundry list of
significant events over the past decade:

The [PHS] Corps has deployed to events ranging from terror-

ist events (9/11, Boston Marathon Bombings, anthrax) to nat-

ural disasters (Hurricanes Katrina, Rita, Wilma, and Sandy;

Red River flooding; Northeast ice storms); from humanitarian

assistance (Haiti and Japan earthquakes, Indian Ocean tsu-

nami) to reconstruction and stabilization (Iraq, Afghanistan);

from public health crises (HIN1, suicide clusters on Indian

Reservations) to hospital rescue (Mariana Islands). Over the

past 10 years, the Corps has undertaken over 15,000 officer

deployments in support of nearly 500 distinct missions and

events.!"!

The most recent deployment by the PHS was to provide support to Hurricane
Harvey relief efforts in the Houston, Texas, area.'*?

Section 5210 of the Patient Protection and Affordable Care Act of 2010
established a Ready Reserve Corps within the PHS.'” Functionally, the Ready
Reserve Corps of the PHS is designed to be a low-cost supplement to the active
duty force designed for “service in time of national emergency.”'* This ready
reserve has not been fully implemented; however, the Ready Reserve Corps of
the PHS is the proposed model for low-cost and highly effective cybersurge
capacity because it presents many unique mechanisms that do not exist in the

cyber domain.

Interoperability

While not technically a military Service, the interoperability between the DOD
and the PHS was on full display during the Ebola outbreak of 2014-15. The

105

PHS mobilized and provided rotating 70-man teams for 60-day deployments.

The Provision of Cyber Manpower



The PHS does not have a logistics arm, so the DOD provided that capability,
as Rear Admiral Lushniak explains: “DOD will provide support for the officers,
including billeting, food, water, and other basic living support. DOD construc-
tion of an Expeditionary Medical Support (EMEDS) unit included adaptations
for infection control, plumbing, septic systems, structures for the family visita-
tion centers and behavioral health counseling, and security measures.”'*

The military already has doctors in the Army, Navy, Air Force, and respec-
tive reserve components. From time to time, the military calls on PHS doctors
to provide services, as does the greater interagency. This ability to provide med-
ical surge capacity is valuable, as evidenced by the fact that the PHS is an asset
the United States has utilized for 220 years. The PHS/DOD construct recog-
nizes the requirement for an organic medical capability within the military, yet
provides a complement to the existing active duty and reserve cadre of military

doctors and health support personnel.

Deployability

The PHS is unique in both the United States and across the world. The PHS
“Corps officers . . . can be deployed at a moment’s notice anywhere in the world
to meet the needs of the President and the Department of Health and Human
Services.”!”” Members can be ordered to communicable disease hotspots, mili-
tary conflicts, humanitarian missions, or any place on Earth they are required.
While the mission set of the PHS may be unique, there are nuances to its

manpower structure that make such a format very valuable to cyberwar fighters.

Whole of Government

The PHS primarily supports the myriad programs administered by the Depart-
ment of Health and Human Services; however, PHS also supports the DOD.
Additionally, PHS serves almost interchangeably across the interagency. Cur-
rently, members of PHS serve with the District of Columbia, the Environmen-
tal Protection Agency, the Federal Bureau of Prisons, the National Oceanic and
Atmospheric Administration, the National Park Service, the U.S. Department
of Agriculture, the U.S. Department of Homeland Security Division of Im-
migration Health Services, the U.S. Coast Guard, and the U.S. Marshals Ser-
vice.!”® The ability to plug and play across the interagency is a relatively unique
role within the executive branch and a concept that could be of great value in

certain areas (i.e., engineering, cyber, etc.).

Flexibility
Clearly, PHS serves across the interagency. If the Coast Guard can be said to
live a dual existence (Title 14, law enforcement and Title 10, military), PHS

lives a multifaceted existence. When serving with a different interagency entity,
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PHS members are not subject to the same restrictions as the military. For in-
stance, the military is prohibited under the Posse Comitatus Act of 1878 from
enforcing domestic law. PHS members serving with the Department of Justice
would not be subject to the Posse Comitatus Act, because they would not be
a force specifically prohibited by statute from enforcing domestic law.'” While
the image of doctors enforcing the law might be hard to imagine, a cyberforce
could, and most likely would, be involved in domestic law enforcement; in that
case, the distinction does matter.

Based on the 7allinn Manual, the law of armed conflict applies to actions
in cyberspace.'” The law of armed conflict has significant implications in the
cyberdomain. Members of the armed forces enjoy combatant status, which en-
titles them to combatant immunity and prisoner of war status.'"! Cybercontrac-
tors or civilians who are not members of the armed forces would be classified as
“unprivileged belligerents” and afforded no protection under the law of armed
conflict."* The PHS mission set does not authorize its members to conduct
offensive military operations; however, as a paramilitary organization, if PHS
members were authorized to conduct offensive military operations, they would
be afforded the protections of the law of armed conflict.''® A paramilitary cyber-
force authorized to conduct offensive operations would enjoy the protections of

the law of armed conflict.

Centralized Control

PHS is answerable to the surgeon general. The surgeon general is responsible
for training, equipping, and manning the force. The benefit of having a special-
ized force answerable to one individual is that it promotes unity of effort. PHS
still maintains administrative control over its members when assigned to the
interagency. While interagency PHS members are answerable to the supported
entity chain of command, there are still lines of communication to PHS and

the surgeon general.

Standards

As a uniformed service of the United States, PHS has its own standards and
regulations. For instance, the physical fitness requirements are different from
other Services."* PHS, as a standalone organization, has its own eligibility crite-
ria, award system, and policies. It does utilize sea-service uniforms and military
pay and benefit schemes, but it maintains a distinctly unique service culture.
This culture is very effective in addressing the simple and direct PHS mission:
“protect, promote, and advance the health and safety of our Nation.”'"® The
PHS construct will translate nicely to the cyberdomain—a domain that would

benefit from a similar laser-focused mission.
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Adaptation of the PHS Model to Cyber
A Virtual Reserve modeled after the PHS would have many beneficial attri-
butes. First and foremost, a Virtual Reserve would consist of a small—but not
insignificant—force that can be pressed into service with minimal delay. There
would be no requirement for recruitment or training delays before being able to
instantly use the skill sets of these individuals. Members of the Virtual Reserve
would be subject to orders just as with any other uniformed Service and receive
the benefits and protections of the Uniformed Services Employment and Re-
employment Rights Act of 1994.11¢

Second, no matter how technologically advanced or interconnected the
world may become, the trigger puller will not become obsolete. Relaxing stan-
dards for an occupational field (as opposed to a Service) would create a special
class within a Service that does not have to follow the same rules or live up to
the same expectations as their peers. Such a construct would have a devastat-
ing impact on morale, readiness, and ultimately warfighting prowess. These
concerns would be moot if this special class belonged to a unique nonmilitary
uniformed service with its own homogenous culture, norms, and standards.
Such a service would better navigate the tension between cyberdomain oper-
ational requirements and the available talent pool. The Virtual Reserve could
promulgate Service-specific standards and requirements that ensure the nation
is receiving the correct mix of brawn and intellect in the cyberdomain. Such a
construct would also appeal to individuals in a lucrative career field that feel
compelled to serve without the full commitment attendant to traditional en-
listment or commissioning options. A cybersecurity executive could unlock a
military retirement, health insurance, and benefits while still maintaining a ci-
vilian career. The United States can benefit from that executive’s knowledge and
expertise at a fraction of the cost relative to purchasing it on the open market.

Third, the prohibitions on law enforcement present in the military would
not apply to this service—similar to the Coast Guard. If a criminal cyberinci-
dent of national importance were to emerge, there are no restrictions on the
Virtual Reserve assisting the Federal Bureau of Investigation; the Department
of Justice (DQJ); the Bureau of Alcohol, Tobacco, Firearms and Explosives;
Federal Marshals; or any other law enforcement entity. Criminal cyberattacks
are quite common; just this year, there have been major ransomware attacks
(Wannacry and Petya), leaks (voter records, Cloudbleed), and hacking (Central
Intelligence Agency [CIA], President Emmanuel Macron’s campaign in France,
and the National Security Agency [NSA]).""” The United States must be able to
mobilize a surge capability to help prevent, fix, patch, thwart, and counter these
criminal attacks and then assist in identification, investigation, and prosecution

of the criminal perpetrators.

Curley

Vol. 9, No. 1

217



MCU Journal

212

Fourth, the proposed model comports with the law of armed conflict. A cy-
ber reserve—even if it is generally a nonmilitary force—may lawfully participate
in hostilities and receive protections: “[A] party to a conflict may incorporate
a paramilitary or armed law enforcement agency into its armed forces.”''® The
Tallinn Manual clarifies further that “once such groups have been properly in-
corporated into the armed forces, their members may conduct cyberoperations
to the same extent as members of the regular armed forces.”''” As a uniformed
service of the United States, members of this service component could conduct
inherently governmental functions—including offensive network attacks.

Fifth, such a force may be shaped through all of the aforementioned
manpower-shaping tools. If the force projects a shortfall in programmers, then
tailored recruitment and scholarships, coupled with retention bonuses and lat-
eral moves, would adequately address the capability gap. If top-level IT lead-
ership is lacking, offering direct commissions at the 0-6 level for a Google or
Cisco executive would be an option. High-level direct commissioning in a new
and specialized force that specifically authorizes it would avoid some of the
problems inherent in utilizing the same construct in the established military hi-
erarchy. The message that is sent to a 20-year lieutenant colonel with three com-
bat tours if the Air Force made a civilian Google executive an overnight colonel
would be that the lieutenant colonel’s contributions are not valued as much.
Contrast that with a direct commissioned 0-6 in a reserve cyberentity with spec-
ified policies for specific skill sets within the domain. In that hypothetical situ-
ation, the stated policies would prevent an equivalent morale drop and would
not alienate the rest of the force. It is the practical difference between creating
a GS-15 position versus disregarding Service culture, tradition, and hierarchy.

Sixth, current cybermodels exist in stovepipes. The CIA and DOJ cyber-
teams have significantly different missions than DOD cyberteams. The DOD
is not aware of what the CIA and DOJ are doing unless those entities are task
organized for a specific crisis. Additionally, there is no unity of effort or unity of
command. A Virtual Reserve with a centralized surgeon general-equivalent and
personnel assigned throughout the interagency would facilitate the sharing of
information and best practices. If a whole-of-government approach were need-
ed, members of this Virtual Reserve would be ready-made liaisons with built-in
unity of command/effort.

Finally, the cost of a reserve cyberforce would be much less than a stand-
ing force of equivalent size and capability. The civilian talent pool, including
academia, has the inherent expertise and currency required for success in a free
market. Tapping into that talent pool would generate cost savings over the al-
ternative—training and maintaining an equivalent-size active duty force ca-
pability. The standing support costs associated with an active force would be

avoided; this reserve force would be the same as any other reserve entity from
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the perspective of personnel costs. Additionally, there could be some other cre-
ative cost savings that are unique to the domain. When an internet connection
and a computer are all that are needed to access the domain, crowd sourcing,

teleworking, and various other cost-saving measures become viable options.

Recommendation

The United States should establish a nonmilitary reserve uniformed service that
contains a cadre of highly skilled cyberwarriors. This entity should resemble the
envisioned Ready Reserve arm of the PHS—a cadre of highly skilled medical
professionals that can complement the armed forces” active and reserve medical
personnel but also serve across the interagency. This paramilitary force would
enjoy the benefits and legal protections associated with military service, while
also operating under a unique culture and set of standards that facilitate fielding
the most capable force for mission accomplishment in the cyberdomain. Once
such a force is established, it can be shaped through a variety of incentives to
ensure it has the correct mix of talent, competence, and leadership. This Virtual
Reserve would provide surge capacity when needed by the military for offensive
network attacks or military network defense, while benefiting from the protec-
tions afforded to lawful combatants. Additionally, this force would be equally
adept and employable in combating corporate espionage on behalf of the DOJ,
gathering intelligence for the CIA, or preventing data breaches at the Office of
Personnel Management; essentially, this force would provide support to any
agencies and/or mission sets that the president may direct. The Virtual Reserve
would serve as the cyberdomain’s quick reaction force—capable of being em-
ployed on a national scale without the limitations of contractors, legal liability

of civilians, or encumbrances placed on military personnel.

Conclusion

Regardless of the domain, a trained, skilled, and effective pool of manpower
is required. There is nothing so unique about the cyberdomain that it should
be the exception. Colonel Walt Yates describes this point effectively in his
Marine Corps Gazette article entitled “Affordable and Effective Cybersecurity”:
“[W]e have treated cyberspace as a mystical warfare domain with properties
that are different from three-dimensional battle space. In truth, there are far
more similarities between warfare in cyberspace and three-dimensional space
than there are differences.”'® Similar to the other domains, the cyberdomain
will need the ability to increase manpower quickly and efficiently, but in a man-
ner that takes into account the unique aspects of the cyber domain. The U.S.
government must find a way to cost-effectively capitalize on civilian expertise,
use that expertise interchangeably across the DOD and interagency, and tap

into that expertise very quickly. Accomplishing this will require an entity that
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would be open to a wider talent pool than the traditional military force. In the

health field, that model exists in the Public Health Service’s Commissioned

Corps Ready Reserve; a similarly organized and employed cyber reserve should

be created—a Virtual Reserve.
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