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Major Goals: This project aims to create an open platform, called “OHReST”, involving human-robot interactions

for research and education in the area of mobile networking and security. OHReST is designed to provide an open
platform for both research experiments and education services. The requested equipment can greatly improve the
PI's current ARO project “Traffic Analysis Models for Wireless Mobile Ad Hoc Networks”.

Current research work in mobile networks, are mainly carried out using simulation tools. Mobility control, protocol
and traffic analysis are important factors that can greatly influence research results. Existing MANET testbed
services provide little support on research and education in terms of security, privacy and anonymity performance
of MANET security protocols, and interactions between human and robots.

To address the above-described issues, a set of communication devices, servers, and a spectrum analyzer are
requested to establish a user-friendly open MANET research and education system. A MANET testing platform
based on human-robotic interaction and mobile computing devices will be established to implement privacy and
anonymity schemes based on existing research results. A traffic monitoring system analyzing the dynamics in
communication channels will be established based on fixed and mobile monitoring nodes to provide a MANET
protocol evaluation and verification environment. A cloud-based management system provides researchers the
ability to control the MANET’s mobility in the real mobile and networking environment, where a set of open
interfaces and open source software provides researchers and educators the ability to design and deploy their
experiments through a web-based portal. To facilitate education in the field of MANET networking and security, the
OHReST will be integrated into an existing virtual lab system. Finally, further research initiatives and potentials can
be developed through this testbed environment.

Accomplishments: Based on the DURIP equipment project, OHReST produced three three subsystems:

(1) The experimental MANET is designated to model the behaviors of MANETs under different application
scenarios. The movements of human participants and robots controlled by computers model the network mobility.
We implemented different mobility models in the laptop mounted on robots by either preloading programs or
commanding the robots dynamically. We use WiFi ad hoc network as the communication channel.

(2) The traffic monitoring system is in charge of collecting relevant radio signals from the air channel and extracting
information from the data. It is constituted with a set of monitoring nodes. These nodes are divided into static
monitors and mobile monitors. We choose the Software Defined Radio (SDR) supporting devices as the functional
component on the monitors. Another important part of the traffic monitoring system is a spectrum analyzer. This
device is used to analyze radio spectrum pattern at a more sensitive and accurate level.

Finally, (3) the testbed management system is developed to provide necessary control and monitoring functions to
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the testbed administrator. It also provides remote experiment management service for distant users of the testbed.
In the following sections, we first describe the design of OHReST, and then we present the new research and
educational capabilities that can be implemented by this new design.

The developed system has been used in Pls computer network and security class, allowing students to develop a
traffic monitoring system to track mobile users.

Training Opportunities: During the project year, 2 capstone teams including 8 undergraduate students were
worked in my research group to develop the traffic monitoring system and mobile ad hoc networks based on robots
and their carried laptops. They studied the programming languages C, Java and use them to help establish the
simulation of the MANET.

One PhD graduate had worked with undergraduate students as a mentor to develop the proposed mobile ad hoc
network testbed.

Results Dissemination: The developed mobility models based on Qualnet were put in public domain for other
researchers to download and use. The research work we propagated based on research publications of the
associated main ARO project.
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Abstract: Many anonymity enhancing techniques have been proposed based on packet encryption to protect the
communication anonymity of mobile ad hoc networks (MANETSs). However, in this paper, we show that MANETs
are still vulnerable under passive statistical traffic analysis attacks. To demonstrate how to discover the
communication patterns without decrypting the captured packets, we present a novel statistical traffic pattern
discovery system (STARS). STARS works passively to perform traffic analysis based on statistical characteristics
of captured raw traffic. STARS is capable of discovering the sources, the destinations, and the end-to-end
communication relations. Empirical studies demonstrate that STARS achieves good accuracy in disclosing the
hidden traffic patterns.
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