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Summary of Accomplishments

This nine-month project aims to tackle the following three research issues that are central
to large-scale network inference. These three tasks represent a logical progression in
scope and level of difficulty. Despite the ambitious research agenda with a short
performance period, we have obtained significant results and successfully completed all
tasks. Below we summarize our accomplishments in each of the three tasks.

Task 1: achieving optimal sample complexity with respect to detection accuracy

As the first step, we focus on achieving optimal sample complexity with respect to
detection accuracy under known models. Results and insights obtained in this step serve
as basic building blocks for subsequent steps.

Our technical approach rests on the general theory of active hypothesis testing originated
from Chernoff’s seminal work on sequential design of experiments. When applied to the
problem of anomaly detection, active hypothesis testing sequentially and adaptively
determines where to search based on the current estimate on where the anomalies may
reside. As a result, compared to a passive test that screens the entire search space
indiscriminately, active hypothesis testing significantly reduces sample complexity for a
given detection accuracy.

Under this task, we have developed low-complexity deterministic active inference
strategies that achieve optimal scaling with the required detection accuracy. More
significantly, compared with the randomized test developed in Chernoff’s original theory,
these deterministic policies offer significant performance gain in the finite regime and
considerable reduction in computation, memory, and implementation complexity,
especially when the network size is large. In particular, in [1,2], we tackle the problem in
heterogeneous networks where anomalies manifest differently across a large number of
network components. In [3,4], we adopt an application-oriented objective: minimizing
network-level operation cost incurred by anomalous components. This objective function
captures the varying degrees of criticality of different network components and allows a
general nonlinear dependency of the cost on the time of being anomalous (e.g., the risk
posed by an anomalous component may grow superlinearly with time due to inter-
dependency across components and potential cascading effects in the network).

Task 2: Achieving optimal sample complexity with respect to the network size

In this task, we aim to develop active inference strategies that achieve optimal scaling of
sample complexity in terms of the network size while preserving the optimal scaling with
respect to the detection accuracy. The emphasis is on achieving a sublinear scaling with
the network size.

The key to a sublinear scaling with the problem size is to exploit the hierarchical
structure of the search space inherent to many applications. For example, network traffic
flows can be aggregated based on IP prefix, leading to a tree-structured search space for



heavy hitter and denial-of-service (DoS) and distributed denial-of-service (DDoS)
detection. In computer vision applications such as surveillance by UAVs with limited
battery capacity, sequentially determining areas to zoom in or zoom out can quickly
locate anomalies by avoiding giving each pixel equal attention.

Our first result is on designing nested hierarchical search strategies within the framework
of quantitative group testing [5]. Using DoS detection as case studies, we show that this
nested hierarchical search strategy achieves orders of magnitude of improvement over
two prevailing sampling-based approaches in sample complexity, detection accuracy, and
counter consumption. Our second major result is an active inference policy over a tree-
structured search space [6,7]. This novel policy is asymptotically optimal with respect to
the detection accuracy and order-optimal (more specifically, a logarithmic order) with
respect to the network size. Furthermore, effectively localizing the data processing to
small subsets of the search space, this policy a constant order in terms of computation and
memory complexity as compared with the superlinear order of prevailing approaches.

Task 3: Achieving optimal sample complexity under unknown models

In this task, we consider the case when the stochastic models of both anomalous and
normal components are unknown or only partially known. We tackle the challenging
problem of achieving optimal sample complexity in both detection accuracy and network
size under unknown models.

Our approach is to integrate online learning with active inference to tackle the challenge
of unknown models. In [8], we take a parametric model where anomalous and nominal
behaviors differ in the (unknown) values of certain parameters. In [9], we adopt a more
general nonparametric model where each component can follow arbitrary unknown
distributions that are potentially heavy-tailed. Under both formulations, we develop
order-optimal policies. In addition to detailed theoretic analysis to establish the optimality
of the proposed policies, we also demonstrate the performance of the proposed policy in
intrusion detection applications using real network traffic traces, in particular, the
DARPA intrusion detection dataset that contains 5-million network connections and 4
classes of attacks. The experiment results show orders of magnitude improvement of the
proposed policy over existing methods (see [8]).
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