
© 2018 Carnegie Mellon University
[Distribution Statement A] Approved for public release and 
unlimited distribution.

Current Solutions and Open 

Challenges

Presenter: Bjorn Andersson



2© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Copyright 2018 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Defense under Contract 
No. FA8702-15-D-0002 with Carnegie Mellon University for the operation of the Software Engineering 
Institute, a federally funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be 
construed as an official Government position, policy, or decision, unless designated by other 
documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING 
INSTITUTE MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY 
MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER 
INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR 
MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. 
CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT 
TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or 
electronic form without requesting formal permission. Permission is required for any other use.  Requests 
for permission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.

DM18-0756



3© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Outline
Mechanisms

Mechanisms for a single resource
Cache coloring
Bank coloring
Memory bus guard
Cache locking 

Mechanisms for more than a single resource
Coordinated cache and bank coloring

Analysis
Work-conserving bus
Analysis with bank sharing and more advanced model
Co-runners

Comparing solutions

Unsolved challenges



4© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource



5© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2 Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4



6© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4



7© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4

Virtual address (VA)

Physical address (PA)

Virtual to Physical Address Translation



8© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4

Cache sets for PA 
whose bitX=1 and 

bitY=1

Cache sets for PA 
whose bitX=1 and 

bitY=0

Cache sets for PA 
whose bitX=0 and 

bitY=1

Cache sets for PA 
whose bitX=0 and 

bitY=0

Virtual address (VA)

Physical address (PA)

Virtual to Physical Address Translation

Goal: Make sure that all memory accesses from task 1 go to leftmost cache sets and to the 
leftmost cache sets.



9© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4

Cache sets for PA 
whose bitX=1 and 

bitY=1

Cache sets for PA 
whose bitX=1 and 

bitY=0

Cache sets for PA 
whose bitX=0 and 

bitY=1

Cache sets for PA 
whose bitX=0 and 

bitY=0

Virtual address (VA)

Physical address (PA)

Virtual to Physical Address Translation

Goal: Make sure that all memory accesses from task 2 go to leftmost cache sets and to 2nd

leftmost cache sets.



10© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4

Cache sets for PA 
whose bitX=1 and 

bitY=1

Cache sets for PA 
whose bitX=1 and 

bitY=0

Cache sets for PA 
whose bitX=0 and 

bitY=1

Cache sets for PA 
whose bitX=0 and 

bitY=0

Virtual address (VA)

Physical address (PA)

Virtual to Physical Address Translation

Goal: Make sure that all memory accesses from task 3 go to leftmost cache sets and to 3rd

leftmost cache sets.



11© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4

Cache sets for PA 
whose bitX=1 and 

bitY=1

Cache sets for PA 
whose bitX=1 and 

bitY=0

Cache sets for PA 
whose bitX=0 and 

bitY=1

Cache sets for PA 
whose bitX=0 and 

bitY=0

Virtual address (VA)

Physical address (PA)

Virtual to Physical Address Translation

Goal: Make sure that all memory accesses from task 4 go to leftmost cache sets and to the 
4th leftmost cache sets.



12© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Cache coloring

Mechanisms, Mechanisms for a single resource

Processor 1 Processor 2

Shared Cache

Processor 3 Processor 4

Task 1 Task 2 Task 3 Task 4

Cache sets for PA 
whose bitX=1 and 

bitY=1

Cache sets for PA 
whose bitX=1 and 

bitY=0

Cache sets for PA 
whose bitX=0 and 

bitY=1

Cache sets for PA 
whose bitX=0 and 

bitY=0

Virtual address (VA)

Physical address (PA)

Virtual to Physical Address Translation

We can achieve these goals by setting up the virtual-to-physical translation mechanism. I.e., 
setting up the page table in the OS properly can be used to achieve cache isolation. 
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Execute a special instruction that ensures that cache blocks currently in the cache cannot be 
evicted. 
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We can achieve these goals by 
setting up the virtual-to-physical 

translation mechanism. I.e., 
setting up the page table in the 

OS properly can be used to 
achieve cache isolation. 
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We can assign, for each 
processor, a budget that specifies 
how many memory accesses it is 

permitted to do over the 
memory bus in a time interval of 

a given duration.
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If a processor requests more, 
then suspend the task.
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Coordinated cache and bank coloring

Mechanisms, Mechanisms for a many resources
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Set up the virtual-to-physical 
translation mechanism so that:

1. All memory accesses from task 1 
goes to the 1st leftmost cache set 
and if it results in a cache miss, 

then it uses memory bank 1.

Analogous for 2,3, and 4.
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Memory bus

If we know an upper bound on the 
number of memory accesses from 

each processor and if we know 
that the memory bus is work 

conserving, then we can compute 
an upper bound on the total 

stalling time that a processor can 
experience due to contention for 

the memory bus.



30© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Analysis, Analysis with bank sharing and more advanced 
model

We can model the details of the DRAM memory, the memory controller and compute the response times 
of tasks considering these effects.
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Analysis, Analysis with bank sharing and more advanced 
model

We can model the details of the DRAM memory, the memory controller and compute the response times 
of tasks considering these effects.

The tasks own execution
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Analysis, Analysis with bank sharing and more advanced 
model

We can model the details of the DRAM memory, the memory controller and compute the response times 
of tasks considering these effects.

Preemptions from higher priority tasks
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Analysis, Analysis with bank sharing and more advanced 
model

We can model the details of the DRAM memory, the memory controller and compute the response times 
of tasks considering these effects.

Delay caused by the memory system
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Analysis, Co-Runners

There are many other resources in the memory system (e.g., MSHR) and the details of those resources 
are typically not publicly known. Hence, we need a method to analyze timing despite of that.
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Analysis, Co-Runners

We can create a model where the execution speed of a task at a given time depends on which other tasks 
execute in parallel with it at this given time. For example, task 1 executes with speed 1 normally but task 

1 executes with speed ½ when it executes in parallel with task 2 (on another processor)
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Analysis, Co-Runners

We can obtain parameters of such a model through measurements.



37© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Analysis, Co-Runners

We can then compute response times.

1. Compute the amount of duration that a processor can be busy from requests arriving in a time interval of duration t. 

2. Use the result in 1. to compute Ri.
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Unsolved Challenges

• Combining mechanisms

- Many different levels of cache + TLB + memory bank

- Dealing with L1 cache (cache coloring does not work)

• Combining allocation and analysis

- Assign tasks to processors such that some schedulability analysis (e.g., co-runner 

analysis) succeeds

• Obtaining WCET on processors architectures whose internals are undocumented 

(e.g., x86)

• Port contention (e.g., shared cache), undocumented.

• Run-time monitoring and enforcement

• Managing critical sections without killing parallelism


