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Why Multi-Core Processors?

Processor development trend
* Increasing overall performance by integrating multiple cores

Embedded systems: Actively adopting multi-core CPUs

Automotive:
— Freescale i.MX6 4-core CPU
— NVIDIA Tegra K1 platform

Avionics and defense:

— Rugged Intel i7 single board computers
— Freescale P4080 8-core CPU
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Shared Hardware: Multicore Memory System
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Shared Hardware: Multicore Memory System
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Shared Hardware: Multicore Memory System
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How Bad?

Slowdown
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Different for Applications (PARSEC Benchmark)

« 1 attacker = Max 5.5x increase
o 2 attackers 2 Max 8.4x Iincrease
o 3 attackers 2 Max 12x increase

We should predict, bound and
reduce the memory interference
delay!
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Solution 1: Partitioning
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Solutions 1: Virtual Memory “Coloring”

Color: set that do not interfere:
- Different cache set
- Different memory bank

Task 1

Physical Memory

DRAM
Bank O

Virtual Memory

DRAM
Bank 1

Virtual Memory
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Solution 1: Challenge — Conflicting Partitions
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Solution 2: Coordinated Approaches
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Solution 3: Predictable Sharing of Partitions

Bank 1 .
Challenge: Need Processor Documentation (not always public)
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Solution 4: Black Box Analysis
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Solution 4: Black Box Analysis

[ ] .
=
L1/L2

The blue, red, and green tasks execute at
different times = no slowdown
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Solution 4: Black Box Analysis

[ ]
’

The blue and red tasks execute at
the same time = slowdown = increased execution time of blue and red.
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Solution 4: Black Box Analysis

L1/L2

L1/L2
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The blue, red, and green tasks execute at
the same time = slowdown = increased execution time of all tasks.

Software Engineering Institute | Carnegie Mellon 17

[Distribution Statement A] Approved for public release and unlimited distribution Copyright 2018 Carnegie Mellon University. All Rights Reserved.



Solution 4: Black Box Analysis

L1/L2 Cpue=4

Co-runner Speed
set

L1/L2 {} 1
{red} 0.5

{green} 0.45
L1/L2 {red,green}  0.25

The blue, red, and green tasks execute at
the same time = slowdown = increased execution time of all tasks.

Software Engineering Institute | Carnegie Mellon 18

[Distribution Statement A] Approved for public release and unlimited distribution Copyright 2018 Carnegie Mellon University. All Rights Reserved.



Solution 4: Black Box Analysis

L1/L2 Cpue=4

Co-runner Speed Exec

set time
L1/L2 { 1 4

{red} 0.5 8

{green} 0.45 8.88
L1/L2 {red,green}  0.25

The blue, red, and green tasks execute at
the same time = slowdown = increased execution time of all tasks.
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Solution 4: Black Box Analysis

Obtain taskset : }
Taskset s yes,no
Parameter e Schedtflak_)lllty o
(e.g., through analysis
measurements)
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Solution 4: Black Box Analysis

Obtain taskset

Parameter
(e.g., through
measurements)

Taskset Schedulability
—parameters | analysis

{yes,no}

Advantage: Able to offer real-time guarantee even for h/w that is

not documented (assuming that task parameters are OK)

Limitation: Scalability
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MemGuard
What is the problem?

Tasks on different processors may access the memory bus
simultaneously; then one has to wait.

How does MemGuard work?
For each task, assign a budget and a period associated with that

budget. At run-time, the number of memory accesses that a task is
allowed to perform in a time interval equal to the period is at most the
budget; if exceeded, then the task is suspended.

Pro
Provides some temporal isolation wrt to memory bus

Con
Overly pessimistic; Designed only for soft real-time

22
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PREM
What is the problem?

Tasks on different processors may evict each other’s cache blocks and
then use other resources in the memory system.

How does PREM work?

Structure a task into three phases. 1st phase: fetch data; 2nd phase:
perform computation; 3rd phase: Write back. Memory accesses that
result in cache misses are not allowed in the second phase.

Pro

Provides temporal isolation wrt to all resources; works for hard
real-time

Con
Assume working set of a task fits in local memory; typically requires
lized hard ; I | ;
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PRET
What is the problem?

Today’s processors are designed for high average-case performance
rather than time-predictability.

How does PRET work?
Don’t use caches. Use multithreading to hide memory latency.

Pro

Provides temporal isolation wrt to all resources; works also for hard
real-time

Con
Requires specialized hardware; does not work for COTS processors
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Summary

Preliminary Solutions

 Partitions

» Coordinated Partitioning

» Shared Partitions

« White / Black Box approaches
Limitations

« Small number of partitions

» Processor documentation not always available
Work Ahead

* Intra-task partitions: shared partitions for lightly used regions
Increase scalability of black-box approaches
Unmanaged features / resources:
— Speculative execution
— Memory bus
—1/0
Parallel tasks
Tile Processors
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Thanks!
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cache sets (and hence avoid cache eviction).
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Real-Time Systems, 1995.
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[Liedtke97] J. Liedtke, H. Hartig, and M. Hohmuth, “OS-controlled cache predictability for real-time systems,” RTAS, 1997.
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[Rosén07] J. Rosén, A. Andrei, P. Eles, and Z. Peng, “Bus Access Optimization for Predictable Implementation of Real-Time Applications on
Multiprocessor Systems-On-Chip,” RTSS’07.
Main idea: Create a TDMA bus schedule according to the needs of a program (both message passing and cache misses).

[Pellizzoni07] R. Pellizzoni and M. Caccamo, “Toward the Predictable Integration of Real-Time COTS based Systems,” RTSS’07.
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[Paolieri09] M. Paolieri, E. Quiones, F. Cazorla, G. Bernat, and M. Valero, “Hardware Support for WCET Analysis of Hard Real-Time Multicore
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fault-tolerance). Also points out that certification requires transparency of hardware but chip makers typically do not want to disclose details.
Points out that processor cores within a multicore share clock signals and power signals and hence are less fault tolerant than multiprocessors
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[Lv10] M. Lv, W.Yi, N. Guan, and G. Yu, “Combining Abstract Interpretation with Model Checking for Timing Analysis of Multicore Software,”
RTSS, 2010.
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contention delay with a Timed-Automata model checker (Uppaal).
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Resources in Multithreaded COTS Processors in Time-Critical Environments,” ACM Transactions on Architecture and Code Optimization, 2011.
Main idea: Create stressing-benchmarks that stress different types of shared resources (e.g. instruction fetch stage in pipeline, later stages
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Main idea: Model the time it takes for a memory operation to be performed considering DRAM timing parameters. Then use this to compute
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upper bounds on response times. Assume that a task 7 performs at most H; memory accesses.This work differs from [Wul3] in that
(i) schedulability analysis is performed (not just compute cumulative latency) and (ii) memory bank sharing is allowed.

[Lampkal4] K. Lampka, G. Giannopoulou, R. Pellizzoni, Z. Wu, N. Stoimenov, “A formal approach to the WCRT analysis of multicore systems

with memory contention under phase-structured task sets,” Real-Time Systems, 2014.
Main idea: Use PREM (that is a program is divided into three parts, fetch data, compute, and write-back result) and partitioned non-preemptive
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[Graciolo15] G. Gracioli, A. Alhammad, R. Mancuso, A. A. Frélich, and R. Pellizzoni, “A Survey on Cache Management Mechanisms for Real-
Time Embedded Systems,” ACM Computing Surveys, 2015.

[Yun15b] H. Yun, R. Pellizzoni, and P. K. Valsan, “Parallelism-Aware Memory Interference Delay Analysis for COTS Multicore Systems,”
ECRTS, 2015.
Main idea: Modify [Kim14] so that the model the analysis is based on allows read-prioritization and multiple outstanding memory requests.

[Yunl5c] H. Yun and P. K. Valsan, “Evaluating the Isolation Effect of Cache Partitioning on COTS Multicore Processors,” OSPERT, 2015.
Main idea: Evaluate the impact of co-runners on execution times. Do this evaluation on three platforms: ARM7, ARM15, and Intel Nehalem.
Find that in some cases the execution time can increase 103 times. Even with cache partitioning, the execution time can increase 14times; this
is because of the Miss Status Holding Register (MSHR).

[Panchamukhil5] S.A. Panchamukhi and F. Mueller, “Providing Task Isolation via TLB Coloring,” RTAS, 2015.
Main idea: Use the compiler/linker to allocate code and data of each task so that when the tasks run, TLB entries of one task does not evict
TLB entries of another task.
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