Leveraging Existing IT s
gesources for Insider Thredi===
Risk Mitigation

Some organizations deploy user activity monitoring (UAM) software specifically for

Detecting observable indicators of insider risk relies heavily on collection and
analysis of specific types of data representing user activity on enterprise systems.
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resources, etc. Here, we demonstrate how organizations may leverage existing IT
resources to provide meaningful data for insider threat risk mitigation without
deploying a standalone UAM solution.
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| n S | d e r T ”] reat Ta S k FO r(:e Email logs Identify concerning text, changes in social

networks, communication with competitor
organizations, data exfiltration attempts

Application

E e Chat logs Identify stressors and/or personality
— Content Capture . . . L :
KeySt ro ke M onitori ng P characteristics associated with increased risk of
counterproductive workplace behaviors =
— Data Loss Prevention (DLP) Software  Identify potential data exfiltration attempts
Host operating system event logs Identify potentially concerning file activity,
modification, transfer, or deletions
 File Shadowing  Network file server logs Identify potential data reconnaissance;
concerning file access attempts; modification,
transfer, or deletion of sensitive information
Security Information and Event Configure automated alerts of potentially
Automated Management (SIEM) system concerning activity, based on querying the

Alerting aggregation of data sources like those listed
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