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1 Executive Summary

This 3-year project started on April 1, 2015 and has resulted in a substantial number of important technical
accomplishments, creating new predictive capability in the verification and simulation of hybrid systems
that have sophisticated performance specifications given in terms of various temporal logics suitable for
hybrid systems, as well as other types of performance metrics. This research has resulted in a sequence of
research papers published, or currently under review, in top conferences and archival journals. The PIs have
also been active in disseminating the project research by giving plenary and keynote lectures at conferences
and workshops, as well as giving seminars at universities and other technical institutions. Additionally, the
project has also trained several graduate students on the specific methods of the project, and more generally
in the area of verification of hybrid systems. The technical achievements have both been on the theory of
hybrid systems, as well as explicit computational methods for deploying the theory, and significant effort has
been applied to creating computational verification tools, and applying them to bench mark cases. Recently,
we have also been developing new distributed codes that can be run on large-scale computing platforms.
This overall research effort has resulted in 21 articles appearing in the archived proceedings of major con-
ferences or top disciplinary research journals; further, 2 additional papers have been submitted and are under
review. The research in all of these publications is aimed at computational approaches for either analysis,
verification or synthesis for controlled hybrid systems. The major theme of our research was to leverage
the computational tools from both probabilistic physical system verification, and those of discrete system
verification, to create a computationally effective and automated verification methodology. An emphasis of
this work has been on developing methods that can scale gracefully to large systems. We have pursued this
goal both on a theory level, developing approaches that reduce hybrid verification problems with temporal
logic specifications to more tractable computations that still provide safety and performance guarantees,
as well as by developing new computational and simulation algorithms that are principle-based and pro-
vide improved efficiency over those currently available. These methods include counter-example guided
schemes. We have also investigated fundamental questions about the existence of verification algorithms
for certain hybrid system classes. Finally, we have developed new tools for the analysis of hybrid systems
that specifically contain the sampling of signals, and developed significantly improved results for verifying
these. In the final stages of the program we combined the newly developed methods for large-scale system
simulation with the verification methodology created.

1.0.1 Project Overview

The main goal of the program was the development of automated verification tools that can be used for large-
scale systems that contain both complex physics-based and digitally-based dynamics, and was based on the
widely-held vision that the battlespace of the future will include heterogeneous teams of UASs and other
agents performing multiple missions autonomously, and sharing airspace with human-piloted vehicles. And
the recognition that despite this vision, and promising steps, there remained (and still remains) a formidable
barrier to achieving this operational capability, with a key problem being that although it is possible to engi-
neer and physically construct high-performance systems that can “run” without human assistance, predicting
how they will behave when interacting autonomously with their environment and other vehicles with any
degree of confidence remains a major challenge. This uncertainty arises because the control algorithms and
software for such systems are necessarily incredibly complex. A major obstacle to achieving the vision on
both single- and multi-agent scales is the challenge of verifying and validating algorithms that control these
inherently hybrid systems; a further complicating factor is the complex specifications for such systems are
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not the much studied traditional notions of stability and reachability. This collaborative program developed
such automated techniques and tools for verification and validation of hybrid systems with temporal logic
specifications, and had a specific emphasis on the use of large-scale computation.

In the program we developed a computational approach to verification of the hybrid mathematical mod-
els that are formed when combining physics-based models with discrete-transition models, such as those
which model software algorithms; namely, the types of models that arise when physical processes are in-
terconnected with digital hardware. The technical foundation for the research was to use a Markov process
formulation, simulation, and probabilistic model checking to achieve a unified approach to verification of
systems that contain both continuous- and discrete-state dynamics. A significant advantage is gained in
this probabilistic setting because the models used in these individual settings are already Markov processes,
and thus the approach enabled leveraging the two large bodies of work on probabilistic analysis of purely
physics-based models, and probabilistic model checking for purely discrete-transition systems. In the project
we first developed a new systematic framework for considering automated analysis. A central aspect of the
research was the development of probabilistic model checking algorithms and sophisticated abstraction tech-
niques. We introduced new design logics and algorithms to specifically reason about spatio-temporal system
properties. In summary the fulfilled technical objectives were:

• Constructed a general framework for automated analysis based on Markov chain models of ODEs,
PDEs, SDEs and SPDEs, coupled with spatio-temporal logics.

• Employed dynamical systems methods for model simplification and abstraction. Combine simulation-
based methods with set-oriented system representations to produce a unified model abstraction frame-
work. Created extended, weaker notions of simulation. Investigated and characterized the appropriate
relationship between the Markov models and the ODE/PDE models, and studied the class of logical
properties that are reflected, and preserved by this reduction process.

• Designed logics and algorithms to reason about spatio-temporal properties of systems. Automated
verification techniques for stochastic systems have been primarily developed for specifications that
require reasoning about the measures of executions satisfying specified properties. However, the pro-
cess of transforming a physical model described by ODEs and PDEs into a Markov chain essentially
consists of characterizing how probability distributions are evolved by the model. The correspon-
dence between the constructed Markov chain and the original ODE/PDE only applies to the way the
Markov chain transforms distributions. There are no efficient algorithms to reason about the types
of extended logics needed for specifications in this context. In the project developed a probabilistic
model checking approach to reason about such specification properties. The primary idea will be the
use of samples to obtain systematic estimates about distributions, and then translate formulas to au-
tomata on which temporal reasoning can be completed. The error estimation will be extended for the
statistical approach to the project framework.

• Developed explicit verification and simulation codes; illustrate and validate on simulation-based plat-
forms.
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1.0.2 Synopsis of Achievements

A summary of the technical successes of the project are given below:

Scalable hybrid modeling and abstraction framework with temporal logic specifications [1,8,20].
Given a hybrid system with temporal logic specifications, an abstraction method was developed that
led to a reduced model given in terms of a finite state Markov chain. This was accomplished by using
the Mori-Zwanzig model reduction method from physical sciences. It was shown that this Markov
chain system abstraction is approximately equivalent to the original system in a distributional sense.
This is an important property as the approximate equivalence of the stochastic hybrid system and
its Markov chain abstraction means that analyzing the Markov chain with respect to a strengthened
property, allows one to conclude whether or not the stochastic hybrid system meets its temporal spec-
ification.

Statistical model checking of Markov chains [7,10,12]. The project developed the first statistical
model checking algorithms to verify finite state Markov chains against correctness properties ex-
pressed in linear inequality linear temporal logic (iLTL), and metric interval temporal logic (MITL).
This is an important basic algorithm that has application beyond the hybrid systems focus of the
project.

New accelerated methods for simulation of discrete-time Markov chains [17,21]. Developed was a
new algorithm for simulation of an important class of chains; namely, the class of countable-state,
discrete-time Markov chains driven by additive Poisson noise—called, lattice discrete-time Markov
chains. In particular, this class can approximately simulate continuous-time Markov chains by em-
ploying tau-leaping. The general approach was based on negatively correlating trajectories. Numeri-
cal results for example systems, chosen with different levels of complexity and nonlinearity, included
two to four orders of magnitude reduction of mean-square error. Analytical results were also ob-
tained showing provable algorithm properties under different special cases. The algorithm is highly
implementable on most pre-existing simulation codes.

Exact, variance-reduced, simulation of lattice continuous-time Markov chains [3,17]. New algorithms
(based on binomial properties of the Poisson distribution) to reduce the variance of Monte Carlo sim-
ulation for lattice continuous-time Markov chains, or lattice CTMCs. This is a very broad class
of systems including all processes that can be represented using the so-called random-time-change
representation. Numerical experiments demonstrated at least order-of-magnitude performance im-
provement measured in terms of mean-square error. Exact, analytical expressions were proved for
properties/quantities in the algorithm.

Model checking hybrid systems using stratified sampling [2]. In this part of the program we combine
work on model checking Markov chains with our new algorithmic approach to simulating them. Our
research and numerical examples show that the variance reducing methods developed earlier in the
program can improve performance of model checking.

Explicit benchmark testing [10,15]. We have applied the statistical model checking methods devel-
oped in the program to a research community challenge bench (high-dimensional power train model).
Using our method we were the first to be able to provide statistical guarantees on the system satisfying
its performance specification.
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Stochastic control [17, 21]. Our results on anti-correlated simulation were combined with an MPC-
like framework to produce a strategy for closed stochastic control. This general architecture, nu-
merical simulation combined with iterative control optimization, has significant potential for use on
uncertain high-dimensional systems.

Sampled-data and switched systems [4,5,6,14,19]. Considered were hybrid sampled-data systems
with arbitrary nonlinear jump maps, and developed was a new methodology for determining their
combined stability and performance. The conditions developed are currently the least conservative in
the research literature. Similarly, in the context of switched systems, achieved new exact results for
analysis and synthesis.

Real-time logics and robustness [7,8,12]. Have studied real-time system logics and developed new
decision procedures (also showing that 20-year-old standard procedures are incorrect). Developed a
robustness methodology for hybrid systems in terms of syntactic perturbations.

Counterexample guided abstraction refinement [16,18,24]. Developed a new CEGAR technique,
which several fundamentally important properties. Created the software tool HARE.

2 Publications

Listed below are the published archival articles (21) of the project, together with 2 additional articles that
are under review. Additional articles may also be submitted in the near future.

[1] Wang, Y., N. Roohi, M. West, M. Viswanathan, and G.E. Dullerud, “Verifying Stochastic Hybrid
Systems with Temporal Logic Specifications via Mori-Zwanzig Model Reduction,” submitted to IEEE
Transactions on Automatic Control, 2018.

[2] Wang, Y., N. Roohi, M. West, M. Viswanathan, and G.E. Dullerud, “Statistical Verification of PCTL
Using Stratified Samples,” to appear in Proceedings IFAC Conference on Analysis and Design of
Hybrid Systems (ADHS), 2018.

[3] Maginnis, P. A., M. West, and G.E. Dullerud, “Exact variance-reduced simulation of lattice continuous-
time Markov chains with applications in reaction networks,” submitted to Bulletin of Mathematical
Biology, 2018.

[4] Naghnaeian, M., P.G. Voulgaris, and G.E. Dullerud, “Lp Analysis and Synthesis of Linear Switched
Systems: A Unified Framework,” to appear in SIAM Journal of Control and Optimization, 2018.

[5] Jansch-Porto, J.P. and G.E. Dullerud, “Decentralized Control of Switched-Systems with Path-Dependent
l2-induced Bounds,” Proceedings of American Control Conference (ACC), 2018.

[6] Essick, R. and G.E. Dullerud, “Application of a Message-Passing Decomposition of Sparsely-Coupled
Linear Programming Problems to the Uniform Stabilization of Positive Switched Linear Systems”
Proceedings of American Control Conference (ACC), 2018.

[7] Roohi, N. and M. Viswanathan, “Revisiting MITL to Fix Decision Procedures”, Proceedings of the
International Conference on Verification, Model Checking, and Abstract Interpretation (VMCAI),
2018.
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[8] Roohi, N., P. Prabhakar, and Mahesh Viswanathan, “Relating Syntactic and Semantic Perturbations of
Hybrid Automata”, Proceedings of the International Conference on Concurrency Theory (CONCUR),
2018 (to appear).

[9] Roohi, N., Y. Wang, M. West, G.E. Dullerud, and M. Viswanathan, “Statistical Verification of the
Toyota Powertrain Control Verification Benchmark”, Proceedings of Hybrid Systems: Control and
Computation (HSCC), 2017.

[10] Jansch-Porto, J.P. and G.E. Dullerud, “Decentralized Control with Moving-Horizon Linear Switched
Systems: Synthesis and Testbed Implementation,” Proceedings of American Control Conference
(ACC), 2017.

[11] N. Roohi, P. Prabhakar, M. Viswanathan, “Robust Model Checking of Timed Automata under Clock
Drifts”, in Proceedings of the International Conference on Hybrid Systems: Computation and Control
(ICCPS), 2017.

[12] Wang, Y., S. Mitra, and G.E. Dullerud, “Differential Privacy and Minimum-Variance Unbiased Esti-
mation in Multi-agent Control Systems,” Proceedings of IFAC World Congress, 2017.

[13] Strijbosch, N., G.E. Dullerud, A.R. Teel, and W.P.M.H. Heemels, “L2-gain Analysis of Periodic
Event-triggered and Self-triggered Control Systems with Delays using Lifting Techniques,” Proceed-
ings of IEEE Conference on Decision and Control, 2017.

[14] Buccafusca, L., C.L. Beck, and G.E. Dullerud, “Modeling and Maximizing Power in Wind Turbine
Arrays,” Proceedings of IEEE Conference on Control Technologies and Applications, 2017.

[15] N. Roohi, P. Prabhakar, M. Viswanathan, “HARE: A Hybrid Abstraction Refinement Engine for Ver-
ifying Non-Linear Hybrid Automata”, in Proceedings of the International Conference on Tools and
Algorithms for the Construction and Analysis of Systems, 2017.

[16] Maginnis, P.A., M. West, and G.E. Dullerud, “Model Predictive Control of Markov Jump Processes
with Anticorrelated Variance Reduced Monte Carlo Estimation,” Proceedings of American Control
Conference, 2016.

[17] Roohi, N., P. Prabhakar, M. Viswanathan.“Hybridization based CEGAR for Hybrid Automata with
Affine Dynamics”, Proceedings of International Conference on Tools and Analysis for the Construc-
tion and Analysis of Systems, 2016.

[18] Heemels, W.P.M.H., G. Dullerud, and A.R. Teel, “L2-gain Analysis for a Class of Hybrid Systems
with Applications to Reset and Event-triggered Control: A Lifting Approach,” IEEE Transactions on
Automatic Control, 2016.

[19] Wang, Y., N. Roohi, M. Viswanathan, M. West, and G. Dullerud, “Verifying Continuous-time Stochas-
tic Hybrid Systems via Mori-Zwanzig Model Reduction”, Proceedings of IEEE Conference on Deci-
sion and Control (CDC), 2016.

[20] Maginnis, P. A., M. West, and G. Dullerud, “Variance-reduced Tau-leaping using Anticorrelated Sam-
ple Paths,” Journal of Computational Physics, 2016.

[21] Wang, Y., Z. Huang, S. Mitra, and G.E. Dullerud, “Differential Privacy and Entropy-minimizing
Mechanisms in Feedback Systems,” IEEE Transactions on Control of Network Systems, 2016.
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[22] Wang, Y., N. Roohi, M. Viswanathan, and G. Dullerud, “Stability of Linear Autonomous Systems
Under Regular Switching Sequences,” IEEE Transactions on Automatic Control, 2016.

[23] P.S. Duggirala, M. Viswanathan, “Parsimonious, Simulation Based Verification of Linear Systems”,
in Proceedings of the International Conference on Computer-Aided Verification, 2016.

3 Technical Accomplishments and Scientific Progress

Provided below are more detailed technical descriptions of the research accomplishments of the program.

3.1 Verification of hybrid systems with temporal logic formulas via Mori-Zwanzig model
abstraction

In the project we developed a scalable approach to verification of an important class of stochastic hybrid
systems, whose specifications were given in terms of temporal logic, using a dynamical systems model
reduction approach. This work treats the dynamical system and its approximate model, and shows that our
reduced models are approximately equivalent to the original hybrid system. This work is now described in
some detail.

Verification problems of hybrid systems with temporal logic specifications are provably hard problems,
even for relatively simple models. And the fundamental difficulty of the verification problem largely arises
from the fact that the state space of such systems has uncountably many states. The computational challenge
posed by the verification problem is often addressed by constructing a simpler finite state model of the
system, and then analyzing the finite state model. The finite state model is typically a so-called abstraction
or a conservative over-approximation of the original system, i.e., every behavior of the system is exhibited by
the finite state model, but the finite state model may have additional behaviors that are not system behaviors.
For such abstractions, if the finite state model is safe then so is the original system. However, if the finite
state model is unsafe, then not much can be concluded about the safety of the original system because the
finite state model is an over-approximation.

Our work developed under this project provides a scalable approach to verification of stochastic hybrid
system that relies on constructing a finite state approximation that is “equivalent” to the original system.
The advantage of using a reduction that is approximately equivalent to the original system is that analyzing
the finite state model not only allows us to conclude the safety of the hybrid stochastic system, but also
its non-safety. We construct the finite state Markov chain reduction by using the Mori-Zwanzig model
reduction method. In order to explain the relationship between the Markov chain we construct and the
stochastic hybrid system, it is useful to recall that there are two broad approaches to defining the semantics
of a stochastic process. One approach is to view a stochastic system as defining a measure space on the
collection of executions; by execution here we mean a sequence, or trajectory, of states that the system may
possibly go through. The other approach is to view the stochastic system as defining a transformation on
distributions; in such a view, the behavior of the stochastic model is captured by a sequence of distributions,
starting from some initial distribution. It has been observed that with respect to the first semantics (of
measures on executions) it is not possible to construct a finite state Markov chain that is “equivalent” to an
infinite state system. In contrast, in our work we show that the Mori-Zwanzig reduction method constructs
a finite state Markov chain that is approximately equivalent to a stochastic hybrid system with respect to the
second semantics. That is, we show that the distribution on states of the Markov chain at any time, is close
to the distribution at the same time defined by the stochastic hybrid system.
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Having proved that our reduced Markov model is approximately equivalent to the original stochastic
hybrid system, we can exploit this to verify stochastic hybrid systems. Approximate equivalence ensures
that analyzing the reduced model with respect to a suitably strengthened property, allows us to determine
whether the initial stochastic hybrid system meets or violates its requirements. Therefore, a scalable veri-
fication approach can be obtained by developing algorithms to verify finite state Markov chains. Since the
reduced system, even though finite state, is likely to have a large number of states, we use a statistical ap-
proach to verification as opposed to a symbolic one. In statistical model checking, the model being verified
is simulated multiple times, and the drawn simulations are analyzed to see if they constitute a statistical
evidence for the correctness of the model. Statistical model checking algorithms have been developed for
logics that reason about measures of executions. However, since our reduced Markov chain is only close to
the stochastic hybrid system in a distributional sense, we could not leverage these existing algorithms. We
developed new statistical model checking algorithms for temporal logics (over both discrete and continuous
time) that reason about sequences of distributions.

We believe our new approach to verifying stochastic hybrid systems is scalable. Our initial experimental
evaluation supports this claim. Using this approach, we were the first to successfully verify a highly non-
linear model including lookup tables of a powertrain control system that was proposed as a community
challenge problem for verification tools by Toyota engineers.

Continuous-time Stochastic Hybrid System Model

We define our hybrid model using a Fokker-Planck formulation and interpretation. We denote the continuous
and discrete states by x ∈ Rd and q ∈ Q respectively, where Q = {q1, . . . , qm} is a finite set. We call the
combination (q, x) the state of the system, and the product set X = Q× Rd the state space.

The state space X of the system is divided into two regions: a flow set A and a jump set B = X\A. Define
Aq =

{
x ∈ Rd | (q, x) ∈ A

}
, and Bq similarly. We assume that each Aq is compact, and the boundaries

∂Aq are second-order continuously differentiable in x. On the flow set, the state x of the system evolves by
a stochastic differential equation

dx = f(q,x)dt+ g(q,x)dBt, (1)

where q and x are random processes describing the stochastic evolution of the continuous and discrete states,
and Bt is the standard n-dimensional Brownian motion. The vector-valued function f specifies the drift of
the state, and the matrix-valued function g describes the intensity of the diffusion. Meanwhile, the system
jumps spontaneously by a non-negative integrable rate function rA(q, x). The probability distribution of the
jumping target is given by a non-negative integrable target distribution hA(q′, x′, q, x). When the state of the
system falls onto the jump set B, the system is forced to jump. The probability distribution of the jumping
target is given by a non-negative integrable target distribution hB(q′, x′, q, x). The two target distributions
hA and hB defined on two disjoint sets A and B are combined into one target transition h defined on the state
space X of the system and satisfying ∑

q∈Q

∫
Rd

h(q′, x′, q, x)dx′ = 1. (2)

The probability distribution F (t, q, x) of the state of the system is determined by the standard Fokker-
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Planck equation

∂F (t, q, x)

∂t
= L(F (t, q, x))

= −
d∑
a=1

∂

∂xa
(fa(q, x)F (t, q, x))︸ ︷︷ ︸

drift

+
d∑
a=1

d∑
b=1

∂2

∂xa∂xb

d∑
c=1

gac(q, x)gcb(q, x)F (t, q, x)

2︸ ︷︷ ︸
diffusion

−r(q, x)F (t, q, x)︸ ︷︷ ︸
jump-out

+
∑
q∈Q

∫
Rd

h(q, x, q′, x′)r(q′, x′)F (t, q′, x′)dx

︸ ︷︷ ︸
jump-in

,

(3)

whereL is the Fokker-Planck operator for the system. We write symbolically thatF (t, q, x) = etLF (0, q, x).
In (3), the four terms on the right hand side describe “drift”, “diffusion”, “jump-out” and “jump-in”, respec-
tively.

On the other hand, a Fokker-Planck equation with proper boundary condition that gives unique solution
defines a stochastic differential equation with jump and diffusion, and we therefore make the following
assumption which ensures the system equations have well-defined solutions.

Assumption 1. A unique solution exists for the Fokker-Planck equation corresponding to the system.

A key component of the Mori-Zwanzig model reduction method is the invariant distribution, and we
assume that the continuous-time stochastic hybrid system has an invariant distribution with probability dis-
tribution function Finv(q, x) such that

L(Finv(q, x)) = 0. (4)

And, for any initial state, the probability distribution function F (t, q, x) converges to the invariant distribu-
tion function Finv(q, x).

In many applications, the state of the system is only partially observable, and in our model we define
system observables by

y(t) = E[y(q(t), x(t))]

=
∑
q∈Q

∫
Rd

γ(q, x)F (t, q, x)dx,
(5)

where γ(q, x) is a weight function on X, which is integrable in x for each q ∈ Q.

Temporal Logic Specifications

Our focus was on verifying temporal properties of continuous-time stochastic hybrid systems. These prop-
erties are be specified in the following way: the atomic propositions are inequalities y ∼ c (c ∈ Q,
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∼∈ {<,≤,≥, >}) on the observables of the system; and they are concatenated by the syntax of Metric
Interval Temporal Logic (MITL). This type of logic is also referred to as Signal Temporal Logic (STL) in
the literature. The syntax of MITL is given in Definition 1.

Definition 1 (MITL Syntax). Let I≥0 be the set of intervals on R that are both non-negative and non-
singleton. An MITL formula is defined using the following BNF form:

ϕ ::= ⊥ | > | p | ϕ ∧ ϕ | ϕ ∨ ϕ | ϕUIϕ | ϕRIϕ,

where p ∈ AP and I ∈ I≥0.

We note that this syntax does not contain negation (¬), since {<,≤,≥, >} is closed under negation.
For a standard MITL formula, negation on non-atomic formulas can always be pushed inside as part of
the atomic propositions. For example, ¬(y > 0) is equivalent to y ≤ 0, ¬(ϕ1 ∨ ϕ2) is equivalent to
(¬ϕ1) ∧ (¬ϕ2), and ¬(ϕUIψ) is equivalent to (¬ϕ)RI(¬ψ).

Given a set of atomic propositions, the continuous-time stochastic hybrid system induces a signal f :
R≥0 → 2AP, in which f(t) is the set of atomic proposition that holds on the system at time t. The semantics
of MITL are defined with respect to the function f(t) as follows.

Definition 2 (MITL Semantics). Let ϕ be an MITL formula and f be a signal f : R≥0 → 2AP. The
satisfaction relation |= between f and ϕ is defined according to the following inductive rules:

f |= ⊥ iff always false
f |= > iff always true
f |= y ∼ c iff (y ∼ c) ∈ f(0)
f |= ϕ ∧ ψ iff (f |= ϕ) ∧ (f |= ψ)
f |= ϕ ∨ ψ iff (f |= ϕ) ∨ (f |= ψ)
f |= ϕUIψ iff ∃t ∈ I, (f t |= ψ)

∧∀t′ ∈ (0, t), f t
′ |= ϕ

f |= ϕRIψ iff ∀t ∈ I, (f t |= ψ) or
∃t ∈ R>0, (f

t |= ϕ)

∧∀t′ ∈ [0, t1] ∩ I, f t′ |= ψ

where f r is a signal that maps t to f(t+ r). We define JϕK to be the set of signals that satisfy ϕ.

Satisfiability and model checking problems for MITL with abstract atomic propositions are known to be
EXPSPACE-complete. The corresponding decision procedure has a close connection with timed automata.

Definition 3. Timed automaton A is a tuple (Q, X,Σ, L, I, E, Qinit, Qfinal) where
• Q is a finite non-empty set of locations.
• X is a finite set of clocks.
• Σ is a finite alphabet.
• L ∈ Q→ Σ maps each location to the label of that location.
• I ∈ Q→ (X→ I≥0) maps each location to its invariant which is the set of possible values of variables

in that location.
• E ⊆ Q× Q× 2X is a finite set of edges of the form (s, d, j), where s = Se is source of the edge; d = De

is destination of the edge; and j = Je is the set of clocks that are reset by the edge.
• Qinit ⊆ Q is the set of initial locations.
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• Qfinal ⊆ Q is the set of final locations.

A run of the timed automaton A is a sequence of tuples (ρ, τ, η) ∈ Q × I≥0 × E with the following
conditions holds:

(i) ρ0 ∈ Qinit, i.e., ρ starts from an initial location Qinit;

(ii) (Sηn = ρn) ∧ (Dηn = ρn+1), i.e., the source and destination of edges ηn are ρn and ρn+1;

(iii) τ0, τ1, . . . is an ordered and disjoint partition of the time horizon R≥0; and

(iv) ∀t ∈ τn, x ∈ X, we have %n(x) + t− τn ∈ I(%n, x), where %n+1(x) is defined inductively by

%n+1(x) =

{
0, if x ∈ Jηn

%n(x) + τn − τn, otherwise

i.e., the clock times must satisfy the invariant of the current location.

Here, τ and τ are the lower and upper bound of the interval.
A run satisfying the condition inf(ρ) ∩ Qfinal 6= ∅, i.e., some location from Qfinal has been visited

infinitely many times by ρ, is called an accepting run of A. Note that every run of A induces a function f of
type R≥0 → Σ that maps t to L(ρn), where n is uniquely determined by the condition t ∈ τn. We define the
language of A, denoted by Lang(A), to be the set of all functions that are induced by accepting runs of A.

Abstraction of Continuous-time Hybrid Systems

To implement the Mori-Zwanzig model reduction method for continuous-time stochastic systems, we divide
the continuous state space into finitely many partitions S = {s1, . . . , sn}, and treat each of them as a discrete
state. We assume that for each si, there exists q ∈ Q such that si ⊆ {q} × Aq, and denote its measure by
µ(si). Let m(X) and m(S) be set of probability distribution functions on X and S, respectively. Then we
can define a projection P : m(X) → m(S) and an injection R : m(S) → m(X) between m(X) and m(S)
by

pj = (PF (q, x))j =

∫
sj

F (q, x)dx, (6)

where pj is the jth element of p, and

Rp =
n∑
j=1

pjUsj , (7)

where Usj is the uniform distribution on sj :

Usj (x) =

{
1

µ(sj) , if x ∈ sj
0, otherwise.

(8)

Here the projection P and the injection R are defined for probability distributions, and extend naturally
to L1 functions on X and S respectively. The projection P is the left inverse of the injection R but not vice
versa, namely PR = I but RP 6= I .

This projection P and injection R can reduce the Fokker-Planck operator to a transition rate matrix on
S, and hence reduce the continuous-time stochastic hybrid system into a continuous-time Markov chain.
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Theorem 1. Let S = {s1, s2, . . . , sn} be a partition of the continuous state space X and P , R be the
corresponding projection and injection defined in (6)-(8). The Fokker-Planck operator given in (3) reduces
to the transition rate matrix A of a continuous-time Markov chain on S by

A = PLR (9)

where the transition rate from state si to sj at time t is given by

Aij =

∫
∂si∩∂sj

f(q, x)dx

+
1

µ(si)

∫
si

r(q, x)Ih(q,x)∈sjdx

(10)

for a, b = 1, . . . , n, where Ih(q,x)∈sj = 1 when h(q, x) ∈ sj , and 0 otherwise.

One can informally interpret the transition rate between two partitions in the same location is the flux of
f(q, x) across the boundary and the transition rate between two different locations is the flux of r(q, x).

Reducing MITL Specifications to checkable formulas on finite Markov chains

The observables on the continuous-time stochastic hybrid system reduce to the corresponding continuous-
time Markov chain using the projection P . Let y be an observable on the continuous-time stochastic hybrid
system with weight function γ(q, x). We define a corresponding observable y′ on the continuous-time
Markov chain that derives from the model reduction procedure by

y′(t) =
∑
q∈Q

∫
Rd

γ(q, x)PF (t, q, x)dx, (11)

where S is a trajectory of the continuous-time Markov chain that obeys the distribution p(t). We denote the
corresponding observable on the CTMC by y′ for any observable y on the continuous-time stochastic hybrid
system.

For a given observable y with weight function γ(q, x), the error of the projection P with respect to the
observable y is defined by the maximal possible difference between y and y′,

∆y =
∣∣∣∑
q∈Q

∫
Rd

γ(q, x)(F (0, q, x)−RPF (0, q, x))dx
∣∣∣. (12)

Remark 1. When refining the partition of X, RP → I in the weak operator topology, thus ∆y → 0 for any
given y.

By the definition of ∆y, we know that, at the initial time, the atomic propositions on the continuous-time
stochastic hybrid system and the CTMC have the relations

y(0) > c =⇒ y′(0) > c−∆y, (13)

y(0) < c =⇒ y′(0) < c+ ∆y, (14)

and similarly,

y′(0) > c+ ∆y =⇒ y(0) > c, (15)

y′(0) < c−∆y =⇒ y(0) < c. (16)
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F (0, q, x) F (t, q, x)

p(0) p(t)

P

eLt

eAt

R

Figure 1: Diagram(noncommutative) for reduction error.

To derive the relations of the observables between the continuous-time stochastic hybrid system and the
CTMC at any time, we define the reduction error of the observable y at time t due to the model reduction
process by

Θy(t) = |y(t)− y′(t)|

=
∣∣∣∑
q∈Q

∫
Rd

γ(q, x)(eLt −ReAtP )F (0, q, x)dx
∣∣∣, (17)

where F (0, q, x) is an initial distribution of the continuous-time stochastic hybrid system and y′(t) is the
corresponding observable of y(t) on the CTMC. This reduction error is illustrated in Fig. 1. Note that the
diagram is not commutative; actually the difference between going along the two paths is related to the
reduction error.

In general, the reduction error Θ(t) may not be bounded as t → ∞. To find a sufficient condition for
boundedness, we define the reduction error of the Fokker-Planck operator L by

δ(t, q, x) = (L−RPL)etRPLF (0, q, x). (18)

Accordingly, we define the integration of δ(t, q, x) with respect to the weight function γ(q, x) by

Λy = sup
t≥0

∣∣∣∑
q∈Q

∫
Rd

γ(q, x)(L−RPL)etRPLF (0, q, x)dx
∣∣∣, (19)

which captures the maximal change of the time derivative of observable y.
A sufficient condition to find a uniform bound over time is that the reduction error of the Fokker-Planck

operator δ(f(q, x)) converges exponentially in time for any f(q, x) ∈ m(X).

Definition 4. For α > 0, β ≥ 1 and a given observable y, the continuous-time stochastic hybrid system is
α-contractive with respect to y, if for any initial distribution function F (0, q, x) on the state space, we have∣∣∣∑

q∈Q

∫
Rd

γ(q, x)etLδ(t, q, x)dx
∣∣∣

≤ βe−αt
∣∣∣∑
q∈Q

∫
Rd

γ(q, x)δ(t, q, x)dx
∣∣∣. (20)

where δ(t, q, x) is given by (18).

This contractivity condition, though it seems restrictive, is valid for a relatively wide range of systems
including asymptotically stable systems. It is a commonly-used sufficient condition to guarantee the exis-
tence and uniqueness of an invariant measure for general dynamical systems, and the contractivity factor α
is usually derived case-by-case. Using Definition 4, we derive the following theorem.
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Theorem 2. If the continuous-time stochastic hybrid system is α-contractive, then for any t ≥ 0, the
reduction error Θy(t) for an observable y satisfies

Θy(t) ≤
βΛy
α

+ ∆y. (21)

Theorem 2 implies the following relations between the atomic propositions on the continuous-time
stochastic hybrid system and the CTMC.

Theorem 3. If the continuous-time stochastic hybrid system is α-contractive, then we have

y(t) > c =⇒ y′(t) > c−
(βΛy
α

+ ∆y

)
, (22)

y(t) < c =⇒ y′(t) < c+
(βΛy
α

+ ∆y

)
, (23)

and similarly,

y′(t) > c+
(βΛy
α

+ ∆y

)
=⇒ y(t) > c, (24)

y′(t) < c−
(βΛy
α

+ ∆y

)
=⇒ y(t) < c. (25)

The above theorem gives the following result.

Theorem 4. Given a MITL specification ϕ on the continuous-time stochastic hybrid system that is α-
contractive, it can be strengthened to ψ by replacing the atomic propositions according to (24)-(25). If
ψ is true on the corresponding CTMC, then ϕ is true on the continuous-time stochastic hybrid system.

We now turn to model checking of the MITL formula on an CTMC; our work provides the first such algo-
rithm.

Statistical Model Checking of MITL

Here we present our basic algorithm on model checking CTMCs. And show that given a CTMC C and a
MITL formula ϕ with atomic propositions APϕ, we can construct a timed automaton TC,APϕ by sampling
such that reachable locations of this automaton at time t are labeled by the subset of atomic propositions
in ϕ that are true in C at that time. By JC, APϕK we denote the singleton set containing the unique signal
induced by C and ϕ.

For simplicity, we assume APϕ is a singleton and focus only on constructing TC,{P} for an atomic
formula P = {y > c}. Let f(t) be the set of atomic formulas that y satisfies at time t. Formally, (y, c) ∈
f(t) iff y(t) > c. Also, let TC,{P}(t) be the set of reachable locations of TC,{P} at time t.

We assume δ′ > 0 and y∗ (an estimation of the invariant distribution yinv) are given such that for all
(y, c) ∈ AP, |yinv − c| > δ′ and ‖yinv − y∗‖1 < δ′

3 . Since f converges to yinv due to contractivity, we
know |yinv− c| > δ′, for large enough t. This can be checked by a statistical algorithmA1(y, y′, α, δ) using
standard techniques.

Using A1, we can find time T such that ∀t ∈ [T,∞), ‖yt − y∗‖1 < δ′

3 , which immediately give us ∀t ∈
[T,∞), ‖yt − yinv‖1 < 2δ′

3 , as given in Algorithm 1. For any t ∈ [T,∞) we know −2δ′

3 ≤ y
∗ − yinv ≤ 2δ′

3

and hence yinv − c− 2δ′

3 ≤ y
∗ − c ≤ yinv − c+ 2δ′

3 . Therefore, if yinv − c > δ then y∗ − c > 0. Similarly,
if yinv − c < −δ then y∗ − c < 0. Note that exactly one of yinv − c > δ and yinv − c < −δ is true.
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Furthermore, y∗ − c > 0 and y∗ − c < 0 cannot be both true. Therefore, y∗ − c > 0 implies yinv − c > δ,
y∗ − c < 0 implies yinv − c < −δ, and y∗ − c is never zero. Finally, since y∗ is precisely known, value of
y∗ − c is also known precisely. Therefore, there will be no error (probabilistic or otherwise) in determining
the value of f after time T .

ALGORITHM 1: Truncating time horizon
Data: CTMC (T, y0), estimation of invariant distribution y∗, MITL formula ϕ, parameters α, γ, δ, and δ′

Function DurationOfSimulation
t← 0
η ← max

(y,c)∈AP
‖y‖1

while A1

(
yt, y

∗, 1
2 min{α, γ}, δ

′

3η

)
= failed do

t← t+ 1;
end
return t

For any δ1 ∈ R>0, let ∆ = δ1
3 max{|ẏi(t)||t∈[0,T ]} . Then, for any t ∈ [0, T ] and t′ ∈ [t−∆, t+ ∆]∩ [0, T ],

we have

1. if yi(t)− c > δ1
3 then yi(t′)− c > 0,

2. if yi(t)− c < − δ1
3 then yi(t′)− c < 0,

3. if |yi(t)− c| ≤ 2δ1
3 then |yi(t′)− c| ≤ δ1.

We partition [0, T ) into at least
⌊
T

2∆

⌋
+ 1 intervals, each of size smaller than 2∆. Let [t1, t2] be one of these

intervals. We then run A1, for t = 1
2(t1 + t2) as follows:

res1 = Aδ1/31

(
yi(t), c+

δ1

3
, α′, γ′

)
,

res2 = Aδ1/31

(
yi(t), c−

δ1

3
, α′, γ′

)
,

where A1 statistically check If res1 = yes then ∀t′ ∈ [t1, t2), (yi(t
′) > c) holds with bounded error α′.

Therefore, we set TC,{P}(t) = {P}. If res2 = no then for any time t′ ∈ [t1, t2], we know yi(t
′) < c

holds with bounded error α′. Therefore, we set TC,{P}(t) = {∅}. Otherwise, for any time t′ in the interval,
|yi(t′)− c| ≤ δ1 with bounded error max(α′, γ′). In this case, we set 1. TC,{P}(t) = {q, q′}, 2. L(q) = {P}
and L(q′) = ∅, 3. entry to q or q′, and 4. switches between q and q′ for arbitrary number of times, while their
common invariant permits. The result of the above procedure res = Aδ1,δ2(C, y0, ϕ, α, β) satisfies

P[res = no | C |= ϕ] ≤ α (26)

P[res = yes | C 6|= ϕ] ≤ α (27)

As for the unknown output, let Bδ1(y) be the δ1-ball centered at y in the L∞ norm. The algorithm
guarantees that

P[res = unknown] ≤ α+ β (28)

for all y′ ∈ Bδ1(y).
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ALGORITHM 2: Constructing the signal for atomic proposition P

h← max{|ẏi(t)| | t ∈ [0, T ]}, ∆← δ1
3h , n← |AP|

⌈
T
∆

⌉
, TC,{P} ← an empty automaton, X← {t}, qlast ← ⊥

forall i← 0 to
⌊
T
∆

⌋
do

α′ ← min( α4n ,
β
2n ), β′ ← β

n

res1 ← Algorithm
δ1/3
1

(
yi
(
(i+ 1

2 )∆
)
, c+ δ1

3 , α
′, β′

)
res2 ← Algorithm

δ1/3
1

(
yi
(
(i+ 1

2 )∆
)
, c− δ1

3 , α
′, β′

)
add a new location q to Q

if res1 = yes then
L(q)← {P}

else if res2 = no then
L(q)← ∅

else
L(q)← unknown

I(q)← 2i∆ ≤ t < 2(i+ 1)∆
if qlast 6= ⊥ then

E← E ∪ {(qlast, q, ∅)}
else

Qinit ← {q}
qlast = q

end
add a new location q to Q

I(q)← true, Qfinal ← {q}
E← E ∪ {(qlast, q, ∅), (q, q, ∅)}
if yinv > c then

L(q)← {P}
else

L(q)← ∅
TC,{P} ← replace any unknown location in Q with q and q′ labeled {P} and ∅. Duplicate edges from/to q and q′

accordingly
Add (q, q′, ∅) and (q′, q, ∅) to E for every split locations in the previous step.
return TC,{P}

Definition 5. For any ε > 0 let y+Bε be the set of observables achieved by slightly perturbing y. Let Cε be
any object with observables in the set y + Bε. We say satisfaction relation of CTMC C and MITL formula
ϕ is ε-robust, if one of the following is true: 1. For all y′ induced by Cε we have y′ |= ϕ, or 2. For all y′

induced by Cε we have y′ 6|= ϕ. We say satisfaction relation is robust, if it is ε-robust for some ε > 0.

With this definition in hand, we have shown that given any CTMC C and MITL formula ϕ, if C is robust
on ϕ, iteratively reducing δ1 using our algorithm guarantees that it will eventually return an answer which
is not unknown while satisfying conditions (26) and (27).

To summarize, this subsection has presented in some detail the project research techniques, and some
results, on verification of hybrid systems. The general approach is believed to be scalable to large systems,
and as mentioned in the executive summary we have carried out and published some application-oriented
case studies that support this claim. An important future direction is to bring synthesis of closed-loop control
and supervisory policies into the framework.
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3.2 Lattice continuous-time Markov jump processes

During the project we have made significant advances in developing new techniques for simulation of large-
scale stochastic systems. First, we have developed several anticorrelated variance reduction techniques for
the simulation and estimation of discrete-time lattice Markov jump processes; such systems approximate
continuous-time Markov processes via so-called tau-leaping approximations. These discrete time methods
were 10 to 1000 times faster than conventional methods on the spectrum of numerical experiments investi-
gated; the test systems ranged from relatively simple linear models, to complex nonlinear ones. Following on
this work, in contrast, we have further developed exact continuous time approaches leveraging our general
approach from the discrete time setting. These continuous time methods reduce the variance of continuous-
time Monte Carlo for Markov jump process systems, and we have rigorously constructed antithetic Poisson
processes, and have analytical demonstrations of negative correlation between pairs. Indeed, the primary
contribution of this new work is the construction of antithetic Poisson processes and their use in the random
time-change representation for the purpose of exact simulation and variance reduced mean estimation of
continuous-time processes. Considerable effort has been devoted to developing computer codes that run
on large-scale distributed computing platforms such as that of a supercomputer; we have applied these new
methods to several initial examples using a distributed platform and seen significant improvements (between
1 and 2 orders of magnitude) in computational efficiency over the standard methods currently used.

3.3 Stratified model checking

A significant project accomplishment has been progress on the problem using stratified samples to check
probabilistic computation tree logic formulas on discrete-time Markov chains. Compared to previous statis-
tical verification methods using naive sampling, stratified samples are repellent to each other, con- sequently,
their sample mean has higher concentration. By large sample approximation, we have developed a sequen-
tial probability ratio testing (SPRT) algorithm to check PCTL formulas, and have showed that this new
algorithm reduces of the number of samples needed for a given confidence level on several benchmarks.
More generally, statistical verification of probabilistic temporal logic formulas on probabilistic systems has
flourished during the past decade, due to its scalability to large-scale real-world problems with complicated
dynamics. The general idea is to treat the satisfaction problem of a probabilistic temporal logic formula as
a hypothesis testing problem. Therefore, by drawing a sufficient number of samples from the underlying
probabilistic system and using proper statistical inference, the satisfaction of the probabilistic temporal logic
formula can be determined with given confidence level. Previously, most statistical verification algorithms
are based on naive sampling, with the underlying probabilistic system treated as a black-box that generates
sample paths and a new sample is drawn from it at each round. Consequently, the samples are independently
and identically distributed (i.i.d.). Though this approach has the advantage of being able to handle systems
with unknown dynamics, it is usually not efficient, when the underlying probabilistic system is known. In
our research, we have developed a method of statistically verifying probabilistic computational tree logic
(PCTL) formulas on a finite time horizon. Instead of drawing one sample at each round, m-samples that are
repellent to each other are generated simultaneously. This leads to faster exploration of the path space and
less statistical error in estimation and inference. Initially we have focused on PCTL formulas, restricted to
situations of a simple formula without probabilistic operator. Namely, the correctness of can be determined
from a single sample path. PCTL formulas in general form with nested probabilistic operators can also be
handled and we are currently considering generalizations.
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3.4 Benchmark implementation

During the project we have applied our computational approach to a significant community benchmark
challenge problems that captures features of realistic automotive dynamics. We have statistically verified
the most complicated of the powertrain control models proposed in these community benchmark problem
(provided by Toyota), which includes features like delayed differential and difference equations, look-up
tables, and highly non-linear dynamics. Our results show that for at least 98% of the possible initial oper-
ating conditions the desired properties hold. These are the first successful verification results for this model
using any verification technique, statistical or otherwise. More specifically, the powertrain control problem
is one of regulating the air-to-fuel ratio in a automotive engine. A series of models of such controllers,
with increasing levels of sophistication and fidelity to real-world designs, have been recently proposed by
researchers as challenge problems for today’s verification technologies. Ever since these models were pro-
posed 3 years ago, they have served as a high water mark for evaluating verification tools and techniques for
cyberphysical systems. In our work, unlike previous unsuccessful approaches to verifying this model class,
we developed statistical model checking methods to analyze the system traces. We established formally
that the system model behaves correctly for most settings of the initial parameters. Statistical techniques
are used to bound sample sizes, and we develop new ideas to enable checking whether a single sample ex-
ecution satisfies the prescribed STL property. Mathematically, an execution of the benchmark powertrain
controller is a function that species for each time instant, the state of the system. We developed conditions
on how executions must be sampled (based on the correctness property) and an approximate satisfaction
relation that together guarantee that if discretely sampled executions satisfy an STL property, then so does
the actual, continuous execution.

3.5 Stochastic control

We have developed a technique for applying our anti-correlated sampling techniques to model predictive
control (MPC), focusing on stochastic MPC, which is usually characterized by a combination of stochastic
dynamics (possibly characterized by stochastic noise) and/or probabilistic constraints. Specifically, the re-
search focused on techniques that leveraged Monte Carlo simulation (often called scenario-based methods
in this context) in service of approximating solutions to the finite-horizon open-loop stochastic optimiza-
tion component of MPC implementation. We leveraged our previous work on anticorrelated simulation
of Markov jump processes (a broad class of potentially nonlinear and non-Gaussian Markov processes on a
countable state-space) to reduce the variance of mean estimates of the finite-horizon expected cost. The goal
was to allow for a reduced Monte Carlo budget to achieve the same or better performance of stochastic MPC.
The main contributions of the work were the presentation of an algorithm for variance-reduced stochastic
model predictive control of Markov jump processes, and its demonstration on a non-linear reaction network.
The stochastic dynamical setting we considered was the Markov jump process, a continuous-time, countable
statespace process that experiences transitions that can be classified by a finite number of reaction channels.
This class is a broad collection of systems, and appears commonly in models for chemical reaction sys-
tems, gene regulation systems, and atmospheric aerosol simulation. To simulate such models, the Gillespie
stochastic simulation algorithm (SSA) is frequently used. However, when the frequency of at least some of
the reaction events is relatively large, SSA can quickly become expensive and impractical. In these cases, a
discrete-time approximation method known as tau-leaping is often used. The tau-leaping method involves
simulating the system at discrete time intervals, where the number of transitions due to each continuous
time Poisson process during that interval are approximated by the sampling of an appropriately chosen Pois-
son random variable. The convergence properties of the tau-leaping algorithm have been rigorously proven
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and many variants exist, including implicit tau-leaping and adaptive stepping methods. In our work, we
restricted attention to a commonly used explicit, fixed step size approach. In the work we demonstrated that
anticorrelated ensembles can be drawn for open loop simulations of the process during MPC to produce
reduced error estimates of the true average cost.

3.6 Hybrid sampled-data

We have also investigated the stability and L2-gain properties of a class of hybrid systems that exhibit lin-
ear flow dynamics, periodic time-triggered jumps and arbitrary nonlinear jump maps. This class of hybrid
systems is relevant for a broad range of applications including periodic event-triggered control, sampled-
data reset control, sampled-data saturated control, and certain networked control systems with scheduling
protocols. For this class of continuous-time hybrid systems we have developed new stability and L2-gain
analysis methods. Inspired by ideas from lifting we show that the stability and the contractivity in L2-sense
of the continuous-time hybrid system is equivalent to the stability and the contractivity of an appropriate
discrete-time nonlinear system. These new characterizations generalize earlier (more conservative) condi-
tions provided in the literature. We have provided explicit examples of reset control and an event-triggered
control applications, for which stability and contractivity in L2-sense is the same as stability and contrac-
tivity in `2-sense of a discrete-time piecewise linear system, that the new conditions are significantly less
conservative than the existing ones in the literature. And we have shown that the prior conditions in the
literature can be reinterpreted as a conservative `2-gain analysis of a discrete time piecewise linear system
based on common quadratic storage/Lyapunov functions. These new insights were obtained by the adopted
lifting-based perspective on this problem, which leads to computable `2-gain (and thus L2-gain) conditions.

3.7 Counter-example guided abstraction-refinement framework.

We have developed the theoretical foundations and software tools to automatically verify hybrid systems
using abstractions. Abstractions play an important role in the verification of cyber-physical systems, where
complex continuous dynamics are abstracted into simpler dynamics that are amenable to automated analy-
sis. This is because the general problem of safety verification is undecidable even for very simple class of
continuous dynamics. The success of the abstraction based method depends on finding the right abstraction,
which can be difficult. One approach that tries to address this issue is the counter example guided abstraction
refinement (CEGAR) framework that tries to automatically discover the right abstraction through a process
of progressive refinement based on analyzing spurious counter examples in abstract models. Over the past
three years, we have been developing a CEGAR framework to automatically analyze hybrid systems, iden-
tifying algorithms to automatically construct coarse abstractions, and refine the abstractions based on model
checking the abstract designs. We have mathematical theorems that characterize progress achieved during
each iteration of abstraction-refinement, along with a characterization of termination under special circum-
stances. We developed a new algorithm for model checking safety problems of hybrid automata with affine
dynamics and rectangular constraints in a CEGAR framework. We show that our algorithm is sound and the
approach has been built into a software tool called HARE (Hybrid Abstraction-Refinement Engine) that can
automatically verify safety properties of hybrid systems with non-linear dynamics. Experimental evaluation
of the tool has demonstrated that the approach works well in practice — HARE can analyze designs that
cannot be verified by state-of the art verification tools, as well as work much faster on simpler systems. We
also compared the performance of our tool with several state-of-the-art tools, which further demonstrated
its advantages.
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3.8 Syntactic and Semantic Perturbations of Hybrid Automata

Hybrid automata provide a mathematical framework in which to model systems consisting of a digital con-
troller interacting with a continuously evolving physical process, and the models have discrete modes corre-
sponding to phases in the digital controller. Transitions between modes model discrete changes to actuator
inputs from the controller based on sensory feedback. Formal models of cyberphysical systems are typi-
cally “best effort” descriptions that may not be completely faithful to the actual system. There are several
sources of inaccuracies. For instance, environment parameters, like network latency, are estimated based
on extensive experimentation. Differential equations governing the behavior of the physical plant maybe
imprecise, either because of limitations in our mathematical understanding of the physics, or because of a
conscious effort to construct a tractable model by approximating. Sensor and actuator delays might either
be unpredictable or have been ignored. Finally, inaccuracies in sensor input to the controller may not have
been faithfully modeled.

For these reasons, a system modeled by hybrid automatonH, may, in practice, behave like the automaton
Hδ which is obtained fromH by syntactically perturbing constants, constraints on mode switches, and flow
equations governing continuous evolution, by some δ > 0. A natural question to ask is if the automaton H
and its perturbationHδ are semantically close (in some well defined sense). Can a perturbed automatonHδ
be arbitrarily close to Hδ? The challenge in answering this question lies in the presence of discrete mode
changes—small changes to the behavior of a hybrid automaton could result in transitions becoming enabled
that yield unexpected behavior in the perturbed automaton.

It is known that general syntactic perturbations can result in models that are not semantically close. Our
main result is that for a restricted but fairly general class of hybrid automata, that can include hybrid au-
tomata with highly non-linear and non-deterministic dynamics, syntactic perturbations are closely related to
semantic perturbations. We consider hybrid automataH all of whose components, like flows and invariants
in modes, and guards and resets on transitions, are described using formulas in first-order logic over reals
built from constraints of the form f ≥ 0, where f is a continuous function, and using conjunction, disjunc-
tion, and first order quantification. For a formula ϕ in this logic, its perturbation δ by, ϕδ, is the formula
obtained by replacing all atomic constraints f ≥ 0 in ϕ by f + δ ≥ 0. Using the notion of perturbation
of a constraint, we define Hδ to be the hybrid automaton obtained from H by perturbing all constraints ϕ
appearingH by δ. Using this definition we are able to prove a rigorous result about the sets of automata such
perturbations sweep out. Descriptively, the result can be interpreted as follows. Let us consider the function
F which maps the automaton H to its transition system semantics F (H). Our results can be seen as saying
that F is a “continuous” map with respect to the metric on the hybrid automata induced by perturbations δ.

The results of this part of the project on relating syntactic and semantic perturbations have significant
implications in satisfiability checking as well as verification. In particular, applications include CEGARs
(described above) and decision procedures.
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4 Awards and Recognitions

Geir Dullerud:

• Keynote lecture at IEEE Symposium on Complex Systems and Cybernetics, Guangzhou, China,
2017;

• Keynote lecture at Design and Analysis of Robust Systems (DARS) Workshop, Computer Au-
tomated Verification (CAV) Conference, 2017;

• Plenary lecture at the International Workshop on Operator Theory and Applications (IWOTA),
2016;

• W. Grafton and Lillian B. Wilkins Endowed Professor of Mechanical Engineering, University
of Illinois, Urbana-Champaign, 2016.

Mahesh Viswanathan:

• Plenary lecture at Workshop on Probabilistic Reasoning and Formal Methods, International Con-
ference on Foundations of Software Technology and Theoretical Computer Science (FSTTCS),
2017;

• Keynote lecture at Trends and Challenges in Quantitative Verification, Mysore Park Workshop,
2016;

• Promoted to the rank of full Professor in the Department of Computer Science at the University
of Illinois, Urbana-Champaign, 2016.

5 Personnel Supported
Geir E. Dullerud Professor, University of Illinois at Urbana-Champaign
Raymond Essick PhD Student, University of Illinois at Urbana-Champaign
Peter Maginnis PhD Student, University of Illinois at Urbana-Champaign
Joao Porto PhD Student, University of Illinois at Urbana-Champaign
Nima Roohi PhD Student, University of Illinois at Urbana-Champaign
Mahesh Viswanathan Professor, University of Illinois at Urbana-Champaign
Yu Wang PhD Student, University of Illinois at Urbana-Champaign
Matthew West Associate Professor, University of Illinois at Urbana-Champaign
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