
[Distribution Statement A] Approved for public release and unlimited distribution.

Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA  15213

Uncertainty Reduction
in Self-Adaptive Systems

Gabriel Moreno, Javier Cámara§

David Garlan§, Mark Klein

§Institute for Software Research, Carnegie Mellon University



2
Uncertainty Reduction in Self-Adaptive Systems
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Copyright 2018 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-
15-D-0002 with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally 
funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed 
as an official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE 
MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO 
WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT 
LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS 
OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY 
WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT 
INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  
Please see Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic 
form without requesting formal permission. Permission is required for any other use.  Requests for permission 
should be directed to the Software Engineering Institute at permission@sei.cmu.edu.

DM18-0690



3
Uncertainty Reduction in Self-Adaptive Systems
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Uncertainty in self-adaptive systems

When deciding how to adapt, a self-adaptive system usually 
faces uncertainty.

For example:
• uncertainty about whether a service not recently used is still 

available

• uncertainty about the state of the environment, perhaps only 
known with a wide confidence interval

Existing self-adaptation approaches can reason about 
uncertainty, but do not consider ways to reduce it. This is a 
missed opportunity to improve.
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Uncertainty reduction

 

However, reducing uncertainty has a cost:
• resource consumption

• user annoyance

A principled decision-making approach that considers this 
trade-off is needed to decide at run time when and how to 
reduce uncertainty.

uncertainty 
reduction

better 
system/environment 
state characterization

better 
adaptation 
decisions

improved
self-adaptation 
effectiveness
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Introducing uncertainty reduction
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Without and with uncertainty reduction 
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Research challenges

Creating a catalog of uncertainty reduction tactics
• How to make it system-independent and useful simultaneously

Specifying the impact of uncertainty reduction tactics
• How to specify the impact in a generic way

• How to consider partial uncertainty reduction

Developing decision procedures that integrate uncertainty 
reduction with normal adaptation
• How to avoid state space explosion to keep the decision time 

low enough for run-time decision
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Integrating uncertainty reduction in MAPE-K

Monitor ExecuteKnowledge

Analyze Plan

Target system

● Capture information needed for UR decisions
● Provide an effector interface to modify 

the monitoring itself (e.g., change sampling rate)

● Determine whether UR would be beneficial
● Since UR affects subsequent adaptation decisions,

UR would likely have to be done proactively

● Decide which uncertainty reduction tactics to use
● Since UR does not have a benefit by itself, the

planning must consider how UR will affect
subsequent decisions● Execute uncertainty reduction tactics

● some change the target system (e.g., turn sensor on)
● some change the monitor configuration

● Models extended with uncertainty quantification
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Examples of uncertainty reduction tactics

Source of uncertainty
[Esfahani & Malek 2013]

Tactic Purpose

due to simplifying 
assumptions

use analysis with higher 
fidelity

reduce the uncertainty in 
the analysis results

due to noise change sampling rate get narrower confidence 
interval

due to model drift probe service/device not 
recently used

determine availability and 
response time

turn probe/sensor on obtain (previously unknown) 
value for model property

in the context present a CAPTCHA determine if requests are 
coming from humans or 
bots

due to human in the loop poll humans for their state determine availability and/or 
willingness to perform task

due to decentralization query other systems actively update other 
systems’ state instead of 
waiting for information to 
propagate


