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Agenda

 Importance of Cybersecurity
« Cyber Ethics
 Questions
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What We Think Cyber Is
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What Cyber Is In Reality
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Section (optional)
Picture

Wh a.t IS Th |S 7 (optional)
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Notable Breaches and Attacks

 Petya

« OPM Breach (2105): 21.5 million SF-86 records

« DNC Hack (2016): ~19K e-mails and ~8K files

o Stuxnet (2010): targeted PLCs used in Iranian nuclear facilities
« TJX (2007): 45.6 credit and debit card numbers
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Economic Impact of Cybercrime

429 Million Identities
Exposed in 2016*

Global Cost
e 2014: $400 bhillion

o 2019 (projected):
$2.1 trillion

* 2016 Symantec Internet Security Report

Case Study: Angler Exploit Kit

Cisco 2016 Annual Security Report

@ Angler Revenue
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redirection ) ﬁ
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served exploits of ransoms paid

9515 users are paying ransoms per month

Source: Cisco Security Research
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Section (optional)

Payout for Zero-Day Exploits

ZERODIUM Payout Ranges

LPE: Local Privilege Escalation

MTB: Mitigation Bypass

RCE: Remote Code Execution

RIB: Aemote Jailbreak
SBX: Sandbox Escape

VME:Virtual Machine Escape
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* All payout amounts are chosen at the discretion of ZERODIUM and are subject to change or cancellation without notice,
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Careers in Cybersecurity

U.S. is short 250,000 Cyber professionals

» Shortage: expected to double within 5 years

» Job Growth Rate: Greater than 3x the average
 Industry Growth: $75 billion (2015) to $170 billion (2020)
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Bridging The Gender Gap

Gender Imbalance in Cyber
 Ratio of mentowomenis5to1l

Bridging the Gap

« Grace Hopper conferences

First-year Female Undergraduate Enrollment in
Computer Science at Carnegie Mellon University

100%
50% 48.5%
*National Average — degrees
.................................................................................................................... earned by women: 20%
(Source: NSF)
0

2013 2014 2015 2016
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Types of Hackers

White Hats: “Ethical hackers” that are hired by a companies to find
security vulnerabilities and strengthen the security of a system.

Black Hats: Find and exploit vulnerabilities for personal or
monetary gain, or other malicious reasons.

Gray Hats: Mix between the good guys (White Hats) and the bad
guys (Black Hats). They will look for vulnerabilities WITHOUT
permission. If they find something, they tend to report it.

o Still illegal since they don’t have permission.

—— o 9 5 5 . L. . Huyi2 , 2017 been approved for public release and unlimited 13
CERT | == Software Engineering Institute | Carnegie Mellon University © 2017 Carnegie Mellon University distribution;



Ethics

What are Ethics?

Why are they Important?
Where do they come from?
Cyber Ethics

Examples

Cyber Ethics Pledge

Cyber Crime
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What are Ethics?

Ethics: The study of right and wrong

Examples of ethical behavior:
- Not lying

- Not stealing

- Not taking credit for others
- Not cheating on tests

- Not abusing one’s power,
position, or skills

=== Software Engineering Institute
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Why are Ethics Important?

 Promote a sense of "fairness"
» We assume that other people will act ethically.

e They benefit the common good.

o Keep us out of trouble!

 If you have to ask if something is ethical, then it is more than likely not ethical.
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Cyber Ethics

Adds a new dimension to right and wrong
Issues:

- Stalking

- Hacking

- Bullying

- Plagiarism

- Digital rights management
- Digital trespassing

--------

- Vandalism, defacing T |
. . wikimedia.org
- Denial of service

- Online personas
_Jurisdiction and location
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Cyber Ethics Pledge (1 of 2)

| will always consider the social consequences of the program |
am writing or the system | am designing

« | will always use a computer in ways that ensure consideration
and respect for my fellow humans

« | will always use a computer in a manner that will honor my
family, my community, and my high school

* | will not use a computer to harm other people

| will not break any laws with my computer

| will not interfere with other people’s computer work

| will not snoop around in other people’s computer files
| will not use a computer to steal
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Cyber Ethics Pledge (2 of 2)

« | will not use a computer to bear false witness

| will not copy or use proprietary software or media for which |

have not paid

* | will not use other people's computer resources without
authorization or proper compensation

« | will not appropriate other people's intellectual output

« | will not use a computer to bully, humiliate, hurt, or take
vengeance on another person

| will not use a computer to access, post, or process
pornography, foul language, violence, or other adult content
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Cyber Crlme LaWS 18 Pa. Stat. § 7611

8 7611. Unlawful use of computer and other computer crimes.
(a) Offense defined.--A person commits the offense of unlawful use of a computer if he:

(1) accesses or exceeds authorization to access, alters, damages or destroys any
computer, computer system, computer network, computer software, computer program,
computer database, World Wide Web site or telecommunication device or any part thereof
with the intent to interrupt the normal functioning of a person or to devise or execute any
scheme or artifice to defraud or deceive or control property or services by means of false or
fraudulent pretenses, representations or promises;

(2) intentionally and without authorization accesses or exceeds authorization to access,
alters, interferes with the operation of, damages or destroys any computer, computer
system, computer network, computer software, computer program, computer database,
World Wide Web site or telecommunication device or any part thereof; or

(3) intentionally or knowingly and without authorization gives or publishes a password,
identifying code, personal identification number or other confidential information about a
computer, computer system, computer network, computer database, World Wide Web site or
telecommunication device.

Unlawful Use of Computers and E-mail, Possession of Online Child Pornography, Computer Trespass and

Computer Theft are felonies of the third degree. These offenses are punishable by up to seven years
imprisonment and/or fines not exceeding $15,000.
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Cyber Crime Laws

Computer Fraud and Abuse Act

18 USC 1030 make it a crime to access or attempt to access a
computer or computer network without authorization or in excess of
authorization

- Covers virtually all computers involved in interstate commerce
Including foreign computers

- - Only need to intend to cause damage to be found guilty

Maximum of 10 years in prison (first offense); 20 years (second offence). State offense count as

prior
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Questions?
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